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This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in C 5 1 Tiers

Findings by Asset

About the Assessment

Security Advisories 5 aluates your ass inst recon t practices based on Cis
ts configuration deviations acr i ructure that may affect availabili

or performance. Each best practice rule is evaluated ac red assets, with findin:
Security Hardening L ' B : '

Configuration

Field Notices
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4 Insights

Based on data from your 312 Sig

Issus Issue Issue
Critical wireless controllers show Reversible password storage exposes Baseline logging, menitoring, and
widespread baseline security and administrative credentlals to compromise management security contrals missing
configuration gaps together
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Assessments 3 Configuration A:
4 Insights

Overview Insights are Al-generated. Based on data from your 312 Signature tier assets

Findings by Asset
Critical wireless controllers show widespread baseline security and configuration gaps /lssue

Security Advisories ightly
recommended protacti
Security Hardening

s critical-importance devices.
Configuration including Security: Minimum management password length shoul..., Security: Controller with telnet enabled, this is...,
Security: HTTP aceess to management is enabled, it..., Security: SSH high encryption is not enabled, it i..., and Security: WLAN may be using management
Field Notices - posure point:
; Controller with not recommended code ver..., NTP: Controller without time source, please
d High Availability: High Availability is a recommended redun. val i

]

s performance and monitoring features ent together, including CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM is
not in use. It is recommended ..., Band Select: Band Select is not in use on any WLAN. ..., RF: Legacy rate in Global in use. Disabling ..., and Rogue Detection:
Minimum Regue RSS| detection threshold s....

g r together, remedi ould focus on establishing a hardened controller configuration baseline rather than fix

rule independently.
ommendation

1. Establish a hardened wireless baseline by updating management access security settings i
methods.
0 @ recommended controller software version

mmended wireless monitoring and RF optimization features such as rogue i itoring, RRM capabilities, and CleanAir where supported.
and correct network segmentation and WLAN-to-management VLAN separation to pravent exposura of management interfaces,
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Critical wireless controllers show widespread baseline security and configuration
Overview gaps
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Findings by Asset

Details Source Findings

Security Advisories

Security Hardening 4 Insight
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Configuration multipla recommended protections and operational settings. Becausa these issues appear togather consistantly, addressing them as a bundle will significantly red
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nd High Availability: High Availability is a recommended redun..., increasing operational risk and

performance and monitoring features are siso repeatedly absent togather, including CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM
Is not in use. It is recommended ..., Band Select; Band Select Is not in use on any WLAN. ..., RF: Legacy rate in Global in use. Disabling Rogue
Detection: Minimum Rogue RSS| detection threshold

ause these rules consistently appear together, remediation should focus on establishing a hardened controller configuration baseline rather than fixing each
rule independently

Recommendation

encrypted mana
nfrastructure.
Configure reliable time synchronization settings including reachable NT

. Enable recommended wireless monitoring and RF optimization features such as rogue det i abilities, SleanAir where supported.
-t network segmentation and WLAN-1o-management VLAN separation to prevent exp ent interfaces
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Case 807"

Last updated: Apr 24, 2026 B:48 AM

Cates Summary Hotes 3 Files (@ Associated Bugs (8 Associated RMAs @

& RMas
About the Case

Crested
Ape 24,2026, 5:48 AM

TAC Progress Detalls

Problem Description

Nt yet avadable. Will be sdded as the case progresses.
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Security Advisories by Coverage Status

NOT COVERED: 6,046.00

26,803

advisories

COVERED: 20,757.00

This donut chart compares security advisories between devices with active coverage and those without.

KEY INSIGHT

Devices that are M account for 6,048 security advisories, representing 23% of the total exposure despite
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