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2ERNUEETULHNFFIZIT, FHEXT , ERIQERIEIHNELI(VM)ER , i ERIQE
BZE(VA)e VAREEZFE#MET , BASMETLRE. I TRIFXMEE , ATMCisco IQ
SaaSTHREHHEF ML T , HESLX I ENFIRBFEERIIVA,

Cisco 1Q On-Prem Air-Gapled¥¥Cisco |Q SaaSHIXBINEET REISRIAE |, FESKEBIHRARE
BUSREELLAHAENEENZHEREHTEE.

ZiFECisco IQ VA , HHTFF 15 #0315 3 7 S Ehttps:/<fadn-of-the-appliance>, A RETE
i E M admin A P & MR B E %,

N EE - Cisco IQ VAR IR EMS NS LT AT RINES. MCisco QIR FRIFREVAR
FEANEMRED (ER, ANTER ) WRBRTHEEESEH, BERCNERRET
MESES,

EEEE (BERE)

Cisco IQ VAR — A ZPEPBH M B HRIBREMRAR LR , ARA THENEM g, ©&EY Catalyst
Center#Direct Connectionli E##E, BRI TNEEHRIEMIZTEZFLXINEES N, BEHEW
- Lo

- BIBREITE BT SHRIEHNGII | #EMNEEEHI(SNMP)vIN2c/V3) L E M FRZEE
. BIREZLRXERMUEEFEIL (HIW , “SanJose-SNMPV3” ) |, LA LLFE —MIBEFHH
B, FEXEHEBIFMEERRE,

- FEIERFF R~ REILEESEFRTRITRE , LBIRTEHRIEIRE, B2
EIPEE#EICEEXNTEENAN , REEHFEWEREDEINAEBRNSHRIE. XH
BRT FmAER  ABRENEEENSEY B RFER,



N rE . BEATEESNMPV20/SNMPVIFISSH |, 3 B 7B B Catalyst Centers B A4 Fii2 fi
HTTP/HTTPSIEILE,

AN INEAE
MMFRMERS SEMITRIBRE, ERMFEIL , BMATATERE

1. MRS BEFIRFEZEE, REMAI4LE RConnection ManagementTT H

2. B & CredentialsitIli .,

aluafn
cisco IQ

& ¢ System Settings Connection Management

Local Identity & s Connections Credentials Inventory
Access —

Connection Management
Credentials

Activity & Logs

-, Package Management

System
Configuration

1

No credentials yet

Add credentials to start collecting data from your assets.

Add credentials v

Credentialsi& I+

3. REARINFIE,



alualn
cisco 1Q

& Connection Management

Add Credentials

‘0 System Settings

Local Identity &
Access

. Credential Name and Protocols
4 il Credential Name and Protocols
Connection Management

Name

Activity & Logs 2 ) Enter Login Details
Select at least one protocol
() sNmpv3

Sy () snmpv2
Configuration () ssHv2

() Telnet

() HTTPMHTTPS

Package Management 3 ) Specify IP Addresses

Cancel

A IFEIE

4. i AName,
5. % R AT A & A B M E IR AR,
6. £ Next,

Add Credentials

System Settings

Local Identity &
Access

Connection Management
Activity & Logs

Package Management

System
Configuration

AINEIEFAEE

(v ) Credential Name and Protocols
Enter Login Details

Specify IP Addresses

Enter Login Details

SNMPv3

Cancel

Username Engine

D (optional)

Authorization Authorization
algorithm password

Show

optiona
(op password

Privacy Prrilacy

algorithm

Show

N B FPRERT LI —ShREFEDUNAR. SHEONEREEEONL



7. MABNEMUH B FIFAER,
8. B Next,

i 1Q Link

‘o System Settings € Connection Management

Add Credentials

.‘ Connection Management

£ Activity & Logs

v ) Credential Name and Protocols Specify IP Addresses

Included IPs
a System v | Enter Login Details
Configuration

B) Sspecify IP Addresses

Cancel

Back Save and add another credential Save

EEIP# it

9. #i Alncluded IPs,

N g HFEEITATRIEENSEN PRI RIPEE. TXRPAIPEBYES ( M
BEMILE) . BAAXBENBRANFAGE  FEREILAENTRTE,

10. Click Save. RGP ER—MAUWHEE |, BFREEG T FILERTF.

Uit 1Q Link

o Systemsettings > Connection Management

~

%' Connection Management

Connections Credentials Assets
2> Activity & Logs

Credentials
Q System

Configuration

1 result

Name Protocol Included IPs

HTTP/HTTPS

ERINEHRE
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RFBFRREFEREREIL,

« KELHSE  SENFRUEENAT—AREN , BRIQAREENSREN EFTERZEERIT
Eel]; RENAUTHLESR , BEEFIYTERLE

- BHENIPTE &SLER

- EREBEFTEALERBRTERESHHE ; ESHEY , KRACERBERE LR
o5

- BEMAEIANBEGF)IERN Pt FHEBZHFIRE  XAMNEGTELRAE.
- XENER
- 123 (REEER)
WA
-1
S (RIBIEER )
- FEEFHE
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TRUEAHRZFEESNELHEXS , BN ZNMERESENTILES.

£ 1 EIEERRA

®EIP AANERSE EEREIEE
10.10.1.5 10.10.1.5, 10.10.1, 10.10..* 10.10.1.5 ( SE£& PC& )
10.10.2.15 10.10.2, 10.10.* 10.10.2.* ( Ei¥4H )
10.10.5.50 10.10... 10.10.. ( Fi¥4H )

N s NBEREETFEIAEELT  RARALKEESRERRENETE (HS2
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/1 Cisco 1Q VAR I & Z A i#E$#20 Catalyst Center ( IEEE )

% F f5E F Catalyst Centerf BRiBULEE -

1. NREREFIRBEREE, RS5MEEIS.E RConnection ManagementTi H .

alvaln
cisco 1Q

‘° System Settings

Local Identity &
Access

Connection Management
Activity & Logs

Package Management

System
Configuration

Connection Management

Connections Credentials Inventory

Connection Methods

Manual IP Address Network Scan

Catalyst Center
v Direct data collection Direct data collection

Manage Connections

To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.

No connections configured yet
Scheduling

Discovery and Inventory
Collection Times

2. # FHCatalyst Centerit I,

e

‘0 System Settings

Local Identity &
Access

Connection Management

Activity & Logs

Package Management

System
Configuration

¥ BNCatalyst Center

&« Connection Management

Add Catalyst Center

IP Address IP address / FQDN

Select credential

v

Only credentials using HTTP protocol

Submit  Cancel




3. # AP 3 siFQDN,
4. M\Select credential TR IR PER BB ENHTTP/HTTPSEILE,

5. £ submite REMEIRKETREIA ( ZRZSUREFESTH ) . EALAIEConfigured
Connections T & & T/ 1Y Catalyst Center,

6. ItXIWE, BXRFMEER , FSHILI,

N 5% - Cisco 1IQ VATIEE T B# it HRE | REBDRUBDRET Y. BARNEHET
YU EALANERNMEFE D,

FHBFERE
EFMEEREERENRE  ERITUTRE

1. NREREFIEBEREE, RS5MEIS.E RConnection ManagementTl H.

alialn
cisco 1Q

System Settings .
Connection Methods
Local Identity & 5
SCcees Manual IP Address Network Scan
Catalyst Center . . R .
Direct data collection Direct data collection
Connection Management

Activity & Logs Manage Connections

To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.

% Package Management

No connections configured yet

System
Configuration

Scheduling

Discovery and Inventory
Collection Times

Discovery Weekly on
Sundays at
07:30 AM IST

EEEE

2. B EREFHIPit, REMEI4 & RDirect Connection R , EFEEF ()N A T WELIEN
I,



alualn
€isco IQ

‘0 System Settings & Connection Management

Direct Connection
Local Identity &
Access
A Add credentials before form submission to ensure an immediate, x
successful discovery. Re-discovery will run on schedule until

Connection Management 3 5
credentials are provided.

Activity & Logs Add credentials

Package Management

Choose a Method of (®) Upload afile () Specify individual devices

System Entry

Configuration Download the template and add your device information. Then attach the file below.

&

Click or drag file to this area to upload

Only one CSV file can be uploaded. 50,000 assets maximum.

Submit Cancel

E# A

3. B #Choose a Method of Entry PV EIEET , HEAUTHFZ2 —REHIERER -

« bR RERBN

alialn
cisco Ql

4\  Add credentials before form submission to ensure an immediate, %
‘0 System Settings success.ful d|scover)'/. Re-discovery will run on schedule until
credentials are provided.

Local Identity & Add credentials
Access

Connection Management

Choose a Method of (O Upload afile (@) Specify individual devices

Activity & Logs Entry

Enter hostnames or IP addresses
Package Management

System
Configuration

Submit Cancel

BEEEMRE

c EEBNMNERHABNTINE. IPHUHRIES 2BV EH B F/ZKIPHb1E 5 5




4. B submite RINERGE , RELFEEE M E|Assetsit T+,

5.1t x . AXRIFHMAFEE , FSHEITK.

N 5% - Cisco IQ VATIRE T Bt R E | REBDRUBDRET Y. BARNEHET
¥, FENSALANERNLENED,

& 43 4

1. NRRIGEFIRREEEE, REMAI4E RConnection ManagementTT H

alualn
€isco IQ

System Settings .

Connection Methods

Local Identity &

A

s Manual IP Address Network Scan
Catalyst Center ) ) ) .

Direct data collection Direct data collection

Connection Management

Manage Connections

Activity & Logs
To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.

Package Management

No connections configured yet

System
Configuration

Scheduling

Discovery and Inventory
Collection Times

Discovery Weekly on
Sundays at
07:30 AM IST

P& 1

2. B #HNetwork Scan, Connect Assets by Network ScanT2 EE 7~ = (3) Mkl



alialn
cisco 1Q

System Settings > & Connection Management

Connect Assets by Network Scan

Local Identity &

>
Access

Scan Method
Connection Management
(® specify IP Range () Specify Discovery Protocol (CDP/LLDP) () File Upload

Activity & Logs
Name
3% Package Management

System IP Start
Configuration

Schedule Scan

Frequency

v

Connect assets Cancel

EEIPERENMEAARERESEZCE N B AR Z R IPH i T E

B E A BHIL(CDP/LLDP): 3% 2 2 £ A B M 48 & B
M B4 EAESXHF , BIINECIE S SRR

AR,
4. % AIP StartFIP End,

5. T RIFHT |, @ BIMR At A,

w

6. B dConnect assets,

25

i E R B E Y Cisco 1Q VAMBHNIT B3 BRI, B RIWE | EHITHU TR

1. #£Connection ManagementTT E#ISchedulingZf 7/ , 3 EEHREVITR , £ dEdit. REF
& /REdit Schedule T H .



& Connection Management

Edit Schedule

‘o System Settings >

Local Identity &

>
Access

Schedule Discovery Frequency Day

ion M: it
Connection Managemen! Weekly Q© Susday

Activity & Logs

e Package Management Schedule Inventory Frequency

Collection Daily

System
Configuration

Submit Cancel

RIBITRI
2. #£Schedule Discovery&f 7 # , N TR FI R P EFE B LR FrequencyMDay , H % AFTEHFT
sREtEITime.

3. #£Schedule Inventory Collection®#% , M\ TR FIRIEFREH EiEFrequency , H I AFTENIT
a1

4. B submit,

N xE TR EARREN R M EAED , FH5-102 8 AEREE P TES R
A R

TR (BR, ANFFEN )

B LEBVARZTER, #ll, BRAZTIHAZENENREEGAR (BIZENRE ) .
B BT SMERHEZE R , MCisco IQ(SaaS) FTHEF AR LZECA], @8 ZERUEEFE
BB, SHEEREBTEBSRNEEEY K BRSXERENEEEN RS,

AN AR R

EIRZM T M , EVARREZOINEE, ER—HMYNES , EEECWEGAR , RiF#HT
iR, P MFE K/, RFEEFR(BIECPU, BFEAEE T(GPU)NRAM) R BE B R IKHHEI1E
BB (D, PR ) IIHE.

1. B FZICisco 1Q.

2. EMBIRSEIRE > BEFE 8 %o


http://iq.cisco.com/

Ll Q

2o System Settings Package Catalog
m These packages are intended for on-premises deployments.
T Account Details

= Fifters 8 results

Systems

¥ Data Connectors Ckoolal vkl GRIINETS Cisco I Virtual Appliance

K sourly otetsand s st ety o yourapramiss et s 0 anaing Apowered . —— AP —
B Service Contracs e nsihts. n her Gt conters porae i dcomneciad
claco- 120 Clsco- 12008
P FileUpload
Released u 15,2028 Detais | Downlosdoptions v | Relssea 15,2020 Detsilz | Download options

[ r—

Modules

® ®

2 ActviytLogs

Assets App On-Prem Al Inference Infrastructure
Estabish a singi 1Q air-gapped dep
NVIDIA GPU (for ex

s on 3 scheduie and turn
T ——
contract and entilement visoiy, LDOS and Eo ricalty nsights, securiy advisores, tagging and organizaton

Inventory export, and sef. oy gos and doc

Cisco - v1.0108

Released Jun 4,2026 Details Released Jul 17,2026

Assessments Rules Assots Rules Sample Package Rule

and updated rul dofintions rea

Puls data from SaaS cxp-catalake-Ingostion bucket, bundies I and moves to targot minlo bucket. d data package
s, 3nd standards emerge, ensuring

are rocommer or complance
o packaged on Cisc " o npram, and consumed by speific platform
Ciaco V105 - “ R

Cisco+vi012

Released Jul 18,2026 Details | Download Released Jul1,2026 Details | Download Released Jul 14,2026

Entitlements

B HEF

3. N\FFEMERF£ | B diDownload options > Installation packages. Download& A 3T F .

N oaE IHERETRAEG.

Download Assessments

System version

System v1.2.0

Build type

Application version

Cancel Download

T#

4. \T L5 & F1%E$F System Version,
5. N 53k Hi%&#EBuild type,
6. B HDownload ¥ X R FEIZ M,



N orE . BB YMHBA(1025CB)YETREE , BRELE ZBNREZTHE.,

7. $MEVA,
8. SMEIEM > RRRE > KU TEE, REMEI2E RPackage ManagementlH , &
LTI+ -
- R
« FN
- B

il
asco’ 1Q

&o System Settings > Package Management

Local Identity & Modules Rules Entitlement

Access

>

+ Add module

Connection Management
Activity & Logs ®

3& Package Management S

Assets Application.
System

Configuration v1.0.80

Installed July 16, 2026

BIR

9. # & Add module,



kvl
asco 1Q

‘o System Settings > & Package Management

Add Module
Local Identity & 5

Access A SCP server configuration missing
To update the system via SCP, set up your server in SCP server.

Connection Management

Activity & Logs
y & Log: ™ et Select Module

& Package Management File selection

2 | Select Deployment Size Serve O Local file upload

System
Configuration

Cancel

AN IR IR

10. IEFRIEAY B IE AR FRIET

- SCPRFHMARRURMFEHBIIXHR ( BWAHTAXMH)

o R EE R THRNLZENH (AT LHENRANERER , FEWNUXI30 GBI E AR XHHE
)

11. B3 Nexto

« Package Management

Add Module

Select Deployment Size

Select the appropriate deployment size based on how many parallel devices you would like to support.

Select Module

Large Large deployment profile

8 8192 20480
cpu RAM Disk

System
Configuration




EEHE

12. £ Deployment Size ( #l0 , Small, Medium=Large ) » XEXK/NEFMEENHN , AET
HRER,

13. £HAdd Module, MZENERERELDEBENERIETF L, THE , BRRESERNE
HZ1T", T REZE RN T A,
FHRIEIR

BH BRI RIEDE R (ECisco 1QF ) RAMER. BARFBIMA , FHTATFRIE -

Activity & Logs

Entitlements

B MEREEER
1. \FTERHESR & | B HDownload options > Upgrade packages. Download& A$T .

N oEE R EREERSE RO,



Upgrade Assessments

System version

System v1.2.0
Current app version

Build type

Application version

Cancel Download

T#

2. N T hI% &R A% System versions

3. N T L%k iE#ECurrent app versiono
4. \TFHL%IFR P iEFEBuild type.

5. B EHDownload ¥ X H-R 17 B 453

6. SMEVAH TR FRXHNRE.

EIEER

WINERE | BA LR $EManage , MPackage Management@ E X E#1T15 K. 7] F A& UL
BIFRBERPMARIESHRE, EEEROSER



do systemsettings D Package Management

Local Identity & Modules Rules Entitlement

ccess

+ Add module

®
Assets

Stop module

Update

ERTRE

1. #£Package ManagementMEH , £ LT EKERIManage > Update,
2. & # Update type:
- NEHHEARND
« EFThRA
3. MRERELLEXRND , FREET—F , ABRET —THEEFNIHEKRND,
gE

IR ikFE Update Version , & & 'RFile selectionit W, iEFSCP ServerH i A ZERHEH
WIS R |, SikZELocal file upload , REHER T &M L4,

4. B Nexto REMEAISE REFREIRITRIR,
5. NEAT Bk LA B R ERITX

- PEEF

- WEEH

N oiE BEEREBES  FREREAEN. NEBEEEHN UHELEREMAES

o

6. MRk H Update later , &% ADate M Time,

7. B Next, REEAISERERHE.

N oE . ATUNEFEEHARTESR.



8. # FHUpdate Module ¥ SfinEIModuleit T+, ERE REHEITRIRES,

YR IT X

BETUEER, RERHUEITYNEN, BREBIECHITRIER , FHRITUATERE

&g System Settings Package Management

Modules Rules Entitlement

Local Identity &
Access

Connection Management

Activity & Logs @

Package Management .
< g Assessments

Proactively assess network

System infrastructure for security, compliance,

Configuration and lifecycle risks. Run assessments on
a schedule and turn validated findings
into insights, recommendations, and
structured reports. Covers security
hardening, quantum-safe readiness,
software conformance, security
advisories, config best practices, and
field notices.

v1.0.49

YR IT X

On-Prem Al ...

On-prem Al inference for CIQ air-
gapped deployments, powering
inferencing capabilities on the virtual
appliance without external connectivity.
Requires one NVIDIA GPU (for example,
RTX Pro 6000 Blackwell Server Edition)
to run a GPU-accelerated small
language model stack.

vl

+ Add module

®

Establish a single source of truth for
your Cisco installed base by
consolidating hardware and software
inventory from Cisco Install Base,
telemetry, and customer sources.
Explore, filter, and act on assets
through dashboards and inventory
views. Covers service contract and
entitlement visibility, LDOS and EoX
planning, asset criticality insights,
security advisories, tagging and
organization, inventory export, and self-

1. #£Package ManagementTUEH , # HFFEE R Manage > View Scheduled update. R4t

$4 & ‘RView Scheduled Updates& M,
‘teeh 1Q Dev (Internal use only, no support available)

¢ Package Management

View Scheduled Updates

Xo System Settings

Local Identity &
Access
Review Update

Connection Management

Activity & Logs

Update type
Change deployment size v1.011

Application version

Package Management

System
Configuration

ZHEER

Deployment size
Small > Medium

Update schedule

Jul 9, 2026, 12:01 AM

Local Admin
® | I Default-Customer

Cancel ypdate

A\ Application downtime: 2 minutes
The application will be temporarily unavailable during the update process.

Application name
sample_app




2. BIFBFEEH FHCancel UpdatesiReschedule Update,

3. REBRE L 1 = R e,
N oEE MEERRE (S R, FRRARAN ) KK EEELTERZ —

ERHURERERNEE , ATEBRZRZERE, BSWMRERNDATE , BRELogsE
ERANIZHEERS. IRBEREIESTHRERRNEES X,

ZEAM

AN R RIFERIBRRIDEN T AAFSHMEAH" . AUNTRENRUBEFSTH ; E1]4E
NERUBEHESENAN, BEHIE, ANSRHERRKEK, ZEANE , AN SEEIIEZRE
HESR, ANAREFHEELRSE , MEEXNROERBITEEAR. MRFEZ AR
Thee , ABRFHNAR NI ARRED A,

ETHEAN , FHRITUATERE

1. R EICisco 1Q,
2. $fnEISystem Settings ( RE1RE ) > Package Catalog ( #F2ZE R ) .
3. NFREWMN = , B dHDownload,

N EE  UTREIRSE FAssets#.

Download Assets Rules

Target app version

assets v1.0.0

Cancel Download



http://iq.cisco.com/

T#

4. WTHIFHI R AR B SR N IR
5. # #HDownload XA RZEIA s,

N oEE BB UHBA(1025 CR):ETRZE , BRELE ZBNREZTH.
6. EiMEVA,

7. SMEIER > RARE > RHTEE, REMEIS S RPackage ManagementTUE , HH S
LTI+,

- B
< AN
- &)X
8. B HRulesEW,

‘0 System Settings > Package Management

&% Connection Management Modules Rules Entitlement

e Activity & Logs

_-:':-, Package Management

Q System

assets_rule
Configuration

Pulls data from

Cisco »v1.0.4

Installed July 21, 2026 Details = Upgrade

TEE

9. B #Add ruleo



Add rule

4\  SCP server configuration missing
To update the system via SCP, set up your server in
SCP server.

File selection
O Local file upload

Add

A AL

10. IEFRIRAY B I AR FRIET

- REEHMU(SCP) RSB/ AARERHBNBIINHE. W TAREXMS , BWEALLSE,
o A3 EAR R T B RR A

11. B Add. AIAVAN ERESEEF,

FrRHM

BEARAN , FHTATERE

1. VAR S EISystem Settings > Package Management.



&o SystemSettings > Package Management

& Connec R P—— Modules Rules Entitlement
2 Activity & Logs

+ Add rule
3% Package Management

o] SPEED > assets_rule
Configuration

Pulls data from

Cisco » v1.0.4

Installed July 21, 2026

FR

2. EFTEHMNAF | BdUpgrade, Upgrade Rule® 03T,

Upgrade Rule

File selection

(®) scpserver () Local file upload

FEAN

3. BB B IR FIET

« REEHMNU(SCP)RFF|MARERGINBINGHE. N TREXM , B ERIL
Fiko

o AR B4R HER T Y R R
4. B Add.



N g REANSATABEITRIRSENRE, NTONLA , ETUFHEDREBNY

BRI
BN AURIEFALNEERMF I, BRJBSHEAN. BERRREN , BITUATERE

1. & F%|Cisco 1Q,
2. EMBIRGIRE > BEFE B %o
3. MNBWN 5, BEHeIEiCFE, Create entittement bundle® O3 7,

& 1Q > 0 O R

Siseo - v10.08 Create entitlement bundle X
Released Jul 16,
2026

‘o System Settings
Details = Down Choose which assets and their associated support coverage data to be included in the entitlement bundle for your Cisco 1Q
SQ  Account Details Entitlement. This may take a few minutes.

— Create Encryption Password
@ Identity & Access Rules i
Set a password to encrypt your bundle. You will need this code to securely import the bundle into your system later. Make sure the

password includes the following:

@ Tags

@ Atleast 15 characters

Asset Data

,‘ Data Connectors
|_f=g Service Contracts

") File Upload

=:, Package Catalog

Activity & Logs

BIRRNEH 2

Assets Rules

Pulls data from SaaS cxp-datalake-ingest
it and moves to target minio bucket.

Cisco » v1.0.5

Released Jun 30, 2026

Entitlements

Cisco IQ Entitlement

Bundle and export your device entitlemer
transfer or archiving.

@ At least 2 uppercase characters
@ At least 2 lowercase characters
© Atleast 2 numeric characters
@ At least 2 special characters
° No repeating characters

Password

Confirm password

Asset scope
@ LUERES O Selected assets

4. WMARBFSARS LESNRD IR,

5. T Confirm Password R B X & A E N 28,

6. EFEENE~uE iR,
- FERS EEEEIENRER™
« RERF  AWEERSENTE -BRBERSE ; NRESIED , MEHRAEER


http://iq.cisco.com/

BRI EIEE
7. B #Create record At 4R 17 345

N g GERENESSE  BEOEFLNRE. NESHILATE , NESDGENR
, BRMEFERZWE B S BER A T BUET,

N orE . RETEBRA(1025 GB)E TR | BHRELE RSO TN,

8. B EF|VA,

9. BMEIET > RRIRE > HH-BEE, Package ManagementMEEE U TR F :
- B
« AN
- BN

10. & HEntitlementsi£ I+,

&o systemsettings Package Management

Local Identity & Modules Rules Entitlement

Connec tion Management

Activity & Logs ‘

&% Package Management
No entitlement added yet

@ z‘:;‘:g:"aﬁon Import an entitlement bundle to activate support coverage and enable asset management. Download entitlement file in Package Catalog.

+ Add entitiement

Entitlementi& IR+

11. B2 3Add Entitlement,



Add Entitlement

File selection
@ SCP server O Local file upload

Decrypt Entitlement Bundle
Enter the entitlement decryption password.

Password *

Enter password

Cancel Add

AYIIE T3
12. BB B IR SR IERIET,

- REEHMU(SCP)RF R MARERGEINBIINGE ; X TREXS , BWERLLSE
o AR EAR R TR REX S

13. B AETE.
14. B Add. MZENRNEFEEFSERNRIETF L,
15. ER AN , BERMNBEREEFR100% , RAEEHRZEMNBKE,

N g EERIRTFNERS AR TEENRA RN A RS FNEALRE AT L, £
ALUARBRFISHIERE. EASMKSIDREFRFERZTREZRN.

FRRR



BEAREN , FHRITUATERE

Package Management

Modules Rules Entitlement

assets_enti..

Cisco IB data package

Cisco » v1.0.68

Installed July 19, 2026

BAR

1. NFTERRNXF |, EHUpgrade,



Upgrade Entitlement

File selection
@ SCP server o Local file upload

Decrypt Entitlement Bundle
Enter the entitlement decryption password.

Password *

Enter password

Cancel Add

FHRRR

2. LRGN EIE IR FRIE

« REEHMU(SCP)RF R MARERGEINBIINGR ; T REXMN , BIUEMIL
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19
‘o System Settings

FQ  Account Details

ﬁg Identity & Access
L4

Tags

Asset Data

&¥ DataConnectors
[EQ service Contracts

) File Upload

(@ Package Catalog

2  Activity & Logs

>EFEBx.

Package Catalog
These packages are intended for on-premises deployments.

= Filters 8 results

Systems

CiscolaLink ETIIEED

Cisco IQ Link securely collects and transmits asset telemetry from your on-premises
network to Cisco IQ, enabling Al-powered predictive insights.

Cisco « v1.2.0

Released Jul 15, 2026 Details  Download options v

Modules

®

Assessments

Proactively assess network infrastructure for security, compliance, and lifecycle risks. Run
assessments on a schedule and turn validated findings into insights, recommendations,
and structured reports. Covers security hardening, quantum-safe readiness, software

conformance, security advisories, config best practices, and field notices.

Cisco « v1.0.47

Released Jul 17, 2026 Details  Download options v

Cisco IQ Virtual Appliance

Cisco Q Virtual Appliance delivers management features while ensuring that no system
details leave your premisses. Supports environments where data centers operate in
disconnected mode.

Cisco + v1.2.999

Released Jul 15, 2026 Details ~ Download options v/

®

Assets App

Establish a single source of truth for your Cisco installed base by consolidating hardware
and software inventory from Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory views. Covers service contract
and entitlement visibiity, LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and self-service lifecycle updates
such as location changes and decommission requests.

Cisco + v1.0108

Released Jul 24, 2026 Details | Download options v

HAER (087> ) HE,

/AN 2 J‘i — (MR BPAIEREARNIRE, TTRREARNIFEL0-450 %,
FRRESEEBHHMER

S1=T

B RAVM;sSImEE—INGPU , RZRE—IGPU , MFEEETT

EMCisco IQ SaaS T H A ZPAIHIE E R R HEER

®

On-Prem Al inference Infrastructure

On-prem Al inference for CIQ air-gapped deployments, powering inferencing capabilities
on the virtual appliance without extemal connectivity. Requires one NVIDIA GPU (for
example, RTX Pro 6000 Blackwell Server Edition) to run a GPU-accelerated small language
model stack.

Cisco«v1.0.4

Released Jun 4, 2026 Details  Download options v/
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3. MNAEHAIMEBEREMIERFH , ST THET>Z%E S, Download Application®& B,

Download On-Prem Al Inference
Infrastructure

System version

System vv1.2.0

Build type

Release

Application version
1.0.4

TEAEEER IR M

4. N\ L5 & 1% $F System version,
5. N 53k Hi%&#EBuild type,

6. 8 5 Download,

Cancel

Download




aluali,
asco 1Q

System Settings Package Management

Modules Rules Entitlement

Package Management
System 5 .
Commoni. sets CIEID

CAF (Common Automation Framework) provides GitLab- Establish a single source of truth for your Cisco installed
based CI/CD infrastructure for Cisco ACI network automation base by consolidati and sof
on the CIQ platform.

inventory from
Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory
views. Covers service contract and entitlement visibility,
LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and
decommission requests.

v1.0.30

v1.012

Installed July 21, 2026 Installed July 21, 2026

aEE
8. SMEIET > RARE > HHIEE., R4MEISE RPackage Manageme
B LR IED
- R
« FN

- B

9. EModulesiZW+HA , £ $HAdd modules,

alualn,
dico’ 1Q

&0 System Settings « Package Management

Add Module

Connection Management

Activity & Logs 19 Select Module Select Module

File selection

Package Management .
kag g 2 | Select Deployment Size @ SCP server O Local file upload

System
Configuration

Cancel
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11. B Nexto REETT 48 L& 304

12. %£$EDeployment Size ( fl#0 , Small, Medium=ELarge ) -

BRMR

13. B HHAdd Module, R , RLYFEL0-457 = BETT Ko
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OVA 445, Asset 114, Al Infra 104, Assessments v1.0.54

System Settings > Package Management

Modules Rules Entitlement

Local Identity &
Access

+ Add module

Connection Management

Activity & Logs

3% Package Management

System
Configuration

Assessments

Proactively assess network infrastructure for security,
compliance, and lifecycle risks. Run assessments on a
schedule and turn validated findings into insights,
recommendations, and structured reports. Covers security

hardening, quantum-safe readiness, software conformance,

security advisories, configuration best practices, and field
notices.

v1.0.54

Installed July 19, 2026

URERAIMETE B L4

On-Prem Al ...

On-prem Al inference for CIQ air-gapped deployments,
powering inferencing capabilities on the virtual appliance
without external connectivity. Requires one NVIDIA GPU (for
example, RTX Pro 6000 Blackwell Server Edition) to run a
GPU-accelerated small language model stack.

v1.0.4

Installed July 19, 2026

®

Establish a single source of truth for your Cisco installed
base by consolidating hardware and software inventory from
Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory
views. Covers service contract and entitlement visibility,
LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and
decommission requests.

v1.0.115-PR1145-7af56f92

Installed July 18, 2026
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1. iEFEHomeX B> Assets, REFEAIA E RAssetsTTHo

Assets Overview
Overview = Filters

2., Inventory Total Assets

Zll Service Contracts

17,869
e Assets and subcomponents
©® Endoflife

Key Asset Metrics

Covered Assets Uncovered Assets

2,520 60% 171 40%

Covered Of all assets. Uncovered Of all assets

Assets Covered by Service Contracts View details Last Date of Support Snapshot
2,000

1774

i1

N
H
=

2. BHAsk Al, RETAIMEEMIRERE,



Al Assistant

[Z New thread B
(9 Al Assistant

Today View task breakdown

Assatorgvanueny | can help you explore your Cisco install base. Here are my capabilities:
« Lifecycle & LDOS — find assets past or approaching end-of-life milestones
« Coverage & contracts — check contract status, warranty, and renewal windows
« Security advisories — surface PSIRTs and vulnerabilities by severity
Inventory breakdowns — filter by product family, locaticn, software type, tags, and more
« Field notices — see how many of your devices are affected by critical or high severity field notices
« Telemetry & connectivity — see which devices are connected and last signal dates

What would you like to know?

G Q3 C

@ Browse prompts Ask the Al Assistant a question

Assistant can make mistakes. Verify responses.

BT

3. 2 HBrowse promptsEF AT AT , ECAIBE ) RBEFEE PR A B E X @&,

Al Assistant

New thread
J

Today

Summarize assets past Last Date of Support (LDOS).

(9 Al Assistant 841 PM
Asset overview guery
View task breakdown

The oldest Last Date of Suppart for chassis devices dates back to February 28, 2010, and the Cisco Nexus 9000 Series Switches represent
the top chassis count with 199 units. , stands out with the highest location count at 12 units. These results focus on
non-PHONE chassis equipment that has already reached or passed its last date of support.

Total Chassis: 402

+ Chassis Covered: 0
» Chassis Covered with Extended Support: 12
+ Chassis Mot Covered: 390

Favorites Cases Troub ity Advisorie... Assets Assessments - Configuration More ~

Summarize assets past Last Date of Support (LDOS).

Summarize assels reaching Last DatEer Support [LDOS) in the next 12 months.
Generate a FPT summary report for all Last Date of Support (LDOS) assets,
How many sub-components will reach LDOS In the next 12 months?

How many different software vershons are present in my top 5 software types?
How many assets are both covered and past their Last Date of Support (LDOS)?

Summarize the top 5 product families with the most devices past LDOS and affected by security advisories.

(¥ Browse prompts Ask the Al Assistant a question

Assistant can make mistakes. Verify responses

RRE
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1. %&FEHomeX #> Inventory, REtHEEI4 E RInventory T H,

Assets

Inventory
quipment,

Service Contr:

e 1711 assets with no active coveraga, i i . Vithin ths & ad populati
@ of Support, meaning they ni

End of Life

rada planning for these

fo

Praduct ID Produet Eduipment Serial Next
Typa Typa Humbar Milastona

R’
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Insights EIARIB 12 W E EBBEHAIRZ 247 , BECDKATTHRE | IAEREHRRHRZEENIZ
TR

~ EE ‘M (Analysis) BhREXEEEN T E LT A,

Q

Assets Inventory
Overview

Inventory
Fiiters (10 1716 results

Service Contracts
Ingights
End of Life
=« 69 assets that are not cov by any support contract have already cl 3 te of t, leaving them without security patches or bug fixes.
Priaritize upgrades or replacements for these a s to mitigate operational ri z

175 Cisco Catalyst 9300 Series Switches (49, it assets) lack active support contracts, which may limit access to Cisco support resources.
Align renawal planning with the channel partner for thase busine: itical switc L

73 assets with |

te atry for these a full monitoring

B Feedback

75 assets (4.4%) have cov ) i Apr 24, 2026 and Oct 24, 2026, with & 3 d on Apr 30, 2026, Review tf
avoid lap: 1 vender support and potential cost increases.

75 assets (4.4%) have End of v 3 dates between May 1, 2026 and Oct 24, 2026, starting with a deadline on May 1, 2026.
with the selling partner to ranew these contracts before x|

D L FC
Product Product Serial Mext 1 Contract Coverage Telemetr
(] Type MNumber Milestone 0 Number Status ¥ Status
Cloud and ... End of Ser...  Jun 25, 202¢ e -]
Switches End of Ser...
Switches -

Switches

InsightsEI 4R
AT IETE“ WA EAR P AT A

- B HExpandBIRRIT EHRHF Z RE M AF
« BHThumbs Up=R Thumbs DownB#RIZ HEH X AILE BRI E B H R 1%
- BHFull AnalysisATE REMER, ERANSMUREE., 2HERNBRETAILLHE



Al Generated Inventory Analysis

[ & Download PDF »

Security Advisories by Coverage Status

NOT COVERED: 6,046.00 -

26,803

advisories

"\ COVERED: 20,757.00

This donut chart compares security advisories between devices with active coverage and those without.

KEY INSIGHT

Devices that are NOT COVERED account for 8,046 security advisories, representing 23% of the total exposure despite
being a smaller portion of the inventory.

EHEDM
LTEMAETESHPAA :

- BETHPDF , NEMIERIEIMERF D HTHIBLHLEIA

SHIEEA T B XsH eV RS HAF RS EEME TN,
N s SHBENERTFFARE.

ENTESHEER , FHITUTRE !
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Assets Inventory

Overview
Assets
Inventory
Q Search Product family v ProductID v Location v Tags v = Filters (1) 1716 results Reset filters
Service Contracts

4 Insights : 69 assets that are not covered by any support contract have already reached of Support, leaving them wi t security patches or bu... v
End of Life

« 175 Cisco Catalyst 9300 Series Switches (49.7% of assets) lack active support contracts which may limit access to Cisco support resources

Product Product Serial Next Next Contract Coverage Telemetr Securit ® &
ID Type Number Milestone Milesto... Number Status y Status Yoo

ERFERPEHER
2. ¥ #HExport, REBEEI4 & RExport Options,

Q 2 Q0 @]

Assets |nvent°ry Export Optio S

5 File type
Overview

Assets ® csv O xLsx
Inventory

Q search Product family v ProductID v Location v Last signal date v Tags v | =Filt
Service Contracts S E L
—_—m———————  Select to include columns or deselect to exclude

T 4 Insights : 381assets (69.5%) are not covered by any support contract, which may limit access to Cisco support resources. R them from the file to be exported. Drag to reorder.

29 assets (5.3%) have

Name

Product ID
Product ID Product Serial Next Contract
Type Number Milestone il Number Product Type

Switches End of Sen Serial Number

Switches Next Milestone

Switches Next Milestone Date

espBeo0o

Switches s Contract Number

Switches : Coverage Status

Switches Telemetry Status

Switches Security Advisories

N Data Source
Switches

Location
Switches

IP Address
Wireless

Role
Wireless

Importance

3. B MFRE,
4. LRI PR EIRE.
5. BiExporte 3 T ERI W BRHY AN T B XK

RRIE
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Q

Assets Service Contract:

Overview

All status types v All expiration d... Tags v 167 results
Inventory

Service Contracts

End of Life Coverage Contract Number Support Type Support Tier Start Date End Date Partner
Status

EFRHERAERNHELETRHNY , BRERIREEF. REBAXETRRIRE.

I::lwlsl::loh 1Q 3 O @ ‘ R

W9 Assets Service Contracts Table Settings
Overview Table Density
Q Search All status types v All expiration d... Tags v 167 results O Condensed

Inventor
y @® compact

Service Contracts 4 Insights : Presidio Networked Solutions is the partner for half of the 4 expired se contracts, indicating a potential concentration risk for O Comfy

O Spacious
End of Life
Coverage status © Contract ID Support type Support tier Start date End date
—_————————————————————————————————  Column Settings
() swss No support Feb 19, 2022 Feb 5, 2 Select or deselect to show or hide columns. Reorder

columns by dragging.
TSS No support Dec 24, 2021 Feb 23, 20

&) Coverage status
No support May 2, 2022 Jul 11, 2
) Contract ID

No support May 31, 2023 Jul 11, 202 Support type
No support Nov 9, 2022 Oct 26, 20 Support tier
No support Jul 15, 2023 Feb 25, 20 Start date

Basic Feb 7, 2024 Aug 20, 2¢ Endicals

Partner
No support Jun 29, 2023 Nov 17, 20
Basic Oct 18, 2023 Dec 30, 2C
Basic Aug 7, 2024 Apr 17, 20:
No support Nov 6, 2023 Aug 10, 20
Basic Apr 14, 2024 Nov 3, 2

No support Sep 11, 2025 Nov 11, 20

No support Aug 19, 2024 Apr 30, 20

(]
()
()
()
(]
(]
]
(]
]
(]
(]
]
]
(]

Basic Jan 25, 2025 May 14,20 peset to default Cancel
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EEYRUAE , FHITUTERE

1. EBUATREEETZ — :



- ERSRMARAENRAENERESER
- BB ZEAHE/PUITTER 2B #YE 2R

- FEERTRZEEAESZAMERWEEE
- HEARBRAFENZAMNERNUITE

2. B Applyo
7 0 A1l BR 51
TR MAMERE] | EHRITU TR -
1. SRR B E L.
2. B Applyo.
N % BENRWEFHIBNameF,
B

BEFRIRFF , FHATUATRE

1. B A , BRATEIRFBESIBE .

2. B Applyo.
B E X2 HIE AR
BEMNEZEHERIEFEEB BT —RIENH B E GETRMECIREREFIEAR

o {6 A HE R T RE EE Rk 5142 B AR A 4 S AR

- WIBRES TERBITXVEMAH

« B MHLEBEFHERTRUTRS B FEIENAFEEXSHT , ABINATRAELXENRE
- EAMENEERIE RIGEHERSE



EEEZHER , BTUATERE
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Assets Overview

Overview Product family v Lastsignaldate v Datasource v  Assetlocation v = Filters I 9 Ask Al |[ Customize

I te
AL Total Assets

Service Contracts 1 67

Assets
End of Life
Covered assets Uncovered assets

153 92% 14 8%

Covered of all assets Uncovered of all assets

Assets Covered by Service Contracts View details Last Date of Support Snapshot View details

SR —— e e 40 -
37

2
]
@
@
<
]
3
a
E
3
=

Number of Assets

10

Standard Signature No support

Support Tier Past milestone ‘Within 12 months Within 12-24 mon... After 24 months
Key Asset Metrics

Assets with telemetry Assets without telemetry
167 100% 0 0%

with telemetry of all assets without telemetry of all assets

Assets With Critical or High Security Advisories View details Assets by Criticality View details
145 assets can be evaluated for criticality.

D e

2. REAE N,



Overview
WS Overview
%= Inventory
[E) service Contracts

@ EndoflLife

i KeyAssetMetrics »

YREB IR AR

3. REFTEESURHIEMR

- EFHEY "M EREIRENSRF

- MIBR: % i Delete B #7 7T i BR ¥ 4

* Reset:# fReset to default R HIHREENHRBAB
4. Click Save. &£t 2 & ‘RDashboard Savedi& 5.

BEHERTRE2AINATHRERENRE,

B E SRR

LU URFEAZFHERAENEELITRRFRE  CERBREFTERNEROEERE. I
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1. SMELH R

2. B &Filters,

> Q Q|

feeny Overview Filters

Overview Product family v Lastsignal date ¥  Datasource ¥  Assetlocation v = Filters n

f:. Inventory
HS
Total Assets No saved filters yet
Service Contracts 1 67 Select a set of filters to save for future use
Assets
End of Life Asset
Covered assets Uncovered assets Product type

153 92% 14

Covered of all assets Uncovered

Product family

Assets Covered by Service Contracts View details Last Date of Support Snapshot
TP Product ID
37
a5
Contract number
30

= Coverage status

Number of Assets
Number of Assets

Support type

Cancel [ Save Filter

3. NTHIFIRFIE R EN T ISR,

4. B $Save Filter, “BFMRIFRIIZIEET"(Name Saved Filter)& O T FF,



Name saved Filter

Filter name *

[ Custom Filter |

Cancel Save Filter

pORiE--E

5. i AL IR B o
6. B & Save Filterd# 1T#1A,

REBTRERA

EREAENIIER  BHRITUTERAE

1. B & Filters,



Q * Q@

Assets Overview Filters

Manage saved filters

‘Saved Filters
Overview

Product family v Last signal date v Data source v Asset location v = Filters (1) Resetfilters ®
v

Inventory

Total Assets

Service Contracts 45

Assets
Product
End of Life &2

Asset

Routers X
Covered assets Uncovered assets

a5 100% o Product family

of all assets Uncovered

Product ID
Assets Covered by Service Contracts View details Last Date of Support Snapshot
40 35

‘Contract number

Coverage status

Support type

Number of Assets

Number of Assets

Coverage end date

Cancel @ Save Filter v

EEEREFNTIESR

2. R ifiManage saved filters ( BEBRFHILIEST )

3. M EIIRR.

* Q0 0|

Overview < Saved Filters

A list of previously saved filters.

Overview Product family v Lastsignaldate ¥  Datasource ¥ | Assetlocation v = Filters (1) Resetfilters F—
Saved Filters

Inventory

Total Assets
Service Contracts 45
Assets
End of Life

Covered assets Uncovered assets

a5 100% (1}

of all assets Uncovered

Assets Covered by Service Contracts View details Last Date of Support Snapshot

40 35

Number of Assets
Number of Assets.




4. BHEditBFR. ¥ FName saved Filter& O,
5. BT IEEE B o

6. B & Save Filter#1T#1A,

i BRI 2R

EMIBRAE SRR  FHITUTRAE

1. B & Filters.

2. R RERFHLIEEEEIR

3. #MEITIE R,

sl
cisco 1Q

8P Assets Overview

B3  Overview Product family v Last signal date v Data source v Asset location v

f:, Inventory Total Assets

Service Contracts

End of Life
Covered assets

45 100%

Covered of all assets

Assets Covered by Service Contracts View details

40 e

Number of Assets

1 BR B R IF RV B 2R

4. B#HDelete® ¥R, FF¥TFDelete saved filter&E O,

* L 0O |

< Saved Filters
A list of previously saved filters.

= Filters (1) Resetfilters
Saved Filters Delete filter

45

Assets

Uncovered assets

0

Uncovered

Last Date of Support Snapshot
3 --eeeeneeneeneen
30

SRS

Number of Assets.




Delete saved filter

Are you sure you want to delete s

Cancel

i BRAR 7 B S 2R F 1A

5. Bi#Yes , deleteid#1THiA,
RF-FER

RERRABRAFRALENTAENEERNE , SESQHNEM , ARKEALAANMBRENE
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24,

BOBE
RERRETUTROBER
« BEERNENRSREIN—Ho#TEFNEENEANERE, B4R , FFARE
HEH. Yee. BRSESCENEDEHY
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cisco \ ) ® | IQ
SO .
Ny Assets Overview
B3 Overview = Filters [ 9 Ask Al ] [ Customize ] [ Saved Filters ]
&2, Inventory Total Assets
@ Service Contracts 1 9 9 92 8
@ End of Life Assets Assets and subcomponents
Key Asset Metrics
Covered Assets Uncovered Assets
186 93% 13 7%
Covered Of all assets Uncovered Of all assets

Assets Covered by Service Contracts View details

200 s
186
150 e EE—
2
@ 100 e e
<
50 R oo
13
O e e 0 I e
Basic Standard Signature No support

Support tier

Assets With Telemetry Enabled
186 93%

With telemetry Of all assets

Assets With Critical or High Security
Advisories

View details

91«

Of the 186 assets with
telemetry enabled, 170 have
critical or high Security
Advisories

Asset Breakdown
Top 5 Product Families

View details

Cisco 5500 Serie.

' 50

Last Date of Support Snapshot

View details

BORS e

57
50 s
40 - R e
g 32
g 30 mm—— e
<
20
ZOR I
10
2
Py __— — |
Past Within 12 Within 12-24  Within 24-36
milestone months mon... mon...

Assets Without Telemetry Enabled
13 7%

Without telemetry Of all assets

Assets by Importance
Importance can be evaluated for 185

View details

assets.
100 e
83
HORES R
61
60—
2
]
@
0
o 4
40—
208
0 e D ............ N
Low High Critical
Importance

Top 5 Install-At Locations View details
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Overview

Assets
Q Search = Filters (2) 20 results Reset filters Saved Filters

4 Insights: Of the 1assets where Coverage Status is not covered, 1(100.0%) have Product Description NCS 560 Route... v

HI
22, Inventory
Service Contracts

End of Life

1 assets with Sunport Tier Product Familv NCS 500 Modules leads at 1instances (100.0%). Assets |a

4 items selected Cancel | Manage Tags

a Name Produ Produ Equip Serial Next Contr Cover Telem &
ctiD ct... men... Nu... Mile... act... age... etry...

O Modules  Module

Modules  Module

(]
(]

v Unified ... Chassis

O Storage... Chassis

AENEEY

3. EACREEMIG , NEFITTITRIIKRHPEREBNE,
4. BHApplyHIAEE.

EEFYEZENAT2E A N EEM IHER-—NMATNE TR,

N oxm EMRERBEENERIFRE BTN , iHMRoleZhIimportance T HI5 & Pk R E X%
(—)IET,

BERTAMATHN DR

EMNAFRACGSARABRRANEEN , HTHRITUTRERE

1. ¥MEIR™ > FF , ARREHA.

2. ERF ARG EERT , KIAGHNEELEFER,
3. AHEEMN FRHN THAEH LR EWNE,

4. B ApplytTHIA.
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FAEACNEEZMNESHICREKRKSRINFITERFR, BEHFRTFITER , BIITUTERE

1. %FHome > System Settings > Activity & Logs.

2. #%&#EFilters > Action Type > override AMX E "B EE 4.

RERLZRFERETRI, UAIENFE, #TERNRA/UREXRR B BAMEE, 7TAER
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N oEE . TLREBERE. AANAESET IR,

Inventory T E $2f T Cisco IQik = F A BRI BRI SR,

Assets Inventory

Overview

Assets

Q_ Search 1 Equipment type @ v = Filters (1) Reset filters Saved Filters

Inventory

Service Contracts

End of Life

Insights: Among the 13 assets with Telemetry Status Not upport Tier NO SUPPORT is the most frequen... v ‘

as End Of Sale (40.0%) As these produ

Name Produ Produ Equip Serial Next Contr Cover
ctiD ct... men... Nu... Mile... act... age...

Cloud a... Chassis End of ... , ... 204107...
Wireless  Chassis 204107...
Wireless  Chassis 204107...
Routers Chassis 204107...

Routers Chassis , ... 204107...
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< Inventory

Assets
LR M B ¥ Ask Al

Overview Cisco Catalyst Center Appliance (Gen 2) - 44 Core

Details Product Alerts Hardware Software
Inventory

Service Contracts Product

End of Life Product ID

Product type
Product family

Last Date of Support

Identity

Serial number

IP address
Hostname
Software version
Role ®

Importance ©®
Tags
Sold by

Location

Install-at SAN JOSE,CA,USA

Signals ®

Last signal July 20, 2026 05:08:21
Last signal type

Telemetry

Telemetry status

Last data collection =

Warranty

‘Warranty type Standard Warranty

Warranty end date October 20, 2029

Coverage

Coverage status
Contract number
Support tier Signature

Coverage end date January 1, 1970
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inventory

Overview

Assets

Q search = Filters Saved Filters

Inventory

Service Contracts

End of Life

" a~roce 27 assets the duct Familv is "Catalvst 2K/3K Series Power S

4 Insights: Of the 27 assets with a Partition Key of "*, 'NO SUPPORT" is the most common, with 27 (1 ‘

2  items selected Cancel  Manage Tags

Produ Equip Serial Next Next Contr Cover Telem &
men... Nu... Mile... Mile... act... age... etry...

Chassis End of ... Jun25,.. 204107...
Chassis 204107...

Chassis 204107...
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2. EPFTRER RN EILRE,

3. R EEMRIE, Manage Tags&E O FF,

Manage Tags X

Select, search for, or create new tags to assign.
Only assigned tags common to selected items
are shown.

Type to search or add new

Tag format is key:value, e.g. City: New York.

Cancel

S EARIE
4. EXAFEF , WAL EHRINAEET P IEFERLEE , RIGHEKEnter,
~ EE  RE X Akey:valuelg 3 ( a0, City:NYC) .
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il BR 25 7= 451
EN—NBENEFRPBBRFL , FHRATUTERE -

1. SMEE™ > FF.
2. R —NHS N RREZUHERAE,

3. & #Manage tags. Manage tags®& A3 7,

Manage Tags X

Select, search for, or create new tags to assign.
Only assigned tags common to selected items
are shown.

= X ® v

— M X

Tag format is key:value, e.g. City: New York.
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BIRIRESS |, AU ZARE REIERS .

BERFEAETIERR , BT TRE

1. SR> o

2. B &Filters, Filters& O3TFF.

Assets > Inventory
Overview

Assets
%:, Inventory
Product family v | ProductiD v | Location

Z]l Service Contracts

End of Life

Juding a Cisco Industrial Ethernet 4000 S:

Product Serial Suppo ©

Next

Next

Contract

Equipmenttype v =F

Clean ug

Coverage status

Product
D

type number rttier

CS-BRDP-A... Optical Net... No support

NOK-C9504... Fans . No support

CCS-HD-25... Modules —

UCS-SD16T... Servers - U... L=

© 2026 Cisco Systems, Inc.

ERPR SRR T IR

milestone

milesto...

number

> Q @8

Filters

Tags
-

Equipment type

Security Advisories

() Impacted by critical or high security advisories

Milestone

Last Date of Support

Current milestone

Next milestone

Next milestone date

End of software maintenanc:

B Save Filter

3. N\Tags THIBIRAF | EPFAAEIRICH EILME. EFIRICHE | Inventory TUHE LAY B EHT N

EENE,
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Assets Service Contracts

Overview

R Q Search = Filters 1result
22, Inventory

4 Insights Not enough data available to generate meaningful insights. |

Service Contracts

End of Life Coverag ® Contract Support Tier Start Date End Date Partner
e Status Number

(] Signature Jan 15, 2022 Jun 30, 2027

RS EE

BRENFERSEREAE

BB M THRSIRPIERSIERFLRIIRAE., BTN ELESearchFRFRMASERES
RERBSER.

SHRSEE

BHExportA xIsH.csviE X R FER RN ESEIIER. BXEFMAER , FSHSHEAERINERH
ER.

IRSEARE

Services Enterprise Agreement(EA)Summary Tzt T R-HEFEFABERKNESUR, BEE
EXRTERNEFELS , ILENEFANGES — 3t TR~ nA SR R#EBNEL,

RSEARERNHEERATES :

o NINEF  REBARNE T BHNAS
- ATCBREHRAFESBEAEN SEZL



NorE  BABSEARERETHEACANRERNOR, NRYTEEENSHATTL
ESENIK S EERKR.

T ARER

BHFRALENF4EFRXLETREFAVEOLER , NAFRAEIIEE-REHNBARNXEE
HCEMENEE., fE‘FmL " (End of Life) THE LM B~ EREE R E“EF="(Inventory) TTH
FHMERE,

alialn
cisco 1Q

Assets Software End of Life

Overview

Assets With Past and Upcoming Milestones

Q, Search = Filters Saved Filters
Service Contracts

Insights: Among the 172 assets where v ‘
End of Life -

D Name Produ Serial Produ Softw Softw Curre Next Next Last (5]
ctiD Nu... ct... are... are... nt... Mile... Mile... Dat...

.
2. Inventory

O Cloud a... Catalys.. Endof.. Endof.. Dec17.. Jun1i7, .. (

O Routers 10S-XE LastDa.. — - Aug 31, ... (

FanL LT
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&S Assessments Assessments Overview

Overview
Security Advisory Assessments View details Security Hardening Assessments View details
Findings by Asset
B 100
No data to display

Security Advisories
Security Hardening

Configuration

Assessments

Field Notices

7

Critical High

Severity

Configuration Assessments View details Field Notice Assessments View details

P e
No data to display

Assessments

1 1

Critical Low No severity
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cisco IQ

\ Assessments Findings by Asset

Overview

Q Search = Filters 208 results Saved Filters
Findings by Asset

Name Impo ©® P Serial Security Security Configu Field

rtan... Address Number Adviso... Harde... ration... Notice...
Security Advisories

Low 32 1 Signature

Security Hardening
32 Signature

o Configuration 32 Signature

Field Notices 32 Signature

32 Signature

BAFIIENE
BRAFRRNMFEERERVAE

ATLUES M T HLFI R kiR — NS 8BS =R = thFilters H M A A IS S8 85 51 R ARk #B — MR TR 38 51
KUE, Bi&ALAESearch (BER ) FERPRAFERER,

N
% EE

- BERFHBIRE , FELERBRTRIBE.
- RE|ELHASNNR , TEAFTRNLIER.

ESHEAFIHNERERIRIUE , BEESH, AXFAGE , BEASHES.
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Assessments < Findings By Asset 9 Ask Al

s 8% W & W Evaluation Results

Overview

Findings by Asset Summary Security Advisories Security Hardening Configuration Field Notices

Security Advisories

Asset Info

Security Hardening Product ID Product type IP address Serial number Software version
- Wireless . - —_—

Configuration
Location Support tier Last collection ®

Field Notices SAN JOSE,CA,USA Signature 6 hours ago

Security Advisory Assessments by View details Security Hardening Rules Not View details
Severity Passed by Severity

Severity Severity

Configuration Rules Not Passed by  View details Field Notice Assessments by View details
Severity Severity

4

Field Notices

No severity

Severity Severity

BREFFAEEIHER

FE®ENG £ 8 &7View DetailshY , TUE E E @ ZI#E R PRI X TH

BEHEREHATHFAGEN , RENERAFHAGSNERE,

Security Advisories




Z2 AW ARBRE , FREERKG., FEENEEEBERBMLLR , NERAL[L XKL
BN, REBWARHKXTRANBALE , FEEMRBEMOER , ABRESIIEN L
FERRE—H. XUMERZSRES, RCRFEDE , AERREED |, SARXSEAd U
BENED. ZREBWRARE , BEBRRIQHF B ERM.

Security Advisories T IR L AR N EN EFRANMERELZBNIIR, FHZLBWITMA
"(Security Advisory Assessments)Fll &R B SMEENAFARE,

alialn
cisco 1Q

i Assessments Security Advisories

Overview
~ About the Assessments

Findings by Asset _ ! . Ll . o
gs by These assessments compare your assets against Cisco Security Advisories. Security Advisories flag product

security vulnerabilities that may need action to prevent incidents.

Security Advisories

Security Hardening Security Advisory Assessments

Configuration Q, search = Filters 98 results Saved Filters

- : Assessment Severity Affected Potentially Last
Field Notices
Assets Affected... Updated

CiscolOS and |... © High 12 Oct 4, 2019
CiscolOSand |... © High Sep 25, 2019
CiscolOS and ... © High Mar 23, 2016
Multiple Vulner... € High Jan 11, 2016

CiscolOSand |... © High Jul 26, 2017

CiscolOS and ... € High Sep 28, 2016

Security Advisories
BEAYERZEEWUAE

SERBUEE N TS R PR F TR RTIEIIRANE, Eta LUBT ESearchFERF A ATFE R
RERLZ BT,

N % RERBARGE  REORSTELRE. BEREANRE  SETEETEAR
B REENBAENNE , AEATEANTIER. RONTFEREE RN —", THERMNE
TERT
SHZEEWN
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¥ fHAssessmentAEEBEXTHWHMFAFSE, FAGEENHRERHELREDITES RS
(CVSS)Bm., BENRAMMKPE(CVE), TEMEZFEE , URIEMSEERZLBN M H%E,

& A LATE“ M ¥ 45 B (Assessment outcome) RIEHEF U T RE WL
- ¥RTZEFIEHEFTEHBANKE , THIEENA , FEHNMK

- WREFENRTZAFIAHERTESBIRENER , BREBIKLHEIA ; TJaEE
REH-SFE

&L 1Q ®| 8

3 Assessments . .
- & Security Advisories

- Cisco I0S and 10S XE Software Session Initiation Protocol Denial of
Service Vulnerability

Findings by Asset

Security Advisories ~ About the Assessment

A vulnerability in the common Session Initiation Protocol (SIP) library of Cisco 10S and I10S XE Software could
Security Hardening allow an unauthenticated, remote attacker to trigger a reload of an affected device, resulting in a denial of
service (DoS) condition. The vulnerability is due to insufficient sanity checks on an internal data structure....

Configuration Show more

Severity CVE CVSS score

[Z)  Field Notices © High - —

Version First published Last updated
11 Sep 25, 2019 Oct 4,2019

References

Security Advisory [

Asset Results
& sesrn = Fmor 12 resuls

Asset Result Product ID IP Address Serial Number Support &
Tier

ISR44... A\ Potentially Affected Signature
ISR43... A\ Potentially Affected Signature
Isra431 A\ Potentially Affected Signature
ISR43... A\ Potentially Affected Signature
ISR44... A\ Potentially Affected Signature
ISR44... A\ Potentially Affected Signature

A\ Potentially Affected Signature

ZEEWFAER
BRANFEEE=IHEEROAE

_IJ«,{JEJ:IMT}_LEH%EFJi#—/\J:LJE%E:E,\“E&Filters#MEIFﬁﬁi)ﬁ%%ﬁﬂi%qﬂii#—/l\iilﬁﬂ%ﬁ
RERME, BHAILUBEESearchF R M AR = BAMKERE™,



N g RERBARRE  RETESTELRE. BRENACHRE  TEATE

EEEUNERNFARER  FETERER ' RINAT, REBE2ERE~NITMHE
FHESRE.
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‘ Assessments Security Advisories > Cisco Secure Boot Hardware Tampering Vulnerability

Dews 2% W 4 W Result

Overview Assessment: Cisco Secure Boot Hardware Tampering Vulnerability

Findings by Asset

Result Details (A Potentially affected

Security Advisories Evidence
v Matched on software type

Security Hardening v Matched on chassis product ID

v Matched on module product ID

Configuration
Additional Verification Needed

1) Software Releases are not checked for the automation of this Security Advisory. You must manually check your software release
against the information in the advisory. 2) Module/Chassis PID level Automation is not done for the following product families. Please
refer to the Security Advisory for the impacted PIDs and determine the Vulnerability of the device Cisco 4000 Series Integrated
Services Routers Cisco Catalyst 6800 Series Switches Cisco Network Convergence System 5500 Series Routers

Field Notices

~ About the Assessment

A vulnerability in the logic that handles access control to one of the hardware components in Cisco's
proprietary Secure Boot implementation could allow an authenticated, local attacker to write a modified
firmware image to the component. This vulnerability affects multiple Cisco products that support hardware...
Show more

Severity CVSS score
© High 6.7

First published Last updated
May 13, 2019 Nov 20, 2019

References

Security Advisory [7

About the Asset View evaluated asset

Product ID Product type IP Address
S Switches - - -

Serial Number Software version Location
J— . SAN JOSE,CA,USA

Support tier

Signature
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B EEIREN R SRS, CHRIEEZEARAIKNATHHIRES  EFEFEERRE
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fE{LR{LRE  ZRRFEZEEEMIESHENEIN, BIRERIIREE , NBFRETE
IMBEW AR,

N s B BITENERTEARESREN R,

EFLZERLTME

Z2BLIHMEREERATES :

& Assessments Security Hardening Assessment

This assessment only applies to assets with Standard or Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
~ About the Assessment

Security Advisories This assessment evaluates your assets against Cisco OS Hardening Guides. It detects configuration
deviations across your infrastructure that may affect security posture, or risk exposure. Each security
. : hardening rule is evaluated across your covered assets, with findings prioritized by severity to help you...
Security Hardening T

Configuration

Execution Outcome for Jul 20, 2026, 5:40 AM

Field Notices

~ Summary

Rule evaluations Assets included
179 146

Rule evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q search = Filters 179 results Saved Filters

Rule Severity Assets Did Not Passed Inconclusi Not ® Soft &
Evaluated Pass ve Appli... War...

ConsoleM... A Medium 10s

IGPMD5A.. @ High 108

Minimum P... @ High Aire0S

Z2m|il
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- HITERBEHAEFTHERNEE , aFANTENmEs 7N EH%

o AN RHEEXANNERES , SBEFER. TR~ RBZ, 8L, £
TERMRRE

iy
=y
(g
Cd



« FPERREANITEHEEESZBE 5
o AR REREAN KA TERES B
o KBS RE AR AFSAMRER T
- BEARAOTEHE A S AN AR AR B
- BERRERHETIEEEZBERENR™
« FREAERANFERFIFIEINE=HER
« ROERERRRERSTRE
12 R IE A A9 9

AT EUBE M T 5 R ik — N B BR S R diFilters M AT AT JE B8 51 2k AR R — MR TSRS
RHIRME, £ 7 LUBE £ SearchF B 4 AFL N & TRk R AN,

N g RERBARRE  RETESTELRE. BRENACHRE  TEATE
AV IR RS

EFANTHEEAER

EEFRFANTENEMBFMAES , FREAN. REREE2E RN A 153+ 481
, AR 3EUTER :

o

B RHE



~ Assessments < Security Hardening Assessment

Minimum Password Length Policy

Overview Evaluated on: Jul 20, 2026, 5:39 AM

Findings by Asset
~ About the Rule
Security Advisories Check 'Min. Password length' in show switch config, and warn if it is lower than 8. Proper security

configuration protects the wireless infrastructure from unauthorized access, data interception, and

compliance violations.
Security Hardening

Severity Software type Assets evaluated
Configuration © High Aire0S 31
Field Notices

Results Summary 31 assets

o 31 0 0

Passed @ Didn't pass © Inconclusive £\ Not applicable ©

Asset Results

Q Search = Filters 31 results Saved Filters v

Asset Result Product ID Serial Number IP Address Suppor ® (]
t Tier

Device._... © Didn't pass Signature
Device._... © Didn't pass Signature

Device_... © Didn't pass Signature

Device._... © Didn't pass Signature

Device._... © Didn't pass Signature

IS

« XTHNREEXANMPFMEE |, HlinSeverity, Software type, VersionFlAssets
evaluated , B EIEEMERIRE X E IR MR IC 651

- ERBERUEANMEXNBE~ERME , fllPassed. Not pass. InconsistinalHl
Not applicable

- BELSRMHEFIR , RREER”, ER. @D, FIS. IPHNXFEEFHE

AER

N oEE BEMQUETGEAREAR THERBBENES  HEER (Hlan, BRAER K
TREFERERS ) , ARURIIERERE, ERFILESIRFTHESS R, I, TREMH
TG EPREAVAER S A EEEE | IR B R A1,
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B FAsset ResultsF AT EEHEFMAE R, EFNERFMAEENEBRERENNRR S
FEEREE,

alialn
cisco Q

l Assessments Security Hardening Assessment > Evaluation: Minimum Password Length Policy

Wee 2% W 8 U Result © pidntpass
Security Hardening: Minimum Password Length Policy | Evaluated on: Jul 20, 2026, 11:09 AM

Overview

Findings by Asset Result Asset and Rule Information

Security Advisories N Finding Details
Based on telemetry collected on Jul 20, 2026, 9:04 AM
Security Hardening
* Minimum management password length should be 8 or higher: Global
Configuration Evidence

¥ Co
Field Notices 4

1 Minimum password length does not meet security policy: Global

~ Recommendation

This is optional security best practice For more information:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/managing_user

o
*’ Suggested Commands  ( Signature

config switchconfig strong-pwd min-length 8
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i Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
~ About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,
or performance. Each best practice rule is evaluated across your covered assets, with findings prioritized b...

Security Hardening SR Ore

Configuration
Execution Outcome for Jul 20, 2026, 05:40 AM

Field Notices

Summary

Rule evaluations Assets included
729 146

Rule Evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q Search = Filters 729 results Saved Filters v

Rule Sever Asset Did Passe Incon No ® Categ {1 &
|

ity Girs Not... d clus... ory
NTP Peer Server Limits @ Low 99 0 Manage...
Software Timer Utilization Configuration @ Critical 2 (] Wireless

Console Memory Reservation A Medium 6 (1] Platform

SSH Server Logging A Medium 10 9 Logging
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Assessments Rule Evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q search = Filters 729 results Saved Filters

Rule Sever Asset Incon No Categ | &
ity G clus... o ory

Overview

Findings by Asset

Security Advisories NTP Peer Server Limits @ Low 99 0 98 Manage...

&Y  Security Hardening Software Timer Utilization Configuration @ Critical 2 0 0 Wireless

Console Memory Reservation A Medium 6 6 0 Platform
Configuration

SSH Server Logging A Medium 10 1 Logging
Field Notices ) N

AP without Flex Group © High 29 Wireless

IGP MD5 Authentication © High 6 Routing

Minimum Password Length Policy © High Wireless

SNMP Notification Destinations A Medium Manage...

Crash Info File Retention Limit @ Low Platform

H I
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y Assessments ¢ Configuration Assessment

NTP Peer Server Limits

Overview Evaluated on: Jul 20, 2026, 5:40 AM

Findings by Asset
~ About the Rule

Security Advisories Checks whether the numbc?r of configured t|me4synchron|zat|'on peers and servers stays within a
recommended limit, and skips the check when time synchronization is not configured.

Security Hardening Severity Category Software type Assets evaluated
@ Low [VELELTITY 10S-XE 99
Configuration

Field Notices
Results Summary 99 assets

1 0 0 98

Passed & Didn't pass € Inconclusive A Not applicable @

Asset Results

Q Search = Filters 99 results Saved Filters v/

Asset Result Product ID Serial IP Address Suppor ® &
Number t Tier

© Not applicable Signature
© Not applicable Signature

© Not applicable Signature

o XTHN:RBMHEXSeverity, Category. Software typeFlAssets evaluatedZH N #Y ¥
AEER , HISIEEMERIFEEN ER AR IC 551

- FRABEBELETEY., RBEZ, THENTEARSHAESHR , REEARSER
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; Assessments Configuration Assessment > Evaluation: Memory Threshold and Reservation Se... YW
B e B Result  © pidnotpass -

Configuration: Memory Threshold and Reservation Settings
Findings by Asset Evaluated on: May 19, 2026, 11:41 AM

Overview

Result Asset and Rule Info

Security Advisories

Finding Details
Security Hardening Based on telemetry collected on May 19, 2026, 10:26 AM

« Critical memory reserve (memory reserve critical) is not configured.
Configuration y ( y ) gl

Field Notices

Recommendation

B Feedback

Cisco recommends enabling memory threshold notifications (memory free low-watermark for processor
and/or 10) and configuring memory reserve critical with an appropriate kilobyte value so critical management
processes retain memory during low-memory conditions.

BLEFR R
- FER
- ERUFAGERRETHHANBENREREFEEURIERERE
- BCRHAESUBERZIRABABREE S
EEREITEN R~ MANEE

EEFRSNANERFAFEE , BRERSMHANEBETF,



alialin
cIsco

) Assessments Configuration Assessment > Evaluation: NTP Peer Server Limits ¥ Ask Al

viae W 1 M Result (® Notappiicavie

Configuration: NTP Peer Server Limits

Overview

Findings by Asset Evaluated on: Jul 20, 2026, 11:10 AM

Result Asset and Rule Info

Security Advisories

About the Asset View evaluated asset
Security Hardening

Product ID Product type IP address Serial number Software version

Configuration . - Routers - —

Location Support tier

Field Notices SAN JOSE,CA,USA Signature

~ About the Rule

Checks whether the number of configured time synchronization peers and servers stays within a
recommended limit, and skips the check when time synchronization is not configured.

Severity Category Software type
© Low Management 10S-XE

BREFMBNER
ZREBEEIA S RAsset and Rule Infolll@ , EREELUTEER

« XTHRERFRUEBEFHEAES W7 RID, Fm3RE, P, FHS, RERE,
BEMXEFR
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Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,
or performance. Each best practice rule is evaluated across your covered assets, with findings prioritized b...

Security Hardening e —

Configuration

Execution Outcome for Apr 24, 2026, 10:45 AM
Field Notices

Summary

Rule evaluations Assets included
160 327

& Feedback

o ~
<4 Insights ( signature View all

Based on data from your 312 Signature tier assets. ®

Issue Issue Issue

Critical wireless controllers show widespread Reversible password storage exposes Baseline logging, monitoring, and management
baseline security and configuration gaps administrative credentials to compromise

Insights
EEENREFMEE , BRITUTERE -
1. B W ERY , BHEFELI. InsightsTTEE RFTE L#,

Assessments ¢ Configuration Assessment

4 Insights

e TvIew Insights are Al-generated. Based on data from your 312 Signature tier asse

Findings by Asset
Critical wireless controllers show widespread baseline security and configuration gaps ' issue

Security Advisories A tighithy re 3 il tic: i tha & 54 i i ion template or i tp g multiple
recommended protections and operational settings. Because these issues appear together consistently, addressing them as a bundle will significantly reduce security
Security Hardening exposure while improving controller stability and wireless performance.

= Primary affected assets: 25, all i ified ritical-importance devices.
Configuration » 29 rules consistently fail together, including Security: Minimum managemant password length shoul..., Security: Controller with telnet enabled, this is...,
Security: HTTP access to management is enabled, it..., Security: S5H high encryption is not enabled, it i..., and Security: WLAMN may be using management

Field Notices
: also NTP: Controller without time source, please

NTP: NTP Polling Interval is set, but no NTP rd High Availability: High Availability is a recommended redun. Cre; operati f nd
troubleshooting complexity.
Wireless performance and monitoring features are also repeatedly absent together, including CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM is
not in use. It is recommended ..., Band Select: Band Select is not in use on any WLAN. ..., RF: Legacy rate in Global in use. Disabling ..., and Rogue Detection:
Minimum Regue RSSI detection threshold s
Ben these rul t A edi a ing a hardened controller configuration baseline rather than fixing each
rule independantly.

B Feadback

Recommendation

1. Establish a hardened less b rd policies, encrypted management proto
methods.,
a recommended controller software version and tikill g nfrastructure.
able time synchronization settings including re: le NTP
. Enable recommended wireless monitoring and RF optimization features such as rogue detec! toring, RRM capabilities, and CleanAir where supported.
. R and correct network segmentation and WLAN-to-management VLAN separation to pn posure of management interface

Insights TTE

2. B#View details A HEEF. REMBILE R Insights"#AEERNHE , EPIEUT
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Configuration A:
Assessments

Critical wireless controllers show widespread baseline security and configuration
Overview
re Al-gen ed, on data from 312

Findings by Asset
Details Source Findings

Security Advisories

{‘ Insight

Security Hardening

Configuration
ing controller stability and wireless performance.

Field Notices
' = Primary affected assets: 25, all identified as critical-importance devices.

« 28 rules consistently fail together, including Security: Minimum management password length shoul..., Security: Controller with telnet enabled, this is...,
Security: HTTP access to management is enabled, it..., Security: S5H high encryption is not enabled, it and Security: WLAN may be using management

sing operational risk and

& and monitoring features are also repeatedly absent together, including CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM
s not in use. It is recommended ..., Band Select: Band Select Is not In use on any WLAN. ..., RF: Legacy rate in Global In use. Disablin d Rogue
Detection: Minimum Rogue RSSI detection threshold s..
» Because these rules ntly appear together, remediatio n establishing a hardened controller configuration baseline rather than fixi
rule independen

Recommendation

P!
3. Configure rEIlaI:'E time n)mchronlzatmn sattings including rnarhahle HTF' Brvers and ]
. Enable recommended wireless menitoring and RF optimization features such as rogue de
ect network segmentation and WLAN-to-management VLAN separation to

Affected Assets

25 results

Product ID Serial Number IP Address B
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Assessments Configuration Assessment > Insights
Critical wireless controllers show widespread baseline security and configuration
gaps

Insights are Al-generated. Based on data from 312 assets with Signature support. ©

53 Overview

Findings by Asset
Details Source Findings

Security Advisories
Security Hardening Soarch Severity v Result + 725 results

Configuration Rule Severity - Serial Number Result

| Field Notices High Availability: High Awvaila.. © Low © Did net pass

High Availability: High Availa...

L]

0 Did not pass
High Availability: High Awvaila... D) Did not pass
High Availability: High Availa... 0 Did nat pass
High Availability: High Availa... © Did ot pass
High Awvailability: High Awvaila... D Did not pass
High Availability: High Availa... 0 Did not pass
High Availability: High Availa... 0 Dk ot pass

High Availability: High Avalla.. 0 Did nat pass

o o o 0 o 0 0o ©

High Avallabllity: High Avalla.. 0 Dk nat pass

RER
& A U@ M Severity fMResult T 251 3k Pk R iR KB RUE,

REWARAEN , EABURT TR L.

Field Notices

NZBATHESREAANEATREE , AREEALHN~EMNERZMENH#TAR

 MNMRESAR[EE~mIRNEED, NZBERRENTRREITTELE  BSEENFH
*&‘R BRENEERSR  ABRREEENLSBERRE -, XEBET-mOVAEME , w17
RFEDE , ARS T AEFRM , URXS el AR R ™= mBk .

bl 1Q Dev (Internal use only, no support available)

Assessments Field Notices

Overview

~ About the Assessments

Findings by Asset
9s by These assessments compare your assets against Cisco Field Notices. Field Notices flag non-security
product issues that may need action to prevent incidents.

Security Advisories

Security Hardening Field Notice Assessments

Configuration Q Search = Filters 47 results [ Export ] [ Saved Filters v ]

Field Notices Assessment Severity © Affected Assets Potentially Affected &
Assets

FN74350 - Cisco Unified Border ... © Critical 0 24
FN74223 - Some Cisco NCS 540 ... @ Critical 0
FN74267 - Cisco NCS-55A2and ... @ Critical 0

FN74353 - Cisco Network Conve... € High 4]




Field Notices
RN FRBEAIE

B BE M TSI RAFEFTIEBFRIIEFIRAE, Etha[LUET ESearchFERHPRAE
HAMKERIIZEANE R,

BRI BRI

EEERXRUZBANEMAFAREE  BRETL. REFERUTEHRFAELR -
« XATiHMEESEREZ B WREEMEFEAREE
- NHBHITEERZERZBALRNRS~HIIR , SR BB =

\ Assessments < Field Notices

FN74223 - Some Cisco NCS 540 Series Medium Density Routers May
Become Unresponsive After Upgrade to Cisco I0S XR Software

Findings by Asset Release 7.11.1 or Later - Workaround Provided

Overview

Security Zdvisories ~ About the assessment

Security Hardening Some medium density Cisco Network Convergence System (NCS) 540 Series Routers may not boot when

subjected to a field programmable device (FPD) upgrade during installation of Cisco I0S XR Software

. . Release 7111 or later.
Configuration

Severity Last updated Bugs
Field Notices © Critical Dec 11,2024 - —

References

Field Notice 7

Asset Results

Q Search = Filters 3 results Saved Filters

Asset Result Product ID Serial Product Product Sup ©® L]
Number Type Family po...

Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature
Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature

Device_70_1_... A Potentially affe( Routers Cisco Network... ( signature
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o RGNS RAFNWITHERFAFEERE,

BRLUEREUATRENER
- FERIASNZBAEIRENFTERMF ELTREMFHRIEN T HEIAZ LR
HE

- TRZZHNRTFEUZBANTEEIRERNS  EFEFTIHNFIRIELUBHIANE
BEIEZ IR WAy H

Assessments - Security Hardeningit M+ Fi2ELU TR :
- BRMEIMRRENREBICRESTRRGA?
- HN{AI38{tCisco 10S XEi&& ?
« DIHERHBFARRINKEREBLIR,
« BRI EMNEBENUELBILIRERMTA?
- BZORFER T REBCHRESKEK?
4 TAE
b = R R E A A NI S B R FIVA:
« BINAF A : admin
o RIARE  EVAREI B RENER ; BXFHAEE , BSHEAIER
- BiAKS ETCBIARF
BxE , AR “admin”ftk & #5“Default-CustomerF E REEX W L.
REAMEERALS
A LUBN TP M User Profile R 2 EREBHEEZ 2 RIE,
BERE
LTtk ERETNESEHREE
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« Maximum Login Attempts : 2Btk P 8IE Bl A IF R AELAMEEHXB(ERIAE : 3,8
Bl :0-10) .

- RYNEED : EXREXBZ AN EERFRINME : 1554 ; SEE : 0-607 %),

« Duration : RERFZFAZZAHBE K REFHERSHIFENE(ERIAE : 3054 ;B
B : 0-6074h),

NorE  mLEN, BESQ)RESRHATRNSEE, NRFE=E)R2HE A
W S PRI BR300 BRI SRS, EREEEE SRR, &
GHLTUTHE BT ERAMABLS , kSHAE, FREER, ", 85
BESIMONE, SRR A0S HE DR KN ATEASTERRE
BHWT,

BERZERZE

MRESIETED , Z2HBEPTRIEENEH, kFEBRMSIURBRG)NEER
BHERTeEEABBEEENRE. XR2—RMRE.

ERELZSRA , BRITUTERE
1. EHome ¥ , B HUser ProfileB#r, FITH FTHFEE,

® | R

Q Email address
admin

Log out

> Welcome, [

v Get Started Qs User Security Manage

Q2 Account
Default-Customer

G Launchpad
i= Dashboards
Applications

2] Reports Unlock personalized, proactive, and predictive insights to enhance decision-making and improve operational efficiency.

P &3

Assets Script Manager

@ Language
English

( Theme Light | Dark | System

Up-to-date visibility and comprehensive view of assets to Script Manager app
optimize utilization, reduce risk, and improve planning

Cisco 1@ 1.2.0 released

Cisco IQ is a standardized Kubernetes (K8s) cluster on customer premises, spanning one
or more standardized VMs, supporting both air-gapped and non-air-gapped environments,
leveraging common CX platform services, implementing unified governance and
operations procedures, utilizing defined app packaging and simplifying application
deployment and lifecycle management.

ERZEM

2. RifEManage in User security, RZifEEI& & RUser Security 7T H o
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User Security

Change Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© Atleast 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
© Atleast 2 special characters

@ No repeating characters

Password

New password

Confirm password

gogc ALl

3. B & Security Questions AT FFIE T+,

User Security

Change Password Security Questions

1

No security questions configured

Set up security questions to help recover your account if you forget your password.

Configure security questions

“RE R IEITR

4. BHEERERE,
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User Security

Change Password Security Questions

Security Questions
Set up security questions to help recover your account if you forget your password. You must answer all questions.

Question 1*

Select a security question

Answer *

Question 2 *

Select a security question

Answer *

Question 3 *

Select a security question

Answer *

Question 4 *

Select a security question

Answer *

Question 5*

Select a security question

Answer *

RER2AE
5. AT RBIRHEFERE(S) P RLAE,
6. HAZMAENEE,
7. Click Save.
N xE  ARFRSANE , I, SMITH A smit B % A, 2SR
WA, A Smith " Smith REI SN . WREERASENHR (B

m, 2858 % ), EAZFREQCENHNEER. ERERT2MAH
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A Home Welcome, g e Logo

admin

EL Launchpad
v Get Started User Security

Dashboards

Account
Applications
Personal PP! Default-Customer

Reports Unlock personalized, proactive, and predictive insights to enhance decision-making and improve operational efficiency.

N, &3

Assets Script Manager

@ Language
English

(P Theme Light | Dark | System

Up-to-date visibility and comprehensive view of assets to Script Manager app
optimize utilization, reduce risk, and improve planning

Cisco 1Q 1.2.0 released

Cisco IQ is a standardized Kubernetes (K8s) cluster on customer premises, spanning one
or more standardized VMs, supporting both air-gapped and non-air-gapped environments,
leveraging common CX platform services, implementing unified governance and
operations procedures, utilizing defined app packaging and simplifying application
deployment and lifecycle management.

EEAFRE

2. KiiManage in User security, R4tHERI 2. RUser Security 7T H,
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User Security

Change Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© At least 2 uppercase characters
© Atleast 2 lowercase characters
@ At least 2 numeric characters
© At least 2 special characters

@ No repeating characters

Password

New password

Show

Confirm password

EUERE
3. M A HAIAY D,
4. W AFE.
5. B A B THIA,
6. Click Save.
ZEBFECisco IQR 4 ( ‘BFECisco IQVM ) FEH,

EETICHED
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EEETICHNFE | BERITUTRE
1. SfiZECisco IQ VAR FZ T H.

2. B ERICEN,

Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter your username

Continue Back to login

SIc T BiE
3B.EMARAFE,

4. 8 Continue, Verify Identity TUE REBIBEMN E(G)MNEIB A=) MNEVZE
&) &,



Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer

What was the name of your elementary school?

Enter your answer

Verify and continue Back to login

iE 5 45
5. M AFIE = (3)NE REEH E &,

6. BHEWIEHME, MRERXNBNUSZARENEMNTE , REXRREWATE
B,



Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

° No repeating characters

New password

Confirm password

Reset password Back to login

EEEW

N orE mssEN , BESQRERHATRNSEE, NRFE=E) K2
W RIS BR300 MR A R, EHEBETESRES, &
ZFETRUTHE BFERARARES | KARIE. BUEER, », G
SHEBMMNE ., SHIKSATE309HE AR , kR A TS BRRE
Bmm,

7. AT .

8. B N B 1THE A,

9. B submit,
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Ao System Settings >

Local Identity & 5
Access Q search Filters 3 results

Connection Management Email LastLog In Status

Activity & Logs user2@abc.com July 16, 2026 @ Active

&% Package Management us: co July 16, 2026 © Active

Actiy
System July 17,2026 © Active

Configuration

N T BPETRLNEE I RETEERT, NEABEANSE  BEARLR
REFERFOEERE Bl MEERBAN. BUEBN AR N8N,
MEBMMRIBE | B 5 RIS BB R E A,

« BHAdd userso RENFE RAdd UserT Mo

OVA 445, Asset 114, Al Infra 104, ts v1.0.54.

B¢ System Settings > « Users

Add User

[ Tosetup permissions via groups, set up your groups in User Groups.

Details Email address.

Activation code

bR P
3. f A B FER bt
4. W ABUERG,

N s RUBRTERNEAD. SAFRZERNERT | B Emet
EELAB,

5. FEUser accessH , MSelect user groups TR HIRAIEZEHAF A,
N sEE A AR SR E R,

6. E7BEEZETHF , NMABTHIIRFPERAG, ARQITTAAE :



- EEREFNERNARRF
- KPEERGRERAETERFGRE , REEEN S D RHEERF(IDP)ERI

7. Click Save. RGBS BIZH AR, , HEHUSUEBRSEREAFIEXRSP, “F
ERRAFPEARTRBBE,

8. EFIRHPKFFANENAF, , H¥iAStatusylE RPending,
9. REFCIEM A F 58 BMore OptionsE #x.

ERIBENE
10. N T L5l &R H 1% Copy activation code, BUER B2 E HIEERIBIIEAR,
M. ReWERAFAZRAR (HW, BIRLHARRE ) . BEBNEIRERE
R, FEZBUEHR S BT IEM

N s BIETRANEEIRETEEAD, NEABEANSH  BEARLLER
FEFERFOEERE  FL— M RERBAR. BUEBMNENER48/ N,
MBI RBN L | 1SRk SIS R B R BT RBE.

12. B34 , BREA LA User Profile@#r , ARE%EZE Logout, #IFIREIZCisco
IQE R ME,

p=diigci il 9
EEMFASKS |, BT TRE

1. EBZHE L , #HRegister a new user account8#,



Register User Account

Username or email

Activation code

Register account

Back to login

© 2026 Cisco Systems, Inc.

APk
2. mAREAFRERANAF AR FHR A at (I , usert@abc.com)
. MARKFEEREZHNEIERE,

4. B #HRegister account, REMEI< & RSet New Password&



Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

@ No repeating characters

New password

Confirm password

Reset password Back to login

R P bk 7 ARG

5. WA EH,

6. £ Confirm password B X i A B3,

7. BREBEEN , RE2RRAFEERG)NZ2RE, (FZHREREFH),
TR AN 1 A P 4
AFAEKFEERTURNEESN A AN AE, SALGE—NE |, @A

—MNEBHNAFE  HE—-MEEFZAGRRASH , MIARNACGEBIRAR
MNAF, FrERAPAEEE MLocal Identity & Access T E B 1THIT,

N s AAKPFEERTUNR. RESHBRESE. ARIERGESAR ; &%
FRRAR  ASTENERMEE, AXEMES | BSEEN



tIZRA A

EOBAPA , FHITUTRE

1. MSystem Settings# % Local Identity & Access > User Groups. RGEEI4E
~User GroupsT Ho

2o System Settings > User Groups

Activity & Logs

No user groups yet

Create a user group to get started

+ Create User Group

R4
2. R HOIBAFA. REME2ERGEZRASERE,

‘o System Settings > < User Groups

Create user group

Local Identity & N
A

N Details.
Connection Management

Activity & Logs

System
Configuration

Assign users
Email

useri@abc.com

Assign access Role

Administrator

BIZAFA
3. BEUATH2
- RAER
B WALANME—RR (S, RREER)

- HER (Wi ) ANEREBARS50NMNEN  ATEAFERFN+=@ -
\_MFFF)

PEAFERFEBRERNNIAHN —NRZAMNEXRBAFT, FE  ERNMN
HARFIEHAF |, E¥ HManage users.



- o E TG R PR
- ARRRESBRAREANFIAKANREAR. UTABTH

- BEREFNHABR (k)
- BERVARRNEERERARE
4. Click Save.

FRAFERESENASTR R TTHE R1EUser GroupsFllF&kH,
wERFA

BREAFPYE , BHITUTRE

1. MUser Groups%ll &k BIZE UHVH,
2. & More OptionsE#r> Edit , IBRFHFEMNLE, RAFE TR RERAFA T,

« User Groups
Edit user group

Details

mERAFA
3. HITAMENE R,
4. Click Save.

EFTAYVE R E RTEUser GroupsFIRH ., #ABFXARNFREKREX.
T BR A P 4R

TR A P AR B BR

1. MUser Groups%ll & EI EMIBRAV A
2. RTASZHNEZIRTER , REERRER.



A Delete user group?

User group will be permanently removed from the platform.

Cancel Delete user group

fIBR AR P 4R
3. MR RASHEIAMIBR
Z A MUser Groups 5| 2 il B .

N s NBRAPAANTFERRTHBRETFANAGSE, BAESKAT
LML,

B iE & iR EREF

BEXRIVARE  KFEEAAUEESMIRE, KA EER TAERAARLEER
IDPEL & & 5.

SSO#YOkta IDP SAMLELE
BB IDP SAMLEY £ R &M

- AR EE A 1A E Cisco 1Q

- AEIDPITF
SSO/JIDP SAMLEL &

ENSSOEEIDPLZ M SHR12TE S (SAML) , BHITUUT#RE -

1. SMEENIDPII S

x2: BRHQEM

FER e

B R &R <N REFEN>
iR ESPL 5 M A

MREFmEEA IDPIREWFIEE
BABR 4 72 7 BABY BB 472 5



FR e
A kTN

N3 1%£#“New Onboarding”

% 3 : SAMLEBS 3%

S [ Pl
5 TE 18
ZAX (=MD ) (?C?El);?\l)m A% mymanagementhost.mydomain.com

SAMLEIE&EFBR https://mymanagementhost.mydomain.com
BB S
FRBFURL F(ACS)&4 R /saml/acs

BFIDIE B, F- i 44 1t 1t TEH
NMARF# RP# TEH

5. BEERME,

N s DPEMENIATRENREMEEARSE., TEUSMDPR
HEMR B,

- BB—/1N%E
- B BAFA
- {& : user.login

- BZANXH
- B TEBE TG
- {& : user.email

- AEMIER
- B4
- ¥iEEs:REGEX
-

6. ERARFPHENEHSLO)RE,

R 4 SLOEERE

FE iME
X FOkta , REZHLIEEFASLOR , FFEEMIEH,
s ERESHRUEFPHTHRSPIER FTHERIULEH, X

¥ 3 17 Asp-public-key.crte BXEMER , BSRE—
AHEE,
{XADFS IDPEERFIEME(SP)THIE ( OktaFT B E

SPt iz )
=REERAE XY =HE
B—FHURL https://mymanagementhost.mydomain.com/saml/logout

SPIlRE ( ZAR/ZRAE

IDFEACS URL ) https://mymanagementhost.mydomain.com



8. B dDownload ®#r T #“IDP Metadata XML #,
. RIEREHEMNWERBE N VIENA,
7 NOkta IDP

1ECisco IQH A INIDPEY T B -

1. MSystem Settings# %2 System Configuration > Identity Providerso. %4t
£ & ‘Rldentity Providers T H o

i 1Q Link o | A

&¢ Systemsettings » |dentity Providers Download SP public certificate J | Download SP metadata
&% Connection Management

D  Activity & Logs

g

System
o] Configuration
identity provider added yet

provider to get started

Add identity provider

IDPET
N osrE . mLENERERM—(1)NDP,

2. BAdd Identity Provider. R£iFEEI2 & RAdd Identity Provider T H,



sl 1Q Link

‘0 System Settings € ldentity Providers

Add Identity Provider

,‘ Connection Management

e Activity & Logs Identity provider name *

Enter identity provider name

@ System
Configuration Domains
Enter domain names

Organization IDP metadata*

Select or drag file to this area to upload

Only one file can be uploaded at 5 MB or less

(, Enable single log out (SLO)

Save Cancel

g G RERERF
. MAFBRERFRBEMN.
4. ]REHEAJAELE Cisco IQELEH & A 1 E/Domain(s) F & .

5. RALIDP T IR F B P HE P £ B IDP R A FRER Y SAML T 80858 304 - itt
X4 BEIEHFMEEMSPRAFHES,

6. ( Wik ) FTFEnable single logouttl#tiz4l, &t LAFEE/E FASLO,
7. Click Save.

AEMRGEE

1. AR IDPH | B E LI EIR> M AE, RSEHE RMap user
roles T .,



Map identity provider roles to system roles to assign permissions.

Map User Roles

IDP Role System Role

ig-demo-user General Account...

<+ Add identity provider role

RAEAFAE
2. RMAFTERSACNIDPAR, XFUATREAR .




- —RIKPEEA - RIKFERER ERNTTmPIEREN T LR
- BAKFEEREAKSEEREFTRBRLANR

N B IDPRBR-AFRYATR., CARSLALNDPHREN
AR ABEHES TR, FE20kadM R,

$¢  okta a © =
© Admin Console <
9 Help
(» Dashboard Groups
[ Directory = All Rules
People
Groups Q 4, Add group.
T Advanced search v
Profile Editor Group source type Al Showing 5
DiEcictintegret Group name Paople Applications:
Profile Sour PLATFORM_ADMINISTRATOR [ 0
o
2 Customizat
2% P [ 0
Applications
A [ 0
0 s g:} A
9
o
2 of 10 Active users % o
- 0 tains all adr 1
Contact
ARSI 5 A

3. BERERMSHRHEFACREEENRSTHMAG,

4. Click Save.BiEf5 , BRMHEKER—NEW , A TFEIIDPERESSO,
B—EEEE
MREZFFHASLO , M4 EEBESLO URLK TR, B UBNfRE S 112

HF2FiR & H T FFEnable Single Log Out RELBILIRE, EXKSLOEE |, BNIT
AT 84E -

1. NERREBFERS , BHTHSPLAHKIES,

SPAHUEH
2. T T EK X5 77 H sp-public-key.crt,

3. S EERIIDPITIF,



4. FHE1ESSORIIDP SAMLEL & A4 BRI XK B i U,

5. i ASLO URL(1#N | https://cig-xxx-xxx-37-160.cx-hub-
rtp.cisco.com/saml/logout),

6. M ASPM A & (N |, cig-xxx-xxx-37-160.cx-hub-rtp.cisco.com).
7. B submit,
8. BIR T 8IDP T EIE 4
9. 7 Identity ProvidersT Lt , £ZF RNV IDP#IMore OptionsE 457> Edit,
10. $TFFEnable single log out(SLO)I#t#k4,
1. EEF TN THE
12. AT EN KRB IESSOMSLOTIAE
BIERX & :
- R EE R BFA
- BEEHAEIDPI]F
- IDPECRZH RS I E BRHNQ
- BoE AN S B RR g
- THSPEIEHREUES
- MRBASLO , NISLOBREFEAXRERIER T
- BRI iR E irSSOMSLOMR
HEBRIDP[R] &

TRIETERRBMAIGEAERG R , SHBBRERHEMNFEREIDPRE., IEH
tHix, SSOEFAMMSLOE EHRAYF

&5 WEHERR

] & fRR T R

IDPRBSERARER RIIACHKRSEE

PR BUFEB R E R

SSOEF AWM 560 1IF & 1 RR ST R 4H 0 B
SLORIZRTHA T4 HREW EAIEBHEESLO URL

ADFS IDP SAML SSOfit &



A F5 1R ¥ Microsoft Active Directory(AD)Bt & & 1731 AR S5 (FS) &L & 7 Cisco
IQEYSAML IDPHIERE , XIFE THEBE NN AEM IR EPK)RE T B 5 4Kt

o

7ISSORELEADFS IDP SAMLEY o R4

- BIEAADFS 6.0+

- Windows Server 2016 + ( ##&20194 )

- BEENADSRAF KPR

- ADFSHRZ 28 EHISSL/TLSIEH

- Cisco IQN'EE R 15 R X R

- XYADFSHRSS 25 (Windows Server)# & 21/ (5]

- ADFSBR%5 25 £ #9PowerShell i [7]

- ADFSHICisco |Q:Z [R1 Ky P 453 15

- RAAEBMEAAM(CA) ( ERERAHIE )

- BHEEARPCUEERANR (NPKIFE)

- ADFSHIRSHRBMEBFMEE (W TRAT )
* 6 FORIEREMR

= iR N ]|
<Your-CIQ-FQDN>fl#n
B #IQ FQDN AF&EENAE , dev35-23.cx-XXX-
XXX.CiSCo.com
https://<Your-ADFS-
ADFSHRZ5 88 URL A P ADFSHRSS 2= it i HOSTNAME>14n
, https://ad-fs.dev.local
NGB B8, F BB 445 <ZHE>

Active Directory4H 18 & CN=Role - CXIQFF & A &

AD4H OU=Groups , DC=dev ,
(DN) DC-=local

CABFR(PKI) A CABFR <Your-CA-Name>

EREMRRIEROPK]) ADFS&EMATLSIKA 49443

SSLIE P ADFSHR 8§ SSLIE$ <YOUR-SSL-CERT-

THUMBPRINT>

Fi & EZAADFS SAML



EREADFS , BHITUTRE :

1. MSystem Settings#1%£$%System Configuration > Identity Providers, &%t
fF & 7Rldentity Providers T Mo

THOEI
2. BETHSPAHIERM THSPTHIEA T HIX L4,

3. fFservice-provider-metadata.xmlHlservice-provider-certificate.crt X 44 & % H#
RFEIADFSERS 2R (B0 , C:\o

4. BFE|ADFSHRS 8.

5. MADFS Management3( £/ | B HERBHEE.

6. NEBAEEXESR , REFNEBAEE. FHAHFES,
7. B #Claims Aware# 1% 324,

8. B HiStarth L H &,

9. B & Import data about the relying party from a file , M\ERN S B3I —ZB DR 1
Y S AR IR BRI 1S B o

10. & diBrowse LAIE 1R AR 5542 5 i ST BB U H SE R XX 4k B 1%
11. B35 Next,
12. I AETAB ( Hla“Cisco 1Q”) , RMEMEXER , AERE T —F,

13. #Z£Choose Access Control Policy R £ , R &Permit everyone ( S {RHI4EH
OANRZLBEEMENERRE ),

14. B EFRREEINT —F,
15. 2 ifiClose R R EH A EEEE.

N rE . BIEEWADFSIRS BEAEMMN S RE S HRIE(MFA)EESE (Bl
Azure MFA | Eﬁﬂlﬁgﬂzﬁl\ﬂjE’\J—D’Qﬁ@ﬁ(TOTP)o

WMRE AR AEEMFARMERERF , ADFSRXAF#ITEHRIE , BHRELHE



#54IR 25 F urn:oasis:names:tc:SAML:2.0:status:RequestDenied iR, BT
SAMLIGN T EWE , B AMARE RO B FHH HEIR,

B : BikiE“Permit Everyone with MFA”,

ARG E  EPowerShelld | BEETU TSR E Y BIREE,

Get-AdfsRelyingPartyTrust -Name

") .AccessControlPolicyName
To set “Permit everyone” (no MFA requirement), run the following command:
Set-AdfsRelyingPartyTrust -TargetName “

-AccessControlPolicyName “Permit everyone”

You can also create the trust through PowerShell:
-Add-AdfsRelyingPartyTrust °

=Name *

-Identifier “

[

-SamTEndpoint (New-AdfsSamlEndpoint -Binding POST -Protocol
SAMLAssertionConsumer -Uri *

H)
-AccessControlPolicyName “Permit everyone” °
-IssuanceAuthorizationRules ’=> issue(Type =
“http://schemas.microsoft.com/authorization/claims/permit”, Value =
“true”);

Bt EADFSF B AL N



EEEADFSFEHAN , FRITUAT IR,
PR Tk e
B2RTRTHRAERE,

RT7:FIEARRFE

TR EBE B SRR
KIEHBHE A FFRIRAF ADHR 14
LREBWR AFN£A ADE TREM
N as ADFSEN UPNF & F imiE 5 IR 51 2
UPN PKI/AE$ & 155 1iF ADF =
B#ID SAMLESH M B F R4t iR
A ETAGKHIER AD4H B 51 (memberOf)

B1 R UK R AL

1. EXEBAEENBR (HIW, “Cisco IQ — £57")

$relyingPartyName = “Your-RP-Name”

2. EXFAMMLGAFEEMARR S5 KIEECisco 1Q.

$claimRules = @’

@RuleTemplate = “LdapClaims”

@RuleName = “Send Email and Name”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/1¢
@RuleTemplate = “LdapClaims”

@RuleName = “Send UPN”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> jssue(store = “Active Directory”,

types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn”),

query = “;userPrincipalName;{0}”, param = c.Value);

@RuleName = “Transform Email to NameID”

c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]

=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”,
Issuer = c.Issuer, OriginalIssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.V:
Properties[“http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format”] = °
@RuleName = “Send Group Membership”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> jssue(store = “Active Directory”,

types = (“http://schemas.xmlsoap.org/claims/Group”),

query = “;memberOf;{0}”, param = c.Value);

@

3. BEEITA TS NAFHAMN



Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName
-IssuanceTransformRules $claimRules

BEEN'FHANEKERS | " — RAREE

BE SMADAFKFBLIUETERHREIE, MRRDIEY , NWSAMLET
STESBTHEFR , NS B DRIEKIES,

EFEHAFNERE I | BHITLL T PowerShellii + :

Set-ADUser -Identity “

” -EmailAddress

RiItRAF4

1. BEETU TR REAFEURERFHNEARASH

$username = “username”

2. BTUTHTERASKS

$searcher = [adsisearcher]“(samaccountname=$username)”
$user = $searcher.FindOne()

3. AT S ERAFFEMNA :

$user.Properties.memberof

Rl

CN=Role - CXIQ Developers , OU=Role Groups , DC=dev , DC=local



BLEADFSLUMEESPERIEH

1. EADFSHRSERHF |, FESPIEH S A E|TrustedPeoplefZ i/ :

Import-Certificate -FilePath “C:-provider-certificate.crt”
-CertStorelLocation “Cert:”

2 EETHIMRMAZ — -
N 5EE . SPUIH ADFSTE R B AT (S L 86101 49 P EECAM A -

- ERAKEBASERERIE

Set-AdfsRelyingPartyTrust °
-TargetIdentifier “

-SigningCertificateRevocationCheck None °
-EncryptionCertificateRevocationCheck None

- WMRSPIEFBHCAMAK (FHEZLR ) , BHMRCALEBSARIEPFHEX

Import-Certificate -FilePath “C:-ca.cer” -CertStorelLocation
“Cert:”

3. B EHSSADFSIRS M AE R,
BEFBzh — R adfssrv

R EPKIALS &5 %IE

AENRBUAERBDHRNETIES ( BIERFHURAES ) WEHRIE, MR
ZBEHRIERS , NI D .

RHEAD CS CARE
ELREADIUEHRRS(CS)CARE , BHITUTERE !

1. BEETU TR, RIESHREEFERICA:



certutil -config - -ping

MEGSREERME , BRI USRS EATHRRED. EHHRECEE
BRARKEBICA , BREWNITIER2,

2. BEETUTHSRECARE :

install-WindowsFeature AD-Certificate -IncludeManagementTools

. BIYETUTHSRECAAE

nstall-AdcsCertificationAuthority °
-CAType EnterpriseRootCA °
-CACommonName *“

-KeyLength 2048 °

-HashATgorithmName SHA256 °

-CryptoProviderName “RSA#Microsoft Software Key Storage Provider”
-ValidityPeriod Years °

-ValidityPeriodUnits 10 °

-Force

certutil -ca

5 B1TUTF , BIABRS A T5ESNRS BT LR -
certutil -config - -ping
Bt E U B AER

B, WIR®T

EFEATI RS ORI EREZACEREKV)EBIEHER , FHITUATERE

1. T Frcertsrv.mscH B FFCATI Ko
2. B ¥ T Certificate Templates > Manage.

3. £ AP ER,



N R RYME B SRR BB SEE S i S ARITEKUR | %
BIRF BRHE K.

4. BEUTET~ ERVIRE :
- R BEEMRFRPRACIQAFSHRIE , BB —(1)F

- ERLEEMNARTHIIRFERFEZMME |, REIEHARFSHALSA
BikAE

F 7 E #h:%E42Build from Active Directory Information , 7 Subject#
SANF B aE B Fik 4

& : SubjectFMISANFEAMIEAFHNAR EHEBEMHRUPN)E S
ADIK = ICEE A B8 F#R 4. ADFSfE X LT BRI S EIADAF,

- SPBARNARKEIEEF RS HRIEN.3.6.1.5.5.7.3.2)
- RERME AP HR T HIEERANEMNR
5 AT RS RMER

Add-CATemplate -Name “CIQUserAuthentication” -Force

SRR P
1. LBV F B9 &%,

2. BEETU TSR REMES

certreq -enroll -user “CIQUserAuthentication”

3. BEETUTHhSRILIEPLE

Get-ChildItem Cert:| Where-Object {
$_.EnhancedKeyUsagelList.ObjectId -contains “1.3.6.1.5.5.7.3.2”} | Format-Table Subject,

MWindows & i A FiE B HEF Fif(Mac) L &%

55 A P iE B MWindows & H EIMac:



1. BIIETU T S MWindows i B5 H W PEXT 4 -

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -like “*

#7}

$password = ConvertTo-SecureString -String

” -Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath “C:-cert.pfx” -Password $password

2. Ffuser-cert.pfix X & i EIMaci® & .

3. BEETUTHSFER S AMacR4A 5%

security import user-cert.pfx -k ~/Library/Keychains/login.keychain-db -P *

N B SALRE | MFEANRE BT S s BTN,

4. BIZEIT T @S {EEMac LR CA:

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain ca-certificate.cer

B FAADFSIE$ & 19 381 £ i
E S AADFSIEP MBI ARE , HHITUTIRE :
1. BEETUT T EAMENADFSIE B LI

EEnable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificate
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificatetransport



Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificate
EnabTle-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificatetransport

2. BYBITU T TRIEMBLXRGERR !

Get-AdfsEndpoint | Where-Object { $_.AddressPath -Tlike “*cert*” } | Format-Table Addres

BRESSORIEENEER

ERRLEFFORIEENTESHRIE , FHITUTERE
1. ERUAT S TEEANRMMIARME RN EESBRIFRHRER

Set-AdfsGlobalAuthenticationPolicy °
-PrimaryIntranetAuthenticationProvider @(“CertificateAuthentication”, “WindowsAuthentic
-PrimaryExtranetAuthenticationProvider @(“CertificateAuthentication”, “FormsAuthenticat

2. FERAU T oS RIEFH /5K 2E B¥ECertificateAuthentication F1
FormsAuthentication:

(Get-AdfsGlobalAuthenticationPolicy).PrimaryIntranetAuthenticationProvider
(Get-AdfsGlobalAuthenticationPolicy).PrimaryExtranetAuthenticationProvider

3. AN THTRELATLSE M iniw AEE :

Get-AdfsProperties | Select-Object HostName, HttpsPort, T1sClientPort

4. MR KRBEETIsClientPort , 49443 A LA T n S E#Fiw O H EFHFHADFSHR

&

Set-AdfsProperties -TlsClientPort 49443
Restart-Service adfssrv

SChannel/TLS1&E ( M TPKIZEXEE )

BUF B 17 Ry S 3R o] B3R FE AR & 3 10 T4FY
CERT_E_UNTRUSTEDROOT(0x800B0109)4& %

£ 049443 F 88 ESSLIE$

ERiw 049443 ESESSLIED |, BFHATUTRE !



1. EA AT a1 BRi% 049443 LRI B SSLUEBEE

>netsh http delete sslcert
hostnameport=

149443

2. FANTHTREE AR IRIEB IR FTHE

netsh http add sslcert hostnameport=

149443 °
certhash=

appid=“{5d89a20c-beab-4389-9447-324788eb9%44a}” °
certstorename=MY °

clientcertnegotiation=enable °
verifyclientcertrevocation=disable

3. HAUTHTRIERAEREAEFIRIERHE :

http show sslcert
hostnameport=

149443

BEHIEHFEEX (FE)

BEIEBF#E , EHITHU TR

BE MRS EELREEPELEIEBZRILP , Windows SChannelfFE4E
MEZFPRIER, XEPKIBENETERELRE,



1. BEETU TR RIRAZEERFERPHNIFAZRILES :

$bad = Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }
$bad | ForEach-Object { Write-Host “PROBLEM: $($_.Subject) | Issuer: $($_.Issuer)” -For

2. BERETUATEHS , MXEEHBH B RCATFRK :

$bad | Move-Item -Destination Cert:\IntermediateCA
Write-Host “Moved $($bad.Count) cert(s) from Root to Intermediate CA store” -Foregrounc

3. BEEMTUTHT , RIEZEERFERPETREREAMFELLRILES !

Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

EEIMERIEE (FE)
EfESChannelEFMRIRE LR EBVILED B HRIE , FHRITUATRE
1. ERAUTHRESIMRBREE -

$regPath = “HKLM:”

2. ERU TS EATRPEHEMRIRE

Set-ItemProperty -Path $regPath -Name “ClientAuthTrustMode” -Value 2 -Type DWord
Set-ItemProperty -Path $regPath -Name “SendTrustedIssuerList” -Value 0 -Type DWord

®8 : FEAMKRE
RE #ft B
=]

ClientAuthtrustMode 2 BRAMECAGEUEERINRIERE,
Bt RSB ETLSIEFHREAEATEUEMALEIIR

(o]

SendTrustedlssuerList 0

¥ UF CALE 5 77 i

ERIFCAUERFME , FHITUTRE



~ SEE A B PEBRCAIER S T SystemCertificates 2% X & |, LAT
REMIFHFEIRE,

1. AL T 5 ELCAILEHIIEL

$caThumbprint = *

2. EAU TS RIECAIEH B 77 T LocalMachinestore* | :

$exists = Test-Path “HKLM:\caThumbprint”

WMRAKIBED , HHES AZlLocalMachineFiE X :

if (-not $exists) {
Import-Certificate -FilePath “C:\YOUR-CA-CERT>.cer” °
-CertStoreLocation “Cert:”

EHFEFADFSIRE RS ( 4% )

AL TS EHNBIIADFSIRS S -

Restart-Computer -Force

N EE - ClientAuthTrustMode i 5 BN E RS B EH B S £,

S HADFStEIE
& 0] LA fF FlPowerShells{Web3il ¥ 88 T 8t ADFS T 47
PowerShell

EEHPowerShell§ HADFSTTEIE |, iHHITATRME :



1. FEADFSHRSS 88 L 3T FFrPowerShell,

2. BT T oS T ITEBIE

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Meta
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”
Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

BITXERTE , TR R EFEIC:-metadata.xml,
Web Xl ¥ 25

EFEAWeb 525 F HADFSTEIE , BT TRME :

1. S Ehttps://<your-adfs-server>/FederationMetadata/2007-
06/FederationMetadata.xml , ’f“<your-adfs-server>"&#t J ADFS RS
B ENAE,

2. BIURRE | FRBEBXMLIAHREF R E L
#Cisco IQ LEE
E1ECisco IQEHITERE , BHRITUTRME

1. ffadfs-metadata.xmlf& i 2 T,

2. #£Cisco 1Q™ , £ FISystem Settings > System Configuration >
Identity Providers,

3. £Lf2ADFS metadataX ¥+ LA B 3) fREUDPIEH. SL4KIDRSSO URL.

4. RIFECE

N B NBADFSHABDSMESIRRDTY  EAREFSET
W S A FIS L E 4 B Cisco IQUATER 444 B HIRAE

7 HADFS IDP

1. £ Identity ProvidersTA [ L , # d7Add identity provider,
2. MASHBRERFEWR.
3. W AE (B , company.com).

4. ( Wik ) RIFFEEITFFEnable single logouttl iz 4,



5. #£Upload IDP Metadata® E& #8142 £ £ MIDP R A 72 A 3R XY
SAML T EHE XX 4

6. Click Save.

N s RSERNRER  BRAGKEER  XEREZFNNR

o

Bl A SRS

EHEREACMREZH , BERUTUMADHERERA THRE WA, EM
ADEHKA , Biz1TLA T PowerShellii+ :

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-NuTll

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }

REEZEIRESR B FIFR MY LDAP)EIRAD , TEHMER, AER
PSRRI 2 A MENIRE , Filan

CN=Role - CXIQ Developers , OU=Groups , DC=dev , DC=example ,
DC=com CN=Role - CXIQ Viewers , OU=Groups , DC=dev ,
DC=example , DC=com

MRARFIHFAENE , MSAAEKSEEZRFEADPEIEBXER  RETET
FXADFS# &M 5T,

EREAGIRE , EHMITUTRE

a System
Configuration

Aamat
1. WARIKIDPH |, EFELETEAR> P AE, REFHERMap user

rolesTl M,



Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...

General Account...

Select option

Select option

Select option

-+ Add identity provider role

£ B R
2. AFMERSABRAIDPAR, XEUTREAS !

- —RIKFEEA -RIKFEEREBRIT S mP A REN TS
IR, IDPAE (BTN ER ) RCXIQEER,

- Bk 2 E 85 :General Account ViewerE 8 RiEihEINR,
IDPAE ( BITHEM ) RECXIQF XA R FCXIQEEES.

N orE . EEEFNES (HIN | CXIQFEAR ) ITREEE
DN,



3. Click Save RS E # A Success.
SChannelZ& F U ik 5 )35

ERIISChannelRE EFHAERE jﬂﬁj’%@)ﬁ'ﬁﬁ”ﬁiﬁ% BT —NEE
PowerShell& A HHITATHS :

curl.exe -insecure °
-cert “CurrentUser\YOUR-USER-CERT-THUMBPRINT>"
-v “https://

149443 /adfs/1s/”

T HRHTTPIRAL (Sl , EEMRADFSTE ) » MRRETLSEFH
=, WEERK,

PKI3it 9 i 2t 3 58 25 0 14

EFF RN PKIRZ TR R R[N A28 , FRRAFIEPREE
MacOSZ g (EZREES IR BN S AHFUE$(Mac0Ss)), ENi

1. S BN ASAMLEFURL, ADFSIEMHIUEF 5%,
2. i Certificate Authentication. X% 2512 R AU,

3. LAEIER, ADFSHAF#TH BRI , £ASAMLIEL EE [ ER
, FEUFH21E

o1 Bl X1 S BE M iX B R
FF 4 2 b X0 58 2R MR B8 2 A
1. SM BRI FASAMLE FURL, ADFSIZMHIE$H M ZHIBIET,
2. EREB/IREFHRIE,
3. #H AUsername,
4. MAEB.
5. WIFRBERIIEF,



N B FARLFENET.

HEBRADF S &

BTHIERBR T ERNRENTENBRAR , URBEREBEMNBRE
ADFSIRAS. IEH4HIR. SSOBFAMAMSLOE EMXH HE,

£9 : ADFS[RI#E

A FEAR 553 BRAE MRS ERNEE
B
| ROGREEANE
AREHAE BRRTAB ¥z {TELEADFSH
T L
T PERERSTONS 4 s ADFSEHRBHRE

. FTHHIACS URL: %

iE : https://your-
ERESHRIESHE R fgdn/saml/acs

BRMEHF PRgk o . Cookie RIEE A
W82 Cookie By IE T
15

AT HEERN ST

EWRADFSIFE ECisco IQz B RINERK , FEANT MBS, XL
TEBDTRIEABFETLRME, EHEENLKRE.

- BUFADFS T E03E v 17 (7] M 58 1A °] LA (B F28 FF 15 (R ADF SBx & 7T B i
 XRBUNBETENRESR

curl -k https://

/FederationMetadata/2007-06/FederationMetadata.xm]

- B0 UE INZRE - R E A I 2L 5 Cisco IQIE# 5 EE MR EX

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Production” |
Select-Object EncryptionCertificate | Format-List

- RESAMLAHE E:RIEBRIQEENSAMLA R EE EWEEUR &


https://your-fqdn/saml/acs
https://your-fqdn/saml/acs

PIRUETE R MM S R 55 B AR URL

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Production” |
SeTect-Object SamlEndpoints

TSSO Microsoft Entra ID SAMLEL &

AR F5 12 ¥ Microsoft Entra ID(Entra ID)&g & 7 Cisco IQRISAML IDPHIIE S
, AR FETREENEHARIE, PKIZORITISNETIERNEHRIE
(CBA)o

FSSOFELEEntra ID SAMLHY % & &4

- Entra IDFEF ( 20 | “cigtestdev.onmicrosoft.com” )

- Cisco Q£ REEAFNAEER A BT RINR

- Entra ID ( = ) M Cisco IQZ [E] KV iE$E

- A CABRER AR ({XPKIFE )

- AIMEBERM 5 E AYIE B S R(CRL) DR R ({RERATPKI)

10 : Entra IDERSR[EE

= iR ~ i
#FId f]__n:;?;D*ﬁF 37352d8f-0ebe-4762-8161-8775ffe897¢cb

ERIQFQDN HEEHA <YOUR-CIQ-FQDN>

Entra IDf &
ZFURL

IDP SSO URL ;'SiAML_e_% https://login.microsoftonline.com/<TENANT

-y =} ID>/sami2

FIF S B
8

IDP3E{&Id https://sts.windows.net/<TENANT-ID>/

NEIE <YOUR-DOMAIN>

Bl iEEntra ID SAMLEL A
BlEW N ARRF

1. & F ZF|Microsoft EntraBEd

2. ¥MBIEH > NA > AN

3. & #HNew application > Create your own application,


https://entra.microsoft.com
https://entra.microsoft.com

4. AR ( Hlan“Cisco IQ” ) o

5. 1 Integrate any other application you not found in the gallery(non-
gallery),

6. Click Create.
Fi ESAMLE S

ERESAMLE Q&R , MM EESPRBIEN . BB MVARITIT
FRRIRME

1. MSystem Settings 1% 1FSystem Configuration > Identity Providers,
R & Rldentity Providers TUH

Identity Providers

TEHET

2. B #HDownload SP metadata#t 1T F &, E4Z I TEAISP TEEE X4
SERSAMLE SEREE,

3. # #HUpload Metadata fileiZ4 EESPUBIE X #H. FIh L&/ , SPTT
BEXGPHBEREYESERIETSAMLA 2 R B2 FKRE.

BEAUERFIRMAXEFAFRURELRERRE, EFIRE
SAMLE QEF , BIMITUTRE -

4. ERWMRAF , EMEE QB FHEFESAML,
5. EEAXRSAMLEBH £ , BhwiE , ARWMALTRAR !
- ¥R ( 324KID ) :<YOUR-CIQ-FQDN>
- EIZURL(ACS URL):https://<YOUR-CIQ-FQDN>/saml/acs
- B FXURL:https://<YOUR-CIQ-FQDN>/saml/login
- JEHHURL:https://<YOUR-CIQ-FQDN>/saml/logout

6. Click Save.

N EE DM AS ERQEEESPRAIDIES TR, XEE
2B AFQDN,



7. EBESAMLEMNER  BREBENFRI D PHRE,
8. BLELLTFEH :

£11 : FIEMSAMLA TS

JHEBE REMH A ZE (A

ME— A

*/(Tg\g:{ user.userprincipalname (ER1A)

D)

EBEf# it user.mail http://schemas.xmlsoap.org/ws/2005/05/identit
givenname user.givenname http://schemas.xmlsoap.org/ws/2005/05/identit
i3 user.surname http://schemas.xmlsoap.org/ws/2005/05/identit
B2 user.userprincipalname http://schemas.xmlsoap.org/ws/2005/05/identit
izl user.assignedroles ( EMPTY — BRI B Z2(E] )

NoxE owFarEs .

- {# Fuser.assignedrolestE IR — M &user.groups

- Namespace FERMAMNZE, XAJHARSAMLEIEFHNEMEEHRRAZA
, M REENSE —REHRIREF(URI)

- EZEAuser.groups FMEEMNAFHR , AAXSS IR

RENAAE

NAARENAEM (MECLNE ) FEE  ERENAAE® |, HHITH
TR

1. &M ZElIdentity > Applications > App registrations.
2. BERAEERNARF
3. ¥ ZE App roles > Create app role,
4. N TFBIEFENAE , BEUTHRE :
- BREEE Bl , Cisco IQEE A
- VPR R REL: /A
- {8 : flf0 , Cisco IQEER
- Rl , Cisco IQEE A

5. B4 Apply.



N oEE - HERBABICisco IQABMEERNAS (FIM  CXIQEE
A. CXIQAF&AARBCXIQEEE ) o

ERANAAEmMAREARFH , RAMT :
- REMEFLEREZEEPIHP2IF AN A E REH
- sAMAccountName{Xi&E A T M At AD[E 25 HY 4
- 4AIDIR R IEHE LARR 5 #Y 38 A ME — FRIRAF(UUID)
- NAABREERNIQACHEX RN FRHE
MRAFSEINAAE
ERAFIRENA/AE , BHITHATERE
1. RERWNA > AP M4E.
2. & #HAdd user/groups
3. ERAFAIEEINNAAE,
4. B HAssign, ABEESAMLFHARMHE RN TRFRR,
T#IDP L EHE ML $
THIDPITEHIFEMIES :

1. MEnterprise Application® , 1%#%Single Sign-On > SAML Signing
Certificate,

2. THEE THEEXML ( B FE Nentra-id-metadata.xml ) -
HE
TEE$(Base64) , AT FahiEHiE A
3. BEEESet upEBoHFHILLTE :
- B FRURL(IDP SSO URL)
- Azure ADFRIRTF ( IDPSE4KID )

- JEF4HURL(IDP SLO URL)

N B BmTFEnra DAESRBRESTS RS AEE TR TKE
 RAEENTPEURASE FAEVA | LRRT AR SSORS.



AN INAERID IDP

N 5EE® - Cisco IQHIRMIDPE , 2 B35 SAMLAIZAPISIXES f | T
EEHMEBA,

YN HNEntra ID IDPHIS R
1. Bk EE R B EFREVA,
2. MBI RS RE > REEE > FHRHEER.
3. B #Add identity provider,
4. 5 AIDPEYEH: (6l |, “Entra ID”) .
5. 8 A ( Bl | “cigtestdev.onmicrosoft.com”SIEH A A )
6. ( Wik ) IRIFEFEET FEnable single logouttl i iz 4,

7. 7EUpload IDP Metadata= E& ¥ , ¥k = L& MEntra IDIREXYentra-id-
metadata.xmI3X ¥,

8. Click Save.

N % EREREERZN  REFRERER  XEMRZ BN
Ao

Bl B A SRS

EREAGKRE , EHRITUATERE

1. ANARIIBIDPH | B E LT ERI>MA AR, REHE RMap user
roles T .,

2. ABANREGACHAIDPAR, XBUTREAR
12  REAE

REAE IDPAE (B #ik

RAGHE)
general_account_administrator CXIQEE & FIERENTESNR
CXIQFRA ..

n

general_account_viewer

general_account_viewer CXIQEEZH RiZEAM

N e xepEEEN DRRBN SR EANAREAGESLESE(E



S xpaEe  BEAEBNREFES)
4. Click Save JAZSE#7 Success.
KESAMLRE ( B H BRI )
ERIESAMLT , BT TERE
1. £ Incognito=l Privatef& =, T 3 FF i3l 1 &5 o
2. & fin Ehttps://<YOUR-CIQ-FQDN>/saml/login.
3. Wit RE E EE [ EMicrosoftd F I M.
4. ERENTIERITEHRIE (WREETMFA ) .
5. 5pRilfE , RIFERBEEME/saml/acsFH B & RCisco IQRN .

6. BIZTU TR RIEARE :
kubectl -ncxue logs deployment/apisix -since=5m | grep -E "authentication success

A%

HEUTRHEMSAML 2.0AF HHEIUER L) : user@domain.com2#k
- N/AFI14H

REMA  CXIQEEA(RYE : CXIQEER)
REAYA S8 - 1
B B2 TIEHAY & RE

AN A MAFCBASEB —iRMN, MRXFDEHRIEES , N Ak

L&D o
CBAX& &M

- BLE& T Enterprise CARYAD CSHIWindows Server ( 50 , “DEV-
ADCS-CA” )

- CABRZ 88 LBYPowerShel B H R 1 8] X BR
- EBUPNLIISEntra ID userPrincipalName PTEg

- CRLA R KSR NEEX M 1757



TEAD CS EBIE U PR

1. ZECARRS 88 L #T FFcerttmpl.msc,
2. EFI A P EARFRFE B N EntraUserCert’,
3. BB :
- —f% : & RBEFEntraUserCert , B¥HA1-25F
- ERLEBH=5ENME
- EEEEERPER G
- DHLRARERAINBIER P iR 8P KIE(1.3.6.1.5.5.7.3.2)
- R2:NBEESHRIENAFRFIRIRAEMR
4. FERALTHTRMER :

Add-CATemplate -Name “EntraUserCert” -Force

BERMPE R FIED

1. £ A LA T PowerShell i 7 61 22 1iF 5 B & (INF) X (il 40, C:-cert.inf):

@”
[Version]

Signature = “ $Windows NT $”
[NewRequest]

Subject = “CN=

KeyLength = 2048

KeySpec =1

KeyUsage = 0xa0

MachineKeySet = FALSE

ProviderName = “Microsoft RSA SChannel Cryptographic Provider”
RequestType = PKCS10
[RequestAttributes]
CertificateTemplate = EntraUserCert
[EnhancedKeyUsageExtension]

0ID = 1.3.6.1.5.5.7.3.2

0ID = 1.3.6.1.4.1.311.20.2.2
[Extensions]

2.5.29.17 = “{text}”

_continue_ = “upn=



&H
_continue_ = “email=

“@ | Out-File -FilePath C:-cert.inf -Encoding ASCII

FZ#Entra ID UPN&#t<USER-UPN>(fl#n
, user@ciqtestdev.onmicrosoft.com),

3. EARUES , BETUTHS :

certreq -new C:-cert.inf C:-cert.csr

4. BEECARRER , BETUTH T :

certreq -submit -config

\CA-NAME>" C:-cert.csr C:-cert.cer

5. ENIERLESCA , BEITUATHS

certreq -accept C:-cert.cer

SHIEH

BERAFESSHAPFXX M (ATE IR ) , WIETUATHA

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “*

*7 1

$password = ConvertTo-SecureString -String



”

-Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath C:-cert.pfx -Password $password

ESHCARBIER (BATFEntralD) |, BETUATHIA :

Get-ChildItem Cert:| Where-Object { $_.Subject -like “*

¥ 1|
Select-Object -First 1 | Export-Certificate -FilePath C:-root.cer -Type CERT

TEEFiHITEY(MacOS) LS AR FIEH

ESAHPIEBPFX) , BETUTHS

security import /path/to/entra-cert.pfx -k ~/Library/Keychains/login.keychain-db

ESACARILES , BIzTUTHS

security import /path/to/ca-root.cer -k ~/Library/Keychains/login.keychain-db

fEKeychain Access HFCAIE BB J Always Trust:
1. T FF AR R,
2. ERCAIEH H £ EHGet Info,

3. &ETrust T , RIE N “Always Trust’,



N s SR BEREHEFIFNKELASS.

FHCARIEH L& Z|Entra ID

1. & F Z|Microsoft EntraBIEd

2. & finElProtection > Security > Certificate authorities,
3. # HUpload }#i£$%ca-root.cerX 4,
4. FHEIRIE N RCAILE S,
5. 8 ACRLZ X RURL ( 4B 2AFFiFE ) o
#Entra IDS B RIES EH S ACBA

1. &1 ElProtection > Authentication methods > Policies.
2. B HCertificate-based authentication #H 4T & .
3. BRACBAXRMBrAF A,

4. Z£Configure T , R 4 51% & 79 Single-factor authentication,
BREAFESE

HECBARLEH , REAFEHELRIFHREULTHE
CERFE  EERER
- P& M%:userPrincipalname

iX £ P A Subject Alternative Name(SAN)F BJUPNBR S E|Entra IDF 2

o

RIS CBARTE

1. #EIncognitoiPrivatet@ =, T 3 7% 85 .

2. & Enhttps://<YOUR-CIQ-FQDN>/saml/login,

3. EMicrosoft® X H , MARAFNEFEHHEHFRLE T —F
4. % Use a certificate or smart card ( EEC A LLEZIET ) o
5. HX M ERIR RIERIERAT |, EBREANWAFIES.

6. WiEEntra IDWIEIEF , £ FASAMLIEREE @ H I 2 & 15,


https://entra.microsoft.com
https://entra.microsoft.com

N s REAETROEABIIS, REESOIES (Him | LS
WIEB TS ) 22 HE AR LK,

HERREntra ID[A] &R

LUTSRERT ERRBEMATEMNFERS R |, BB REREMFREEntra
ID SAMLEL B #85< #Y R &

&13 : HEEHERR

[ &

TR EI SAMLIE B —
R B8 R4

EEMAEE: 0

ESHFH

£ RAUUIDKHA

BEMEME REKURI

THHISAMLE &

AADSTS500191

RRRIES

SAMLET =S ES

RHR BERRF
KiUlEntra IDF AR E(BXFAH

ﬁg‘:\n"ﬁ;éfmﬁ o S ASHEESAVLESE
o %), REAPRE BRI

B

{# Fuser.assignedroles{E 7 R
HFEAREEDIKE - AREAFIBESNAAR
iR (BXEFHAEE , BSREHAS

DEENFAAR).
user.groups Al fil Buser.groupsF= B, {X4RE

user.assignedroles#p

B FEHIRES user.assignedroles,

. \ ERANAABTEEBERERE
; N N “é " S,

RRENAED o wspREnAAS).
s o o e B RAEBRE R

DD% :I:|ET.| %EﬁTj}I Namespace?—ﬁﬁo
dPERERKRHT MEntra DEF FTHTHREHRE
e fig ¥ E4& B|Cisco 1Q.

FCRLAMEIT N FFiHMEAY
TEMNEBEMIGE  URL , MEABZRCAKFE(E
CRL XEFEMER , B R ALA R
M CRLER R L)
IiF 2 & B fEMacOS Keychain
AccessH & AR FIEB(BEXFE
MER , BSREELKITEN
ERAEHAED LS AHS IR Mac0s)) , B
, CARZ R FIm{EE EHAMEREEEntra IDFEH
, RCBAKRZ A CBA(BXEHAFEER , BZHE
Entra IDEARIF 5 EHF A
CBA) , #E# /E31Chrome LR
RAEX,

BinEHEER
clock_skew_seconds(ZRIAE R

REZEBNRHREE



[ & R & EERF
300;E FA300004E 79 32 52)

LR E IR A BB (E X AER
SRR HARBEASRE  ul mmEseng.

A 3K M R R R CRLAR IR 75 7%

MR TEMInternetif BB CANCRLY A R ( ERXRREFREN ) |, BHfE
AZCRLERWBZECA:

powershell
# Create self-signed CA
$rootCA = New-SelfSignedCertificate °
-Subject “CN=CIQ-Test-CA” °
-CertStorelLocation “Cert:” °
-KeyUsage CertSign, CRLSign °
-KeyLength 2048 °
-NotAfter (Get-Date).AddYears(5) °
-TextExtension @(“2.5.29.19={text}ca=TRUE”)
# Create user cert signed by the CA
$userCert = New-SelfSignedCertificate °
-Subject “CN=

-CertStorelLocation “Cert:” °

-Signer $rootCA °

-KeyUsage DigitalSignature °
-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(2) °
-TextExtension @(
“2.5.29.37={text}1.3.6.1.5.5.7.3.2",
“2.5.29.17={text}upn=

&email=

{UFRCALE S L4 B|Entra ID., AT EBZZMEEER LI
(CDP) , EIltEntra IDFA&ZIHCRLIIE,



SERIRERXT &R

¥ 4B FMicrosoft Entra ID SAMLAL A M A1 & CBARL BEVARN T &% B #%
PUES

Entra ID SAMLM REFIRE

- #EEntra DRI W NARE (EE )
- BEFHAASPTHEREEASAMLE E
- f#user.assignedrolesfl EE M MF 8 ( ZIFE Fhp4F. BFF4E )
- ENARFAEMPCIRNARFAR
- FAFRSERINAAE
- TEERETHIEXML
Cisco IQELE

- B3 E4ZEntra IDFTTEIEECisco IQHF A NIDP
- BMEASRSLUSNAABERFFICisco IQREA/E
- RBEETHEBNERRERRIBEX
- BIIREEBAEPERRERT A
EFIEHN S BRI ( Tk )
- AR RS M RIEEKUEAD CS EOIBIEHEMR
- £ 5Entra IDA P LB R UPNSUR A FUE+H
- RRAPIERSHAPFXXHHAFEZRER M mITEN L
- FEEFFRITEN LHNCAILES
- T CAMRIE$ 4% F|Protection > Certificate authorities T #JEntra 1D
- EEMRIESESEFACBA
- BBERFPBHE ( PrincipalNameFuserPrincipalName )

- WUFCBAR KimEim EH T4

NINSCPHRS 28



SCPERSF B2 F AR, ARFUEECisco IQREREREEN AR LHH
&R

ANIISCPERSS ARV IR

1. MSystem Settings 1% System Configuration > SCP Server, R4t
BEEN & & RSCP ServerZl [,

alialn
cisco

‘o System Settings > SCP Server

Local Identity &

>
Access
Connection Management

Activity & Logs

&%, Package Management No SCP servers configured yet

Configure a server to get started

@ System . —+ Configure SCP server
Configuration

SCPERSF#BRER

2. B #HConfigure SCP server, R4k REESCPIRSES M.

alialn
cisco

‘0 System Settings > & SCP Server
Configure SCP Server

Local Identity & > Specify the location for appliance and application files.
Access

Connection Management
IP address/hostname

Activity & Logs

o% Package Management

System Remote directory
Configuration

Username

Password

Save Cancel

Bl ESCPAR S 88
3. B AIPHbut/EHLRE,
4. i APort,
5. % ARemote directory.
6. MARAFE,
7. AR,

8. Click Save. R&FEEI& B REIA,



mEIASCPRS 2
ERB\BIESCPIRS 3 , WHTUTRIAE -

1. &1 2ISCP Serverl H o

‘o System Settings > SCP Server

g‘ Connection Management

IP address/hostname Test SCP connection

~ . - ——
@ Activity & Logs

Port
3% Package Management 22

Remote directory

System Ifiles/

Configuration
Username

cig-scp-user.local

Password
0000000

ERINSCPARS 85
2. REREFENIBSCPRRS .

i
seo’ 1Q

& System settings > & SCP Server
Edit SCP Server

&% Connection Management Specify the location for appliance and application files.
c Activity & Logs

3 IP address/hostname
3% Package Management

@ System

Configuration 22

Remote directory

[files/

Username

cig-scp-user.local

Password

Save | Cancel

REBSCPRS =%
3. RIEREBJFAES.

4. Click Save.

REE

B LB UIA R BIHFTRICisco 1Q VARRAS, &t A LAMCisco I1Q Data
Connectors T H B TR,

EXITREEN
EEMITUREER , FHRITUTRAE



kvl
dsco’ 1Q

System Settings System Configuration X

/ing system updates, monitoring health, and managing your node cluster.

Local Identity & Banners
Access gement

Identity Providers
Connection Management NTP Servers

SCP Server Edit maintenance window | Configure update
Activity & Logs

SSL Certificates Update mode Maintenance window

Package Management Automatic -

Syslog Servers

System Management

@ System
Configuration

REEE

1. MSystem SettingsH %&£ System Configuration > System
Management, RZiFEEI< & /RSystem ManagementT H, LttREHE
THABITHRSGRAE ; MR EKREEEH , NUpdate HistoryZh 2 R

7o
T o

bl
asco’ 1Q

System Settings System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.
Local Identity &
Access System Updates Node Management

Connection Management

Current System Edit maintenance window | Configure update
Activity & Logs

Current version Update mode Maintenance window
Package Management 1.2.0 (Build 416) Automatic -

System
Configuration
Update History

REAR
2. B2 &§Configure update, REHEHE REEEH NHE,

bl
disco’ 1Q

‘o System Settings < System Management

Configure update
Local Identity &
Access

A\  SCP server configuration missing
Connection Management To update the system via SCP, set up your server in SCP server.

Activity & Logs
B Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified

Package Management UHENEILEER:

File selection
System

3 (®) Local file upload
Configuration

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.




3. & #Update schedule A = HEE A 8]
4. FFENMH AT ; LR EEBUR TR KN FMERE,

B K iEUpdate Status ( EFRA ) 5 T E RN EEFRICERREIAERFT R
Iho

WERSEARITL

RN REARGEZEESTR . MREETBENITH , AFRFEAS
ENHBR#T , REXEAHFRFERATRARN. ZREREARIT
X, AT TERE

aluli,
asco’ 1Q

2o System Settings > System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

= Local ldentity &
® Access System Updates Node Management

2 g

Activity & Logs
Update mode
3% Package Management - Automatic

System
Configuration

YR T

1. #£System ManagementTT E # Current System#Zf % , B HEdit
maintenance® 0.,

Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time

RELETPEO
2. M\Day#Time 5l £k & #FE — N ET,
3. R ERTF. ERYITNENEO., BREERNITRIMEER.

N g nRAREALITY RERANAMQ)B (XN TIEBAR
) MEA)E (N TREEENAR ) WRERHE. EXERRBZE
, BMFHWITEHN. MBRARKY , REKSWITMQR)REFHER



N, BngEoReR BEEFHED.

1. §MnEISystem Configuration > System Management > Node
ManagementABEFEMNEEEFEFHT R,

&o systemsettings System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

= Local ldentity &
( System Updates Node Management
5

B Toadd new nodes, visit iq.cisco.com to download installer package via Package Catalog (7

Last
Syste..

Jul 22, 20..

2. TRIIREREBNTRVRE, A, TRRE, IPiut, MEEDE
v PR LREZ A E

N B RSHIPMNESEEFIEE T S FEHRS.

FIARRS

ELZBIMCisco 1Q SaaSH A RIER B0 ARVERT |, B LLE#EEMCisco
IQ SaaSTHARBHRERFINITREHA LK. EFHALRRS , HHITH
TRE -

1. & Cisco I1Q SaaS.

2. BMEIET > RERE > EFEBE F.

dids 1Q

&o System Settings Package Catalog

I These packages are intended for on-premises deployments.
7Q  Account Details

= Filters 8 results
@ Identity & Access
R Y Systems

® Tags

Asset Data

%% Data Connectors Cisco IQ Virtual Appli

Service Contracts

2]
) File Upload

Released Jul 15,2026  Details | Download options ~ Released Jul 15,2026  Details | Download options v/
5 Package Catals
Y Installation packages

- Modules
& Activity&Logs Upgrade packages

BB

3. 1£Cisco 1Q Virtual Appliance+H , # HDownload options > Upgrade


http://iq.cisco.com/

packages.

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

HER
4. NTHI5I R ik Current versions
5. #%&$%Build type from T HL %K,
6. N Thr %5k iEE Target version,
7. 8 Download, TFE(FRIMLH .
8. &M ZECisco 1Q VA,

9. MSystem SettingsHi%#ESystem Configuration > System
Management,

19 ® | A

& System Settings > System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.
= Local ldentity &
(] Access v System Updates Node Management

Connection Management
Current System it maintenance window | Configure update
Activity & Logs
Current version Update mode Maintenance window
$%, Package Management 1.2.0 (Build 416) Automatic

System
Configuration

Update History

B B AT

10. £ Configure update,



alialn
dsco’ 1Q

‘o System Settings > < System Management

Configure update

Local Identity &
& Access

A\  SCP server configuration missing X
Connec tion Management To update the system via SCP, set up your server in

Activity & Logs
n Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified

X when complete.
&% Package Management

File selection
System

E (®) Local file upload
Configuration

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.

Done

36 3 £ 4R
11. B Local file upload ¥ 2340,
12 ERTHENARBRIHHEER LEZFESP,
13. E5 XM LA ; FENBBURA T RS K NAMEEE,

SSLit P ELE

Cisco IQFFIAREABATRINBZRIES , BEBANEEEEN
SSLit+, BEABENSSLIERR |, ZIERATHTTPSES ; MRIEFHHKEE
RAZiiER , RELBHMENRINER, T EREIMERERINSSLIES,

N ERNEREAAZHHOR, NBEHIHMNBRRKD
TOOX , MAARNZIERBIRFRIER". A0, HRIEBZMBRSSLIERE , &
I $% B 5T B Okta IDPZXADFS IDPHSLOFL & H FTiR £ 4% #THISSLIEH

[¢]

WHINBE X SSLIEH
ERMMEENSSLIES |, BRITUTRE

1. MSystem Settings/ , 1%£3#FSystem Configuration > SSL Certificates.
REHE RSSL CertificatesWHE , HFHIH T REMFABESSLIES.
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2 O System Settings > SSL Certificates + Add Custom SSL Certificate

= Local Identity &
R Access

>

Default Self-Signed Certificate (@ Enabled View details
File name [SELGY Expiration date
Default System Certificate Cisco IQ On-Prem Default CA July 11,2046

Connection Management

Activity & Logs

&% Package Management

System
Configuration

A INSSLIE+

2. B Add Custom SSL Certificateo

N B LEacEAEERBAGEIIBNBAEY IAS Y
B IXOT R, — R REE E 4 — A xtT e STAESF R B Sl S
FIFALA,

alialn
asco 1Q

& System settings N & Ssl Certificates

Add Custom SSL Certificate
Local Identity & 5
Access SSL Certificates

) Upload a .txt file containing the certificate and key as text strings.
Connection Management

Activity & Logs
&
3% Package Management Select or drag file to this area to upload

Only one .txt file can be uploaded

System
Configuration

(’ Enable custom SSL certificate

Save Cancel

L+ {ESSLIEH
3. £SSL CertificateZB 7 T H# = L% B E X SSLIE$,

4. FTFFEnable custom SSL certificate ( /8 FA B E X SSLIE$ ) {14

o

A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate

J& R4



N oaE NEAELATATACANERE  EREXAT%R,

5. R iiEnable certificate,
6. Click Save.
BEXSSLIEHERABEL TEHIRE. RMUANRFIEBFEHEA,
Y718 B E LSSLIEPH
ZA A RERENSSLERPU LEFIEPREA LB ANILER. ERE
1. SMEIFFFER B EXSSLIEH,
2. EBRBEZETER> mE. RSN EREdt SSL Certificate TUH
3. RIEZEERBILHIFAES

4. Click Save.

M ER B E LSSLIEH

BE . BENSSLIEP AT SARERTMBR |, (BIX A A RIE ; &0 AFEH
BRiERERT A& TR B E SGEF.

i B
1. SMEIFRERN N ASSLIEF,
2. LR FE ZIATER> BER.
3. REMIBRER, REFMBRBEES , HEHEFHBERINES,

ARG A ERSAREE

EAKFEERAGHNAS AIURENBREBERSEASHREBRE.
RZALUEER(2)A RS BERS R

N B RAEEBEBLFETH PR | TFARESRESS
(FQDN),

ANINRS B SRS 2R

ARG A SRS /B IR

1. MSystem Settings# % System Configuration > Syslog Server, %



Z:BEEN £ & 'RSyslog ServerM Mo

‘o System Settings > syleg Server

Configure up to 2 syslog servers

Local Identity &
Access

Connection Management
Activity & Logs

>

&% Package Management :
No syslog servers available
Add a server to get started.
System

Configuration
+ Add syslog server

WINRS B ERS 2R
2. B#HAdd syslog server, RGMEAISE REIBREALRS R[N E,

‘o System Settings > & Syslog Server
Create Syslog Server

Local Identity & N Configure syslog server to receive logs and alarms.

Access
Connection Management IP address/hostname ®
Activity & Logs

.:‘:-, Package Management

Protocol
System

Configuration Select option v

O Enable syslog server

Save Cancel

tIERG BERS R
3. W APt/ EHE
4. % APort,
5. MProtocol T 1 31| 2k A% 2 5E AR I ( BI#UDP, TCP ) ,
6. T FFEnable syslog serverfl#a iz 4,

7. Click Save. RAMETHINVES , IANMNWRE BERSH[HFIERE
SysloghR$FaaEM L.

RIBECIERY RS A EBRSS 2R
ERBCEENREG BERSR , BIITUTERE
1. SMEIFEN RS B SRS

2. ERE LR B> B, REMEIS.E REdit Syslog ServerTlH,



3. RIEFZERBEIFME SR XMEnable syslog servertlif,

4. Click Save.

il B e B B R 58 B B ARSS 2R
EMREEEN RS B SRS, BIMITUTHRE

1. SMEIFTREHN RS A SRS

2. R EZIRTER> Bbk. REREEISE REIA.

3. & #HDelete syslog server,
e M EE

SEF M B R FMIER T Cisco IQFHIAFIRENER |, EKkFEEREBR
B P ESHREERE.

alvalie
aseo’ 1Q

S System Settings Activity & Logs

Local Identity & 5 Q Search = Filters 3846 results
Access

Event i Email User Date Activi Reportin Log Affec Error Acco &
Connection Management and... ty... 9. level ted... code unt...

GET /... admin Local A... 2026-0.. data_ac.. a7498d.. @ info Syslog... — Default... ¢

Activity & Logs

GET /... admin Local A... 2026-0.. data_ac.. a7498d.. [ info Certific... — Default... ¢
% Package Management B -

GET /... admin Local A... 2026-0.. data_ac... a7498d.. @ info Certific... — Default... ¢
POST ... admin Local A... 2026-0.. datacr.. 932dfd.. (@ emor APIRes.. 403 unknown ¢

System

Configuration GET /... admin Local A.. 2026-0.. data_ac.. a7498d... Banner Default... ¢
GET /... admin Local A... 2026-0.. data_ac.. d7c5e5... i API Res... Default... ¢
GET /... admin Local A... 2026-0.. data_ac... c12479... i Applica... Default... ¢
GET /... admin Local A.. 2026-0.. data_ac.. d7c5es5... i User Pr... Default... ¢
GET /... admin Local A... 2026-0.. data_ac.. c12479... i API Res... Default... ¢

GET /... admin Local A... 2026-0.. data_ac.. c12479... i API Res... Default... ¢

SEFMAE
EEEEZHMEZE , BMSystem Settings3E £ Ak FActivity & Logs.
SEHFBE:
B FM KL B AP BAPHRE
- XEFERIERR. 2RNERYE  BPYEENERNEEER
LR ERaREma A
ERiEF B 8T B S ER RS E
BEEBHEEMTEBEE (HlW, HEiR, BEMER)
ERBERREEHRETIE AT
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e
kFEERTURBERETENREATE L MENMITAE,
- BHBEREXHEABIRBZE , YRABEIASERE,
- BIFIMIE X LR B UEIE , EAORIERNERENAE T,
I8 5 | B AR AR
ERBRGIMRE , BRTUATRE
1. NRERBHEZEREEE > #iE. REHMEISE RBannersH.

e 1Q

2 © System Settings Banners

= Local Identity & N
® Access Mandatory login modal (® bisabled

Modal title
Connection Management

Activity & Logs Modal content

,:}, Package Management

System Application Banner (® Disabled

Configuration
Banner color

Banner title

Banner content

Banner location

il & A EFRE

2. #£Mandatory login modal# # & Configure, REiREEI < & /REdit
Mandatory login modal T H

alvln
dseo’ 1Q

‘0 System Settings > < Banners

Edit Mandatory login modal
= Localldentity &

R >
~  Access

(’ Enable modal

Connection Management Modal title

Activity & Logs

Modal content

3% Package Management

System
Configuration

YmE5E I B RAR IR
3. REVIREAE RREAHRE.



4. W AR,
5. Hi AModalA &

6. Click Save. R4 fR 7 7 Mandatory login modal.
i B N AR iR
ERENAKEE , FRITUTERE
1. NRGREFDEREREEE > #iE. REMEEI4ERBannersTHo

2 19

‘0 System Settings > Banners

A Localldentity & N
® Access Mandatory login modal (® Disabled

Modal title
Connection Management

Activity & Logs Modal content

3% Package Management

System Application Banner (® Disabled

Configuration
Banner color

Banner title

Banner content

Banner location

BLEFRTE

2. | iiApplication Bannerd #Configure, ZZiFEENI4 & REdit
Application BannerTl H .

alvaln
asco’ 1Q

‘0 System Settings > < Banners

Edit Application Banner
Local Identity &

>
Access

O Enable banner

Banner color

Connection Management

Activity & Logs

3% Package Management Banner title (optional)

System
Configuration

Banner content

Banner location

O Top O Bottom O Both

Save  Cancel

YRR N MR
3. REVIRLE A EARIE.



4. & FEBanner color,
5. #i ABanner titleo
6. ¥ ABanner content,

7. & Banner location,
8. Click Save #iFFEBMNNAHPE R,
YREEMAIE
BERBRIE  FHITUATRAE
1. NRGEREFPERERSGEE > #iE. REMEEI4ERBannersTHo

System Settings >

Local Identity & R

Access Application Banner (@ Enabled

N Banner color
Connection Management
Green
Activity & Logs Banner title
ss

o% Package Management A

ss

System

s Banner location
Configuration

Top

‘R
2. 8 Edite REiRERI2 & /REdit Application BannerTl H.

1Q Dev

‘0 System Settings > < Banners

Edit Application Banner
Local Identity &

3
>
Q Access

Enable banner

Banner color

Connection Management

Activity & Logs @ Green

o% Package Management Banner title (optional)

ss

System
Configuration

Banner content

ss

Banner location

® Top O Bottom () Both

Save  Cancel

YRR N MR
3. WEFATENFAES.
4. REYIREAE B ERARE.



5. Click Save.
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1. &F%|Cisco 1Q.

Navigation Main Menu
Cisco IQ On-Prem

IP Address/Mask
Gateway IP

DNS List

Search Domain
NTP List
Hostname

[3] System Diagnostics
[4] Help
[5] About
[q] Quit

EHH
2. MCisco IQEX g | i A“3"HIZEnteriz & System Diagnostics.



Navigation Main Menu > System Diagnostics

Please provide the following server connection details:
Enter SCP/SFTP Server Address:

Enter SCP/SFTP Server Port (e.g. 22):

Enter SCP/SFTP Server Path (e.g. /var/log/support/): |
PROTOCOL SELECTION

[1] SCP (Secure Copy Protocol) - Default

[2] SFTP (SSH File Transfer Protocol)

Select protocol /[2] (default: SCP): 1
scp

Enter Username:

Enter Password:

Continue with System Diagnostics? ([clontinue/[Black):

ARG

. i ASCP/SFTP Server Address,

w

N

. % ASCP/SFTP Server Ports

. B ASCP/SFTP Server Path.

&)

(o))

. iﬁijg%'__‘1\1a}iSLo
RARPA,
RS,

~

oo

B ACHIREnterdk RS2

©



Navigation Main Menu > System Diagnostics

Checking Reachability

Collecting System Info

Collecting Kubernetes Info

Collecting Logs

Preparing System Diagnostics Bundle

Uploading System Diagnostics Bundle

System Diagnostics Bundle is 'CIQ_Diagnostics_

Press Enter to return to main menu...
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- REEBEMY
- WERRER
- W &EKubernetesfE &
- WERE
- ERRGEUMEY
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TG, RERER—FWINVER , BERERNBHITEN.
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BA LB Cisco 1Q SaaSEIBZVAFSE FERNZIHFRG, ZFERE
Cisco IQ SaaSHE# , HIEHIBERANESUER, CELEBRHIE, F
MEBENRMFIRNE |, ILEBEBEFEENHENRENEERG., Bx
Cisco |1Q SaaSH X HFERNEZLIFHMELR , iHSHCisco IQ SaaSA[1IEFE

o

N EE - Cisco IQ VAR A T LLFE A S8 Cisco 1Q SaaSH I 4E
| SFEHTFF 5 Cisco 1Q VAR LA B AR S B R 303 o0 (TAC) =26
LR ARNEER R4,


https://www.cisco.com/c/zh_cn/support/docs/cx/cisco-iq/getting-started-guide/cx225778-cisco-iq-getting-started-guide.html
https://www.cisco.com/c/zh_cn/support/docs/cx/cisco-iq/getting-started-guide/cx225778-cisco-iq-getting-started-guide.html
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&R LATECisco 1Q SaaSH S| BVARERISERA, BRIERA , HHITU
TRE -

1. & FCisco 1Q(SaaS).

2. B #Help® 5> Report an Issue, FITH“RERBE O,

Report an Issue

Experiencing an issue with Cisco IQ? Let us know what'’s going on and we'll open a support case for you.

Issue type
(O Portal login issues () Error message (() Data discrepancy (O) Other

Issue description

The more detail you give, the faster we can help.

Preferred contact method
O Telephone O Email O Virtual space via Webex

Include recipients (optional)
Select or add email addresses

Select or enter email addresses to include.

Cancel Submit

& & 7] &R
3. RAENHAES.

4. B submit,
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