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« RIAHF A : admin

o BRIAZFES : £Cisco IQ LINkZETNEFIREMNZD ; BXFMEE , S HCisco 1Q Link A[’]
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« BIAIKP ETCRIAEFRS

B2FE , BIABF“admin”#tk 7 & #1“Default-Customer 2 REEW L,
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- BUERS : BRARERKSHEINEE,
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BEREREREB , FHRITUATERE

1. EHome(ERW)F , KifiUser Profile ( AFPEEXH ) o BLRMFH A THREE,

ion with on-premises devices.

Connect On-Premises Devices

2 ERAFREPETHEER, REMAISE RUser Security T H,



User Security

Change Password Security Questions

Change Password

Password

MNew password

Confirm password

3. B #Security Questions AT FFIE T+,

User Security

Change Password Security Questions

1

No security questions configured

Set up security questions to help re your ac int if you forget your password.

Configure security guestions

4. BHEEREFE,



Local Admin Security

Change password Security questions

Security questions

Set up security questions to help recover your account if you forget your password. You must answer all questions.

Question 1*

Select a security question

Answer*

Question 2 *

Select a security question

Answer*

Question 3 *

Select a security question

Answer*

Question 4 *

Select a security question

Answer*

Question 5*

Select a security question

Answer *

Save Cancel

5. NTFHISIRPIEFEERTG) N ZE A,
6. fi AR ALK EE,




7. Click Save.

N B AERRSANE | B, SMITH R "smith A 48 E .
BESZ R Bl “Smith”F“smith” 89 5 F .

g MRRE  CULMEENCNER, ACERERN  UANFEERPTHER
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s BRAMKFEBRASHAF,
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1. EHome(XM)H , KiUser Profile ( AFPEIEXH ) o BT TR XE,

Connect On-Premises Devices

ik o eszablish commenication with an-premises devices @ Langeage

Enghsh

(B Theme Light | Dark = System

nfigure your data, Manage User aCCess, and expione everythiny

Connect Clico Cloud Produc

User Security

Change Passwaord Security Questions

nge Password
1at contains the following

Now password

Confirm password

3. WA LI &R,
4. W AR,
5. B A#ZBHTHIA,

6. Click Save.

I TECisco IQR G EHT , EFECisco IQE L HL(VM),



EETICHED

WMRZHRETRLEE , IUAEAZLRABERIESEEESIENEB, BXFHAGE , BSHAKR
BRE FFMEE.

EEETICNED , BIITUTERE

1. &M 2ICisco IQ Link & F T E.

2. B ERICEE,

Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter your username

Continue Back to login

SiE T BB
3. RMARF R,

4. B Continue, Verify Identity & R ERIBLERY B (5) MR = () MNEH L £ FI&,



Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer

What was the name of your elementary school?

Enter your answer

Verify and continue Back to login

I50E B 19
N oE IEESRNRSAEERETRASN  RASTR.

S5RAFMB=Q)MTEREENESR,

6.2 HRWIHME. MRARIWIENE2ARFNBNLE , RESRREMATED,



Set New Password
Choose a strong password that contains the following:

@ Minimum 15-character length

@ At least one uppercase character
@ At least one lowercase character
@ At least one numeric character

Q At least one special character

New password

Confirm password

Reset password Back to login

N BB TT SR RERERASRSAHE, NEFEZQ)RESHEAK , LMK
SRRSE300 HARP BN RS, AR EENENHEBRD,
REFETUTHEE  ‘BTFRIESHALABABEZ , tkFPHEBIE, BHEEER, 7, SHEHE
IR B
BRI ATE300 M S B RS, R A TS BRREERE,

7.5 ANew password,

8. B AZRIEHITHIA.




9.2 HER,
A D07 3 )
ik P TR R T LU A R N ECisco 1QIK . RN A SR
1. SMEIRGRE > K FRMNEE > A5 REBASE RUsersHE. EHHMENEERH

AP RERS.

et 10 Link

System Sattings
o

Local identity &
F pocens

n Management

N oE KEERRSRESEMER (M LEFR) .

N4

2.8 #HAdd users, REFFERAJd User H,

‘0 System Sattings £ Users
Add User

@ 7o satup parmissions a Qowps, ST UP YOUr groups in User Groups

User access




34N TR b,
45 ASERT,

N oEE RAERTERWERB. RESHIMNER  SAFRE,
SAERP RS, WEEA S ATRFIRP®BERSE,

N EE B WA MR AR,

bESREEBET  MABTHIIXTBERAS, BRI TARE -

- ERERERNTRNARRF

- EERGRNAAEERSGRE , BEREEEMIDPER

7.8 EHRF. REEESCERAS , AFEASFLERSEREAF SRS, “FERTAFER
SR B RUE.

AN IR A

8AEFIRPKRIFOIRMAS, , HBIANRE IERAFE,



9.% HMore OptionsE#r>& HI#T €12 A/ ZHEVERE, BUERR2EH B SN ER.

10. 22 ERFPHAZHAE (FlN, BEZENRERE ) . BEBRE—XEER , FEZH
/EEDJZ-‘H‘E;E /Eﬂﬂ'o

N i BOEFRLWBE L ATHERD, NERBEARTR , BEARLBFEHER
WMRECERE |, L - PNBUERIB RN

N T MERBHERE NN, MBEHRTITH | 5 EM 0 R R B R R E
(R =N

MEXEYE , BT A LANUserBfF , AF1EELogout, BAFIRE F|Cisco IQEFRIE,
SR #T A P ik P
EEAMEFAS K, BRITUTRE

1. B HE L , #HRegister a new user account8#,



Register User Account

Username or email

Activation code

Register account

Back to login

© 2026 Cisco Systems, Inc.

R Pk

2. M ARIZ AR AP A S B F a4 it (Bl fluser1 @abce.com).
3. MAHKFEEARZTNBCENRB,

4. B #HRegister account, REMEEI< & RSet New Password& .,


mailto:user1@abc.com

Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters

@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

& No repeating characters

New password

Confirm password

Reset password Back to login

il Il
5. #i ANew password,
6. £Confirm password B X 5 A 1,
7. BRI ERN , RELRTAFEERLG) N ZL2RIB(BEXFHAEE , BFZHARERLEH
HMER).
EIE A P

RAPREfEkFEERES - EEES/IMNTHAFNAG, kKFEEATNUME—NE, Hn—1 8
eN—4HAF , AE— MBEFZACIHAFH A MARIINENEIFPEBE—NAR, FIE
A AEEEMLocal Identity & Access T EH# {TH{To

N oxE AAKPEERTUNE. RESHBRESE. ARIEAEESER | AREER



N P REFESEREMTA,
SIRARE
ToRASE | EHTUTERE -

1. MSystem Settings#i%£$%Local Identity & Access > User Groups., RZiFEEI& E RUser
GroupsT H.

Ao SrtemSatiings User Groups

Lacal idantity &
B pccoss

No user groups yet

Create a user group to get started

2. BHtIERAFA, REENSERCIEZAFARE.

Ao systemSattings

User Greups

Create user group
g Lecalientive
Access

&"  Connection Menagement Rt

& Activity & Lags

¢ System
Configuration

Mo users added yet

Add users 1o get started.

Manags users

3. BRI T &7 :



- HAREE
- B MAARNME—BR (HlW, JREER)
- WEA (Wi ) ANEERB(ERS50MNER ; ATEAFERFEN+=@ - _FH)

- FEAF
BRAERERMFEN PRSI ABEHEAS

) EE ERMEARINEAAF, |, & HManage users,

« S ETEEER
- AR RBRESBRAKANFFERANREAR, UTAGTH !
- EEREENTRANARRE (RR)

- EERANAAEERGRE
4. BHRIF.

FRAFERESENASTR R TTHE R1EUser GroupsFllFkH,
wERAFA

ERBERAFYE , BRITUATRAE

1. MUser Groups%ll &R P #H B ZE LUHVE,

2. REAZ LW MoreB#R , RiFikFEEdit, REFERREAFA R,

4 User Groups
Edit user group




R
3. HITAENER,

4. Click Save.

EHMASE REUser Groups¥&RA, HTAGRNANFIERKREN,

il B R 7 4B

T BR A PR Y B BR

1. MUser Groups%!l & A # ZI Z M BRAYLH o
2. RTASBIINEZETIER , REIEZEHER,

A Delete user group?

User group will be permanently removed from the platform.

Cancel Delete user group

MERA -4

3. HI R R B TA M BR o

Z AR MUser Groups |2 il B .

N orE MBRASFEANFERATHBETANARSE. EAMLKS RN,

B iE & iREREF

B FEF|Cisco IQLinkfg , kFEEAAUEERMRE. kFEEATUFERAAEERES F0RM
=7 (IDP)&L & & X FCisco IQEEHE,

SSOWYOkta IDP SAMLELE



BLiEIDP SAMLKY &R &4

o ik P EEE 5 15 1A Cisco |QEE R HY X PR

« HEIDPIIF

SSORYIDP SAMLELE

ENSSOEEIDPLZ M FHR12TE S (SAML) , BHITUUT#RE -

1. SMEENIDPII S

2.7 Cisco IQ Link3EfHig B TE .

1 : Cisco QKB M

FER e
R ARFA <NARFEH>
785 ESPl 5 K1 A
NARFmEEA IDPIREMFIEE
B RA B 4472 7 Bl A BV iR 472
X FRT
PN:AES 1%£3$2“New Onboarding”

&2 SAMLELESH

S/ il £ i
A (3R4ID) SE£BREHA(FQDN) |mymanagementhost.mydomain.com
SAMLKT S B2 & RS :
e .
B aEFXURL (ACS) &4t = https://mymanagementhost.mydomain.com/saml/acs
ZIDIER BB, F B 44 b 1t TEHR
NARF# AF& TEA

SEHEATHERMIEA,

N orE DPEHERIATRENEMESARE. TEUSNIDPREEME N,

- B—1%H

- BN BFA

- {& : user.login



https://mymanagementhost.mydomain.com/saml/acs

« F-ARE
« B EEBFHMGE

« {H : user.email

- AEMED
- B4
« ¥iEE5:REGEX
- H: ¥

4. EIENMAERFPHE—EHSLO)RE,

£ 3:SLOBEIRE

FER

e

Xt FOkta , REZHBIEERFASLON , FFEMIEH,
ERASORHEFPH THRSPIEH THRERIEFH. HX

NG o i

SRS {2 sp-publickey.crt, BXEMES  EHHE_
TR,

SPtEIE {XADFS IDPEZESPTHE (OktafrFE ) o

=RERRE—EH

RrHA

B —E%HURL

https://mymanagementhost.mydomain.com/saml/logout

SPMAE ( ZA/EIDRACS URL )

https://mymanagementhost.mydomain.com

5.8 HDownload B #5 N “SP Tt BB X 44

6. RERENERBENCIBNAERF

7 NOkta IDP

E7£Cisco |IQEERRHIRIIDP |, HMITUATHRIE

1. MSystem Settings 1% System Configuration > Identity Providers, & %:4% & ‘Rldentity

Providers T2 M o



https://mymanagementhost.mydomain.com/saml/logout
https://mymanagementhost.mydomain.com%C2%A0

gl 1Q Link

Ao System Settings 5

Identity Providers
&% Connsction Msnagsmant

& Activity & Logs

8 o

Configuration

No identity provider added yet
Add an identity provider to get started

Add identity provider

2. & & Add Identity Provider.

R4 FEEI4 & /RAdd Identity Provider T2 Ho

aisco 1Q Link

2 o System Settings ¢ ldentity Providers

Add Identity Provider
Connection Management
Actlvity & Logs Identity provider name *
Enter identity provider name
System

Configuration Domains

Enter domain names
Organization IDP metadata *

+

(BE)

Select or drag file to this area to upload

Only one file can ba uploaded at 5 ME or lass

(P Enable single log out (SLO)

Save Cancel

N orE . EAENERERN—(1)NDP,

SHABSBREEFEWN.




4 BHAdIF BB ERCisco 1Q LinkiZ & A N ZEIDomainsF £& .

5 AL IDPTHIEF R IEM T EEMIDPN ASREIRISAML TSR X . WX B EIEFHEAE
BEMRS R (SP)RKFMESR

6. ( @& ) $TFFEnable single logouttliftiz4l, &t A LAFE/EE ASLO,

7. 82T RIF.

BEE , ERAESER—MER , A TEIIDPERSSO,

‘Hith 1 Link

Wersion 110

‘ersen 1Q Link

AERHEE

1. NARINWIDPH | IR ELIETERR> B AE, REFE RMap user rolesT H,



Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account... &

General Account... &

Select option

Select option

Select option

+ Add identity provider role

R 5 RR Y

2. MAFTERSAENIDPAG, XFUATREAR .

- —RIKFEER: -RIKFEER BRI mPRERENTENR




- BEAKSEEREAKSETREFR R RMNR

N B DPEGE-AFHIATR. CARSEANNDPTIREENANABEHELNE
o TE%Oktaéﬂﬁ’ﬂ/T_\ﬂo

$& okta e
- Admin Console
P ) Groups ek
Bl Directory ~ All Rules
Pac
aroups 3

= Group name People Appiications
Profile Souwrc ﬁ ’ 4] 0
. F [v] 0
Lo
\pplic
1 1] 0
Qs y ﬁ 1
E 3
- o 2
{10 A k
o 0 -
Contact us
A5 A

SERRETAMNENRHEEACBRERERFTHMAE,
4. BHRIF,
BrHERE

MRERFHE—FHEE(SLO) , A EABESLO URLKI THIE, BAILUESHE 5 DR
EFIREHFTFFEnable Single Log OutRELELLIRE., ETKSLOBE , FHITUATRE

1. NEORERFRE , BETRSPAHIEH,



dg Systemsettings » Identity Providers

Connection Management

Identity Pravider Name Damain Names Direct Login URL &

g"‘“m cisco.com
onfiguration

Activity & Logs

2. T T8 X5 7 N sp-public-key.crto

3. &M EE/IIDPITIF,

4. L£7ESSORIDP SAMLERE AP 4 B 2 IE X
5. BIX T IDPTBITE 4,

6. % Identity ProvidersTT £ , &2 iN#YIDP#IMore OptionsE 45> Edit,

Ayt 1Q Link

System Settings & Identity Providers

Edit Identity Provider

Connection Management

Activity & Logs Identity provider name

System Domains

Configuration Enter domain names

cisco.com X

Organization IDP metadata *

f

—_

Select or drag file to this area to upload

Only one file can be uploaded at 5 MB or less

é

@) Enable single log out (SLO)

Save Cancel




7. TF Enable single log out(SLO) #3240,
8. LRI TN EHRM T BITE M
9. EAMU TR RELIESSOMSLOTEE

WUFBXY 5%

o MK EERBZERRY

- EBREHBEIDPIIF/

« IDPEUBIHMRARMEIBRIQ

o FEHN A RS

« TESPLEIEHREUES

- MRFASLO, NSLOE EFEAXMREBIERTR

- EARINHIREwSSO/SLOR

HEBRIDP B &

UTHRBRTERLRBNATRENERSG R , UHEBREBENFEREIDPIRE, IEPHEIR.
SSOE FAMFMSLOEL B XK [F) &

&4 BEEHERR

] & fRRF R
IDPREBSERARER |RIEIACKRHNEE
IEPEEIR BUFEBE RN E MM
SSOEF &M 360 U1 [ 14 AR 5 R 4H 0 i
SLORIZRTH T4 R ER EERIEBHEESLO URL

ADFS IDP SAML SSOft &

AT R ¥ Microsoft Active Directory(AD)Bk & & 1735 1iE BR 55 (ADF S) &t & 9 Cisco IQHSAML IDPHJ

= B
B=To

JISSOHELEADFS IDP SAMLK o R4



- EIWEAADFS 6.0+

» Windows Server 2012 R2+

- BLEMADEK

. ADFS_LHISSLUEHIER S (TLS)IES

- K EIER T Cisco 1Q

« XSADFSHR% 25 (Windows Server)By & i g
-« ADFSHR%5 88 L #PowerShell i ]

- ADFSHICisco 1Qz ] #9 P 443 5

- ADFSIRSG#HREEBFMESR (M TR )

& 5: ADFSIRS =B E

m A iR R
E#HQ FQDN RAPHMBXHA devxx-23.CX-XXX-XXX.CiSCO.com
ADFSAR% 88 URL Fi 7 ADFSHR %5 28 tth 31t https://ad-fs.dev.local
NCIbE B TR 41 company.com
AD AD4 5% (DN) CN=Role - CXIQFF £ A &
Bl EADFSHRS 27

EBEADFS , HHITATRE

1. MSystem Settings 1% System Configuration > Identity Providers. & %:4% & ‘Rldentity
Providers Tl Ho


https://ad-fs.dev.local

Identity Providers

Systam

¢ Configuration

TEi%m
2. BT ESPAHKUE B M TSP RN T #IX L,

3. JFservice-provider-metadata.xmlFlservice-provider-certificate.crt 3 4 & &l H R 7 2IADFS
3 (a0, C:-certificate.crt ) o

4. BRB|ADFSERS 5.

5. MADFS Management# 4 | B HEB S ET.

6. NEBAEEXES , REFNEBRAEE. FHAHOS,
7. B Claims Aware # 1% 124,

8. B EStarth LB,

9. £ dfilmport data M\X#F S AR XEB I HIBSE | LUER IR — & 2 RFHY 4 FIREL
FAESR

10. B §HiBrowse LIk SP T IR X M4 H T R X4 L 1%,
11. B Next,
12. WMAZREBH ( HlIN“CIQ-Stage” ) , DIMEMIMEXZE , AF L HNext,

13. FEChoose Access Control Policy W E L , [fiPermit everyone ( EWARN L LB EFTE
HIREE ) o

14. B EFRREEINT —F,
15. EifiClose R R EH A EEEE.

N % BELWADFSIRS BEA AN S E S HRIE(MFAEREHIN , EEEAzuUre
MFAS*E FATE B — R ZEB(TOTP)) , BUFREEFE RTFENEBMFANAF,
MRKREBEMAMFARMEFME ALK  ADFSHBF#TEMRRIE , (ERLASIEL®IR
ZFurn:oasis:names:tc:SAML:2.0:status:RequestDenied &K, B FSAMLIIR A ZEW S
, BN AMHAIRE B B FER IR,

B : 2i%EEFE“Permit Everyone with MFA”,



fRIRFTE © #EPowerShellF |, BEZETHU T TR E SRR,

Get-AdfsRelyingPartyTrust -Name

”) .AccessControlPolicyName

BEREATMEAN ( IMFAER ) |, BETUTSHS

Set-AdfsRelyingPartyTrust -TargetName

-AccessControlPolicyName “Permit everyone”

834 1] LUE X PowerShell 8| 2 E# HE1F -

Add-AdfsRelyingPartyTrust °
-Name *“

-Identifier “

-SamTEndpoint (New-AdfsSamlEndpoint -Binding POST -Protocol SAMLAssertionConsumer -Uri *

ll)
-AccessControlPolicyName “Permit everyone” °
-IssuanceAuthorizationRules ’'=> issue(Type = “http://schemas.microsoft.com/authorization/claims/per



B EADFSFE B AL

ERBEADFSERMN | FHITUT SR,

RS ERE

BHAT & T BFERE,

&6 FRIARRE

Gk 1 B KIR

RIXHRHF APRREF ADBHR 4

ERAEWR APRH£E ADE RA TR
ADFSET A F 4R E ¥

UPN NMAERNRFE(PKI AL & B RAE (UPN)fFZ& 7 U iE P BR 5
ZIADA

BAMID SAMLE# M EE T B 4 F: HR

4 ETAGKHIER AD4H B 51 (memberOf)

B PG HR AL

1. EMEMAEENRER (FlE , “Cisco 1Q - Stage” ) »

$relyingPartyName = “Cisco IQ - Stage”

2. ESCRAFERNARR S B REZCisco IQRYEBHAN,

$claimRules = @’

@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname ”, Issuer == “AD

=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em

@RuleName = “Transform Email to NameID”
c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress ]
=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier ”, Issuer = c.Iss

@RuleName = “Send Group Membership”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname ”, Issuer == “AD



=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/claims/Group”), query = “;mem
@@

SEEETUTHTRAREMAN :

Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName -IssuanceTransformRules $claimRules

Write-Host “Claim rules configured successfully!” -ForegroundColor Green

N B EMADAL K BSFIERGBER M, MEROLEM | SAMLE S Fa2 s T
BER | NS HE HRITRIES,

EEHAFNER A | BFHITLL T PowerShellii 5 :

Set-ADUser -Identity “

> -EmailAddress

WiEFF4a

1. RERAFBURERAFHNERRFT,
$username = “testuser”
2IBTUT S ERAFKS

$searcher = [adsisearcher]“(samaccountname=$username)”

$user = $searcher.FindOne()



B.ETAFENA.

$user.Properties.memberof

s

CN=Role - CXIQ Developers,0OU=Role Groups,DC=dev,DC=local

BLEADFSLUMEESPERIES

1. ZEADFSHRS 2 F |, FHSPIEH-S A E|TrustedPeople 7 & H .

Import-Certificate -FilePath “C:-provider-certificate.crt” -CertStorelLocation “Cert:”

2L T H 2 — -
N EE  SPEBHMIRERMENM(CAME | ADFSTE R BT #Tf T T1 T

- ERNLEBTEAERIE

Set-AdfsRelyingPartyTrust °
-TargetIdentifier “

-SigningCertificateRevocationCheck None °
-EncryptionCertificateRevocationCheck None

CE)

« MRSPIEBHCAMEK (FAXER ) , FRHAKRCALEBS ARIEBFEEX :



Import-Certificate -FilePath “C:-ig-onprem-ca.cer” -CertStorelLocation “Cert:”

BRI EHEHADFSIRS N AE R,

Restart-Service adfssrv

R EPKIALES & 5 %1IE

AENBUAERDPRNETIES ( BERFIRMALES ) WEFHRIE, MRRNFDSHRIEE
%, Nkt &2 .

Z4AD CS CABE

ERRADIUEBRS(CS)ICAAE , BEHITUTIRME

1. BEETU TR, RIEEHREEFERICA:

certutil -config - -ping

MRGHTEEEREL , BTUARSETHRREBS . ENHREERE, IRDTETIREE
CA , RS ITH IR,

2BIETUTHTEECAAS

install-WindowsFeature AD-Certificate -IncludeManagementTools

SEIETUTHTEECAAS

Install-AdcsCertificationAuthority °
-CAType EnterpriseRootCA °
-CACommonName

-KeyLength 2048 °



-HashAlgorithmName SHA256 °

-CryptoProviderName “RSA#Microsoft Software Key Storage Provider” °
-ValidityPeriod Years °

-ValidityPeriodUnits 10 °

-Force

certutil -ca
5. BEETU T SHIARSA FEZRZBATLIER

certutil -config - -ping

BLEIEPER
BEAEF RS 0RIEE3EEZAEREKV)EEIERER , FITUATRE

1. T FFcertsrv.mscH B FFCATI =,
2. &% % i Certificate Templates > Manage.

3. EF AR,
N oEE  RUNRBASERAROTROEES RS HRITEUN | ERTERRE XK.
4 BEA TR ERNRE :

- — iR EERFRPRMACIQAFFHRIE , BRI —(1)F
« EREBEMNARTHIIRPERZZNNE  REEF AT HLASIRE

« L #:iEEBuild from Active Directory Information , H#7ESubjectHISANF R B & 6 F#f
#%

N B - SubjectISANTRAFAS A A HUPNSRSADIK - ILE A B T8R4, ADFSHERIX L
= BT B IS FIAD A =



- FHLEBRNAREIE R inS HKIE(1.3.6.1.5.5.7.3.2)
o RENIEAFHRTHEIRAEMUR

SR T o T RAER :

Add-CATemplate -Name “CIQUserAuthentication” -Force

FEM R AR

1. LBFRR P &0 2R,
2. BYBITU T ar wIEMHES :

certreq -enroll -user “CIQUserAuthentication”

SEIETUATHTRIBIERRE

Get-ChildItem Cert:| Where-Object {
$_.EnhancedKeyUsagelList.ObjectId -contains “1.3.6.1.5.5.7.3.2”
} | Format-Table Subject, Thumbprint, NotAfter -AutoSize

MWindows S i A P iEF HEE Fim(Mac) L 2%

B A P IEPB MWindows S H E|Mac:

1. BIIETU T 655 MWindows FiE B5 H W PEXST 4 -

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -like “*

*” 1

$password = ConvertTo-SecureString -String *

-Force -AsPlainText



Export-PfxCertificate -Cert $cert -FilePath “C:-cert.pfx” -Password $password

2 Ffuser-cert.pfx & i EIMaciZ & .

EAZTUT S FIERL S AMacR4A8E -

security import user-cert.pfx -k ~/Library/Keychains/login.keychain-db -P *

N B SATRE | MM SR BT T S HH TR,

4 BEZETUT S EEMacEHCA:

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain ca-certificate.cer

B EADFSIEH 5 718U & i

EFAADFSIEH S HRIEL Y , BIITUTHRE

1. BEETUT RSB AMERENADFSIER L

Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificate
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificatetransport
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificate

EnabTle-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificatetransport



2BAETUATHTRIEFMAELIREERA

Get-AdfsEndpoint | Where-Object { $_.AddressPath -Tike “*cert*” } |

Format-Table AddressPath, Enabled, Proxy -AutoSize

ERIEHEHRIEENTE

ERRLEFHFORIEENTESHRIE , FHRITUTERE

1. ERUAT SR TEEANRMMIARMG RN EESDRIFRMARERF

Set-AdfsGlobalAuthenticationPolicy °
-PrimaryIntranetAuthenticationProvider @(“CertificateAuthentication”, “WindowsAuthentication”, “FormsAu
-PrimaryExtranetAuthenticationProvider @(“CertificateAuthentication”, “FormsAuthentication”, “Microsoft

2 AU T i S WIE AN 53k 25 #Aa3E CertificateAuthentication HIFormsAuthentication:

(Get-AdfsGlobalAuthenticationPolicy).PrimaryIntranetAuthenticationProvider

(Get-AdfsGlobalAuthenticationPolicy).PrimaryExtranetAuthenticationProvider

MEAUTHTRELFHTLSEFmiwOEE :

Get-AdfsProperties | Select-Object HostName, HttpsPort, T1sClientPort

4. MR TIsClientPort Rk A |, 49443 AU T o T EHIm O H EF B IADFSIRS :

Set-AdfsProperties -T1sClientPort 49443

Restart-Service adfssrv

SChannel/TLS1&E ( ¥ TFPKIZEXEE )



LTRET ML B RCERT_E_UNTRUSTEDROOT(0x800B0109)481% , X 45 IRAAIEUEP
B/ T,

TR 049443 L 48 ESSLUEH

Eiw 049443 EHESSLIED |, BFHATUTRE !

1. EALLT 6 S M BRis 049443 E MR ASSLIERBLE -

netsh http delete sslcert hosthameport=

149443

2ERAUATHTEREAFEFHIELHENRHE

netsh http add sslcert hostnameport=

149443 °
certhash=

appid="“{5d89a20c-beab-4389-9447-324788eb9%44a}” °
certstorename=MY °

clientcertnegotiation=enable °
verifyclientcertrevocation=disable

BEANTHTRIEIRECE AT IRIEHINE

netsh http show ssTcert hostnameport=

149443



ARIIEPEHEX (FE)
EEHIEPFEX , FHITUTHRE

~ 2L NRSEFEEE#EPEEIEEZRIULP , Windows SChannelfHEL FrE & F iRk P o
XEPKIHENEERKER,

1 BUETATH SRS BEERERFTHFEERES -

$bad = Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }
$bad | ForEach-Object { Write-Host “PROBLEM: $($_.Subject) | Issuer: $($_.Issuer)” -ForegroundColor Red

2BIETATHS , FXEERBIHEPEHCAFRHX :

$bad | Move-Item -Destination Cert:
Write-Host “Moved $($bad.Count) cert(s) from Root to Intermediate CA store” -ForegroundColor Green

SEIETUTHT , RIERFRHRFIRDXERBFTMIEALRILS !

Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

FEEIMERIEE (FE)
EfESChannelEMRIRE LR EBWVILD B HRIE , FHRITUATRE

1. EAUTHTEEMRBEEE .
$regPath = “HKLM:”

2HERUTHTRATRPELMNEMFRRE



Set-ItemProperty -Path $regPath -Name “ClientAuthTrustMode” -Value 2 -Type DWord

Set-ItemProperty -Path $regPath -Name “SendTrustedIssuerList” -Value 0 -Type DWord

#+ 7 : SchanneliZiRiZEE

®E IR B
ClientAuthtrustMode 2 |BRAM 5CAGELUEIERINRIERE,
SendTrustedlssuerList|0  |FALERSZBAETLSEFHE XKIETZTE AEMNKE IR,

IS IFCAIF H 17
ERUFCAIEBEM |, FWMITUTERE -
~ SEE A B PEB R CAIE R S F SystemCertificatesstore |, AR EHIRBZIE B,

1. AT EXLCAILEFHIIELR

$caThumbprint =

2 A LT iy S % iELocalMachinestore A 2 FECAIE S :

$exists = Test-Path “HKLM:\caThumbprint”

WMRRKBEP , BFHES AT LocalMachinestore:

if (-not $exists) {
Import-Certificate -FilePath “C:\YOUR-CA-CERT>.cer” °
-CertStoreLocation “Cert:”

}



EFBHADFSHRSEF ( 4% )

FEAUL TS EHNBIIADFSIRS S -

Restart-Computer -Force

N 5% - ClientAuthTrustMode E i 5 B Bk X 7 BR S5 58 B 378 501 /5 4 30,

S HADFSTTHIE
& 7] LA FAPowerShellZ{Web3il 33 88 T 8t ADFS T3 3E
PowerShell

E{FHAPowerShellS HADFSTHIE | BHMITUTERE

1. #£ADFSHRSS 28 £ 3T FFPowerShell,

2. BT T8RS THITBIEN .

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadatalrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

BITXEGSE , TTHESXHFERESRIC:-metadata.xmlF,
Web 3| % 25
EFEAWebil e S HADFSTTHIE |, BHITUATIRE

1. M ZEhttps://<your-adfs-server>/FederationMetadata/2007-06/FederationMetadata.xml,
2. FAADFSHR S 28 /Y E #1 & B <your-adfs-server>,
3. IR , FABBEXML 4 RIF T E



fECisco IQLE &

E£Cisco IQEHITHEIE |, BHHITATERE :

1. ¥¥adfs-metadata.xm& % B T4,
2. #£Cisco 1Q/ , & finEISystem Settings > System Configuration > Identity Providers,
3. £4ZADFS metadataXX # A B3 REUDPIEH. SRKIDFISSO URL,

4. RIFECE

) AR MRADFSHTEN TRIBURRIEN , EUNEHSHABEXHHGH L£Z
Cisco IQEAT{R 4 EE B 9 181IF

7 INADFS IDP

1. 1Eldentity ProvidersTUE Lt , # d5Add identity provider.

2. mAFNRHEEFER.

3. A I , company.com).

4. ( W% ) RIFEFEFH FEnable single logouttl iz 4,

5. #£Upload IDP Metadata S B} #6555 £ M IDP B F 12 3K B A SAML IT 33 S 4.

6. Click Save.

N B RBERNRER , BIACHMSER  XETHZ AR,

B £ ERR Y

HEHEMEACRF <A , FRETUMADFERERTHREE, EMADERA , BEITUT

PowerShellff 5o

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-NuTll

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }



REEEESRESR B FiF MY LDAP)EHAD , TEHMER, AEEUTEBN T HEHE
NIRE  Flan

CN=Role - CXIQFF &£ A F , OU=Groups , DC=dev , DC=example , DC=com CN=Role - CXIQ
Viewers , OU=Groups , DC=dev , DC=example , DC=com

WMRRFIHAAFNE , WAREKSEEREADROIEIXLA  RiFTHESTHADFSH MRS,

EREAGRSE , HHRITUTERE

allalie
cIsco [e]

& ¢ SystemSettings Identity Providers

= Local Identity &

>
Access €} Search... 1 results + Add identity provider

Connection Management Status Identity Domain Metadata Direct Login &
Provider Name Names URL

Activity & Logs N
witos - cisco.com

System
Configuration

BRET A

1. NRINWIDPH | IR EZIETERR> M AE, REFE RMap user rolesT H,



Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role
General Account...
General Account...
Select option
Select option
Select option

+ Add identity provider role

Rt

2. AFMERG AR AIDPA®, XFUATREAR .

s —RKFEER—RKFEEAEFTHRITRPAERIENTLNR, IDPAE ( BITHER
) ECXIQEE A,

- E#ik - &EFE5:General Account ViewerE B RiLH AR, IDPHAE ( BITHNER ) 2
CXIQF X AR FICXIQEESR.

N orE . EREFNEH (BN CXIQFEAR ) TFESRNEE.



3.2 FHRF. MREEHFH N Success,
SChannel%& F iw iE 5015,

ERIESChannel @B EWEEN EZ R IRIEPS , HH T - HHIPowerShell E A HHITUA TS

curl.exe -insecure °
—-cert “CurrentUser\YOUR-USER-CERT-THUMBPRINT>" °
-v “https://

149443 /adfs/1s/”

T RHTTPIEAL (fl0 , EEMNADFSTE ) » MRRETLSEFHIX , MEEAK.
PKI37 BY v 2 i 331 52 25 0 i

HEFF X PKIRE AT im B % SRR it 2 BT , BHRARA LS E R R EmacOSEAER (AR EAIE
B, BEAEEE TP EREIF THEEFmItEN £S AP IE+(mac0S)’.

2 -

1. S EI R FASAMLE FURL, ADFSIZMHIEHFMZRLEI,
2. IR B H MWL, X KRR RAALESR,
3. EEIE$H, ADFSHAF#HITEHRIE , FASAMLIMNEEMER , HEIHSE,

i B v ) 0T 25 A i B RS R
T 46 v 2 i %) 58 BRI X B FRZ B

1. SMEIRASAMLE FRURL, ADFSREMHIE M HDIET,
2. BEFB/IREFHRIE,

3. #H AUsername,



4. M AZRL.
5. BN BT,

% EE  AANRSMERETT.

HEBRADF S [E

LUTSRERTERRBEMTRENFERST R , UHEBREZBENFREADFSIRE, EBHIR,
SSOE FAMMSLOKEE B KA B &,

%8 : ADFS[R &

5] B FEIR /15 BH RERRE/BRIENEERF
« RODDRBIEAN:EFZTEEADFSE
BA AL A 9 152 B
RIZEAYAE BRELAE « FEIRMAR AR

http://schemas.xmlsoap.org/cla ims/Group

« APTHEADAH

R R W ‘TEBRZASTHIME |READFSIEPEENEES

o TMHIACS URL:IIE : https://your-
ERESORIERBERITE fadn/sami/acs

+ Cookie S PLHL:# &% ¥ 85 Cookie H HY IE T8
i

BEER

B

AT HELRN ST

EWRADFSH R ECisco IQzBIHIRINER , FEANUT MG T, SERTHEBTRIETHER
R, IEREBEMLRRE,

« WUFADFSTEIRE W 15 A5 H N AT BAA R M 2 TF U5 RIADFSER & T #dE ; XREMARIEER
KESR

curl -k https://



/FederationMetadata/2007-06/FederationMetadata.xm]

o WOUE MNZERUE 5 H4R IE BB RY AN ZE B 5 Cisco IQIEH 5 EEH X EX

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object EncryptionCertificate | Format-List

Y/

« RESAMLARE B RIFBERIQEENSAMLA KRR EWEEUR FHRIEEFERNKNERE
B% H B AR URL

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints

A FSSO/IMicrosoft Entra ID SAMLEL &

A7 1R ¥ Microsoft Entra ID(Entra ID)ELE J Cisco IQBYSAML IDPHIIES |, B XIFETHBH
SR APKI/E TP H &4 KE(CBA),

FSSOELEEntra ID SAMLEY A& &4

+ Microsoft Entra IDFEF ( fl#0 , “cigtestdev.onmicrosoft.com” )
 Cisco QW 2REERRAHNAEE R A BRI

« Entra ID ( = ) MCisco Q2 [A K iE

« BWCABREHAMA (XPKIFEE )

- AMNEBRM G EIELHHEIIRCRL)Z XK (LERTPKI)

%9 : Entra IDRRSSEEE

mE N R~

M Id Entra IDFAF#RIRAF 37352d8f-0ebe-4762-8161-8775ffe897cb




1 H

2
£

=l

HEENA

<YOUR-CIQ-FQDN>

IDP3E{&Id Entra IDS & & URL https://sts.windows.net/<TENANT-ID>/

IDP SSO URL SAMLE &L 5 https://login.microsoftonline.com/<TENANT-
ID>/sami|2

NGB AP BT iR 418 <YOUR-DOMAIN>

Bl EEntra ID SAMLR A

Bl NARRF

1. B FZE|Microsoft EntraB I H 0

2. GBI EH > NA > DA NA.

3. & #HNew application > Create your own application,

4. W AR ( Hlan“Cisco IQ” ) o

5. #%&$FIntegrate any other application you not found in the gallery(Non-gallery)(5E 5% £ & BB 7 $%
FEINFIEHMNARRF ( FFEER ) ).

6. Click Create.

BLESAMLE R &K

ERESAMLE Q&5 , AA EESPTEIEXH

,_._,

| SJ

o IR LUBE MEE LR & (VAT A T B ERKIREN

1. MSystem Settings1%£$%System Configuration > Identity Providers. R4 .E /RIdentity

Providers X M.



https://entra.microsoft.com
https://entra.microsoft.com

Identity Providers

2 Activity & Logs

Systam

¢ Configuration

FEIET

2. 2 HDownload SP metadatait 1T T8, L& L TEHHSPITEIE XA R SAMLE JUEFE
=48

3. B Upload Metadata fileiZ4l L EHSP U BIE 4. LERIIE , SPABEXH4FHEENE
HERINETFSAMLHE QB FZREH,

1

FBRTUERFIRAXLEFAGEURELRERRE, EFIRESAMLERE R , HHITHU
T
1. ZEDWRAS , FME 8B FHIEFESAML,
2. EEASAMLEER 2 , RTmE , AERAUTRAR :
a. ¥RiRfAF ( E4KID ) :<YOUR-CIQ-FQDN>
b. EIZ URL(ACS URL):https://<YOUR-CIQ-FQDN>/saml/acs
c. BFURL:https://<YOUR-CIQ-FQDN>/saml/login

d. FHURL:https://<YOUR-CIQ-FQDN>/saml/logout
3. Click Save.

N B SHRDSFSERQEEESPEAIDNEL R, XEEEWEHFQDN,

4 ERESAMLEMNER  FERMEMNFHR s PR TRE,
5.EELTHER

+£10 : FIERSAMLA TS

VKR RIS M A ZEH
- /_\‘/EI\ ~ . . >
H’EE%QE?W i user.userprincipalname |(BRiA)
B, R 3t 31E user.mail http://schemas.xmlsoap.org/ws/2005/05/identity/claims



http://schemas.xmlsoap.org/ws/2005/05/identity/claims

G F IR Az
givenname user.givenname http://schemas.xmlsoap.org/ws/2005/05/identity/claims
23 user.surname http://schemas.xmlsoap.org/ws/2005/05/identity/claims
B2 user.userprincipalname |http://schemas.xmlsoap.org/ws/2005/05/identity/claims
izl user.assignedroles ( EMPTY — BRRan & 2= )

NoxE o xFarEs
— {# Auser.assignedrolesfE AR — T user.groups
- NamespaceFERMAMAZE, X ATHERSAMLETE PHEMEMRARE , MTREENSE —&
BFRRF(URI)
— B 7fEAuser.groups R MEEWAFH , AAXLS R

RENAAE

MAAGENAEMN (MELLEA ) PEE ; ERENAAR® , BITUTRE

CSMEIEG > NA > NAEM
ERHEERENARER.
. % Z App roles > Create app role,

NTEANFENAE , BREATRE :

A WODN -

« SRR ; Bl | Cisco IQEER
- RIFMRAXRBRAF/A
« {8 : &0 , Cisco IQEBER

« ¥R HlE0 | Cisco IQEE R
5.8 &HApply.

N orE . MBRBABNCIsco IQABRMSERNAR (HIM , CXQEER. CXIQFEAR.
CXIQEBE ) .

ERANAAEmATRARH , RRMOT :

s REMPEEREZEPIZHP2FATIENASE REMR
« sAMAccountName{UGE B F M\ A&t AD[E FHY4A
o 4HIDIR &35 M LARR &Y HY I8 A I — #RIR B (UUID)


http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims

- RAAEREEENQACHERE RN FN&RE
FRPIEINAAE
ERAFIEENAAR®  FHRITUTRE

1. REEWNA > AFRFE,

2. B #Add user/group.

. IEBRAFRHIBRESNNAAE,

4. BAssign, ABEESAMLERABMPE RN AIRF/ASE,

T & IDP T I ML
TEIDPTEIEREP -

1. MEnterprise Application® , % E # Q& F > SAMLER IR 5,
2. THEE THEEXML ( B FENentra-id-metadata.xml ) -

g &

TEGE$(Base64) , AT FahiEBH A
3. FEBREHTHPHUTIE :

. %iURL(lDP SSO URL)
+ Azure ADFRIREF ( IDPE4KID )

« JE4HURL(IDP SLO URL)

N 5% mTFEnra IDARERRERIESR , Rt ARERF THRABE |, FEEF U E XA
HEEBIVA | BUBRTEMAISSOMRS .

AN IIAERID IDP

N B %Cisco IQTIRMIDPE | & HZNSAMLAIZAPISIXE R | TEFHRERMA.

YNINEntra ID IDPHYS TR -



1. Bk P EE R H 52 RKFIVA,

2. SMBRGRE > REEE > FHRHEER.

3. B #Add identity providers,

4. % AIDPHYEH: ( Hlf0 , “EntraID”) o

5. %A (a0, “cigtestdev.onmicrosoft.com’SIEHI N T ) o

6. ( Ak ) BIFEFEEITFEnable single logouttl#iZ4

7. #£Upload IDP MetadatarEx# , #E14= £ & MEntra IDIREXAY entra-id-metadata.xmI3 4.

8. Click Save.

N B EAEBRSERZY  RESFRERER | XERBZHHTH.

Bl A GRS
EREAHCRE , HIMITUTRE

1. MARINEYIDPH | R EZIATIER>RA AR, REFE RMap user rolesTTH,
2. NEBANRGACHMAIDPAER, XBUTREAR

®11  REAE

RaAG IDPA&® ( )m}%ﬁséﬁ o
ZEKFEERR CXIQE®E & FERENTENR
EAKFEES CXIQFF X AR Higifm
ENKFEER CXIQEE HiEi A

N osrE . =egEEENa DRREN SR EAAD Role ValueTHR(GXEMEL | BSHE
iBEEntra ID SAMLN A T BLEN AR/,

3.2 FHRF. MEEHFH N Success,

KIESAMLR ( 2B HHRIE )

ERIESAMLIR , FITELTRE



1. #IncognitoZiPrivatet& =, 3T FF X ¥ 25 o

2. S Ehttps://<YOUR-CIQ-FQDN>/saml/login.

3. WiIER B EEE M E|MicrosoftE kT H,

4. ERABHZIERHTHHRIE (WMREETMFA)

5. BRI , RUFBREBEEME/saml/acs , F B R A ERCisco IQR A,

6. B BT T ir B RIEA R

kubectl -ncxue logs deployment/apisix —-since=5m | grep -E “authentication successful|Extracted group|To

oA 4

SAML 2.0 compliant authentication successful for user: user@domain.com with full name: N/A and 1 groups
Extracted group: CXIQ Admins (original: CXIQ Admins)
Total groups extracted: 1

BLEE TIiEHH & 2 RIE

AN BMARCBASHIE —BRM, MRNEBHHRIERS , WABS L E S .

CBAMZZM4

« Windows Server , #ADIEH RS (CS) , BLE I CA ( flan“DEV-ADCS-CA” )

CABRS 28 L WIPowerShell B 5 /7 8] fX FR

EBUPNLISEntra ID userPrincipalName PEE

CRLZ R K7 R] NEEX K 173 [F]

EAD CS L8| ZUr B iEK

1. ZECARRS 88 L 3T FF certtmpl.msc.
2. EHI AP ERHFEE & N “EntraUserCert”s



3. BLEER :

- —f% : ERBAMEntraUserCert , B H1-25F

- ERLEBH=-XEFME

- TREREBERPIEFEN

- PHLNARBANSER RS HKIE(1.3.6.1.5.5.7.3.2)
- REEEE & AR A PR T IREEE AR

AERUL TR T RAER

Add-CATemplate -Name “EntraUserCert” -Force

BERMPE R FIED

1. A LA TN PowerShell B 28 € 22 UE F Bt & (INF) X4 (Bl4n , C:-cert.inf):

@!!
[Version]
Signature = “ $Windows NT $”

[NewRequest]
Subject = “CN=

KeyLength = 2048

KeySpec = 1

KeyUsage = 0xa0

MachineKeySet = FALSE

ProviderName = “Microsoft RSA SChannel Cryptographic Provider”

RequestType = PKCS10

[RequestAttributes]
CertificateTemplate = EntraUserCert

[EnhancedKeyUsageExtension]
0ID = 1.3.6.1.5.5.7.3.2
0ID = 1.3.6.1.4.1.311.20.2.2

[Extensions]
2.5.29.17 = “{text}”
_continue_ = “upn=



&ll
_continue_ = “email=

“@ | Out-File -FilePath C:-cert.inf -Encoding ASCII

2 ff<USER-UPN>#1# 7y & Entra ID UPN(#I%0 , user@cigtestdev.onmicrosoft.com)s

SEARULEP , BETUATHS :

certreq -new C:-cert.inf C:-cert.csr

4 EBCARRER , BIETUTEHS :

certreq -submit -config “

\CA-NAME>" C:-cert.csr C:-cert.cer

5. EFEBRERICA , HETHU T

certreq -accept C:-cert.cer

S HIES

- EFAPIEBSHAPFXXH (ATES ) |, BB TUTEIA

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -like “*



Y

$password = ConvertTo-SecureString -String

-Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath C:-cert.pfx -Password $password

- ESHCARIES ( AFEntralD) |, BETUATHIA :

Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “*

®71|
Select-Object -First 1 | Export-Certificate -FilePath C:-root.cer -Type CERT

EEFRITEN LS AR FIEH(macOS)

« ESARPIEBPFX) , BETUTHS

security import /path/to/entra-cert.pfx -k ~/Library/Keychains/login.keychain-db -P *

- ESACARIES , FETUTEHT :

security import /path/to/ca-root.cer -k ~/Library/Keychains/login.keychain-db

- fEKeychain AccessFfFCAIE 1% & JI Always Trust:

1. T BRI R



2. BEFRCAIEH , RF R EGet Info,

3. &ETrust T , RIE N “Always Trust’s
N orE SAR, WEEAEFTIN LB RIES,
HCAMRIEF L& ZIEntra ID

1. B FEMicrosoft Entra®Z HEH v

2. & finEProtection > Security > Certificate authorities.
3. B #Upload % Fca-root.cer3 .
4. FEIRIZNRCAILEF,

5 W ACRLZ K RURL ( AT AFFIAM ) o

EEntra IDZ A RRIF A=+ FACBA

1. &1 EProtection > Authentication methods > Policies.

2. B Certificate-based authentication H{TE & .

3. B RACBAFAMB#RAF A,

4. #EConfigure T , FHRI 4 51% & 79 Single-factor authentication,

BERFEHE

HECBAEEH , BEIAFBHEETMFHRBEUTHE :

« IPFER : EKEBH

- F P& %:userPrincipalname

X £ fFiE K Subject Alternative NameF BJUPNBRSS B|Entra IDA .

KK CBARE

1. ¥ Incognitosi Privatet® =, T 3] 7 %I 85 .


https://entra.microsoft.com
https://entra.microsoft.com

2. S ZEhttps://<YOUR-CIQ-FQDN>/saml/login.

3. EMicrosoftE kxR E L , M AR FWEFHGEHETT—F,

4. i%£$#Use a certificate or smart card ( B EC A LLEZIRT ) -

5. HAMRRTEFRUEHE , REEANAFILES,

6. WilEntra IDWIFUE$ |, FHASAMLIBN EE @ H B LE,

N s REAETROESBIES, REEISOIES (S E4M S 0ITESs BeES

) 2SS B BRIERAK.

HERREntra ID[A] &R

LU BIRBEAR T 5 LR B AT eERY R IR 7T 58, BARSBYRIZHA E M AR S Entra ID SAMLELEAE XY

A&,

®12  HEEHERR

||] R R EEREF
SAMLEIS &8 WifEntra IDFAEE(BEXFHAEE , 55
el o ) — 7>
TMHISAMLIRRL — R D28 NamelDE; & FER 48 |[BE B Entra ID SAML B T A9 B SAML &

TR

i3

REF), REAFRBCERBAEM,

VA RE : 0

A 7 B R B B R IR 4R | 2

R

{# FAuser.assignedrolesfE N iR, WRFNHF
TERANAAREXFAGE , BSHEE
Entra ID SAMLR F T 8“8 F 7= 2 Bio 44 B A

£ " (Assigned Users to App Roles)).

ESNATHRRIE

user.groups
user.assignedrolests

fil Bruser.groupsF= B3, {X{RE
user.assignedroles,

2 FEHRE
. R EAEE E
&7 UUIDR £ pEpyny  [PANASEIAEXYAES , BSAR

EEntra ID SAMLE A THWEENAZ®),

BRI RKURI WRERFZERANZE [BERAFHIREFHINamespaceFEL,
FH I SAMLE 2 IdPiEP B AR T MEntra IDEH FTETBEHEH L
fic Cisco 1Q,
FCRLAMEIT AFIFRIMURL , REAE
AADSTS500191 TEMNBBRMIFRICRLIEBRCAF EZ(BEXFMAEER , B RERZER
BEHCRLEAR T ).
iF B RIEZ4A5E R BiF 24 B EmacOS Keychain Access &
KBRS  CARSREPFEBER | ARAFILEREXFHAEE , BZAREET

, WCBAKREHA

BN SFORIETHS AT RITEN LN




] & RE BERF
A FiE$(macOS)) , EAPEIREEEntra
IDFRZACBA(EXMEER , BoREER
TiF B 54 KU TR FEEntra IDE B RIES
EHEACBA) , HE#H B 3Chrome AR A
Bk,
= X 1AM BB 18 fclock_skew_seconds(ZRIA
T = N t \| AY
SAMLEE 21 & RE 2 EH R E N300 , A A30000).
[ - >3 -
VAR RE AR sRREAGRY Lo (AR BEREEA

RE M E B Y CRLAE R I3 3£

MR TTEMInternetif BB CANCRLD AR ( EEHRREFENL ) , FFEAEXCRLERNELSR

CA:

powershell

# Create self-signed CA

$rootCA = New-SelfSignedCertificate °
-Subject “CN=CIQ-Test-CA” °
-CertStorelLocation “Cert:” °

-KeyUsage CertSign, CRLSign °

-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(5) °
-TextExtension @(“2.5.29.19={text}ca=TRUE”)

# Create user cert signed by the CA
$userCert = New-SelfSignedCertificate °
-Subject “CN=

-CertStorelLocation “Cert:” °

-Signer $rootCA °

-KeyUsage DigitalSignature °

-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(2) °

-TextExtension @(
“2.5.29.37={text}1.3.6.1.5.5.7.3.2",
“2.5.29.17={text}upn=

&email=




{URFRCAME S E4£ RIEntra ID. AT EBZXEE&XECDP , AltEntra IDAES=iRXCRLIIE,

SERIRERXT &R

X5 4T 48 6 AAMicrosoft Entra ID SAMLAN A #l iJi£CBAEL BEVAR SRR BT Ko

Entra ID SAMLE AR FIRE

- EEntra DRI WNARRE (EE )

- BEFIHMASPLHELR EEASAMLEE

- f£Muser.assignedrolesBit EE B R ( BIEB FHRH. BFFAH )
- ENARFIMPORNARFAR

- FAFRSERINAAE

« THERE THIEXML

Cisco IQEL &

« B L£Entra IDFTTEHIEECisco QRN B IEEREF
- BEAGBELUNRNAARERS EICisco IQREAE
- RBETEBNBRZERHIEER

- RIIRBEASPERRERTA

ETIEHHHORIE (k)

- FAEFHKSMRIEEKUEAD CS LAIBIEBER
- XX AFIESSUPNEE#IENtra IDAF

s FAPIERSHAPFXAEEFHITEN LRE

- EEFEFHKITEN LHCAILES



TEProtection > Certificate authorities T CARIEP L& RIEntra ID

ESHRIUES A+ B ACBA

B & A F° & 48 % (PrincipalNamefuserPrincipalName)

KIECBAZR Fim Blin [EH T

SINSCPARS 28

e E MU (SCP)BRSHFRFAARNMHNLEZRSE , XEXHXNTARM, ARFEXIR
IQEEEXREE,

ANIISCPARSS BB IR

1. MSystem Settings#i%£$%System Configuration > SCP Server, Z&pEEI4 & /RSCP
Serveri H.,

Hhithe 10 Link

dg Systemsettings » SCP Server

¥ Connection Management

@ Activity & Logs +
»

System
a Configuration
No SCP servers configured yet

Configure a server to get started

+ Configure SCP server

2. B #Configure SCP Server,



e 1Q Link

System Settings

Connection Management

Activity & Logs

System
Configuration

3. W AIPH UL/ EW A

4. FWA—NMRAS,

5. i ARemote directory.
6. MARFA,

7. WAEB.

8. Click Save. R&fEEI& B REIA,

REBIIASCPARS 2

<« SCP Server
Configure SCP Server

Specify the location for appliance and application files.

IP address/hosthame

Remote directory
Username

Password

Save Cancel




ERBIASCPRS SR , BHITUTERE

1. SfnZE|SCP Server H,

&g System Settings » SCP Server

y'  Connection Managemant
b v 1P address/hostname

- -
& Activity & Logs

Port

Fo P
Configuration Remate sreciory

Connection Management

Activity & Logs

System
Configuration

3. REEFREBIFAES.

& SCP Server

Edit SCP Server

Specify the location for appliance and application files.

IP address/hostname

22

Remote directory

Username

cisco

Password




4. Click Save.

REEHE

BRI LB UIAH R B R FRICisco IQ LinkiRA, &% 7] LAM Cisco IQ Data Connectors T2 [ # 1T ¥ iiF

o

BRI AREERN
EEMITRREEHN , FERTUTRE

1. MAdministration# & System Configuration > System Management, R&HEI4E R
System ManagementTlE, LtTNEE RIEFIETHRERAE ; MREREEEH , MUpdate
HistoryZB 7 2=,

tres 10 Link

System Management

System Updates

Scheduled Update

Tatform version Estimated update duration Update schedule
- May 5, 2026, 811 PM

Current System

Update History

REHAR

2. B Reschedule update,



Reschedule Update

Scheduled for

May 5, 2026, 8:11 PM

Installation must occur by May 5, 2026, 8:11 PM
(O Update now () Update later

Cancel Save

EMRHAR

3. & Update Now S iEIZHA L ENE#H 2 HE , SikFEUpdate Later B i%E 174 AL HEH At (A,
4. Click Save. ARG ER—FKAIVEE , BEBREEOIREEFRT TR,

System Management

System Updates

Current System

Current version Update mode Maintenance window
Automatic -

Update History

Q1 Search Status v 1 result

Update Status Update Schedule Version Description

[ Apr 21, 2026, 7:49 PM CiscolQ Appliance version

FHRELT
WEREFRITL

BELARGEARCBZEE TR, WREET BEMTX , ARREASEXHN BHRIT , 512
REXEARREERATRYEN. ZUBRREARIY , BIITUTERE

1. F£System ManagementTT [H B Current SystemEB% , £ HEdit maintenance® O,



Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time
(& CEST

2. M\Day#Time T I 51 5k A &R — /N ET,
3. R HRTF. ERMITNEFEO. BREERVITRIMEER.

~ AE
— MRRBEEBARITR , I FFEHFEINAR , RERIANFHQ)VBANERE . XTFTEEE
FBIMNAR , RERANEG)AWRERE, EXERBRHZE , DAFHHNITEH.
— MRARKW , REEZHITHEQR)XEFIER, EERHFE=ZRZR , BEEFHE,

FHARRE

EFTEBEBIMCisco IQ SaaSH XA HRIER D XWIERT |, BAILLEEMCisco IQ SaaST & F 4 HH4LP
BRFIMITREHAR. EFFHARRSE , BHRITUTERE :

1. & FCisco 1Q SaaS i£#Home > System Settings > Package Catalog.

Package Catalog

These packages are intended for on-premises deployments.

Systems

[a Service Contracts

File Upload

Package Catalog

Activity & Logs



http://iq.cisco.com/

2. £Cisco 1Q Link¥3 % & , #FHDownload options > Upgrade packages.

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

Cancel Download

3. AT HIB R A& Current version,
4. N5 & AFEEFEBuild type.

5. NTh 3l &k Hi&FE Target version,
6. & Download, TEARBHA I,

7. &M FICisco 1Q Linko

8. MSystem SettingsH % System Configuration > System Management,

‘o System Sattings 3 S_vstem Management
&% Connectien Management System Updates

& Activity & Logs

Current System

a System Curren
Configuration

Update History




9. # FHConfigure update,

ouea’ 1Q Link

‘D System Settings » & System Mansgement

Configure update

&' Connection Management

2 Activity & Logs £\ SCPserver configuration missing
To update the system via SCP, set up your server in SCP serve

System
3
@ Configuration B Uplcading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified when complete

Filo selection
8) Local file upload

&

Sebect or drag a file here to upload

A3 T4 4%

10. # dLocal file upload# ik iz 4

M. EBETENARBHR S A REED LEFZRP,
12. B#iDone, RERBENE , RESETREIANER.

SSLuEH#tiE

Cisco IQFAREHBRA TRMINBLRIES , BETI EEBENSSLIEH, BHABENSSLIE
Bt , ZEBATHTTPSER ; MRIEBREAIMBR , RE2BIMENIRKINES,

o Y B S BRERIASSLIE B

N B IRNENEAFESNOK., METLIMAOREEEDTFOR  MAN KIS
BN,

Wi, BEBMBRSSLIEBRG , X IRBOKta IDPHRADFS IDPHY & — T84 F B ATk L& HTH
SSLiFH,

WINBE X SSLIEH

ERMBENSSLUES |, THATATRE

1. MSystem Settings/ , i%£3%System Configuration > SSL Certificates, REFE RSSL
CertificatesTUH , EHHIH T RENFTBESSLIES,



Al 1Q Link

® | A
2o System Settings

SSL Certificates

+ Add Custom SSL Certificate
Connection Management

Default self-signed certificate & Ensblea

File namo

&
<

Activity & Logs Issued by
Default System Certificate Cisco 1Q On-Prom Defoult CA
@ System
Configuration

Expiration date
April 10, 2046

2. B Add Custom SSL Certificateo

N oas
b R AL 058 T £ G RO E MBS SO R R A xS

NalmEo

— —IAA EEJ:’f% _/|\tXtK1q:
— X2 ER B EEBMFALR

sl 1Q Link

System Settings 4 Ssl Certificates

Add Custom SSL Certificate

Connection Management

SSL Certificates

Activity & Logs Upload a .txt file containing the certificate and key as text strings.

System
Configuration

T

=

Select or drag file to this area to upload

Only one .txt file can be uploaded

(P Enable custom SSL certificate

Save Cancel

3 EEXNSSLIE B EL L& ZISSL Certificate FEX

4 .3TFFEnable custom SSL certificatet]#k 1% 48



A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate

YrEESSLIEP

N orE MRAEFATBTHRIARLRE | BREXADR,
5.8 3 FES,

6.8 HRZ,

B U SSLIEH BB A B4 FERS. RURSIERFEDER.
YR HENSSLIEF

£ R A8 2 2 S SSLAEH A 45 FFE H 5028 A 24 3 2 PR, EtE -

1. SMMEIFAER B EXLSSLIEF,

il 1@ Link — _

3o swmsaws SSL Certificates

%" Connection Management
Custom S5L certificate (& Dissbled
2 Activity & Logs
File name Expiration date
— I - March 18, 2027
1o} System 5
Configuration

Default self-signed certificate © Enabled

Fito nama Isswod by Expiaticn date
Default System Certificate Cigeo 1Q On-Prem Default CA April 10, 2046

YR SSLIEP
2. R E LRI B> B, RSN S REdit SSL Certificate W .
. BEEERBIUIBIFMEE,

4. Click Save.



M BR B E LSSLIEH

N B BT USSLTRTUMRME  EXEFTRERE  STUENBREEN LEFNEE
VAEH,

il B

1. SMEBIFTEN B ENSSLIES,

¢ smemsengs > SSL Certificates

&' Connection Management
Custom S5L certificate (& Dissbled
& Activity & Logs
File name [ y Expiration date
P——— ] - March 18, 2027
System

e Configuration

Default self-signed certificate @ Enablea

Filo namo Issuoed by Expiraticn date
Default System Certificate Cisco 1Q On-Prem Default CA April 10, 2046

T BRSSLIEH
2. £ #More OptionsE#5> Delete,

3. REMIBRIES. REFMEREESES , H B EFHBERMINES,

RE B ERSHREE

BAKFEERAGHNASTUREBATRE TSRS H[USHREAE, RSTUEERQ)ER
S HSRSS R

N B RS AEBEESFIEE NP TR 2FQDN,
WIS HERS 25

ARG B SRS 2RISR

1. MSystem Settings1%£$%System Configuration > Syslog Server, R&ipEEI4 . E RSyslog
ServerT1Ho,



"oethe 1Q Link

Ao System Settings » Syslog Server

Configure up 1o 2 syslo] servers
&' Connection Management

2% Activity & Logs

System
o} Configuration

No syslog servers available

Add a server to get started.

+ Add syslog server

2. B #HAdd syslog server, REEISEREIBREALERSIRNE,
"tsee’ 1Q Link

System Settings & Syslog Server
Create Syslog Server

Connection Management Configure syslog server to receive logs and alarms.

Activity & Logs
IP address/hostname (&)

System
Configuration

Protocol

Select option

C‘ Enable syslog server

Save Cancel

3. B AIPH U/ EHE
4. FWmA—NrAS,
5. MProtocol T I %I 3k AFiEZE AR ( 40 , UDPZRTCP ) o

6. T FFEnable syslog serverfl#a iz 4,



7. Click Save. REFE RHINEES , HAMNRE A ERSH2ERERSGASRSH/ER L,
REEENRS AERS
ERBCEENRSGBSRS SR , BIITUTRE

1. SMEIFREN RS B SRS

2. B EZETAIR> HE. REMEI4E REdt Syslog Server H,

sk 1Q Link

System Settings + Syslog Server
Edit Syslog Server

Connection Management Configure syslog server to receive logs and alarms.

Activity & Logs
IP address/hostname (&

System
Configuration

Protocol

TCP

t) Enable syslog server

Save Cancel

3. RIEFERBIFME S HXMEnable syslog serverti,

4. Click Save.

il B S B Y R 58 B B ARSS 25

EMREEEN RS BERSR , BIITUTERE

1. SMEIFEN RS B SRS



2. BEREZIRTER> MR, REEESEREIA.

A Delete syslog server?

Syslog server will be permanently removed from the system. This action cannot
be undone.

Delete syslog server

3.% HiDelete syslog server,

EE RS

EB MBS FMICF T Cisco IQFHAFBREMER |, FEik- EE R B REAFED ARSER
E.

“ases 1Q Link

System Settings Activity & Logs

Local Identity & - : 735 results
Access

Email Usar Data Activi Reportin  Log Affec Acco &
Connection Management and... ty... [ [ level ted... unt...

admin Local A... 2026-0... data_ac.. a7498d... 4 error Upgrad... Default...
Activity & Logs

admin Local A... 2026-0.. data_ac.. a7498d... B info Server Default...

System GET /... admin Local A... 20286-0.. data_ac.. a7498d.. M@ info Upgrad... Default...
Configuration

admin Local A... 2026-0.. data_ac.. a7498d.. @ info Upgrad... Default...
admin Local A... 2026-0.. data_ac.. a7498d.. @ info Upgrad... Default...
admin Local A... 2026-0.. data_sc... a7498d... B info System... Default...
admin Local A... 26-0.. data_ac.. a7498d.. @ info Server Default...
admin Local A... =0... data_ac.. d7cSe5... B info User Pr... Default...
admin Local A... 2028-0.. data_ac.. a7498d.. W@hemor Banner 04 Default...

admin Local A... 2026-0.. data_ac.. d7c5es.. H info AP| Res... Default...

EEEFEHMAEL , iEMSystem SettingsF & ik FEActivity & Logs.



EHMAE

- XEFFIERR. 2 NHNERINE , A TENERNEEREE
« IEFEM KL B AP BAPIHRE

LT EsmEma A -

H Hsﬂ l)ﬁ HIU\EUH}EE-}lE—J/EE

BERF:ZEEEMTEBE (S, EiR, BENER)
EERBRREESEBIEEE
HRABIERFERRRBHBEE

|Qi%E $2

EERNEERZERERENEEFARGE , BHRITUTERAE

1. MSystem Settings#1%£$%System Configuration > IQ Connectivity, R&FEEI&E RIQ
Connectivity T H

it 1Q Link

do System Settings » [e] Connectwlty © Conoected
View and Manage your device connactivity settings and configuration detalls,
&' Connection Managomant

@ Activity & Logs Devic formation

System

@ Contiguration

IQIE$E

2. REEERE



“mes 1Q Link

‘ﬂ System Sattings 5 & 10 Connictivity

Connectivity Settings

&' Connection Managemaent

& pctivity & Logs @) Enabie proxy

Proxyfhostrnama [P

B o

Configuration

() Enabie authentication

Username

3. REFEEMFAER.

4. Click Save.

EEEE (HEWRE)

Cisco 1Q Link 2 A FMEHBEWENNFMRFR , EERENENEMRENRATRYE, 8@
I Catalyst CenterHDirect Connection i &£ #i#E, TR THESFHRIEFRERAMNER S X,
EEHFEWRESRNT :

- QIEEIUEEN FHRIEHN I |, fBEREERBILSNMP)VIN2c/VI) L ER &K% ZEBE
o BRZEXERVEEHRFZIE (HlI0, “SanJose-SNMPV3” ) , BAILAE —MIEEFHZ
B, FEREIEREIAEEXRR,

- FEIERF IR~ REILESEFRSTRITRE , LBFHTEHRIEIE, B2

EIPEE#EIEEXNTIEENAN , REEHFEREREDEINAEBRNESHRIE. XH
BRT FmAER , ABREHEEENKYT REHREER,

~ EE  IRR AU EESNMPV2c/SNMPV3FISSH , # B i & Catalyst CenterZ Bl 42 14
HTTP/HTTPS&iiE,

IR



MIMFARNESES SEMITRIBRE, ERMEL , BTUATERE

1. NRGIREFIEREZEEE, REMAI4 S RConnection Management T Ho
2. B ifiCredentialsit M+,

bl 1 Link

g System Settings t Connection Management
1‘ Connection Managament Connections Credentials Assets
& Activity & Logs

Credentials

@ Systern
Conflguration

|

Mo credentials yet

Add credentials to start collecting data from your assets,

=+ Add cradentials

3B EHAMEIUE,

“oite 1Q Link

3 © Syitem Settings 4 Connection Management

Add Credentials
L]

& Connection Management

2 Activity & Logs — - Credential Name and Protocols
Nama
@ System

Configuration

Select at leadt one protocol

HTTRMHTTPS

4.5 A B o

5.1 F A E AN L E IR,



HITRMTTEE

N g LEERT - SRREFADUNNE, &

o DS R R E L

7HABMNEEDUN B ZHEAER.
8$H:T-F _ijo

e 1Q Link

2 o System Settings » + Connection Managemaent

. Add Credentials

& Connection Management
~ .
2 Activity & Logs Eraianiid Hara neud Protocola Specify IP Addresses

Included IPs
& Systom

Enter Login Details
Configuration




9.%i Alncluded IPs,

N g kTBRENTATRIEENE 1IEE|’JIPiniJJ:‘SZIP,lzIo CXFIPHIPEEHNAS (£H
BEMICE) . AXAXEFNRANFAEE , BEREILEEMTREEE,

10.82&HSave, REFER—MAIVER | BRHEERIFILAT .

dg System Settings = Connection Management

&%  Connection Management Connections  Credentials  Assots

2 Activity & Logs

a System
Configuration

Included IPs

BO LB B HEJitEFRREEIL | HiBE # EHDelete EFRMBREILE

FEREENMTEZE

BN 5| ZEEAE T ERAICHEE EREEE R TMUERA R N A WL T, T 87t R IR &5 K9 A
R BARiR & £ R EBVEILE.

- MERPE  SSNFUEENAT -AREZN , BRIQaRFBENSRFNEATEREERIT
el ; RENAUTRHER , BEEMFAYITE LS
- BENIPTE . &SLER
- BREBEERMFTE  HEABRTERENKE ; E58Y  RRTRTBESE , AR
s

o BEAARXANBEFC)DEN PP ERRFZHRZXE ; KANGIENAE],
- XEHEX
1.23* ( BENFTHNRSMLILR )
1.2.%.%

1.



(RERBIR )

© PXEFHIREN

Bl SEEARF (Hla*.1.2.3)

SR 2 R EE S (5If0 , 10.10.%.20 )
FERBITS A HMIEFED R

EUEIER R

TRUEAHRZEESNELHEXS , BN ZUMMERESENEIES.

®13 | RUEEFERA

®EIP AANERSE EERFEIUEEE
10.10.1.5 10.10.1.5, 10.10.1, 10.10.*|10.10.1.5 ( 24 ITH )
10.10.2.15 10.10.2., 10.10..* 10.10.2.* ( ¥4 )
10.10.5.50 10.10... 10.10.. ( Ei¥4 )

N i NRREBETEAEBLT  RERKLLRLERB BN TIIE (#|s2, BD

HYRERBESF ) o

{# Fl Catalyst Centeri#t T 5B U &£

X F &4 Cisco IQ Link3Ef| , &% A[iE#20 Catalyst Center ( IEEE ) .

33 F 5 F Catalyst Centerf BB IS

1. NRGIEBEFIRIREZEEE, REMAI4LE RConnection ManagementTT H




2o SystomSettings Connection Management

&% Connection Managoment Connections  Credentials  Assels

& Activity & Logs

[3d Catalyst Center

@ System
Configuration

Configured Connections

Mo conmectons configuied yet

Scheduling

Discevery and Inventory Collection Times

Discavery Wik

Inventory collection  Daly

2. # FHCatalyst Centerit I,
Uil 1 Link

3 @ System Settings 3  Connection Management

Add Catalyst Center

&  AuditLogs

&¥ Connection Management IP address IP address [ FQDM

Systam
0]

Configuration ’ Select credential

Select option

3. Hi AIPith ik st FQDN,
4. NTHIFIRFIEFCEENHTTP/HTTPSEIE,

5. 8 submite REMEISETREIA ( RZUREFEESTH ) . EALATEConfigured
Connections T~ & & #7& IN# Catalyst Center.



2 1Q Link

System Settings > Connection Management

Connection Management Connections Credentials Assets

Activity & Logs

il Catalyst Center || Direct Connection
System
Configuration

Configured Connections

Catalyst Center @ 1instances connected

Scheduling

Discovery and Inventory Collection Times Edit

Discovery Weekly on Sundays at 04:00 AM CEST

Inventory collection  Daily at 02:00 AM CEST

6. It XIWE, BXRFMEER , TSI,

N 5% Cisco IQLNKARET BHWERE , REBHRALHRERE, BAURUSHET
¥, EENSALANERNLENED,

ENMEEEENRE , FHRITUATRAE

1. NREREBEFIEFREEEE, REMEIS.E RConnection ManagementTT Ho



el 1Q Link

dg systom sattings Connection Management

.‘r‘

[+ isns C i Assats
£ Activity & Logs

[B€  Catalyst Center - T, Dbirect Connection
System
@

Configuration

Configured Connections

No connections configured yet

Seheduling

[Discovery and inventory Collection Times Edit

Discovery Weekly on Sundays at 04:00 AM CEST

Inventory collection  Dally a1 02:00 AM CEST

2. B #HDirect Connection, RZ£iFEEI & RDirect Connection i , EFEEFHQ2)MNHFUWE
AR R LT,

‘Ui 1 Link

‘0 System Sottings 3 & Connaction Managemant

Direct Connection
&% Connection Management

2 Activity & Logs Choose a Method of (®) Upioad afle () Specily individual dewdcas
Entry

Dowrlend the te

plate and add your device Information. Then attsch the file below.
o System

Configuration

&

Cliek of drag fila to this area to uplosd
Oty anae CSV ik can be uplosded. 10,000 arvets madmum.

3. B #Choose a Method of Entryfy B iE &I , REFEAUTHEZ2 —RBRIEE :

Uil 1Q Link

‘0 System Settings 3 & Connection Managemant

Direct Connection

&%  Connaction Mansgement

& Activity & Logs :ﬂhom a Method of (®) Upioad afle () Specily individual devices
try

Downlend the temgp

ste 8nd add your device Information. Then attach the file below,
@ System

Configuration

&

Cllck or drag file to this area to upload

Cinly ana C5V fle can be uplaaded. 10,000 artets madmum,

o PR RTHEHERSH , AR % T Submit




Ao Systom Settings

% Connection Management
Direct Connection
&% Connection Management

£ Activity & Logs Choose a Method of () Upload & fle (8) Specily individual devices
Entry

Enter hostnames or IF addrasses
Q Syetem .
Configuration :

s BEEMERWMARNTNE, IPHUSESIBHEVEZF/RIPHUTIR K ARELETE
Submit

RIWERE , RELFEEE MR Assetsit I+,

A ZHWE, BXREFAESR , BSHEILX.

N 2% Cisco IQLINkFARE T B AERE | RARDRAEDKERE., BRRYLEEIT
Y, EHAAAANERNEHED.

BE A HE

(ADY

TE X Cisco 1Q Linkfirt 1T Bt #fE i se. EitRIlE , T TRAE

1. #£ Connection ManagementTT EAISchedulingZf 2/ , $3I BEHREVITR) , £ TEdite REF
- /REdit Schedule 71 [ o
“didk 1Q Link

Ao system Settings & Connection Management

Edit Schedule
" Connection Management
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