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The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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IP Address M . 10 . 2 . 58 | Metmask 255 . 55 . 255 . 0 |
Type (SubnetIP | Mode Active |
Virtual Router ID I -] ICMP Response | NONE -]
ARP Responge” | NONE '~ | Traffic Domain ID | |é|
Dptions
[J1arp  [J]ICMP [ Wirtual Server [7] oynamic Routing
Host Route
[ Enable
Gatewy IP | . , \ | Metric |
OSPF LSA Type
@ TYPES  TYPEL  Area| |
Yserver RHILevel
NONE (@ OME_VSERVER | ALL_VSERVERS
Application Access Controls
[7] Enable Management Access control to support the below listed applications.
(7] | Create || Close |
BIEvVIP

FR1.[ERF MNP | EFEBERBRIP,
SH2 Aol EPTEA P,
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IP Address 0 . 10 . 2 . 61 | Metmask 255 . 256 . 255 . 255 |
Type Virtual 1P | Mode Active |
Wirtual Router 1D | E ICMP Response” |NDHE |Z|
ARP Response® | NOME |=]| Traffic Domain ID | B
Options
] arp  [F] ICMP V] Virtual Server || Dynamic Routing
Host Route
[T Enable
Gatewsy IP b . 0 . 0 . 0 | Mewi (] |
O5PF LSA Type
i@ TYPES | TYPEL .ﬂuta| |
Vserver RHI Level

MONE (@ OME_VSERVER | ALL_VSERVERS
Application Access Controls
Enable Management Sccess contral to support the below listed applications.

(2] | Create |[ Close |
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Configure Route x
Network w . 3 . 4 .0
Netmask 55 . 25 . 25 . 0 |
Traffic DomainID | |~ |
NULL Route Yes @ No
Gateway w . 1w . 2 .1
Distance 1
Weight :1
Cost :ﬂ

Route Advertisment
Global State DISABLED

| Owver-ride Global
Protocol
| QOSPF | RIP V| BGP | ISIS

| Monitored Static Route
‘ Create 11 Close |
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for mipiport
| for http(port 80) | | 8081) |
&0) forServer 1 &0) for Server 2

m
21
I
ﬁ 2

Service hip (pon |
021 )forServer 1

. Service http (pont |
£081) for Server 2

Monitar far part 80 Monitar for port 80 I'u'lnni;:rpnu
| Virual Serwer |
for mipsipont

Service https (pon -
£4ad) forServer 1

| Monitor for port '
8021

iMonier for pon | | Mongorforpon |
£444 24644
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Metioaler 3 Traffsc Masagoment > Losd Bilainceng 3 Wnitors (] (7] H
Add Lt Hasnicree = Search ™
MHime Shate Type
b Pl -delbult @ Ensbded NG
b Rep-default @ Enabled TCP
B M @ Enabded MR
b redd @ Enabled KD
L] @ knatded PG
» Np @ [natded TCR
EORERER , FEEIRAEES-ARSE-ERERF , REAIR4A.
BEERFN=FPXRA N IR O80# I , 8081and 8444,
BIEHTTPIR O K 80M HRFF
ERRBEATCPH BEMMN IS E R, WAEN, #18  ERAARE,
AEtIRIZBERRER, HTTPS , AEEEFEEHINE(—INE MRS
Create Monitor *
Hame* |F:uﬂ"ttp | Type® |TtF' =
Standard Pararmeters | Special Parameters |
Interval 1 | [Minutes = Destination P | s & [mE:E:
Response Tirme-out I3[I | |S¢¢:u rids "] Diestination Part [ |
Diovam Torme |30 | |S=-:nnﬁ: '| Crymamic Time-out
Deviation | | |seconds  =| DymamicIntenval |
Fetries I.3 J Resp Time-out Threshold
SHMP Alert Retries |0 J Action ”":
Syccess Retries (1 J o
Eailure Retries [0 | Cunstarn Header i
Enalled [] Rewerse
Met Profile -
[+] LATM (Least Response Time using Monitaring)
L] Tramsparent L] Secure L] IP Tunnel
O Tos TosHd |
& Help | creste || cClose |




Create Monitor 4

Hame* |http_B081] | Type* [HTTP -
Btandard Parameters I Special meel:ersl i
Intenal 1 | [Minutes v| Destingtion 1P [ . . . IO w»v |
EuspnnstTime-outllﬂ | |St:¢nd= *'| Destination Port | |
Down Tirme |30 | |seconds  +| Dymamic Time-out
Deviation | | [seconds  +| DynamicIntengal _

Retrie E Resp Time-out Thresholg |

Zuccess Retries [1

|

SNIAP Alert Retries [0 | Action [noME -
|
|

Custorn Header f{

Enilure Retries ||,‘|
[+ Enzbled [ Rewverze [] Treat back slash as escape character
het Profile | 3
[# LRTM (Least Response Tine using Monitomng)
L] T0% TOSd ||' | (] Transparent [ Secure C1 1P Tunnel
& Help - I | — J

NTFHTTPSERAKLERRF , BERKRSHERD . WRNHTTPE RN ENR2008302 , HikiEE
FIRE R,

HHTTPECUICE#ZEA , 302fit&N200, ELEFHMEIR200M3021F 2 2HFEM .



Confbaire Maonitar
Lot pguere Wor

| Type HTTP

[ Treat back slash a3 escape character

Response Codes

302

200 add |

~| Destingtion [P

|
"'l Drestination Port I
|

"J Dymarnic Time-out

| |5econds
Response Time-cut (9 | [seconds
Down Time |30 | |seconds
Deviation | | |S¢:nrpd=
Ritries E

| Resp Time-owt Threshold I

SHMP Alert Retries [0

I
|
'| Dymarnic Intensal I I
|
|

| Action [MONE -

Success Betries |1

Eailure Retries |2

| &
| Custorn Header -

[« Enafpled ] Bewerse

LRTM (Least Response Time wiing Maonitorng)

[ Treat back slash as escape character
het Profile | -
C1IP Tunnel

Secure

OTos ms:a|u

] [ Transparent

@ Help

l_gntu || Close J
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Configure Monitor
Hamne* _cu:t_sub#_htl:ps-!w Type HTTR-ECY

Sandard Parameters  Special Parameters ]

Send String
GET btk F10.10.2 46:3 444 cvic/probe

[] Treat back slash as escape character
Beceise String

In Senace

(L]

[] Treat back slash as escape character
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Interval |10 | |seconds | Destination IP | |01 pvs
Response Time-aut I'EI [ |S=l:n~nd; 'I Destination Port | |
Doam Time |!I.'I [ |E=:mdl- "*I Crgmammic Time-out | |
Digvistion I [ |Ee|:n~nds '| Cymamic Intengal | |
Retrie; E | Resp Time-out Threshold | |
SNIMP Alert Retries |0 | action [one -|
Success Retries |1 ] A
Eailure Retries |2 | Custom Header %
& Enapled ] Reverse [] Treat back slash as escape character

LRTM (Least Response Time using Monitoring) S | 'l
[ 7os Tosi s I L] Transparent Secure 1 1P Tunnel

@ Help l_grmt 1| Close |




Create Monitor »

cust_subS_hittps-ecd J Type* |HTTP-ECY g

Iarme®

Srandard Parameters  Special Pararmeters ]
Zend Btring
GET httpsff 10,102 4T 8444 cuicfprobe =

L] Treat back slash ys escape charscter
Becenve Sring

[n Serace -

[] Treat back slash as escape character

@ Help |_Lrea'te || Close |
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NetScader > Teaffic Mansgement 3 Losd Balincing 3 Servers 2 (7] [
Hudd Ao - Ceaech ¥
Hime Siale Al e | Ihom-adn Tradfi Dhe s W03
ATL-CLEC- e @ Enabled 000744 0
ATL-CLRC-T0IES @ Enakipd LRI AT ]
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IPAddress*

Traffic Domain ID
Translation IP Address
Translation Mask
Resobve Retry (secs)

IPvé Domain

[¥] Enable after Creating
Comments

[ Create || Close |

Server Name*

@ IP Address ) Dnmai Marne

IPAddress™

10

47 P

Traffic Domain ID
Translation IP Address
Translation Mask
Resolve Retry (secs)

IPv6 Domain

(V] Enable after Creating
Comments

[uCreate. | .Close. |

IR

EOIREERERF , HEENREEE>ARIGHE> Services , KEHAdd,




st aler Trafic Munsgernent 3 Lowd Balencasy LEvHEd {:] ﬂ H

Bkl Opan Rermionn | | | Action - Search =
Hamr Slate I Ao TDomain Name Trattic Dam a1 Pait Pratocel Mhax (el Max Requesits Cachs Type
b o -hp il bl @ly 10101 ] i MTTP [ i SERIR
b g hAEp D kS ol L1047 [} i HTTP ] 0 SERVER
(AT R @ Un L1824 [} Bl HMTTF i 0 SEENER
b tusc-http b ]-aubl @l  1R1LLE 0 Wl WTTP 1 0 SRR
T ST &l L1028 [} eS8 SEL BHIDSGE ] 0 IEEMER
b e -hittprsak @ly 1010100 0 B S5 BRIDSGE 1 0 SERVIR

75 Per Page El 1-kol b 1 3

HRAPRKENERERF  RNGEEFEREENNEETE TR, RBEERE , HEFERY
BIRREFF MM T A9 5IREY A A B9 SE 4278 7 (R LR B © Roust_tep) H ERIEFMB I C B ESIXR
o B Oke FEME , HFTFURT , EERNMATENERERF, MALEEFHER XRE, BX
RS ERFESHWEERNEXEK, MBARFEEMFAH , AT PHK[EHR-—AMINME—, BER
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Configure Service X |
Service Name* |cuic-hitptl-subd | Senver* [ATL-CUIC-SUB4 (10.10.2.45) =
|| Protocol® I -: Port*
|| Tratfic Domain . -|
Sepace State i@ UP Mumber of &ctive Clients

Disable .| [«] Enable Health Monitoring [« AppFlew Logging

Monitars I Policies I Profiles ] Ldvanced I 3L Settings I

Aovnilable Confiqured
[Mongors | Monitors [ ek [state
ap - cust_fep 1 [l
s
ping =
fcp i o
hip L |
top-ecy =
hitp-oc State: UP
L Probes: 68341 Failed [Total: 5614 Currentz 0 ]
dns Last Response: Success - TCP syn+ack received.
fip Responze Time: 0357 millisec

Comments

@ Help | Close |




Service Name* |cuic-httpli-subd | Server* [ATL-CUIC-5UB4 (10.10.2.45)
Profocol*  |HTTP ~| Por [g0

Traffic Domain | -|

Service State @ UP Mumber of Sctive Clients

Enable Health Monitoring [¥] AppFlow Logging

Monitors | Policies | Profiles Advanced | S5t Settings |

~Thresholds
Mz Requests o | | | Max Bandwidth (kbits) [0
Mag Clients |0 | | | Monitor Threshotd |0

~[dle Tirme-out (secs)

Client 180 | Server [360
'EIE'.'E"IHJ

[ Use Source IP [] Client Keep-Altve [ TCP Buffering L] Compression

C1 ClientIP Header | |

Camments

@ Help




Protocol*

Serace Shate

Bossilable

Traffic Domain II]

Service Mame* |cuic-hitp

[HTTR

@ up

Disable [ | Enable Health hMonttaring (v AppFlow Logging
v c
. Monitors | policies | Profies | Advanced | S5t Settings |

| Seryer® [ATL-CUIC-SUBM (10.10.2.46) =
~| Porr |s081 |

Mumber of Active Clients |

Configured

State: UP

Probes: 68352  Failed [Total: 5630 Current: 0]

Last Response: Success - HTTP response code 302 recened,
Response Time: 0.754 millisec

Carmments

@ Help

Ii_l | Close I




| Seryer* [ATL-CUIC-SUB4 (10.10.2.46) -
Profocol*  [HTTP ~| Porer [s051
Tratfic Dormain |0 -|
Service State @ UP Murnber of Sctive Clients
Eriable Health Monitoring [ AppFlow Logging
Thresholds -
M Requests lo | | | Max Banchwidth (kbits) |0
Max Clients o | | | Menitor Threshold |0

~ldle Time-out {secs)

Client |180 | Server 360
Settings
[ Wse Saurce TP [ Client Eeep-Alive ] TCP Buffering  [] Compression
O Client 1B Header | | i
4 it '
Cornments
@ Help

I_ﬂl(_‘ | Cloze I




| Senver* |ATL-CUIC-SUBA (10.10.2.46)

Profocol  |SSL_BRIDGE v] Portr 5444
Traffic Domain Iﬂ ‘F|
Senace State @ UP Mumber of Sctree Clients

[+l Enable Health onitoring [ AppFlow Logging
. Monitors | policies | Profiles | Advanced | Sst settings |

Lorailable

Configured

Skate: UP

Response Time: LA63 millisec

Probes: 384901  Failed [Total: 8624 Current: 0 ]
Last Response: Success - Pattern found in response.

Camments

@ Help

I [0]4 ” Close I




Configure Service

Senvice Name* |cuic-httpa-subd Seryer* [ATL-CUIC-SUB4 (10,10.2.46) | =|
Protocal . BRI = Paort*
Traffic Dormsin _ =]

Service State @ UP
. Disable | [w| Enable Health Monitoring [# AppFlow Logging

Monitors | Policies | Profiles Advanced | ssL Settings

Mumber of Active Clients

+Thresholds I
Max Requests [ | | | Max Bandwidwh kbits) [0
Mag Clients |l2l Monitor Threshold |EI =

rIdle Time-out (secs)

Client 180 | Server [360

Settings

] Wse Sowrce P[] Client Keep-2live L] TCP Buffering
[ Header .

4 i1}

Carmrments

@ Help | Close

Ol 8 B2 01 AR 355 2R

MetTesler % Traths Massgoman? 3 Losd Belansesy & Winhsl Sefwneii

|9 | H
fdd Adtgn = Saarch =
Hame State | Effective State P Addrers | Tralfic Domsin D Posit Protocol It thod Ferslstence % bieslth
b DCI-ORC-HTTP & Up ] 10,1006 El HTTF LEASTOONMECTION SOURCED LRLDE § LD DO
¢ DCT-CURC -HTTRR] @ Up @ Up pLELETS i el HTTR LEASTOONMECTION  SOURCER 190080 T LIP/D DOWH
p DCI-CURC-HTTRS e Up @y 18,103 &1 444 A _BRIDGE LEASTCOMNMECTION SOURCEDP LLE § LWPD DO

5 Per Paga E] 1-3ed % 1 =]

E0REMRS SR | ERIRATE>-ARGE>EARSEE , AIZFM,
REFESHEDIRS ™ EXKRVES

ERENFENEIED , FARFEENRDERE | & F ) SOURCEIPHIEA1EJ1405 £,
XERERNRNAELRENRFRRENOD BRI RFERES TENRK. MRRERELRE
KB HARIRTR |, NFERILE,



| (% [P Address Baged ) 1P Pattern Based

Pratocal® [HTTP

.2 .61 |

LI Metwark Wiarver  Ramge |1

[ Enable D364 [ Bypass AR Requests
State @ UP | Disable | (4 AppFlow Logging

rLE hethod

~| P Address* lto . 10
| Port* |20
Traffic Domain ID |

I of bl sle | weath, (170

-
Method |Least Connection w| Mew Service Startup Request Rate | | |PeR_sECOND =]
_ Inererment Interval [ I
Current Method: Round Robin
Reazon: Bound serdce’s state changed to
up
rPersistence rBackup Persistence
Persistence | SOURCEID | | | Persisence  [MONE -|
Time-out {min) |40 || | Time-out (min) |2 |
IPvd Wetmask | I
l =

Hame® | | @ 1P Address Based O 1P Pattem Based

Pratocal* |HTTP -] PAddress 10 .20 .2 .61 |
[ Network Vierver Range |1 | Portr |s0e1 |
[ Enable DNESE ] Bypass AAAA Requests Traffic Domain D | -]

1010246
cuic-hHpBOB0T - gubs 1010247
1010245
1010247

add.. (4 Ogen.. i Bemove

Comments

@ Help




Configure Virtual Server [Load Balancing) x

Bame®  DC2-CLAC-HTTPS

Protocal* o Phddres* |10 .10 .2 . el
Fange Part®
[] Enable DNZE4 [ Bypass ABAA Requests Traffic Dormaan ID

Srate @ UP Dissble | [ AppFlow Logging

Senvices | senace Groups | Palicies | Method and F'tl:l:ttn-:tj Advanced | Profiles | Sl Settings |

Activate A Deactivate A1 “% Find
|.-'u:ln'e- |5m1-:n Narrey IF Agdckess | Port |Pr-xu-:u |5:utn | Weight | Crymaamic Wsight I
- cubc-hitpa-zubd 1010246 B444 55L_BRD.. @ P = :
. CC it - 2s 100247 B4 55L_ERD.. W LP 1} = ] 0

_-ﬂ. Add.. _'T Open ;:l Rerroese

Comments |
W Help 4 Clage

ok L
EORBENEL  BEENRREE>- RS- HEREE | SR

ERFEENRDEE  FENREHNSOURCEIPHEBREN400 %, X2 RN ERIAFG EIREH R
MRIRBEN00 H,BLERIFRFERES TERK, MREENEHRENZIARFHR , NFERL
=8

HARAENCUICRSBE=ZmONT , FEETREB=/NTEURSHXE, MENSLKBELIET
BSECUICHRFZMHTTP 80 AME F IR ER | H/EXN®O808 1M IZEF I FTEIER |
8444 X B+ CUIC,



P TR S
LinTigure Fers

Group Name IPgroupDC2 |
Persistence® [ SOURCEIP =
IPvd Netrmask ks : 255 255 255 |
IPv6 Mask Length [128 |
Time-out |40 |
Backup Persistence* | NONE =
Wirtual Senver Name® Configured (3) Rermove Al

DC2-CLIC-HTTP -

DC2-CUIC-HTTPE0S1 -

DCZ-CUIC-HTTPE =

] L ok ]| Close |
2%

1. http://support.citrix.com/proddocs/topic/netscaler/ns-gen-netscaler-wrapper-con.htmi
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