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Upload IdP Metadata

Clients Establish the trust relationship between the ldentity Provider (1dP) and the Identity Se

by obtaining a trust metadata file from the IdP and uploading it here.

Uze file browser to upload the file.
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"1 Add Relying Party Trust Wizard

Select Data Source

e Select an option that this wizard will use to obtain data about this relying party
Welcome
- " Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying
Choose Issuance publishes its federation metadata online or on a local networlc.
Authorization Rules

@ Readyto Add Trust

®
@ Select Data Source
i=

Federation metadata address (host name or URL):

I

Example: fs.contoso.com or hitps://www .contoso.com/app

@ Finish

* |mport data about the relying party from a file

Use thig option to import the necessary data and certificates from a relying
exported its federation metadata to a file. Ensure that this file is from a trust
not validate the source of the file.

Federation metadata file location:

I

" Enter data about the relying party manually
Use this option to manually input the necessary data about this relying part

< Previous eut >
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1::1 Add Relying Party Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for this relying party.
@ Welcome
- , ispl :
@ Select Data Source Diplay name
Iuc:r:x.cﬂrrtnsu .c0m|
@ Specify Display Name
@ Choose Issuance Notes:

Authorization Rules
@ Headyto Add Trust
@ Finish

< Previous Mext > l




m
"1 Add Relying Party Trust Wizard

Choose Issuance Authonization Rules

Steps lssuance autharization rules determine whether a user is pemitted to receiv

@ Welcome Choose one of the following options for the inttial behavior of this relying pa
rules.

@ Select Data Source

@ Specify Display Name {* Pemit all users to access this relying party

The issuance authorization rules will be configured to pemit all users to
@ Choose Issuance 5

uthorization Rules relying party service or application may still deny the user access.
@ Readyto Add Trust " Deny all users access to this relying party
@ Finish The issuance authorization rules will be configured to deny all users acc

later add issuance authorization nules to enable any users to access this

You can change the issuance authonzation rules for this relying party trust b
trust and clicking Edit Claim Rules in the Actions pane.

< Previous Mext >
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" Add Relying Party Trust Wizard

Finish
Steps : : :

The relying party trust was successfully added to the AD FS configuration da
@ Wel
il You can modify this relying party trust by using the Properties dialog box in th
@ Select Data Source snap-in.

@ Specify Display Name

[V Open the Edit Claim Rules dialog for this relying party trust when the wiza

@ Choose |ssuance
Authorization Rules

@ Readyto Add Trust

@ Finish

L
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Relying Party Trusts

Update from Federation Metadata.
Edit Claim Rules...
Disable

Delete

Help




fs.sso.com Properties

Accepted Claims I Organization I Endpoints I Motes | Advanc
Monitaring |dentifiers | Encryption I Signature

Specify the display name and identifiers for this relying party trust.

Display name:

[
Relying party identifier:

Example: https://fs . contoso com/adfs/services Arust

Relying party identifiers:
uccx115p uccxl 15eft .com

11
i
(n

‘ Ok I Cancel Apply Help

¢c-—d... Y Tee te Te-le®¥c4R4 °Cisco Identity
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fs.sso.com Properties

Accepted Claims I Organization I Endpaoints I Motes I Advan
Monitaring |dentifiers | Encryption I Signatur

Specify the display name and identifiers for this relyving party trust.

Display name:

Jucox contoso com| <:|

Relying party identifier:

Example: https://fs.contoso .com/adfs/services. Arust

Rehving party identifiers:

uccx113p uccx115eft .com Pemove

‘ DK I Cancel Apphy Helr

¢
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Wi Fle Acton View Window Help
= 2w HIFE

.| ADFS 2.0
| Service
= | TrustRelationships

Relying Party Trusts

""‘i Edit Claim Rules for fs.sso.com

_‘ Claims Provider Trusts Issuance Transform Rules | RS R I Delegation /

_ Relying Party Trusts

__| Attribute Stores The following transform rules specify the claims that will be sent to the r
Order | Rule Name Issued Claims
Add Rule... Edit Hule... | Remove Hule... |

oK | cancel |




"":jl Add Transform Claim Rule Wizard

l: Select Rule Template

-
. Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following
provides details about each claim rule template.

Claim rule template:

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attribud
store such as Active Directory to send as claims to the relying party. Multiple :
multiple claims from a single rule using this rule type. For example, you can us
create a rule that wil extract attrbute values for authenticated users from the
telephoneNumber Active Directory attributes and then send those values as t
claims. This rule may also be used to send all of the user's group membership
individual group memberships, use the Send Group Membership as a Claim n

Tell me more about this rule template...

< Previous Next >




"'"r‘E Add Transform Claim Rule Wizard

rllc Configure Rule

@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to send the
which to extract LDAFP attributes. Spec
issued from the rule.

Claim rule name:

II"-.IameIEI

Rule template: Send LDAFP Attributes

Attribute store:
IPu.c:ti\re Directony

Mapping of LDAP attributes to outgoin
LDAP Attribute '

|ser-Principal-Mame

SAM-Account-Mame

-




©5°CUCM
LDAPa@Eae¥a,5¢3,¢" @™ IDE...9¢%®¢3,LDAPA+7a€84 76... 9 V2®4 "LDAP&+75e€8(3,, uid
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il Cisco Unified CM Administration

CISCO k4 Cisco Unified Communications Solutions

System » Call Roufing » Media Resources = Advanced Features » Device = Application = User Management »  Bulk Administ

LDAP System Configuration

—LDAP System Information

¥| Enable Synchronizing from LDAP Server

LDAP Server Type Microsoft Active Directory v
LDAP Attribute for User ID | sAMAccountName ¥
Save

CtaeYig 38 68, & ™2;
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c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(
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%&Add Transform Claim Rule Wizard
Iz

. Select Rule Template

i

b Seps Select the template for the claim rule that you want to create from the following list.
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send Claims Using a Custom Rule

Claim rule template description:

Using a custom rule, you can create rules that can't be created with a nule templa
written in the AD FS 2.0 claim rule language. Capabilties that require custom rule:

* Sending claims from a SQL attribute store

+* Sending claims from an LDAP attribute store using a custom LDAP filter

* Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

» Creating claims for use only in later rules

Tell me more about this nule template...

¢ Previous Next = (




"’:& Add Transform Claim Rule Wizard

Configure Rule

. Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure a custom claim rule, such as a rule that requires multiple in
claims from a SGL attribute store. To configure a custom rule, type one or mor
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

|uccac.cnntnsn com

Rule template: Send Claims Using a Custom Rule

Custom rule:

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/cC!.
ntname"™] => issue(Iype =
"http://schemas.xmlscap.org/ws/2005/05/identity/cla:
", Iasuer = c.Issuer, Originallssuer = c.0Originalls:
c.Value, ValueType = c.ValueType, Properties
["http://3chemas.xmlsoap.org/ws/2005/05/identity/cl:
at"™] = "urn:casis:names:tc:SAML:2.0:nameid-format:t)
Properties
["http://3chemas.

mequalifier™] =Cuccx.contoso.com™ ;

Mare about the claim rule lanquage...

< Previous Finish I
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fs.sso0.com Properties

Monitaring I |dentifiers I Encryption I Signature
Accepted Claims I COrganization | Endpoints | MNotes Advance

Specify the secure hash algorthm to use for this relying party trust.

Secure hash algorthm:

‘ O I Cancel A pply Help




80 93, 2 ¥4e%e €0y AEEE%0ax© Secure Hash Algorithm(SHA ) &dy20e, °SHA - 2565€,

fso.sso.com Properties x

Monitoring ldentifiers Encryption Signature Accepted Claims
Organization ~ Endpoints ~ Prowy Endpoints ~ Notes  Adwvanced

Specify the secure hash algorthm to use for this relying party trust.

Secure hash algorthm: | SHA-Z56 w

Carcel Apply

a8¥€% 10¢, 1at» oK.
ADFS3.0

ﬁ@lié&ﬁADFS&E@ééiém "8,1%4(EQ 4e"2eF3 server Manager > Tools > ADFS Management.

or + Dashboard

WELCOME TO SERVER MAMAGER

; o Configure this local server

Add roles and reaiures

[}

I
=
T
[¥5]
m
]
[

+

1]

=

=Y]
"I.

[l

4]

ge Services b

WHAT'S NEW

CEPERAY B Y 2613 ADFS > Trust Relationship > Relying Party Trust.



i File Action View Window Help
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View »
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Refresh
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@ Welcome
@ Select Data Source

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS configur:
consume claims in securty tokens that are issued by this Federation Service
authorization decisions.

The relying party trust that this wizard creates defines how this Federation S
party and issues claims to it. You can define issuance transform rules for isst
after you complete the wizard.

< Previous




@ Welcome
@ Select Data Source

@ Configure Multifactor
Authentication Now?

@® Choose Issuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this relying party

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying
itz federation metadata online or on a local networl.

Federation metadata address (host name or URL):

Example: fs.contoso.com or hitps://www .contoso.com/app

@ Import data about the relying party from a file

Ise this option to import the necessary data and cerificates from a relying
exported its federation metadata to a file. Ensure that this file is from a trust
validate the source of the file.

Federation metadata file location:

(O Enter data about the relying party manually
|Use this option to manually input the necessary data about this relying part

< Previous




Add Relying Party Trust Wizard

© v 4| M « $50115 » Podi v & | | Search

Organize *+  New folder

8 Downloads A Name Date modified
=] Recent places

[ sp 8/18/2016 8:26 PM

/M This PC
L_H Desktop
LE Documents
i Downloads
¥ FOLDERS on ARL
LE Music
LEI Pictures
j Videos
&, Local Disk (C:)
8 DVD Drive (D:) IR

v |[<] n

File name: | sp v| |Metac

< Previous




T e 1 W

Specify Display Name

Steps
@ Welcome

@ Select Data Source

@ Specify Display Name

@ Conrfigure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

A AR A

Enter the display name and any optional notes for this relying party.

Display name:

uccx.contoso .n:nm|

Notes:

< Previous




Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Configure multifactor authentication settings for this relying party trust. Multifa
there is a match for any of the specified requirements.

Multifactor Authentication

Requirements Users/Groups Not configured
Device Not configured

Location Not configured

(® | do not want to configure multifactor authertication settings for this relying

() Configure multifactor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying |
Authentication Policies node. For more information, see Configuring Authe

< Previous




Steps

@ Welcome
@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Choose Issuance Authonzation Rules

Issuance authorization nules detemmine whether a user is pemitted to receive
Choose one of the following options for the initial behavior of this relying parh
® Pemit all users to access this relying party
The issuance authorzation rules will be configured to pemit all users to a
party service or application may still deny the user access.

() Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users acce
later add issuance authorization rules to enable any users to access this r

You can change the issuance authorization rules for this relying party trust by
and clicking Edit Claim Rules in the Actions pane.

< Previous
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Finish

Steps The relying party trust was successfully added to the AD FS corfiguration datal

B s You can modify this relying party trust by using the Properties dialog box in the
@ Select Data Source

@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust
@ Finish

[v| Open the Edit Claim Rules dialog for this relying party trust when the wizard

C—&" AV SA0E 8¢ Bpe-187, av»CS, tZaeE£84, 1V/AEEE %o © Identifier EE%0€j1a€p|AE,



Relying Party Trusts

Display Name Enabled Type |dentifier
Device Registration Service Yes WS-T... um:ms-drsfs

uccx115p1 toi.com y S-T.. uccx115pit
Update from Federation Metadata...

Edit Claim Rules...
Disable

Properties

Delete

Help




Organization Endpoints

Proogy Endpoints

Motes Pldvan:::

Manitaring dertifiers

Encryption

Signature

Accepted [Jail

Specify the display name and identifiers for this relyving party trust.

Display name:

Rehing party identifier:

Add
Example: https:/fs.contoso.com/adfs/services Arust
Relying party identifiers:
uccx115p1 toi.com Remaove '

OK




¢c-—d... Y Tee ke Te-le®¥c4®4 °Cisco I dentity
Servercs, AR(EA. .. 6™ @ A®33 »ae°d @ @i%ECisco Identity Serverd @ a»73...987-8%—
spxml &-28, <@Y5Y43E,



Drganization Endpaints

Prooey Endpoints I Motes I Advaf

Monitoring | Identifiers

Encryption

Signature

| Accepted C

Lisplay name:

Specify the display name and identifiers for this relyving party trust.

uccx.contoso .com| «

Relying party identifier:
Add
Example: https//fs contoso com/adfs/services Arust
Relying party identifiers:
uccx115p1 toicom Reamay
OK Cancel Ap

& 7 8936" Q3 Tra€ord iep-e- 1418 AEQTLEC, N3 @28 @ &1» Edit Claim Rules,



user_principal - Cisco
IDéE@rnit7e€8ar¥ee & Tor@e;1e°«E»16%Ee €¢3,¢" "™ ¢3,ECTaYVaE,

éttee3.c"3¢ 68,8 ™1
AE%03€p € 8% »8S 8,8"™ NamelD G»87<iV4 8 TL DAPA+Zae£5CS, A6V dl/208, 3F° a8 7 4@y €€ @114 %0143

o é€%oax©at7aeE8d 3, "&l20e PActive Directory
o & &, LDAP&tZaeES User-Principa-Name & ° user_principal ¥4 &°€at™i%%o
o E€%0BO&;...E)»C" a0 userld ¥ a A QG a8 -CTM»EY» A TA. .. flag &, & ° uidi Y4 & @ aT™1%4%o0

é... @C1®¢r°334¢ SamAccountName &°1¢" " &208¢" "6 I D:

o & &, LDAP&tZ3ES SamAccountName & ° uid.
o & &, LDAP&tZa£S User-Principal-Name & ° user_principal.

UPN&....éj»¢" "dve0s” a8 I Dae—1cS, é... @ ¢12®¢r°a3aciVas

o & &,LDAP&+7a£8 User-Principal-Name &°° uid.
o & &, LDAP&+75e£8 User-Principal-Name & ° user_principal.

é... @ CV2®¢r°334¢ PhoneNumber 8¢....E&j»¢" "avL08;" a8 I D:

o & &, LDAP&+Za£S telephoneNumber &°° uid.
o & &, LDAP&t+75e£8 User-Principal-Name & ° user_principal.

| & File Action View Window Help
@ | 7 =

T

b ] Service

: Display Name
st i Devios Regstraton Servis ,
B RET;::; F:::t; :;u:: Update from Federation Metadata:
| Attribute Stores Edit Claim Rules...
b [ Authentication Policies Dizable
Properties
Delete

Help




%

—+ | @@ File Action View Window Help
=| = o

Help

1 ADFS Relying Party Trusts
} el o
ip Zones ri i _"! i 1"” Device Registration Service
| Claims Provider Trusts T
S | Relying Party Trusts

Issuance Transform Rules | ssuance Authorization Rules | Delegation Authorization Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name lssued Claims

Remove Rule...




e

Mo o o o o o

0 =

msdecs.tolcom

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this nule to send the values of LDAP attributes as claims. 5
which to extract LDAP attributes. Specify how the attributes will map to the ou
issued from the rule.

Claim rule name:

Name|D|

Rule template: Send LDAP Attributes as Claims

Attribute store:

Active Directory v

Mapping of LDAP attributes to outgoing claim types:
:5:.51 ;g];hutﬂ (Select ortype to Outgoing Claim Type (S ei
SAM-Account-Name v fluid

4 User-Principal-Name v (luser_principal

< Previous

a8 1YSR 8. .. épCi®a @a,  CUCM
LDAP& € (Eae ¥4 5¢3,¢" ™ ID6...¢1®c3,LDAPA+70€84 76... 9 C12®E °LDAPA+73£€8(3, uid
305 ADFSAE°a8 788, & ™&€) @ C8°IDA 3€,8,™¢" " 4°ZCUIC EFinessec™»a%s s, £ ci®ASYefLa:



& 1Y Soeae-fag L8V Q" PTEE a8 788, 8 ™A@ € (8°3' Ear™34cr°a @€ c8°1%"a ! ,NamelDa€@UC!

aliml,  Cisco Unified CM Administration

CISCO  pqr cisco Unified Communications Solutions

System +» Call Routing v Media Resources v Advanced Features + Device » Application » User Management «

-Status
@ Please Delete All LDAP Directories Before Making Changes on This Page

-LDAP System Information
Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory
LDAP Attribute for User ID | yserPrincipalName

@ *. indicates required item.

é¢tae-¥.c"3¢ -8, 8 ™2:

o 2»35 86 | 5,63 201°8®34"%0aF @788, 8 ™C+»87¢C5, 08,8 ™i4ES ¥e§,8 ™S, 39 @c8%e™ Cisco
Identity Servercs,a®Ea...  é™M@AR3A »ee°aQPQ4ES e »3S 2re§,a " ™Me-fre-3E,

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(

o B8 aEQCEE %«E» 10 @8SiA™ ST cHn] ihEr%oEretod®ES... é™MPABIE »ece’d @@ Eefra™

« <Fully qualified hosthname of Cisco Identity Server>&@E°4 t&c8& @at™i4ES> end®F3 ZCisco
Identity Server FQDNa®E3..."aE"é... 1% aE...ae<~an83°@at™i14%03€,

« <ADFS Server FQDN>&E"4 14088 @ &1 ™i4ES> end®F4 ZADFS
FQDNa®ES..."aE"é...@1% aCE...a-an83°@at™i%4%o0a€,



e

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the followir
details about each claim rule template.

Claim rule template:

Send Claims Using a Custom Rule

Claim rule template description:

lUsing a custom rule, you can create rules that can't be created with a rule:
written in the AD FS claim rule language. Capabilties that require custom n

* Sending claims from a SQL attribute store

* Sending claims from an LDAP attribute store using a custom LDAP fitter
* Sending claims from a custom attribute store

* Sending claims only when 2 or more incoming claims are present

* Sending claims only when an incoming claim value matches a complex
* Sending claims with complex changes to an incoming claim value

* Creating claims for use only in later rules

< Previous




You can configure a custom claim rule, such as a rule that requires multiple incoming claims
claims from a SQL attribute store. To configure a custom rule, type one or more optional con
issuance statement using the AD FS claim rule language.

Claim rule name:

uccx.contoso.com

Rule template: Send Claims Using a Custom Rule
Custom rule:

c: [Type ==
"http://schemas.microsoft.com/w3/2008/0&/identity/claims,/wind;
name"]

=> i3sue(Type =
"http://achemas.xmlsoap.org/ws/2005/05/identity/claims/nameidt
Issuer = c.Issuer, Originallssuer = c.0Originallssuer, Value =
ValueType = c.ValueType, Properties
["http://3chemas.xmlscap.org/ws/2005/05/1identity/claimpropert.
"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient”™, P

["http://3chemas. Xl 30aRora sl 0000 den laimpropert.
alifier"] €7 Frop
["http://schemas . 8 < v/claimpropert:

OK
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+ 399c5°ID

o 878 E€%oax©a@ 9 C8°ID Incoming Claim Type &8 T8 o®=

* EE€%0ax© Transient 82088 %44 ... ¥Namel Dae VY€ ¢S, 6€%0é;’

o UidiYSe™as e1eAR A %0 L e 7 3E, 8Y4' . .. ¥&EYAId Incoming Claim Type &€ & ¢®+

* user_principali¥&e; ™as™ 4 €4 PR S %ok a8 Z &€, 08 user_principal &—am®p €' ®4. .. ¥8EY4 Incoming
Claim Type &8 & ¢®+

a0e'1dcS, 8¢ eee-1as; é»»é._,'l'l/ACE%v»éS Pass though or Filter an Incoming
Claim 8»¥&Ys 6€ a9%o€aa0960 AL ° a8 Z AEY/ /2088, °6€%06i 1CS, €8, & ™M EE,

s 2@ ©c8°IDFromSubdomain

. B»Z4 €€%0:a5©3€ € ¢8°ID Incoming Claim Type &' & ¢®+

* EE%0ax© Transient 8Y/2088 %44 ... ¥Namel Dae V&Y€) ¢S, 6€ %06’

o UIdiVS2: ™as &R EA%0aE a8 Z 8, &' ®A. .. ¥&EYUid Incoming Claim Type & & c®+

e user_principal i, ™as 8 €4 212AR A %oaE a8 Z 3, Bos'user_principal &—as®f € ®4. .. ¥&EY4 Incoming
Claim Type &8 & ¢®+
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G- ERAYVACIOC" &) d@e°%«a»1hEé%(Ee @a3'N3€ ¢ at..&f ¢¥'c«™c, ¢S, Windowse «a»126°(Ee @ &€,
ADFS Management > Authentication Policies > Primary Authentication > Global Settings >

Edit. 308 | ntranetd, < Y4EGi®a; @ a @2 E€%0a Windowse «a»1262(Ee (3 @-29"é€%o0a Form

Authentication)&€,
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Edit Global Authentication Palicy

Primasy | Mkifncior |

Selesct muthentication methods. By sslecting mone than ons suthesnBication method , you ensbis
umars b0 hawve 3 choscs of what method o suthenticate with o sgn in

¥ inbegrabed Windows auth s i died & popans 3 the calel
iy gt oe b that supns nbeorabed Windows suth
Edranet
[wF Fomns Authentoaion
[[] Contificaln Authwrtcation

AD F5

entication Policies Overview

ou can corfigure pamany suthenbication and mubiésclor suthentcabion sstings globally or per rehng pasty st

Ly el
Configuring Authentcabon Polioes
ADFS Help

mary Authentication

Primary suthentcation i raguinsd for all usars Syang Lo access applcations thal use AD FS for suthentication. You con use
E:bﬁntom’f-w‘:dobﬂ o oustom pemary suthentication ssfings

Settings

ilti-factor Authentication

fous o use options below 1o configure: sult-iactor suthenticaion ssttings based on users/groups, devios, and location
st Ml facior suthentcaton B requred §thens i3 a mabch for ey of the specfed reqursments

Autnentcabon Methods  Extranst [Formme Authesnboation Edit
Iniranst ‘Windows Authenbcation
Dervice Authentication ot enabled
Cuslom Settings
Par Flshyng Party Manage

B Re

B

Slobal Settings
Fesparamenis UstrnGeoups ot cxnfigured Eut
Liocaaon ot configured
Atz ption Methads Pt et gpedd
Cusiom Settings
Fer Relying Pty Manage
rr
ey |

Microsoft Internet Explorercs, IWAse eE@E...9¢%20

8¢€P0]: Gj®E; € Internet Explorer > Advanced > Enable Integrated Windows Authentication 8-26€%o08, 3€,



v o

Internet Options @

| General I Security | Privacy | Content | Connections | Programs | Advanced [

Settings

() Do not submit unknown addresses to your auto-search pri =
@ Justdisplay the results in the main window
ﬁ Security
[T] Allow active content from CDs to run on My Computer®
[] Allow active content to run in files on My Computer®
[] Allow software to run or install even if the signature iz inv
Chedk for publisher's certificate revocation
Chedk for server certificate revocation™
Chedk for signatures on downloaded programs
[7] Do not zave encrypted pages to disk L
[] Empty Temporary Internet Files folder when browser iz d-:| 3 |
Enable DOM Storage b
Enable Integrated Windows Authentication™
[#] Enable memory protection to help mitigate online attacks
1 | 1 [ 3

*Takes effect after you restart Internet Explorer

&® ¥

[ Restore advanced settings ]

Reset Internet Explarer settings

Resets Internet Explorer's settings to their default
condition,

¥ou should only use this if your browser is in an unusable state,

[ K ][ Cancel ] Apply

CEPERRAYS &¢.... 6j»8° TADFS URL 8e»8S &° Security > Intranet zones > Sites (winadcomz215.uccx116.com &8 ADFS
URL)EE,



Internet Options

| ¥You can add and remove websites from this zone. All websites
this zone will use the zone's security settings.

Add this website to the zone:
| Add

Websites:

hcp: ffsystem Remove
http: /localhost '
https: (flocalhost
winadcom215.uccx 116, com

Require server verification (https:) for all sites in this zone

Close

Enable Protected Mode (requires restarting Internet Explorer)

Custom level, .. Default level

Re=et al ames b defodk vl




Internet Options T || 22 | |
General | Security | privacy | Content | Connections | Programs | Advanced |
Security Settings - Local Intranet Zone [
Select a zone to view or change seourity settings. Settings
@ & JV © Daatle i
Internet Local intramet  Trusted sites . @ Enable
=7 | Enable %55 filter
| This zone is for all websites that are = "
= found on your intranet. e éﬂlgf; Java ts
i@ Enable
Security level for this zone 35 L.tgerDAuﬁlentﬁl' tion
Allowed levels for this zone: All % Logon
Medium-low () Anonymous logon
- Appropriate for websites on your i@ Automatic logon only in Intranet zone
mﬁﬂtﬂt uill be run without § ™) Automatic logon with current user name and password B
- Unsigned ActiveX controls will nof ) Prompt for user name and password aL
- Same as Medium level without prg ] o ! 3
[T]Enable Protected Mode (requires restartin ~Takes effect after you restart Internet Explorer
mm |HE{4'I‘
Reset custom settings
I Resetallzd = Reset to: [mqm (defauit) v] [ Reset. ., ]
Co )0 e b

¢ 87| WA ZE ¢S, Mozilla Firefoxae%oi€6ce€cs,,6...9 ¢12®

BHEa1:85>8. . YFirefoxcs, €. @C1a®a "[a1h @€, %0 "aV€EFirefoxa'9e34"a. . ¥

about:config ¢S, URL&E, ﬂv¥é\0—é£2ém©éw'\é&°§€,

¢ EERAY Se@eC ¢ nim 3€ ¢ network.automatic-ntim-auth.allow-non-fadn 2L&° Ta. .. TE®Y.CYARE “truesE,

¢

Search: | ntlm

@ Mozilla Firefox Web Browse: < @ Mozilla Firefox Start Page X about:config A e
about:config
18 Most Visited @ Getting Started UCccx CUCM SocialMiner
Preference Name - Status Type
network.auth.force-generic-ntim default boolean
network.auth.force-generic-ntim-v1 default boolean
network.automatic-ntlm-auth.allow-non-fqdn user set boolean

G118, %0a4i Y SRB®YACYA® network.automatic-ntim-auth.trusted-uris a6 —8 ZCj@aELA®SADFS URL €,



network.automatic-ntlm-auth.allow-proxies default bool
network.automatic-ntim-auth.trusted-uris user set strin

network.generic-ntlm-auth.workstation default strin

¢ E8ZIWAE  =EQCS, Google Chromea®%o€éoe€cs, é...9¢2®

Windows3, ¢§, Google Chromedlz:c” Internet Explorere®¥.cl/®iY4Ed asrdce’ I nternet
Explorerd, &:;>ejEé... € ¢2® Tools> Internet

Options é._lé_é&iT'I'%CE&A—é»Zé€(E&Z§éAﬂ @ Cr@;A€QA CS, Intemet Options A0E 3@ Ct»A «aT ... Network
and Internet.

SSOGE, &0>8, €36¥6. .. @ CV®
asoe-ce-tag £4»7 SSOGS, | dPae-16€) C e @ €& °4°T¢" " 4°74 ZCisco
[dSé>tae"@cS, 6. @C1h®a€,e0e%0d..%8 | ortds i@ UES 3€,67..0€,325°88"94.. 9 LR2ELdQ—

+ UCCX
* UCCE
* PCCE

(e @
B tC ¢ HZci@aR%E &€ | ace " Cisco IdSA'EIDPa «é— @E¢i®a»°c«dctasjep-ae-"a;ja»»aE,
o @78 a™ " &3%4"3...¥URL
https:.//[<ADFS_FQDN>/adfg/ls/IdplnitiatedSignOn.aspx?oginToRp=<IDS FQDN>

o ADFS@ @3¥C™»a1508] " §€+3€,3%:"8,58:%6... @ @2 (i@ —Yi4Earnéet%oé;'3€ ¢ aE,
o EQASYeH L «a»6*Fe QAQLiERp@Pes a™ ;... )»é1@a®33€ '2+3https//<IDS FQDN>:8E

a8 TY.88/2068, O6NEE @ P C <S5, €6 3" Tae™3Acn¢S, a€e 3 '®,.. 9 A€QL|LéP i @™

... 6503/’ é€™a

a0hod. . .3 ... 6500 6™ e 1UES -3€,8”...hitps://www.cisco.com/c/en/us/support/docs/customer-
collaboration/unified-contact-center-express/200662-A DFS-1dS-Troubl eshooting-and-Common-
Prob.html &€,

UCCX SSOx—@é- /2@ ¢tar@URL

e Cisco Unified CCXc®jce T
« Cisco Unified CCX &€ c» aSuae€s



http://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-express/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-enterprise/products-installation-and-configuration-guides-list.html
/content/en/us/support/customer-collaboration/packaged-contact-center-enterprise/tsd-products-support-series-home.html
https://%3CaDFS_FQDN%3E/adfs/ls/IdpInitiatedSignOn.aspx?loginToRp=%3CIDS_FQDN%3E
https://%3CIDS_FQDN%3E:8553/ids/saml/response
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://%3CIP_or_FQDN%3E/appadmin/recovery_login.htm
https://%3CIP_or_FQDN%3E/appadmin/recovery_login.htm
https://%3CIP_or_FQDN%3E/uccxservice/recovery_login.htm
https://%3CIP_or_FQDN%3E/uccxservice/recovery_login.htm

Gi@¢" SSO

> O—7

o GUITV48a /£%13 cCX Administration > Single Sign-On (SSO) > Disable.
o CLITY4 set authmode non_sso (a8Pd Yeamwady,. .. €»Cl€p¢” " Pubd’ESubcs, SSO a€”
3!,70081°¢c7°6« 4@ (" 2€8(HA)ETcHrihEIQ d»ZUCCXES,¢,"8,5¢3,8»»a €8S,¢, %088 )A€,

dt@aleae™ar¥

CCXRicT 4€” 6€37SSO

Non-SSO Mode

aliali. Cisco Unified CCX Administration

CISCQ  por Cisco Unified © atlons Sol

Logged out successfully

For additional security, please exit the browser

Click here to login again

Jopyright £ 1999-2016 Ciscg , Inc.

Takes you to the Login screen
s o B

Cisco Unified CCX Administration

CCXg®ict a€” 8 ¢""SSO



SSO Mode

silun]ue Cisco Unified CCX Mmlnlﬂh‘ﬂiﬂh
CISE0 g Slaco Unified Communications Solutlons

Logged out successfully
For sk broraser

ar sdditional security, please exil the

Click here to login again

leayright © 1999-2016 Cised s, Inc.

Takes to the AppAdmin Home page if
authenticated with IdP

Finesseg™x»als» &€° é@ZSSO



No e

nlll-llln Username*

cisco Cisco Finesse

Password*

Extension*

Finessec™x»aY» 4€” 4@ ¢SSO



& TR

adfs-sha256.yoddhasad.com

Type yvour user name and password.

User name: | I Example: Domain\username

Password: | |

il || ' || I Usemame* chaitra

CIsSCO C'SCD F”TESSE Extension* _

CUIC &€ é@2SSO

Mon 330 Mode I -~ l

Pogat

CUIC 46" 4@ ¢""SSO



SSO Mode

Takes to the CUIC
Dashboard if
authenticated with Id

stfuetfus
CISCO

-
()
=)

Signed Out

You have been successfully signed
out. For additional security, please
close the browser

Sign In Again
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