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ç®€ä»‹

æœ¬æ–‡æ¡£ä»‹ç»�ä¸ºæ€�ç§‘èº«ä»½æœ�åŠ¡(IdS)é…�ç½®èº«ä»½æ��ä¾›ç¨‹åº�(IdP)ä»¥å�¯ç”¨å�•ç‚¹ç™»å½•(SSO)ã€‚

å…ˆå†³æ�¡ä»¶



è¦�æ±‚

Cisco å»ºè®®æ‚¨äº†è§£ä»¥ä¸‹ä¸»é¢˜ï¼š

Cisco Unified Contact Center Express(UCCX)ç‰ˆæœ¬11.5æˆ–Cisco Unified Contact Center 
Enterpriseç‰ˆæœ¬11.5æˆ–Packaged Contact Center 
Enterprise(PCCE)ç‰ˆæœ¬11.5ï¼ˆå¦‚æžœé€‚ç”¨ï¼‰

•

Microsoft Active Directory - Windows Serverä¸Šå®‰è£…çš„AD•
Active Directoryè�”å�ˆèº«ä»½éªŒè¯�æœ�åŠ¡(ADFS)ç‰ˆæœ¬2.0/3.0•

æ³¨æ„�ï¼šæœ¬æ–‡æ¡£åœ¨å±�å¹•æˆªå›¾å’Œç¤ºä¾‹ä¸å¼•ç”¨äº†UCCXï¼Œä½†é…�ç½®ä¸ŽCisco
IdS(UCCX/UCCE/PCCE)å’ŒIdPç±»ä¼¼ã€‚

ä½¿ç”¨çš„ç»„ä»¶

æœ¬æ–‡æ¡£ä¸�é™�äºŽç‰¹å®šçš„è½¯ä»¶å’Œç¡¬ä»¶ç‰ˆæœ¬ã€‚

æœ¬æ–‡æ¡£ä¸çš„ä¿¡æ�¯éƒ½æ˜¯åŸºäºŽç‰¹å®šå®žéªŒå®¤çŽ¯å¢ƒä¸çš„è®¾å¤‡ç¼–å†™çš„ã€‚æœ¬æ–‡æ¡£ä¸ä½¿ç”¨çš„æ‰€æœ‰è®¾å¤‡æœ€åˆ�å�‡é‡‡ç”¨åŽŸå§‹ï¼ˆé»˜è®¤ï¼‰é…�ç½®ã€‚å¦‚æžœæ‚¨çš„ç½‘ç»œå¤„äºŽæ´»åŠ¨çŠ¶æ€�ï¼Œè¯·ç¡®ä¿�æ‚¨äº†è§£æ‰€æœ‰å‘½ä»¤çš„æ½œåœ¨å½±å“�ã€‚

èƒŒæ™¯ä¿¡æ�¯

æ€�ç§‘IdSéƒ¨ç½²æ¨¡å¼�

äº§å“� éƒ¨ç½²

UCCX å¹¶å˜

PCCE ä¸ŽCUIC(Cisco Unified Intelligence Center)å’ŒLDï¼ˆå®žæ—¶æ•°æ�®ï¼‰å…±å˜

UCCE
ä¸ŽCUICå’ŒLDå…±å˜ï¼Œè¿›è¡Œ2000éƒ¨ç½²ã€‚

ç‹¬ç«‹å¼�ï¼Œé€‚ç”¨äºŽ4kå’Œ12kéƒ¨ç½²ã€‚

SSOæ¦‚è¿°

æ€�ç§‘ä»¥ä¸�å�Œçš„å½¢å¼�æ��ä¾›å¤šç§�æœ�åŠ¡ï¼Œä½œä¸ºæœ€ç»ˆç”¨æˆ·ï¼Œæ‚¨å�ªéœ€è¦�ç™»å½•ä¸€æ¬¡å�³å�¯è®¿é—®æ‰€æœ‰æ€�ç§‘æœ�åŠ¡ã€‚å¦‚æžœæ‚¨å¸Œæœ›ä»Žä»»ä½•æ€�ç§‘åº”ç”¨å’Œè®¾å¤‡æŸ¥æ‰¾å’Œç®¡ç�†è�”ç³»äººï¼Œè¯·åˆ©ç”¨æ‰€æœ‰å�¯èƒ½çš„æ�¥æº�ï¼ˆä¼�ä¸šç›®å½•ã€�Outlookã€�ç§»åŠ¨è�”ç³»äººã€�Facebookã€�LinkedInã€�åŽ†å�²è®°å½•ï¼‰ï¼Œå¹¶ä»¥æ ‡å‡†ä¸”ä¸€è‡´çš„æ–¹å¼�å‘ˆçŽ°è¿™äº›è�”ç³»äººï¼Œä»Žè€Œæ��ä¾›æ‰€éœ€ä¿¡æ�¯æ�¥äº†è§£å…¶å�¯ç”¨æ€§ä»¥å�Šè�”ç³»çš„æœ€ä½³æ–¹å¼�ã€‚

ä½¿ç”¨SAMLï¼ˆå®‰å…¨æ–è¨€æ ‡è®°è¯è¨€ï¼‰çš„SSOæ»¡è¶³æ¤è¦�æ±‚ã€‚SAML/SSOä½¿ç”¨æˆ·èƒ½å¤Ÿé€šè¿‡ç§°ä¸ºIdPçš„é€šç”¨å¸�æˆ·å’ŒæŽˆæ�ƒèº«ä»½ç™»å½•å¤šä¸ªè®¾å¤‡å’Œæœ�åŠ¡ã€‚SSOåŠŸèƒ½åœ¨UCCX/UCCE/PCCE
11.5å�Šä»¥ä¸Šç‰ˆæœ¬ä¸å�¯ç”¨ã€‚



é…�ç½®æ¦‚è¿°



é…�ç½®

èº«ä»½éªŒè¯�ç±»åž‹

Cisco IdSä»…æ”¯æŒ�IdPçš„åŸºäºŽè¡¨å�•çš„èº«ä»½éªŒè¯�ã€‚

è¯·å�‚é˜…è¿™äº›MSDNæ–‡ç« ä»¥äº†è§£å¦‚ä½•åœ¨ADFSä¸å�¯ç”¨è¡¨å�•èº«ä»½éªŒè¯�ã€‚

æœ‰å…³ADFS 2.0çš„ä¿¡æ�¯ï¼Œè¯·å�‚é˜…æ¤Microsoft TechNetæ–‡ç« ï¼Œ 
http://social.technet.microsoft.com/wiki/contents/articles/1600.ad-fs-2-0-how-to-change-the-local-
authentication-type.aspxã€‚

•

æœ‰å…³ADFS 3.0çš„ä¿¡æ�¯ï¼Œè¯·å�‚é˜…æ¤Microsoft TechNetæ–‡ç« ï¼Œ  
https://learn.microsoft.com/en-us/archive/blogs/josrod/enabled-forms-based-authentication-in-adfs-3-
0

•

æ³¨æ„�:Cisco IdS 
11.6å�Šæ›´é«˜ç‰ˆæœ¬æ”¯æŒ�åŸºäºŽè¡¨å�•çš„èº«ä»½éªŒè¯�å’ŒKerberosèº«ä»½éªŒè¯�ã€‚ è¦�ä½¿Kerberosèº«ä»½éªŒè¯�ç”Ÿæ•ˆï¼Œå¿…é¡»ç¦�ç”¨åŸºäºŽè¡¨å�•çš„èº«ä»½éªŒè¯�ã€‚

å»ºç«‹ä¿¡ä»»å…³ç³»

http://social.technet.microsoft.com/wiki/contents/articles/1600.ad-fs-2-0-how-to-change-the-local-authentication-type.aspx
http://social.technet.microsoft.com/wiki/contents/articles/1600.ad-fs-2-0-how-to-change-the-local-authentication-type.aspx
https://blogs.msdn.microsoft.com/josrod/2014/10/15/enabled-forms-based-authentication-in-adfs-3-0/
https://blogs.msdn.microsoft.com/josrod/2014/10/15/enabled-forms-based-authentication-in-adfs-3-0/


å¯¹äºŽè‡ªæ³¨å†Œï¼Œä¸ºäº†ä½¿åº”ç”¨ç¨‹åº�èƒ½å¤Ÿä½¿ç”¨æ€�ç§‘IDè¿›è¡ŒSSOï¼Œè¯·åœ¨IdSå’ŒIdPä¹‹é—´æ‰§è¡Œå…ƒæ•°æ�®äº¤æ�¢ã€‚

ä¸‹è½½SAML SPå…ƒæ•°æ�®æ–‡ä»¶  sp.xml.•
ä»Ž Settingsï¼Œå¯¼èˆªè‡³ IdS Trust é€‰é¡¹å�¡ã€‚•

 
 

ä»ŽURLçš„IdPä¸‹è½½IdPå…ƒæ•°æ�®æ–‡ä»¶ï¼š 
https://<ADFSServer>/federationmetadata/2007-06/federationmetadata.xml

•

åœ¨â€œIdSç®¡ç�†â€�(IdS 
Management)é¡µé�¢ä¸Šï¼Œä¸Šä¼ åœ¨ä¸Šä¸€æ¥ä¸ä¸‹è½½çš„IdPå…ƒæ•°æ�®æ–‡ä»¶ã€‚

•

https://%3CaDFSServer%3E/federationmetadata/2007-06/federationmetadata.xml


 
è¿™æ˜¯ä¸Šä¼ IdSå…ƒæ•°æ�®å’Œæ·»åŠ å£°æ˜Žè§„åˆ™çš„è¿‡ç¨‹ã€‚è¿™åœ¨ADFS 
2.0å’Œ3.0ä¸è¿›è¡Œäº†æ¦‚è¿°ã€‚

ADFS 2.0

æ¥éª¤1:åœ¨ADFSæœ�åŠ¡å™¨ä¸ï¼Œå¯¼èˆªåˆ°ï¼Œ Start > All Programs > Administrative Tools > ADFS 2.0 

Management,å¦‚å›¾æ‰€ç¤º:






ç¬¬ä¸‰æ¥ï¼šå¦‚å›¾æ‰€ç¤ºï¼Œé€‰æ‹©é€‰é¡¹ Import data about the relying party from a file.



 
 







ç¬¬å››æ¥ï¼šå®Œæˆ�ä¿¡èµ–æ–¹ä¿¡ä»»çš„å»ºç«‹ã€‚



ç¬¬äº”æ¥ï¼šåœ¨ä¿¡èµ–æ–¹ä¿¡ä»»çš„å±žæ€§ä¸ï¼Œé€‰æ‹© Identifier é€‰é¡¹å�¡ã€‚





ç¬¬å…æ¥ï¼šå°†æ ‡è¯†ç¬¦è®¾ç½®ä¸ºCisco Identity 



Serverçš„å®Œå…¨é™�å®šä¸»æœºå��ï¼ŒCisco Identity Serverå�¯ä»Žå…¶èŽ·å¾— 
sp.xml å·²ä¸‹è½½ã€‚



æ¥éª¤ 



7.å�³é”®å�•å‡»â€œä¿¡èµ–æ–¹ä¿¡ä»»â€�ï¼Œç„¶å�Žå�•å‡» Edit Claim Rules.

å¿…é¡»æ·»åŠ ä¸¤ä¸ªå£°æ˜Žè§„åˆ™ï¼Œä¸€ä¸ªæ˜¯åŒ¹é…�LDAPï¼ˆè½»é‡�çº§ç›®å½•è®¿é—®å��è®®ï¼‰å±žæ€§ï¼Œå�¦ä¸€ä¸ªæ˜¯é€šè¿‡è‡ªå®šä¹‰å£°æ˜Žè§„åˆ™ã€‚

uid â€” åº”ç”¨ç¨‹åº�éœ€è¦�æ¤å±žæ€§ä»¥æ ‡è¯†ç»�è¿‡èº«ä»½éªŒè¯�çš„ç”¨æˆ·ã€‚ 
user_principal - Cisco 
IDéœ€è¦�æ¤å±žæ€§ä»¥æ ‡è¯†ç»�è¿‡èº«ä»½éªŒè¯�çš„ç”¨æˆ·çš„é¢†åŸŸã€‚

é¢†æ¬¾ç”³è¯·è§„åˆ™1:

æŒ‰å��ç§°æ·»åŠ è§„åˆ™ NameID ç±»åž‹ï¼ˆå°†LDAPå±žæ€§çš„å€¼ä½œä¸ºå£°æ˜Žå�‘é€�ï¼‰ï¼š

é€‰æ‹©å±žæ€§å˜å‚¨ä½œä¸ºActive Directory•
æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° user_principal ï¼ˆå°�å†™ï¼‰•
é€‰æ‹©å¿…é¡»ç”¨ä½œ userId ä»¥ä¾¿ç™»å½•å¹¶å°†å…¶æ˜ å°„åˆ° uid ï¼ˆå°�å†™ï¼‰•

 
é…�ç½®ç¤ºä¾‹ SamAccountName å°†ç”¨ä½œç”¨æˆ·ID:

æ˜ å°„LDAPå±žæ€§ SamAccountName åˆ° uid.•
æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° user_principal.•

é…�ç½®ç¤ºä¾‹ UPN å¿…é¡»ç”¨ä½œç”¨æˆ·ID:

æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° uid.•
æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° user_principal.•

é…�ç½®ç¤ºä¾‹ PhoneNumber å¿…é¡»ç”¨ä½œç”¨æˆ·ID:

å°†LDAPå±žæ€§telephoneNumberæ˜ å°„åˆ° uid .•
æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° user_principal.•





 
 



æ³¨ï¼šæ‚¨å¿…é¡»ç¡®ä¿



�ä¸ºCUCM 
LDAPå�Œæ¥ä¸Šçš„ç”¨æˆ·IDé…�ç½®çš„LDAPå±žæ€§ä¸Žé…�ç½®ä¸ºLDAPå±žæ€§çš„ uid 
åœ¨ADFSå£°æ˜Žè§„åˆ™ä¸ NameID.è¿™æ˜¯ä¸ºäº†ä½¿CUICå’ŒFinesseç™»å½•æ£å¸¸å·¥ä½œã€‚

æ³¨æ„�ï¼šæœ¬æ–‡æ¡£å¼•ç”¨å£°æ˜Žè§„åˆ™å��ç§°çš„é™�åˆ¶æ�¡ä»¶ï¼Œå¹¶æ˜¾ç¤ºUCCXçš„NameIDã€�å®Œå…¨é™�å®šåŸŸå��(FQDN)ç‰å��ç§°ã€‚è™½ç„¶è‡ªå®šä¹‰å—æ®µå’Œå��ç§°å�¯ä»¥é€‚ç”¨äºŽå�„ä¸ªéƒ¨åˆ†ï¼Œä½†å£°æ˜Žè§„åˆ™å��ç§°å’Œæ˜¾ç¤ºå��ç§°å§‹ç»ˆæ˜¯æ ‡å‡†å��ç§°ï¼Œä»¥ä¿�æŒ�ä¸€è‡´æ€§å’Œç¬¦å�ˆå‘½å��è§„èŒƒä¸çš„æœ€ä½³å®žè·µã€‚

é¢†æ¬¾ç”³è¯·è§„åˆ™2:

æ·»åŠ å�¦ä¸€ä¸ªè‡ªå®šä¹‰å£°æ˜Žè§„åˆ™ç±»åž‹çš„è§„åˆ™ï¼Œè¯¥è§„åˆ™çš„å��ç§°æ˜¯Cisco
Identity Serverçš„å®Œå…¨é™�å®šä¸»æœºå��ï¼Œå¹¶æ·»åŠ æ¤è§„åˆ™æ–‡æœ¬ã€‚ 
 
 

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer = c.Issuer, OriginalIssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType, Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] = "http://<ADFS Server FQDN>/ADFS/services/trust", Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] = "<fully qualified hostname of IdS/UCCX>");

 
 

•

åœ¨æ€�ç§‘èº«ä»½æœ�åŠ¡å™¨é›†ç¾¤ä¸ï¼Œæ‰€æœ‰å®Œå…¨é™�å®šä¸»æœºå��éƒ½æ˜¯æ€�ç§‘èº«ä»½æœ�åŠ¡å™¨ä¸»èŠ‚ç‚¹æˆ–å�‘å¸ƒæ–¹èŠ‚ç‚¹çš„ä¸»æœºå��ã€‚•
<Fully qualified hostname of Cisco Identity Server>åŒºåˆ†å¤§å°�å†™ï¼Œå› æ¤å®ƒä¸ŽCisco 
Identity Server FQDNå®Œå…¨åŒ¹é…�ï¼ˆåŒ…æ‹¬å¤§å°�å†™ï¼‰ã€‚

•

<ADFS Server FQDN>åŒºåˆ†å¤§å°�å†™ï¼Œå› æ¤å®ƒä¸ŽADFS 
FQDNå®Œå…¨åŒ¹é…�ï¼ˆåŒ…æ‹¬å¤§å°�å†™ï¼‰ã€‚

•





 
æ¥éª¤ 
8å�³é”®å�•å‡»â€œä¿¡èµ–æ–¹ä¿¡ä»»â€�ï¼Œç„¶å�Žå�•å‡» Properties å¹¶é€‰æ‹©â€œé«˜çº§â€�é€‰é¡¹å�¡ï¼Œå¦‚å›¾æ‰€ç¤ºã€‚





 
æ¥éª¤ 9å¦‚å›¾æ‰€ç¤ºï¼Œé€‰æ‹©Secure Hash Algorithm(SHA)ä½œä¸ºSHA-256ã€‚

 
æ¥éª¤ 10ç‚¹å‡» OK.

ADFS 3.0

æ¥éª¤1:åœ¨ADFSæœ�åŠ¡å™¨ä¸ï¼Œå¯¼èˆªè‡³ Server Manager > Tools > ADFS Management.

ç¬¬äºŒæ¥ï¼šå¯¼èˆªè‡³ ADFS > Trust Relationship > Relying Party Trust.



ç¬¬ä¸‰æ¥ï¼šé€‰æ‹©é€‰é¡¹ Import data about the relying party from a file.













ç¬¬å››æ¥ï¼šå®Œæˆ�ä¿¡èµ–æ–¹ä¿¡ä»»çš„å»ºç«‹ã€‚



ç¬¬äº”æ¥ï¼šåœ¨ä¿¡èµ–æ–¹ä¿¡ä»»çš„å±žæ€§ä¸ï¼Œé€‰æ‹© Identifier é€‰é¡¹å�¡ã€‚







ç¬¬å…æ¥ï¼šå°†æ ‡è¯†ç¬¦è®¾ç½®ä¸ºCisco Identity 
Serverçš„å®Œå…¨é™�å®šä¸»æœºå��ï¼ŒCisco Identity Serverå�¯ä»Žå…¶èŽ·å¾— 
sp.xml å·²ä¸‹è½½ã€‚



æ¥éª¤ 7.å�³é”®å�•å‡»â€œä¿¡èµ–æ–¹ä¿¡ä»»â€�ï¼Œç„¶å�Žå�•å‡» Edit Claim Rules.

å¿…é¡»æ·»åŠ ä¸¤ä¸ªå£°æ˜Žè§„åˆ™ï¼Œä¸€ä¸ªæ˜¯åŒ¹é…
�LDAPå±žæ€§ï¼Œå�¦ä¸€ä¸ªæ˜¯é€šè¿‡è‡ªå®šä¹‰å£°æ˜Žè§„åˆ™ã€‚

uid â€” åº”ç”¨ç¨‹åº�éœ€è¦�æ¤å±žæ€§æ�¥æ ‡è¯†ç»�è¿‡èº«ä»½éªŒè¯�çš„ç”¨æˆ·ã€‚



 
user_principal - Cisco 
IDéœ€è¦�æ¤å±žæ€§ä»¥æ ‡è¯†ç»�è¿‡èº«ä»½éªŒè¯�çš„ç”¨æˆ·çš„é¢†åŸŸã€‚

é¢†æ¬¾ç”³è¯·è§„åˆ™1:

æŒ‰å��ç§°æ·»åŠ è§„åˆ™ NameID ç±»åž‹ï¼ˆå°†LDAPå±žæ€§çš„å€¼ä½œä¸ºå£°æ˜Žå�‘é€�ï¼‰ï¼š

é€‰æ‹©å±žæ€§å˜å‚¨ä½œä¸ºActive Directory•
æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° user_principal ï¼ˆå°�å†™ï¼‰•
é€‰æ‹©å¿…é¡»ç”¨ä½œ userId ä»¥ä¾¿åº”ç”¨ç”¨æˆ·ç™»å½•å¹¶å°†å…¶æ˜ å°„åˆ° uidï¼ˆå°�å†™ï¼‰•

 
é…�ç½®ç¤ºä¾‹ SamAccountName å°†ç”¨ä½œç”¨æˆ·ID:

æ˜ å°„LDAPå±žæ€§ SamAccountName åˆ° uid.•
æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° user_principal.•

UPNå¿…é¡»ç”¨ä½œç”¨æˆ·IDæ—¶çš„é…�ç½®ç¤ºä¾‹ï¼š

æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° uid.•
æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° user_principal.•

é…�ç½®ç¤ºä¾‹ PhoneNumber å¿…é¡»ç”¨ä½œç”¨æˆ·ID:

æ˜ å°„LDAPå±žæ€§ telephoneNumber åˆ° uid.•
æ˜ å°„LDAPå±žæ€§ User-Principal-Name åˆ° user_principal.•





 
 

æ³¨ï¼šæ‚¨å¿…é¡»ç¡®ä¿�ä¸ºCUCM 
LDAPå�Œæ¥ä¸Šçš„ç”¨æˆ·IDé…�ç½®çš„LDAPå±žæ€§ä¸Žé…�ç½®ä¸ºLDAPå±žæ€§çš„ uid 
åœ¨ADFSå£°æ˜Žè§„åˆ™å��ç§°IDä¸ã€‚è¿™ç”¨äºŽCUICå’ŒFinesseç™»å½•çš„æ£ç¡®åŠŸèƒ½ã€‚



æ³¨ï¼šæœ¬æ–‡æ¡£å¼•ç”¨äº†å£°æ˜Žè§„åˆ™å��ç§°å’Œæ˜¾ç¤ºå��ç§°ï¼ˆå¦‚NameIDã€�UCCXçš„FQDNç‰ï¼‰ä¸Šçš„é™�åˆ¶ã€‚è™½ç„¶è‡ªå®šä¹‰å—æ®µå’Œå��ç§°å�¯ä»¥åœ¨å�„ä¸ªéƒ¨åˆ†åº”ç”¨ï¼Œä½†å£°æ˜Žè§„åˆ™å��ç§°å’Œæ˜¾ç¤ºå��ç§°å§‹ç»ˆæ˜¯æ ‡å‡†å��ç§°ï¼Œä»¥ä¾¿ä¿�æŒ�ä¸€è‡´æ€§å’Œç¬¦å�ˆå‘½å��è§„èŒƒä¸çš„æœ€ä½³å®žè·µã€‚

é¢†æ¬¾ç”³è¯·è§„åˆ™2:

æ·»åŠ å�¦ä¸€ä¸ªè‡ªå®šä¹‰å£°æ˜Žè§„åˆ™ç±»åž‹çš„è§„åˆ™ï¼Œè¯¥è§„åˆ™çš„å��ç§°æ˜¯Cisco
Identity Serverçš„å®Œå…¨é™�å®šä¸»æœºå��ï¼Œå¹¶æ·»åŠ æ¤è§„åˆ™æ–‡æœ¬ã€‚ 
                                

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer = c.Issuer, OriginalIssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType, Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] = "http://<ADFS Server FQDN>/ADFS/services/trust", Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] = "<fully qualified hostname of IdS/UCCX>");

 
 

•

åœ¨æ€�ç§‘èº«ä»½æœ�åŠ¡å™¨é›†ç¾¤ä¸ï¼Œæ‰€æœ‰å®Œå…¨é™�å®šä¸»æœºå��éƒ½æ˜¯æ€�ç§‘èº«ä»½æœ�åŠ¡å™¨ä¸»èŠ‚ç‚¹æˆ–å�‘å¸ƒæ–¹èŠ‚ç‚¹çš„ä¸»æœºå��ã€‚•
<Fully qualified hostname of Cisco Identity Server>åŒºåˆ†å¤§å°�å†™ï¼Œå› æ¤å®ƒä¸ŽCisco 
Identity Server FQDNå®Œå…¨åŒ¹é…�ï¼ˆåŒ…æ‹¬å¤§å°�å†™ï¼‰ã€‚

•

<ADFS Server FQDN>åŒºåˆ†å¤§å°�å†™ï¼Œå› æ¤å®ƒä¸ŽADFS 
FQDNå®Œå…¨åŒ¹é…�ï¼ˆåŒ…æ‹¬å¤§å°�å†™ï¼‰ã€‚

•














è¿™äº›æ¥éª¤åœ¨ç¬¬10æ¥ä¹‹å�Žæ˜¯å¼ºåˆ¶æ€§çš„ã€‚

ä¸ºä¿¡èµ–æ–¹ä¿¡ä»»å�¯ç”¨å·²ç¾å��çš„SAMLæ–è¨€ï¼ˆæ€�ç§‘Idï¼‰

æ¥éª¤1:ç‚¹å‡» Start å¹¶è¾“å…¥PowerShellä»¥æ‰“å¼€windows powershellã€‚







          

æ³¨æ„



�ï¼šå¦‚æžœä½¿ç”¨ADFS 
3.0ï¼Œåˆ™ä¸�éœ€è¦�æ¥éª¤2ã€‚å› ä¸ºCmdLetå·²ä½œä¸ºè§’è‰²å’ŒåŠŸèƒ½æ·»åŠ çš„ä¸€éƒ¨åˆ†è¿›è¡Œå®‰è£…ã€‚

æ³¨:  
 

åŒºåˆ†å¤§å°�å†™ï¼Œå› æ¤å®ƒä¸Žâ€œä¿¡èµ–æ–¹ä¿¡ä»»â€�å±žæ€§çš„â€œæ ‡è¯†ç¬¦â€�(Identifier)é€‰é¡¹å�¡ä¸è®¾ç½®çš„å†…å®¹åŒ¹é…�ï¼ˆåŒ…æ‹¬å¤§å°�å†™ï¼‰ã€‚

æ³¨ï¼šä»ŽUCCXç‰ˆæœ¬12.0å¼€å§‹ï¼ŒCisco IdSæ”¯æŒ�SHA-
256ã€‚ä¿¡èµ–æ–¹ä¿¡ä»»ä½¿ç”¨SHA-
256ç¾ç½²SAMLè¯·æ±‚ï¼Œå¹¶æœŸæœ›ä»ŽADFSèŽ·å¾—ç›¸å�Œçš„å“�åº”ã€‚

ç”¨äºŽè�”å�ˆADFSçš„å¤šåŸŸé…�ç½®

åœ¨ADFSä¸çš„è�”å�ˆæƒ…å†µä¸‹ï¼Œç‰¹å®šåŸŸä¸çš„ADFSä¸ºå…¶ä»–å·²é…�ç½®åŸŸä¸çš„ç”¨æˆ·æ��ä¾›è�”å�ˆSAMLèº«ä»½éªŒè¯�ï¼Œéœ€è¦�é¢�å¤–çš„é…�ç½®ã€‚ 
 
åœ¨æœ¬èŠ‚ä¸ï¼Œæœ¯è¯â€œä¸»ADFSâ€�æ˜¯æŒ‡å¿…é¡»åœ¨IdSä¸ä½¿ç”¨çš„ADFSã€‚æœ¯è¯â€œè�”å�ˆADFSâ€�è¡¨ç¤ºè¿™äº›ADFSï¼Œå…¶ç”¨æˆ·å�¯ä»¥é€šè¿‡IdSç™»å½•ï¼Œä»Žè€Œæˆ�ä¸ºä¸»è¦�ADFSã€‚

è�”å�ˆADFSé…�ç½®

åœ¨æ¯�ä¸ªè�”å�ˆADFSä¸ï¼Œå¿…é¡»ä¸ºä¸»è¦�ADFSå’Œç´¢èµ”è§„åˆ™ï¼ˆå¦‚ä¸Šä¸€èŠ‚æ‰€è¿°ï¼‰åˆ›å»ºä¿¡èµ–æ–¹ä¿¡ä»»ã€‚

ä¸»ADFSé…�ç½®

å¯¹äºŽä¸»ADFSï¼Œé™¤äº†IdSçš„ä¿¡èµ–æ–¹ä¿¡ä»»å¤–ï¼Œè¿˜éœ€è¦�æ¤é¢�å¤–é…�ç½®ã€‚

Addï¼ˆæ·»åŠ ï¼‰ Claim Provider Trust ADFSï¼Œè�”å�ˆå¿…é¡»è®¾ç½®åˆ°ã€‚

åœ¨å£°æ˜Žæ��ä¾›ç¨‹åº�ä¿¡ä»»ä¸ï¼Œç¡®ä¿� Pass through or Filter an Incoming 

Claim å°†è§„åˆ™é…�ç½®ä¸ºä¼ é€’æ‰€æœ‰å£°æ˜Žå€¼ä½œä¸ºé€‰é¡¹ï¼š

å��ç§°ID•
ä»Žä¸é€‰æ‹©å��ç§°ID Incoming Claim Type æ”¶å˜ç®±•
é€‰æ‹© Transient ä½œä¸ºä¼ å…¥NameIDæ ¼å¼�çš„é€‰é¡¹•
uidï¼šè¿™æ˜¯è‡ªå®šä¹‰å£°æ˜Žã€‚è¾“å…¥å€¼uid Incoming Claim Type æ”¶å˜ç®±•
user_principalï¼šè¿™æ˜¯ä¸€ä¸ªè‡ªå®šä¹‰å£°æ˜Žã€‚åœ¨user_principalå—æ®µä¸é”®å…¥å€¼ Incoming 

Claim Type æ”¶å˜ç®±
•

åœ¨Idçš„ä¿¡èµ–æ–¹ä¿¡ä»»ä¸ï¼Œæ·»åŠ  Pass though or Filter an Incoming 

Claim ä»¥ä¼ é€’æ‰€æœ‰å£°æ˜Žå€¼ä½œä¸ºé€‰é¡¹çš„è§„åˆ™ã€‚

å��ç§°IDFromSubdomain•
ä»Žä¸é€‰æ‹©å��ç§°ID Incoming Claim Type æ”¶å˜ç®±•
é€‰æ‹© Transient ä½œä¸ºä¼ å…¥NameIDæ ¼å¼�çš„é€‰é¡¹•
uidï¼šè¿™æ˜¯è‡ªå®šä¹‰å£°æ˜Žã€‚é”®å…¥å€¼uid Incoming Claim Type æ”¶å˜ç®±•
user_principalï¼šè¿™æ˜¯ä¸€ä¸ªè‡ªå®šä¹‰å£°æ˜Žã€‚åœ¨user_principalå—æ®µä¸é”®å…¥å€¼ Incoming 

Claim Type æ”¶å˜ç®±
•



ADFSè‡ªåŠ¨è¯�ä¹¦æ»šåŠ¨æ›´æ–°

UCCX 11.6.1å�Šæ›´é«˜ç‰ˆæœ¬æ”¯æŒ�è‡ªåŠ¨è¯�ä¹¦æ»šåŠ¨ã€‚(UCCX 
11.6ä¸çš„Fedletåº“å�‡çº§åˆ°ç‰ˆæœ¬14.0è§£å†³äº†æ¤é—®é¢˜ã€‚)

Kerberosèº«ä»½éªŒè¯�ï¼ˆé›†æˆ�Windowsèº«ä»½éªŒè¯�ï¼‰

é›†æˆ�çš„Windowsèº«ä»½éªŒè¯�(IWA)ä¸ºç”¨æˆ·æ��ä¾›èº«ä»½éªŒè¯�æœºåˆ¶ï¼Œä½†ä¸�å…�è®¸é€šè¿‡ç½‘ç»œä¼ è¾“å‡è¯�ã€‚å½“æ‚¨å�¯ç”¨é›†æˆ�çš„Windowsèº«ä»½éªŒè¯�æ—¶ï¼Œ åŸºäºŽç¥¨è¯�å·¥ä½œï¼Œä»¥å…�è®¸èŠ‚ç‚¹åœ¨é�žå®‰å…¨ç½‘ç»œä¸Šé€šä¿¡ï¼Œä»Žè€Œä»¥å®‰å…¨çš„æ–¹å¼�è¯�æ˜Žå…¶ç›¸äº’èº«ä»½ã€‚å®ƒå…�è®¸ç”¨æˆ·åœ¨ç™»å½•åˆ°å…¶Windowsè®¡ç®—æœºå�Žç™»å½•åˆ°åŸŸã€‚

æ³¨æ„�ï¼šä»…ä»Ž11.6å�Šæ›´é«˜ç‰ˆæœ¬æ”¯æŒ�Kerberosèº«ä»½éªŒè¯�ã€‚

å·²ç™»å½•åˆ°åŸŸæŽ§åˆ¶å™¨(DC)çš„åŸŸç”¨æˆ·å�¯æ— ç¼�ç™»å½•åˆ°SSOå®¢æˆ·ç«¯ï¼Œè€Œæ— éœ€é‡�æ–°è¾“å…¥å‡è¯�ã€‚å¯¹äºŽé�žåŸŸç”¨æˆ·ï¼ŒIWAå°†å›žé€€åˆ°æ–°æŠ€æœ¯å±€åŸŸç½‘ç®¡ç�†å™¨(NTLM)ï¼Œå¹¶æ˜¾ç¤ºç™»å½•å¯¹è¯�æ¡†ã€‚ä½¿ç”¨IWAèº«ä»½éªŒè¯�çš„IdSçš„é™�å®šæ˜¯ä½¿ç”¨Kerberoså¯¹ADFS
3.0æ‰§è¡Œçš„ã€‚

æ¥éª¤1:æ‰“å¼€Windowså‘½ä»¤æ��ç¤ºç¬¦å¹¶ä»¥ç®¡ç�†å‘˜ç”¨æˆ·èº«ä»½è¿�è¡Œï¼Œä»¥ä¾¿å�‘æ³¨å†ŒHTTPæœ�åŠ¡ setspn 
å‘½ä»¤ setspn -s http/ 

  

  

          \ 

  

  

 .

ç¬¬äºŒæ¥ï¼šç¦�ç”¨è¡¨å�•èº«ä»½éªŒè¯�å¹¶å�¯ç”¨å†…éƒ¨ç½‘ç«™ç‚¹çš„Windowsèº«ä»½éªŒè¯�ã€‚å¯¼èˆªè‡³
ADFS Management > Authentication Policies > Primary Authentication > Global Settings > 

Edit.åœ¨Intranetä¸‹ï¼Œç¡®ä¿�å�ªé€‰ä¸Windowsèº«ä»½éªŒè¯�(å�–æ¶ˆé€‰ä¸Form 
Authentication)ã€‚



Microsoft Internet Explorerçš„IWAæ”¯æŒ�é…�ç½®

æ¥éª¤1: ç¡®ä¿� Internet Explorer > Advanced > Enable Integrated Windows Authentication å·²é€‰ä¸ã€‚



ç¬¬äºŒæ¥ï¼š å¿…é¡»å°†ADFS URLæ·»åŠ åˆ° Security > Intranet zones > Sites  (winadcom215.uccx116.com æ˜¯ADFS 
URL)ã€‚ 



ç¬¬ä¸‰æ¥ï¼š ç¡®ä¿�Internet Explorer > Security > Local Intranet > Security Settings > User Authentication - 

Logon  é…�ç½®ä¸ºä½¿ç”¨å†…éƒ¨ç½‘ç«™ç‚¹çš„ç™»å½•å‡è¯�ã€‚



 

ç”¨äºŽIWAæ”¯æŒ�çš„Mozilla Firefoxæ‰€éœ€çš„é…�ç½®

æ¥éª¤1:è¿›å…¥Firefoxçš„é…�ç½®æ¨¡å¼�ã€‚æ‰“å¼€Firefoxå¹¶è¾“å…¥ 
about:config  çš„URLã€‚æŽ¥å�—é£Žé™©é™ˆè¿°ã€‚

ç¬¬äºŒæ¥ï¼šæ�œç´¢ ntlm  å¹¶å�¯ç”¨ network.automatic-ntlm-auth.allow-non-fqdn  å¹¶å°†å…¶è®¾ç½®ä¸ºtrueã€‚

ç¬¬ä¸‰æ¥ï¼šè®¾ç½® network.automatic-ntlm-auth.trusted-uris  æˆ–æ˜Žç¡®æŒ‡å®šADFS URLã€‚



ç”¨äºŽIWAæ”¯æŒ�çš„Google Chromeæ‰€éœ€çš„é…�ç½®

Windowsä¸çš„Google Chromeä½¿ç”¨Internet Explorerè®¾ç½®ï¼Œå› æ¤åœ¨Internet 
Explorerä¸è¿›è¡Œé…�ç½® Tools > Internet 

Options å¯¹è¯�æ¡†ï¼Œæˆ–ä»Žâ€œæŽ§åˆ¶é�¢æ�¿â€�ä¸‹çš„ Internet Options åœ¨å�ç±»åˆ«å†… Network 

and Internet.

SSOçš„è¿›ä¸€æ¥é…�ç½®

æœ¬æ–‡æ¡£ä»ŽSSOçš„IdPæ–¹é�¢æ��è¿°äº†ç”¨äºŽä¸ŽCisco 
IdSé›†æˆ�çš„é…�ç½®ã€‚æœ‰å…³è¯¦ç»†ä¿¡æ�¯ï¼Œè¯·å�‚é˜…å�„ä¸ªäº§å“�é…�ç½®æŒ‡å�—ï¼š

UCCX•
UCCE•
PCCE•

éªŒè¯�

æ¤è¿‡ç¨‹ç”¨äºŽç¡®å®šæ˜¯å�¦åœ¨Cisco IdSå’ŒIDPä¹‹é—´æ£ç¡®å»ºç«‹äº†ä¿¡èµ–æ–¹ä¿¡ä»»ã€‚

ä»Žæµ�è§ˆå™¨è¾“å…¥URL 
https://<ADFS_FQDN>/adfs/ls/IdpInitiatedSignOn.aspx?loginToRp=<IDS_FQDN>

•

ADFSæ��ä¾›ç™»å½•è¡¨å�•ã€‚å½“ä¸Šè¿°é…�ç½®æ£ç¡®æ—¶ï¼Œæ¤é€‰é¡¹å�¯ç”¨ã€‚•
æˆ�åŠŸè¿›è¡Œèº«ä»½éªŒè¯�å�Žï¼Œæµ�è§ˆå™¨å¿…é¡»é‡�å®šå�‘è‡³https://<IDS_FQDN>:8553/ids/saml/responseï¼Œæ¤æ—¶å°†æ˜¾ç¤ºæ£€æŸ¥è¡¨é¡µé�¢ã€‚•

æ³¨ï¼šä½œä¸ºéªŒè¯�æµ�ç¨‹çš„ä¸€éƒ¨åˆ†æ˜¾ç¤ºçš„â€œæ ¸å¯¹æ¸…å�•â€�é¡µé�¢ä¸�æ˜¯é”™è¯¯ï¼Œè€Œæ˜¯ç¡®è®¤ä¿¡ä»»å·²æ£ç¡®å»ºç«‹ã€‚

æ•…éšœæŽ’é™¤

æœ‰å…³æ•…éšœæŽ’é™¤ä¿¡æ�¯ï¼Œè¯·å�‚é˜…https://www.cisco.com/c/en/us/support/docs/customer-
collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-
Prob.htmlã€‚

UCCX SSOæ—�è·¯/æ�¢å¤�URL

Cisco Unified CCXç®¡ç�†•
Cisco Unified CCXå�¯ç»´æŠ¤æ€§•

http://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-express/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-enterprise/products-installation-and-configuration-guides-list.html
/content/en/us/support/customer-collaboration/packaged-contact-center-enterprise/tsd-products-support-series-home.html
https://%3CaDFS_FQDN%3E/adfs/ls/IdpInitiatedSignOn.aspx?loginToRp=%3CIDS_FQDN%3E
https://%3CIDS_FQDN%3E:8553/ids/saml/response
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://%3CIP_or_FQDN%3E/appadmin/recovery_login.htm
https://%3CIP_or_FQDN%3E/appadmin/recovery_login.htm
https://%3CIP_or_FQDN%3E/uccxservice/recovery_login.htm
https://%3CIP_or_FQDN%3E/uccxservice/recovery_login.htm


ç¦�ç”¨SSO
GUIï¼šå¯¼èˆªè‡³ CCX Administration > Single Sign-On (SSO) > Disable.•
CLIï¼š set authmode non_sso (æ¤å‘½ä»¤å¿…é¡»ç¦�ç”¨Pubå’ŒSubçš„SSO â€” 
å¦‚æžœå‡ºçŽ°é«˜å�¯ç”¨æ€§(HA)é›†ç¾¤ï¼Œå�¯ä»ŽUCCXèŠ‚ç‚¹ä¸Šçš„ä»»ä¸€èŠ‚ç‚¹æ‰§è¡Œ)ã€‚

•

å±�å¹•æˆªå›¾

CCXç®¡ç�† â€” é�žSSO

CCXç®¡ç�† â€” å�¯ç”¨SSO



Finesseç™»å½• â€” é�žSSO



Finesseç™»å½• â€” å�¯ç”¨SSO



CUIC â€” é�žSSO

CUIC â€” å�¯ç”¨SSO





关于此翻译
思科采用人工翻译与机器翻译相结合的方式将此文档翻译成不同语言，希望全球的用户都能通过各
自的语言得到支持性的内容。
 
请注意：即使是最好的机器翻译，其准确度也不及专业翻译人员的水平。
 
Cisco Systems, Inc. 对于翻译的准确性不承担任何责任，并建议您总是参考英文原始文档（已提供
链接）。


