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AR AE T B E S ER BRI BEXY Cisco I0S® XER AT BRI B HIE T R IR,
TR

B3R

CiscoB2 B THIUTER :



BIEIREREEETQFP ( B FRAER ) WERH T & EMCisco IOS-XEMRAR3.105% 5 & hix 4~
AR, XEEAFEEEASR1000, ISR4000, ISR1000, Catalyst 1000, Catalyst 8000,
CSR1000vHICatalyst 8000vR 5 FHES. 121TCisco IOS-XEXR4HEIASRIVORFIR & RS EXHES TR
CatalystR 5| 3T 1T Z kb ThEE,

AE  BUESREIIEEEASRI000R 51k e LB & A BB # O GigabitEthernet0 L R4k
A, AR EZED LREANBIEST2HQFPAE,

£ RV 4E ¢+
AXEPHERETUTREFE IR

« Cisco IOS-XE¥#hx4<3.10S(15.3(3)S) X E & x4~
« ASR1000% %88 H 25

AXHEPNEEHRRETREXRENEFNRZEEN, AXEFEANARERZRNERAR
(BN ) BEE., MREHMELTEIRES , FHRRETHEAARTHBELE,



BRER
% 7 ERBHRE R ENRES R, FEIREESHBRRALLNRE  FLET RS

BRI RENER. Cisco IOS-XERMFERREIETHELER, CREATIEKNFERRZER
&, MERER P ENLFKHARBRENBESNERFAER.

ZEHR

TEAA T AR PR RGBT

172.16.10.2 GIE00/1 iglfoy0 fal/0 fany/1 172.16.20.2
172145101 162 158100 1927 168 201 17218201
g ﬁ e e ;
-" —— S

Loeal kot ASR1K |OS Router Rem ota host

{5£ A P Y B 3E S ER ER

NTHABIESRIRENER , A0 FEANROIER T M4 TE5172.16.10.2 (L F
ASR1KZ & ) EIASR 1K O GigabitEthernet0/0/1 L A O 75 B HIZFE E41172.16.20.209 B Bk M2 4l
HE ML (ICMP)RER R ER.

ERMERRTRNMN S RBERASRIK LN HES

1. BAFARHRAR , MEREEASRIKEBRENBIESHIRE,

2. {# A path-trace= Feature Invocation Array(FIA)traceik 1 /5 f 37 & B iE 2R &R,
RIEATIEE
NREELABUIHENAR , ARE-IPETRREERCL , ISHAUATREAIERM. THEHX
goﬁéﬂﬁ\ﬁﬁﬂﬁiﬁiﬂﬂﬁliﬁ’ﬂﬁiiﬁo BZAEEFANREENSS , HAREAESEFERNE

1. BEFERH

<#root>
debug platformcondition ipv4 10.0.0.1/32 both

--> matches in and out packets with source
or destination as 10.0.0.1/32

debug platformcondition ipv4 access-list 198 egress

--> (Ensure access-Tist 198 is



defined prior to configuring this command) - matches egress packets corresponding
to access-1list 198

debug platformcondition interface gig 0/0/0 ingress

--> matches all ingress packets
on interface gig 0/0/0

debug platformcondition nmpls 10 1 ingress

--> matches MPLS packets with top ingress
Tabel 10

debug platformcondition ingress

--> matches all ingress packets on all interfaces
(use cautiously)

BETVARNHRE , EAUTCLIG TR FERNY

<tfroot>

debug platformcondition start

EEHREERER

<#root>
debug pl atform packet-trace packet 1024
-> basic path-trace, and automatically stops
tracing packets after 1024 packets. You can use "circular" option if needed
debug pl atform packet-trace packet 1024 fia-trace -
> enables detailed fia trace, stops

tracing packets after 1024 packets

debug pl atform packet-trace drop [code



-> if you want to trace/capture only
packets that are dropped. Refer to Drop Trace section for more details.

AR R HIMCisco I0S-XE 3.xixAH |, & FEE M Adebug platform packet-trace
enablefi &R B B BIE TIMERIIAE, Cisco IOS-XE 16 xMRATBREE N

i A LT 855 LAE Bitrace buffer 7 E & packet-trace:

<#root>
clear platform packet-trace statistics

--> clear the packet trace buffer

RTERFAEFGENBFESRERENG TN



<#root>
clear platformcondition al

--> clears both platform conditions and the packet trace configuration

SR T
ENRAERGSRE , RIEEAKGNBESRERE , LBREHEMENEE,

<#root>
show pl at form condi ti ons

--> shows the platform conditions configured

show pl at f orm packet-trace configuration

--> shows the packet-trace configurations

show debuggi ng

--> this can show both platform conditions and platform packet-trace configured

LT RATRERFHRNBFEENSG S

<#root>
show pl at f orm packet-trace statistics

--> statistics of packets traced

show pl at f orm packet-trace sumary

--> summary of all the packets traced, with input and
output interfaces, processing result and reason.

show pl at f orm packet-trace packet 12

-> Display path trace of FIA trace details for the 12th packet in the trace buffer

BAT A &R
HREUREDEREPFAAFREREZNRBEERENBES. FABHERREERBREUATR

2933 = .
BEERE :



. %

« Pk ARG

- TF A% H HIFR(ACL)

- B0

- REFE (AOREO)

XEZRME T ERNATHEZN AL ENETE,

NFRRBIPEANRE , HHIMN172.16.10.25172.16.20.2HICMPHTEEEAAO BB LW FEE
FMHEER, RAER  ERERGNRE. BSMET A TERERE,

<tfroot>

ASR1000#
debug platformcondition

?

egress Egress only debug

feature For a specific feature

ingress Ingress only debug

interface Set interface for conditional debug
ipv4 Debug IPv4 conditions

ipv6 Debug IPv6 conditions

start Start conditional debug

stop Stop conditional debug

EARGIS , ERGRSIRRENSES , TR :

<#froot>
ASR1000#

show access-list 150

Extended IP access Tist 150
10 permit icmp host 172.16.10.2 host 172.16.20.2
ASR1000#

debug platformcondition interface gig 0/0/1 ipv4
access-1list 150 ingress

EFFRFAREE , FRANTHS :

<{froot>
ASR1000#

debug platformcondition start



AR EELBEAZXMRAEMEN , iHH Adebug platform condition stopii .

EERRENFRMHFRATLIRESR , BRWANTHS

<#froot>
ASR1000#

show pl atform condi ti ons

Conditional Debug Global State:

Start

Conditions Direction
______________________________________________________________________ [ ——
GigabitEthernet0/0/1 & IPV4 ACL [150] ingress



Feature Condition Format Value

ASR1000#

Bz, BEmALEENAKEE

<#root>
access-1ist 150 permit icmp host 172.16.10.2 host 172.16.20.2

debug platformcondition interface gig 0/0/1 ipv4 access-list 150 ingress
debug platformcondition start

B RBEZRER




R AT RANFHRFESMEFET , EAETUFEARXENEEE 2T R,

Ny

MEEOMSERED (FlMRBREREARENFHED ) BIEHIEIRER.
LT RBSEEIRERCLIEE !

<#root>
ASR1000#
debug pl at form packet-trace

?
copy Copy packet data
drop Trace drops only
inject Trace injects only
packet Packet count
punt Trace punts only

<tfroot>

debug pl at form packet-trace packet

[fia-trace | summary-only]

[circular] [data-size

LT RIS SXRBFHHE
* pkt-num - Packet Number{g & — IR EHF N H A BIE S E.

« summary-only — A FIEEMHERBELRE. MAERHRBERENERRHE.



« fia-trace — R T B BHIBEEN , BT LUITFIARER

* data-size — XAV EEEREBFEE A XKD |, M2,048F77%16,384F T, BIAMEN
2,048F 5,

<#root>

debug pl atform packet-trace copy packet {in | out | both} [L2 | L3 | L4]
[size

LTRSS REFHIVA

* infout — ATHEEEZEHNBTEIRN G @ — AQM/HEHA,

« L2/L3/LA -E A IEERBEERANTBULE, F2F(L2)RRMINLE,

* size — XAFRIEEEHNBEAR/ ALK, RINMEN64N 3 H
NFERE , FRATHEAZKFBREMREEENRERS AREIRENGS
<#troot>

ASR1000#

debug pl at form packet-trace packet 16

EEERRCERERE , FRWANTSHS

<#froot>
ASR1000#

show pl at f orm packet-trace configuration

debug platform packet-trace packet 16 data-size 2048



838 7] LA Ashow debugging@ P BB FAZKHFRNHEZRELRE -
<#root>
ASR1000#

show debuggi ng

| OSXE Condi ti onal Debug Confi gs:

Conditional Debug Global State: Start

Conditions

Direction
GigabitEtherneto/o/1 & V4 ACL [150] rgress
ibéXE Packet Tracing Configs:
Feature Condition Format Value
_______________________ | o | -
Feature Type Submode Level

| OSXE Packet Traci ng Confi gs:

debug platform packet-trace packet 16 data-size 2048



JEE : $ Aclear platform condition allis 5 BUBBRFTE F & Wil &4 LA R B iz 2 R ER b E
B,

Bz, BEmALEERALEERESARESRE

<#froot>

debug pl at form packet-trace packet 16

RS RERAY B O RAFRE

FUHENLT RS IREBUARFZM T IEIAATHIESTHRE, Hl0 , debug platform condition
interface g0/0/0 egressE k& HHUE DR X Og0/0/0 LBV HFIART |, & FEARIR R EE I , Fit

MAOFHREZZSNEABRESLERLEXR.



AR : Ciscol B W ENMBEBRIREAAOZRNS , UMERBRIURZTENEENNHIE
o AIBAMERHOSZMN  BEEERH,

T RBEARRER



AR ATRIREATRERER,

BIERSREREHER=SERGRN

- 12l
- BRREERE
- BRIESURERE

BMM172.16.10.2 K% F172.16.20 2 EPNICMPERBIFE IR , AILMERAU T S EERIESRE
©£R .

<#root>
ASR1000#

show pl at form packet-trace statistics



Packets Traced: 5

Ingress
Inject
Forward
Punt
Drop
Consume

OO O uviowv

ASR1000#

show pl at f orm packet-trace sumary

Pkt
Input Output State Reason
0
Gio/0/1 Gi0o/0/0 FwD

1 Gio/0/1 Gi0/0/0 FwD

2 Gio/0/1 Gi0/0/0 FwD

3 Gio/0/1 Gi0/0/0 FwD

4 Gio/0/1 Gi0/0/0 FwD
ASR1000#

show pl at f orm packet-trace packet O

Packet: 0
CBUG ID: 4
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State : FwD
Timestamp
Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTO)
Path Trace
Feature: IPV4
Source : 172.16.10.2
Destination : 172.16.20.2
Protocol 1 (ICMP)

ASR1000#



AR BEAGSRET —ARE, HHNAEEENEESNEESRIR, EAEIH
, 2R T HF—NRENBEZ,

MZEmtp , BAUFIRET ENMRES , AREAUETHAZEOD, AHEQ, RENBE
HRERo

R g s
< B

L3

N
RS

BREEHRHHASSEH |, FBIH O EARRET —Bk,

BRI MNE R EER(FP)RIERBE AL EEER(RP) (#2%I1FH ) -

BIEEHEFPLER. BTFIAREK, ERALREFITHRIEABEREEZRR , MEEKREX
EFFRNEZFRER.

BREIEREIIREF (HIIMICMP pingid R MBHIED ) HBIEFE,

O §F [ BE M | B SOr | RE




HFEQRERGITHE S P EYingress Minject 1T 838 20 B3 N T E I /A 381 OB AW BRI EA A
MEEHIFHIEANBEZ,

FIARR BR

FIMRE SHFESWFERIIAOSE O , BFREERR(QFP)F R HIE 2L E 2R 51 (PPE)RIRF
MATRIZHAESI R, XEIREETIHEN LNANKERE. Bit , FIAREREET THEESELE
HREPBEITRENRE,

5 R FR I B B AR B FIFIARS PSR SRS -

<#root>
ASR1000#

debug pl at form packet-trace packet 16 fia-trace

T RBBEARERER



FE ATRIRESBRAFIARE. A, HEFMBIE R Y T packet traceTn T , &7F
BREFPHHBFESEREFACSE , AtES4MBRRE—EHREUENEH#ITEER,

WmARTEAFIARENGSE , M72.16.10. 28 EENICMPEIER |, #uk7172.16.20.2 , a1 L
— R,

<#froot>
ASR1000#

show pl at form packet-trace sumary

Pkt Input Output State Reason
0 Gio/0/1 Gi0/0/0 FWD
1 Gio/0/1 Gi0/0/0 FWD
2 Gio/0/1 Gi0/0/0 FWD
3 Gio/0/1 Gi0/0/0 FWD
4 Gio/0/1 Gi0/0/0 FWD



ASR1000#

show pl atfo

Packet: 0
Summary
Input
Output
State
Timestamp
Start
Stop
Path Trace
Feature:
Source
Destina
Protoco
Feature:
Entry
Timesta
Feature:
Entry
Timesta
Feature:
Entry
Timesta
Feature:
Entry

rm packet-trace packet 0

CBUG ID: 9

: GigabitEthernet0/0/1
: GigabitEthernet0/0/0
: FwD

1 1819281992118 ns (05/17/2014 06:42:01.207240 UTC)
1 1819282095121 ns (05/17/2014 06:42:01.207343 UTO)

IPV4

: 172.16.10.2
tion : 172.16.20.2
1 : 1 (ICMP)
FIA_TRACE

: 0x8059dbe8 - DEBUG_COND_INPUT_PKT
mp : 3685243309297
FIA_TRACE
: 0x82011a00 - IPV4_INPUT_DST_LOOKUP_CONSUME
mp : 3685243311450
FIA_TRACE
: 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
mp : 3685243312427
FIA_TRACE
: 0x82004b68 - IPV4_OUTPUT_LOOKUP_PROCESS

Timestamp : 3685243313230

Feature:
Entry

FIA_TRACE
: 0x8034f210 - IPV4_INPUT_IPOPTIONS_PROCESS

Timestamp : 3685243315033

Feature:
Entry

FIA_TRACE
: 0x82013200 - IPV4_OUTPUT_GOTO_OUTPUT_FEATURE

Timestamp : 3685243315787

Feature:
Entry

FIA_TRACE
: 0x80321450 - IPV4_VFR_REFRAG

Timestamp : 3685243316980

Feature:
Entry

FIA_TRACE
: 0x82014700 - IPV6_INPUT_L2_REWRITE

Timestamp : 3685243317713

Feature:
Entry

FIA_TRACE
: 0x82000080 - IPV4_OUTPUT_FRAG

Timestamp : 3685243319223

Feature:
Entry

FIA_TRACE
: 0x8200e500 - IPV4_OUTPUT_DROP_POLICY

Timestamp : 3685243319950

Feature:
Entry

FIA_TRACE
: 0x8059aff4 - PACTRAC_OUTPUT_STATS

Timestamp : 3685243323603

Feature:
Entry

FIA_TRACE
: 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT

Timestamp : 3685243326183

ASR1000#

KRESERA

FERHFIA



LUIBBERAFAZHERRR , RERRSERNDEERMIBIFIA, BIFEQLABENIIEEIRF , EEHEMN
HIRBRHIIERT , Sl ELRETIEES P AMEHE ENATHENE

UTRHERTEAQGRERNFEZABIHBFIARIIEERIRF

<ffroot>
ASR1000#

show pl atform hardware qf p active interface if-name G gabitEthernet 0/0/1

General interface information
Interface Name: GigabitEthernet0/0/1
Interface state: VALID

Platform interface handle: 10

QFP 1interface handle: 8

Rx uidb: 1021

Tx uidb: 131064

Channel: 16

Interface Relationships

BGPPA/QPPB interface configuration information
Ingress: BGPPA/QPPB not configured. flags: 0000
Egress : BGPPA not configured. flags: 0000

ipv4_input enabled.
ipv4_output enabled.
Tayer2_input enabled.
Tayer2_output enabled.
ess_ac_input enabled.

Features Bound to Interface:

2 GIC FIA state

48 PUNT INJECT DB

39 SPA/Marmot server

40 ethernet

1 IFM

31 icmp_svr

33 dipfrag_svr

34 ipreass_svr

36 ipvfr_svr

37 dipvevfr_svr

12 CPP IPSEC

Protocol 0 - ipv4_input

FIA handle - CP:0x108d99cc DP:0x8070f400
IPV4A_INPUT_DST_LOOKUP_ISSUE (M)
IPV4A_INPUT_ARL_SANITY (M)

CBUG_| NPUT_FI A

DEBUG_COND_| NPUT_PKT

IPV4_INPUT_DST_LOOKUP_CONSUME (M)
IPV4_INPUT_FOR_US_MARTIAN (M)



IPV4_INPUT_IPSEC_CLASSIFY
IPV4_INPUT_IPSEC_COPROC_PROCESS
IPV4_INPUT_IPSEC_RERUN_JUMP
IPV4_INPUT_LOOKUP_PROCESS (M)
IPV4_INPUT_IPOPTIONS_PROCESS (M)
IPV4_INPUT_GOTO_OUTPUT_FEATURE (M)
Protocol 1 - 1ipv4_output

FIA handle - CP:0x108d9a34 DP:0x8070eb00
IPV4_OUTPUT_VFR

MC_OUTPUT_GEN_RECYCLE (D)

IPV4_VFR_REFRAG (M)
IPV4_OUTPUT_IPSEC_CLASSIFY
IPV4_OUTPUT_IPSEC_COPROC_PROCESS
IPV4_OUTPUT_IPSEC_RERUN_JUMP
IPV4_OUTPUT_L2_REWRITE (M)
IPV4_OUTPUT_FRAG (M)
IPV4_OUTPUT_DROP_POLICY (M)
PACTRAC_OUTPUT_STATS
MARMOT_SPA_D_TRANSMIT_PKT
DEF_IF_DROP_FIA (M)

Protocol 8 - Tayer2_input

FIA handle - CP:0x108d9bd4 DP:0x8070c700
LAYER2_INPUT_SIA (M)

CBUG_INPUT_FIA

DEBUG_COND_INPUT_PKT
LAYER2_INPUT_LOOKUP_PROCESS (M)
LAYER2_INPUT_GOTO_OUTPUT_FEATURE (M)
Protocol 9 - Tayer2_output

FIA handle - CP:0x108d9658 DP:0x80714080
LAYER2_OUTPUT_SERVICEWIRE (M)
LAYER2_OUTPUT_DROP_POLICY (M)
PACTRAC_OUTPUT_STATS
MARMOT_SPA_D_TRANSMIT_PKT
DEF_IF_DROP_FIA (M)

Protocol 14 - ess_ac_input

FIA handle - CP:0x108d9ba0 DP:0x8070cb80
PPPOE_GET_SESSION

ESS_ENTER_SWITCHING
PPPOE_HANDLE_UNCLASSIFIED_SESSION
DEF_IF_DROP_FIA (M)

QfpEth Physical Information
DPS Addr: 0x11215eb8

Submap Table Addr: 0x00000000
VLAN Ethertype: 0x8100

QOS Mode: Per Link

ASR1000#



EE : CBUG_INPUT_FIAFMIDEBUG_COND_INPUT_PKTX N F 3% H 88 LBl B MY &4 181
Re.

i RERAV RS

BRI L EFIFERFERERNBES , AT AR, KRGIERIMEIEAODFE (172.16.10.2F]
172.16.20.2 ) 415 %2,048FH KB A,

UTREENHEMSG S :
<#froot>
ASR1000#

debug pl atform packet-trace copy packet input size 2048



AR ERNBEIANE16T2,048F TTHSEE M.

MALT T UREESNBES

<#froot>

ASR1000#

show pl at form packet-trace packet 0

Packet: 0O CBUG ID: 14

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwWD

Timestamp
Start : 1819281992118 ns (05/17/2014 06:40:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:40:01.207343 UTO)

Path Trace

Feature: IPV4



Source 1 172.16.10.2
Destination : 172.16.20.2

Protocol : 1 (ICMP)
Feature: FIA_TRACE
Entry : 0x8059dbe8 - DEBUG_COND_INPUT_PKT

Timestamp : 4458180580929
<some content excluded>
Feature: FIA_TRACE

Entry : 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT
Timestamp : 4458180593896

Packet Copy In

a4934c8e 33020023 33231379 08004500 00640160 0000ff01 5fl6acl0 020laclO
01010800 1fd40024 00000000 000184d0 d980abcd abcdabcd abcdabcd abcdabcd
abcdabcd abcdabcd abcdabcd abcdabcd abcdabced abcdabcd abcdabcd abcdabced
abcdabcd abcdabcd abcdabcd abcdabced abcd

ASR1000#

i B BR B

Cisco IOS-XER#HRAI 1R ESRARKEFRE, EANEZFNBESEAREIRE, AT
RUYBEN—LERR

- BE  EATENBEERFABEEHRRERINRE.

- EANERAEERTEOFHANBRTER , MHREFSH,

- EREMHRERENRREFAS  MAREEEEINSED. BR , ENAATELHRBE
HiE. TEBENRES  AEXPRARERGIREHRT S ERSRVER,

UTRRATEREFREBESRENGTIE

<tfroot>

debug pl at form packet-trace drop [code

EZHFRBEEFIDHE , WMshow platform hardware qfp active statistics drop detail @53 % tH 1 A 4R

= =
[==



<tfroot>
ASR1000#

show pl atform hardware qgfp active statistics drop detail

I D
Global Drop Stats Packets Octets

60
IpTtl1Exceeded 3 126

8
Ipv4Ac] 32 3432

EF R R RH

FFLEACLRL A FASR1KIYGig 0/0/0% 0 , AEFM172.16.10.2F172.16.20. 2Ky R & :

access-1list 199 deny ip host 172.16.10.2 host 172.16.20.2
access-1list 199 permit ip any any
interface Gig 0/0/0

ip access-group 199 out

ACLRAREMNAEHNEFEIZEEN , EERER , NAUTEFREEE

<tfroot>

debug platformcondition interface G g 0/0/1 ingress

debug platformcondition start

debug pl at form packet-trace packet 1024 fia-trace

debug pl at form packet-trace drop

M172.16.10.2F1172.16.20. 2 K IZEANCMPEREFEZ. EFRIFLHIRACLEFNXLHIESZ
, MNTNFR -

<{froot>



ASR1000#

show pl at form packet-trace statistics

Packets Summary

Matched 5
Traced 5

Packets Received

Ingress 5
Inject O

Packets Processed

Forward O
Punt 0

Dr op 5

Count Code

5 8

Consume 0

ASR1000#

show pl at f orm packet-trace sumary

Cause

| pv4Ac

Pkt Input Output State Reason

0 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
1 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
2 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
3 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
4 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
ASRI1K#
debug pl atform condition stop

ASRI1K#
show pl at form packet-trace packet 0

Packet: 0 CBUG ID: 140

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0
State . DROP 8 (1 pvdAcl)

Timestamp

Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTC)
Path Trace

Feature: IPV4

Source 1 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)



Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 1031 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 657 ns

Feature: FIA_TRACE

Entry : 0x806a2698 - IPV4_INPUT_ACL

Lapsed time: 2773 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 1013 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 2951 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4_INPUT_IPOPTIONS_PROCESS
Lapsed time: 373 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 2097 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4_MC_OUTPUT_VFR_REFRAG
Lapsed time: 373 ns

Feature: FIA_TRACE

Entry : 0x806db148 - OUTPUT_DROP

Lapsed time: 1297 ns

Feature: FIA_TRACE

Entry : 0x806a0c98 - IPV4_OUTPUT_ACL

Lapsed time: 78382 ns

ASR1000#

5 M KPR

FECisco IOS-XEF MR A<3.12 % B S MRA R0 T injectMpuntZ I 2R ERTh8E , LUE R ERpunt ( £
FPEEBWH LB B FEAEKIES ) Minject ( NBHIFERFPEANSES ) HIFES,



AR puntRERAT AR RAREOFMANBRTIET , MEEFRE—H. B2 , 4|
EX G T TS ERTEER,

AT R MASR1Kpunt ping 48 4R 3% FH 25 B B9 Finject packet trace :

<#froot>

ASR1000#

debug platformcondition ipv4 172.16.10.2/32 both

ASR1000#

debug platformcondition start

ASR1000#

debug pl at form packet-trace punt



ASR1000#

debug pl at form packet-trace inject

ASR1000#

debug pl at form packet-trace packet 16

ASR1000#
ASR1000#ping 172.16.10.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 14/14/15 ms

ASR1000#

ME |, BA LA I punt Fnject trace rsh

<ffroot>
ASR1000#

show pl at f orm packet-trace sumary

Pkt Input Output State Reason

0 INJ.2 Gi0/0/1 FWD

1 Gi0/0/1 internal0/0/rp:0 PUNT 11 (For-us data)
2 INJ.2 Gi0/0/1 FWD

3 Gi0/0/1 internal0/0/rp:0 PUNT 11 (For-us data)
4 INJ.2 Gi0/0/1 FWD

5 Gi0/0/1 internal0/0/rp:0 PUNT 11 (For-us data)
6 INJ.2 Gi0/0/1 FWD

7 Gi0/0/1 internal0/0/rp:0 PUNT 11 (For-us data)
8 INJ.2 Gi0/0/1 FWD

9 Gi0/0/1 internal0/0/rp:0 PUNT 11 (For-us data)
ASR1000#
show pl at f orm packet-trace packet 0

Packet: 0O CBUG ID: 120

Summary

I nput D INJ. 2

Output : GigabitEthernet0/0/1

State : FwD

Timestamp

Start : 115612780360228 ns (05/29/2014 15:02:55.467987 UTC)
Stop : 115612780380931 ns (05/29/2014 15:02:55.468008 UTC)
Path Trace

Feature: IPV4

Source :172.16.10.1

Destination : 172.16.10.2
Protocol 1 (ICMP)



ASR1000#
ASR1000#

show pl at form packet-trace packet 1

Packet: 1 CBUG ID: 121

Summary

Input : GigabitEthernet0/0/1

Output : internal0/0/rp:0
State : PUNT 11 (For-us data)

Timestamp

Start : 115612781060418 ns (05/29/2014 15:02:55.468687 UTCO)
Stop : 115612781120041 ns (05/29/2014 15:02:55.468747 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.10.1

Protocol 1 (ICMP)

£ FIOSAMLFTSA&IE/E A RERMUDF ML 1858 B QIR ER ( 17.3. 1 Th8E )

HIESRERIIEE B TN — 51858 | JCisco IOS-XERAN17.3.1H R B10Sd= A1 BinOSi# 12 Y 2k iE
SBREAFHANWERRER,

|OSdEF R ER

B utigsEIhee , BB RERINEET BEIOSd , H HAI B EXIOSIABEMHEITEENER
, X LS BB E Eshow ip trafficlii HPIRE. BRAIOSIEFREFAEEHMEE, A TRI0SdH
TREFMEIRMEFZWUDPEIEETH RHI

<tfroot>

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#debug platform condition start

Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#
Router#show plat pack pa 0
Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTO)
Stop 1 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl

Output : <unknown>



Source : 10.118.74.53
Destination : 172.18.124.38

Protocol : 17 (ubpP)
SrcPort 1 2640
DstPort : 500

I0Sd Path Flow: Packet: 0 CBUG ID: 674
Feature: INFRA
Pkt Direction: 1IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: 1IN
Packet Enqueued in IP layer

Source : 10.118.74.53

Destination : 172.18.124.38

Interface : GigabitEthernetl
Feature: IP

Pkt Direction: IN
FORWARDED To transport Tlayer

Source : 10.118.74.53
Destination 1 172.18.124.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping

Source : 10.118.74.53(2640)
Destination : 172.18.124.38(500)

|OSd i O B& 22 IR ER

BIEQRERINEEGEERE  ALE REEREMPULEES , BABEIRAIOSH , AUHATR
B REB ML, TRAMEERATHIRIOSIH ABREREER. U TRRLEARNSSHEESH
H AR R RERRH

<#root>

Router#show platform packet-trace packet 2
Packet: 2 CBUG ID: 2

1 OSd Path Fl ow.

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK 1 2346709419

SEQ : 3052140910



Source 1 172.18.124.38(22)
Destination : 172.18.124.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346
Summary

Input : INJ.2
Output : GigabitEthernetl
State : FwD
Timestamp
Start 1 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop 1 490928038567 ns (06/29/2020 13:31:30.807911 UTO)
Path Trace
Feature: IPV4(Input)
Input : internal0/0/rp:0
Output : <unknown>
Source 1 172.18.124.38
Destination : 172.18.124.55
Protocol 6 (TCP)
SrcPort 1 22
DstPort : 52774
Feature: IPSec
Result : IPSEC_RESULT_DENY
Action : SEND_CLEAR

SA Handle : O
Peer Addr : 172.18.124.55
Local Addr: 172.18.124.38

LFTSE#E 2 IR ER

LFTS (Linux¥ % & RS ) R—fE£mils , AT RMCPPAEMEIE T A FIOSILAS Y B A
BF. LFTSHIESRGIEEINGEEREFREREPRINT LEBIESWRIEESE., TEHMEEAD
AIFRELFTSIRERE R, U TRBNETCONFN AKX HRIEEHLFTSIR RNt RE]

<#root>
Router#show plat packet-trace pac 0
Packet: 0 CBUG ID: 461
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start 1 647999618975 ns (06/30/2020 02:18:06.752776 UTC)
Stop 1 647999649168 ns (06/30/2020 02:18:06.752806 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl
Output : <unknown>

Source : 10.118.74.53



Destination : 172.18.124.38

Protocol : 6 (TCP)
SrcPort : 65365
DstPort : 830

LFTS Path Fl ow. Packet: O CBUG I D. 461

Feature: LFTS

Pkt Direction: 1IN
Punt Cause : 11
subCause : 0

ETRPEXNTIERNBESRERKTHE ( {XBRASR1000F 5 )

#ECisco I0S-XEfR417.3.1% , EMASR10007~ @A SR M 7 HOBFESTENE , SETARE
MHYE R 25 (UDF) Bt iR e BiE 2 PN ESF AT, XAFREREL2/LI/LARLEH 2

ANFRETRENEESEE, T—NREER—NUDFEN , BIEE A E XA 0x4D2E K HY
27T ZEXMLSAED IR KR 26 N F T RBETT 4.

udf grekey header outer 13 26 2
ip access-1ist extended match-grekey
10 permit ip any any udf grekey 0x4D2 OxFFFF
debug plat condition ipv4 access-Tist match-grekey both

debug plat condition start
debug plat packet-trace pack 100

B BRER RO
AT R — ERERE Y SN SR BE A R,
IR — NAT

EARBIH | Aty FM(172.16.10.0/24) FIASR1K(Gig0/0/0) FIWANE O HFR B 7 352 ORI 45 i 31k 35 460
(NAT),

2

UTRATEREM72.16.10.251172.16.20.2 ( E£Gig0/0/0#E 0 LT A EMRINAT] ) HRBHF A%
HHNBIEIRREE

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start
debug platform packet-trace packet 1024 fia-trace

HEAEORNATEEM172.16.10.281%F1172.16.20. 20 ENCMPEIE SR , LT 2HiIESRER



<{froot>
ASR1000#

show pl at form packet-trace sumary

Pkt Input Output State Reason
0 Gi0/0/1 Gi0/0/0 FWD
1 Gi0/0/1 Gi0/0/0 FWD
2 Gi0/0/1 Gi0/0/0 FWD
3 Gi0/0/1 Gi0/0/0 FWD
4 Gi0/0/1 Gi0/0/0 FWD
ASR1000#

show pl atform packet-trace statistics

Packets Summary
Matched 5
Traced 5
Packets Received
Ingress 5
Inject O
Packets Processed
Forward 5

Punt 0

Drop 0
Consume 0

ASR1000#

show pl at form packet-trace packet 0

Packet: 0O CBUG ID: 146

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwD

Timestamp

Start : 3010217805313 ns (05/17/2014 07:01:52.227836 UTC)
Stop : 3010217892847 ns (05/17/2014 07:01:52.227923 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 1031 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 462 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 355 ns

Feature: FIA_TRACE

Entry : 0x803c6af4 - IPVA_INPUT_VFR



Lapsed time: 266 ns
Feature: FIA_TRACE
Entry : 0x82004500
Lapsed time: 942 ns
Feature: FIA_TRACE
Entry : 0x8041771c
Lapsed time: 88 ns
Feature: FIA_TRACE
Entry : 0x82013400
Lapsed time: 568 ns
Feature: FIA_TRACE
Entry : 0x803¢c6900
Lapsed time: 266 ns

IPV4_OUTPUT_LOOKUP_PROCESS

IPV4_INPUT_IPOPTIONS_PROCESS

MPLS_INPUT_GOTO_OUTPUT_FEATURE

IPV4_OUTPUT_VFR

Feature: NAT

Di rection : INto QUT

Action . Transl ate Source
A d Address : 172.16.10.2 00028
New Address : 192.168.10.1 00002

Feature: FIA_TRACE

Entry : 0x8031c248 - IPV4A_NAT_OUTPUT_FIA
Lapsed time: 55697 ns

Feature: FIA_TRACE

Entry : 0x801424f8 - IPV4_OUTPUT_THREAT_DEFENSE
Lapsed time: 693 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4_MC_OUTPUT_VFR_REFRAG
Lapsed time: 88 ns

Feature: FIA_TRACE

Entry : 0x82014900 - IPV6_INPUT_L2_REWRITE
Lapsed time: 444 ns

Feature: FIA_TRACE

Entry : 0x82000080 - IPV4_OUTPUT_FRAG

Lapsed time: 88 ns

Feature: FIA_TRACE

Entry : 0x8200e600 - IPV4_OUTPUT_DROP_POLICY
Lapsed time: 1457 ns

Feature: FIA_TRACE

Entry : 0x82017980 - MARMOT_SPA_D_TRANSMIT_PKT
Lapsed time: 7431 ns
ASR1000#

HiE SR ER R — VPN

FEAflH , FASR1KHICisco IOSEE H#R Z B 2 A vt K B ¥h RVPNRRIE |, SURH#£172.16.10.0/24 1
172.16.20.0/24 ( A FZREFM ) AR RE,

UTEATEEMGIg 0/0/132 0 L#I172.16.10.281172.16.20. 260 VPN R I F & 4 FBIE 2B
RELE

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start
debug platform packet-trace packet 1024 fia-trace



EARFIH | HM172.16.10.28 3% F172.16.20.20 AN ICMPHIE 2B LIASRIKH Cisco IOSEE 85
ZEIVPNBREMZE , LT RBESRERY

EE  BEESREE AT NEZEESNRIEFHQFPE£XEK(SA) TR , HEHEERIPsec
VPNR BRI R EFE A EEMSAHITNER |, ZAWEEER.

<#froot>
ASR1000#

show pl at f orm packet-trace sumary

Pkt Input Output State Reason
0 Gi0/0/1 Gi0/0/0 FWD
1 Gi0/0/1 Gi0/0/0 FWD
2 Gi0/0/1 Gi0/0/0 FWD
3 Gi0/0/1 Gi0/0/0 FWD
4 Gi0/0/1 Gi0/0/0 FWD



ASR1000#

show pl at form packet-trace packet 0

Packet: 0 CBUG ID: 211

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwWD

Timestamp

Start : 4636921551459 ns (05/17/2014 07:28:59.211375 UTO)
Stop : 4636921668739 ns (05/17/2014 07:28:59.211493 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 622 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 462 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 320 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 1102 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4_INPUT_IPOPTIONS_PROCESS
Lapsed time: 88 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 586 ns

Feature: FIA_TRACE

Entry : 0x803c6900 - IPV4_OUTPUT_VFR

Lapsed time: 266 ns

Feature: FIA_TRACE

Entry : 0x80757914 - MC_OUTPUT_GEN_RECYCLE

Lapsed time: 195 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4_MC_OUTPUT_VFR_REFRAG
Lapsed time: 88 ns

Feature: |PSec

Resul t . | PSEC_RESULT_SA
Action . ENCRYPT

SA Handle : 6

Peer Addr : 192.168.20.1
Local Addr: 192.168.10.1

Feature: FIA_TRACE

Entry : Ox8043caec - IPV4_OUTPUT_IPSEC_CLASSIFY
Lapsed time: 9528 ns

Feature: FIA_TRACE

Entry : 0x8043915c - IPV4_OUTPUT_IPSEC_DOUBLE_ACL
Lapsed time: 355 ns

Feature: FIA_TRACE

Entry : 0x8043b45c - IPV4_IPSEC_FEATURE_RETURN



Lapsed time: 657 ns

Feature: FIA_TRACE

Entry : 0x8043ae28 - IPV4_OUTPUT_IPSEC_RERUN_JUMP
Lapsed time: 888 ns

Feature: FIA_TRACE

Entry : 0x80436f10 - IPV4_OUTPUT_IPSEC_POST_PROCESS
Lapsed time: 2186 ns

Feature: FIA_TRACE

Entry : 0x8043b45c - IPV4_IPSEC_FEATURE_RETURN
Lapsed time: 675 ns

Feature: FIA_TRACE

Entry : 0x82014900 - IPV6_INPUT_L2_REWRITE
Lapsed time: 1902 ns

Feature: FIA_TRACE

Entry : 0x82000080 - IPV4_OUTPUT_FRAG

Lapsed time: 71 ns

Feature: FIA_TRACE

Entry : 0x8200e600 - IPV4_OUTPUT_DROP_POLICY
Lapsed time: 1582 ns

Feature: FIA_TRACE

Entry : 0x82017980 - MARMOT_SPA_D_TRANSMIT_PKT
Lapsed time: 3964 ns

ASR1000#
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iwag/configuration/xe-3s/IWAG_Config_Guide_BookMap.html
https://www.cisco.com/c/zh_cn/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html?referring_site=smartnavRD?referring_site=smartnavRD
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