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SREA MBS ORI, RS HRIEEREREMHIFinesseZ FEIEX H R 1T HHKIE.

BAERE , flWebERET , BT A1H BIHBAEMELRSHIUXMPP)E N AT H HK
UEMPOSTE | BEEERY EEFERE CABRIEMPRIIHEITN A S 0K UEAY P u R L #
TTHEHRIE,

IESSO & 1330k
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#Must-change B iREM — I , SSOF BRI F REIEE T,

FZHSSORFER , THNNEFEMNITIASTERITHIIIS SAMLELE.

BLESSOSHBRIEE , AILMER — N AN TR RSP E[AL R, AEEEBEY B
IdSHITERRBFRIFZARTEARABRES EFXETEURTHE -SRI , RBUEFI,
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To 5 PR AR BUIR L X WebsockeE #2317 B 1 UE |, B9 X ¥ 25 AR Y A WebsocketSEH R %
BEENIRK, NARE MBI , AP ETENEHRIEEET 2P 1EWebsocketiE 2/ I
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NTREXFPATAEM |, BEMAngInKREREBEEEERFENKRE , MXATFNRLEESREET
websocketiEZ 2 BT I & HAL R ARESTE KAV IPH# it Z websocketiE i, XEWKE , 2T
KHERESTER ZHISIBWebEHEFEENEFF IRNERFRBBERNAMEE R, HFEATRSIRHNME
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Finesse 12.6 ESO2H A RIEMAEZFIEATATHEMNAFRBENE IR, EENRAZSR—EX
BWEAME , ELBIE AT IHRRSHIPH U SRSSIL B 8, BT 418 client error , X R
FF#iE4E . T BAE <nginx-install-directory>/logs/blocking.logFl<nginx-install-
directory>/logs/error.log 3 ¥ F 175 [7] 5% PE RV IP 1t 1k B9 % 445 2.



KWEREK, ot EFEAMELLIFER BRI UEREN. BEFETF<nginx-install-
directory>/conf/conf.d/maps.confXX #

## These two constants indicate five auth failures from a client can be allowed in thirty seconds.
## if the threshold 1is crossed,client ip will be blocked.
map $host $auth_failure_threshold_for_lock {
## Must-change Replace below two parameters as per requirement
default 5 ;
}

map $host $auth_failure_counting_window_secs {
## Must-change Replace below two parameters as per requirement
default 30;

}

## This indicates duration of blocking a client to avoid brute force attack
map $host $ip_blocking_duration {

## Must-change Replace below parameter as per requirement

default 1800;

BE&IE%

[

ERHPE LR IPH#HE | M B F<nginx-install-directory>/logsiz TIA T & F

grep "will be blocked for" blocking.Tlog
grep "IP is already blocked." error.log

2021/10/29 17:30:59 [emerg] 1181750#1181750: *19 [Tua] block_unauthorized_users.lua:153:
_redirectAndSendError(): 10.68.218.190 will be blocked for 30 minutes for exceeding retry limit.,
client: 10.68.218.190, server: saproxy.cisco.com, request:

"GET /finesse/api/SystemInfo?nocache=1636456574482 HTTP/2.0", host: "saproxy.cisco.com:8445",
referrer: "https://saproxy.cisco.com:8445/desktop/container/?locale=en_US&"

2021/10/29 19:21:00 [error] 943068#943068: *43 [lua] block_unauthorized_users.lua:53: 10.70.235.30 ::

IP is already blocked..., client: 10.70.235.30, server: saproxy.cisco.com, request:
"GET /finesse/api/SystemInfo?nocache=1635591686497 HTTP/2.0", host: "saproxy.cisco.com:8445",
referrer: "https://saproxy.cisco.com:8445/desktop/container/?locale=en US"

BiIEFERKFail2bansi K LLThEE , MERZES AT IPtable/Bhr A MM &,
ZHE B EFail2ban
Fail2banAH BEXHEHBZULE REBELTRNIP -BBRAMITZ, FHFEE. BE , Fail2BanbEg

ATFEFHBEXEAN , AFEIEERRIRIEL P , T th 7] AE B A EEZIRME ( Hlingix
R ) o BXREFEMEER , iF1HAE hitps://www.fail2ban.org/o


https://saproxy.cisco.com:8445/desktop/container/?locale=en_US&
https://saproxy.cisco.com:8445/desktop/container/?locale=en_US

Fail2ban 7] LABE & 9 ¥ #blocking.log BAIR Bl 246 U B 52 0 B E A 4ENginxBE LE RV IPtb ik |, F7E A EL
ENFENERNELEE]. ECentOSRENRE L ZEME Efail2bankyFZ R T -

1. £ AyumZ %EFail2ban,

yum update && yum install epel-release
yum install fail2ban

2. RIS IR,

BEEHEE  EEANURESHEY , flMNMEIEEMASELENIPHIEERINGEA, (P4 FE
IR REREReT A, AT MR B S RIRBI R IP A AR R E S, AMBEXEE
LAZEIE 4 BE LE V5 ) B ARSSBRAVIPHE S IRAOE

2.1. % F|Fail2ban& %< B F ( EA = BIH H/etc/fail2ban )

cd /etc/fail2ban

2.2 Fjail.conf@l 2 & & Fjail.local® , LAPBES A 5 ik,

cp jail.conf jail.local

2.3 R 1X £ Jail g B 7R 1 E) S HFjail. localtY R E |, FHERP IR OB RN KFRmO, BREFEERE
LEBS R i

# Jail configurations for HTTP connections.

[finesse-http-auth]

enabled = true

# The ports to be blocked. Add any additional ports.

port = http,https,<finesse-ports>,<cuic-ports>,<any-other-ports-to-be-blocked>
# Path to nginx blocking logs.

Togpath = /usr/local/openresty/nginx/Togs/blocking.log

# The filter configuration.

filter = finesseban

# Block the IP from accessing the port, once the IP is blocked by Tua.
maxretry= 1

# Duration for retry set to 3 mins. Doesn't count as the maxretry is 1
findtime= 180

# Lock time is set to 3 mins. Change as per requirements.

bantime = 180



3. BETIERR.
g aR & ikFail2bantt B EHRERMT ARIFAERZ TN, QIEEFNIRAOT

3.1. 612 filter.d/finesseban.conf,

touch filter.d/finesseban.conf

3.2 /X L 4T IR 324 filter.d/finesseban.confH .

[Definition]
# The regex match that would cause blocking of the host.
failregex = <HOST> will be blocked for

4. B #Fail2ban,

1= 1T T BAB Bhfail2ban,

fail2ban-client start

F Ffail2ban BEXHHRIEEBEIR. BIABERT |, fail2banky B ESHE A H4
/var/log/fail2ban.log,

g_L.LIE ﬁ%/b\ n /J/? URL

AUREZSHRIENARNILRNAEERL iREHSEESOM A =3 #1TIRER.

MRFEROURIZH , WEHELXXLEREHFHRIFVBEENER , AL FERRIES L
i g

17 CORS#R L
ME-METE KRR , 2EREBLEEFE NI L access-control-allow-headers, access-

control-allow-origin, access-control-allow-methods, access-control-expose-headersfllaccess-
control-allow-credentials , BYRIA B D 8. FNEB MMM LRSS REFXLRL,

[

RN B RNginxBL BN R ERIE , TS BAFinesseTVPNGE, #E T A TRIEATIRER A
WUCCEMRARAMH, REMBEERSEMA, HXHAXTIRBEERNRERS/REBEHITIENR



« EABINginxkRZs- OpenResty 1.19.9.1
- ATEEMNEREIERS- CentOS 8.0

N EE - FHRENGInXER B T LM Finesse R A 12.6(1)ES3 54 T8 A E T 2.

BLE VPN RIRY R J5 SR 4

BRERERE K BHSLFERATNANENBENATERXEGSHRFRERARE/MRSHIPKEEH
F VPN B #Y ## R 75 R 4H 4 (Finesse/CUIC/1dS),

utils system reverse-proxy allowed-hosts add
utils system reverse-proxy config-uri <uri> add

BXREXEGTHFMES , BSHUCCE 12.6MeEiEE , EEAARAXHZHESE,

EDMZ A Z ZOpenResty/E N [z [a L8

AT HFANBETOpenResty WREBZESR, RARKEEEEENNEREXDMZ)FH T AR
%, M ERINTEEAR.

1. REREBERNVBRERENFENEAIE. REMIPVYSHRERERMMERERSGE M , W
RATERERZIRATRE , BAFEHRIEX LS H,

2. BBERAMEED, MinternetBEFim# ITARBEFTE—MEO , MMWABREZ SRS H[E
EEEFEAS M EO,

3. Z#&OpenResty,

EAFEXENginxBH T LA TFLEH , RETAIE T Nginx 1.19+H X FLua :

* Nginx Plus

« NginxFFR ( Nginx I FREESE FOpenRestyfILuati — {2 4m1F , FTREMFEH )
* OpenResty

« GetPageSpeed# /AN A

N osrE . EHWERESZY0penResty 11903 | Wit TUSEMREAAEEL (MRS
) SRR,
OpenResty & %

1. Z%OpenResty, &S OpenResty Linuxf2F 8. fEHOpenRestyZ %K —E4 , Nginxf¥
BRAEWME , HiBIHI~/ bashre3X ¥ OpenResty R RMEIPATHEE,

export PATH=/usr/local/openresty/bin:$PATH



https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/guide/ucce_b_features-guide-1261/ucce_m_mobile_agent-1261.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/guide/ucce_b_features-guide-1261/ucce_m_mobile_agent-1261.html
https://openresty.org/en/installation.html
https://openresty.org/en/linux-packages.html
https://openresty.org/en/linux-packages.html

2. Ba1/ME 1ENginx,

« EFZINginx , 15 Aopenrestyo
« E{Z1ENginx , 1% Aopenresty -sstopo

Bl ENginx

MEE T OpenRestyINginx L& BLE, OpenRestyWERIAB &7 :

<nginx-install-directory> = /usr/local/openresty/nginx
<Openresty-install-directory> = /usr/local/openresty

1. MFinessefxZ512.6(1)ES03 %k 4 T £ 7 (12.6-ES03-reverse-proxy-config.zip) FE H iRl E S

2.

I

6.

7.

8.
9.

Nginx /= a2 &l & 1Y X

FFnginx.conf, nginx/conf.d/Fnginx/ntml/ AIREXH & @R ELE B & 2 5 & #E<nginx-
install-directory>/conf, <nginx-install-directory>/conf/conf.d/#l<nginx-install-
directory>/html/,

. M<nginx-install-directory>H #y 2 ## It x [11C2 Hl & B & # & Flnginx/lua B 3%,
. Flualib® X & & # ) <Openresty-install-directory>/lualib/resty.
. B33 FFnginx/logrotate/saproxy X # & #l Z| <nginx-install-directory>/logrotate/ X £+ X K &t &

nginx B &5 E . MRREANGInXBINE , BEAXHRE , £HEREBNEEEF.
Nginx XA & AR ERURSIKFZE1T |, ZIKFAABEH EELTRAS (RER TR
RIRERS ) -
£ & AhtmiFconf.diy R E 48 X 4K T B AR EH ‘Must-change’F/F R , HABEHWKEBEE
g RHE,
BRAELENERBE TR , HEEE XM H £AMust-change B it T HR
#4R 7£ <nginx-install-directory>/cache T B8 [E1X L im Bt B R 82 7 73 CUICHIFinesse L & K &
7B %

+ <nginx-install-directory>/cache/client_temp

» <nginx-install-directory>/cache/proxy_temp

N e BUNRBEAT0008ERA , AABLT BT EETFEANNE.

B ENginxEE

MANBERT , REEZEREFHEXHRED, RMNBUESEtMpfsHElBEFNEREEINA
R , WA

1.

E/home THATEANREESEREMEE %,
Bltn | BN EFinesset|BiX L B 5%, HBIFinesseMCUICHRS BFMAINITHBIMI SRR,

mkdir -p /home/primaryFinesse/rest

mkdir -p /home/primaryFinesse/desktop
mkdir -p /home/primaryFinesse/shindig
mkdir -p /home/primaryFinesse/openfire


https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3

mkdir -p /home/primaryCUIC/cuic
mkdir -p /home/primaryCUIC/cuicdoc
mkdir -p /home/client_temp

mkdir -p /home/proxy_temp

echo "tmpfs /home/primaryFinesse/rest tmpfs size=1510M,rw,auto,noexec,nodev,nosuid,gid=root,uid=root,mode=1700 0 0" >>
/etc/fstab echo "tmpfs /home/primaryFinesse/desktop tmpfs size=20M,rw,auto,noexec,nodev,nosuid,gid=root,uid=root,mode=1700 0 0"
>>

[etc/fstab echo "tmpfs /home/primaryFinesse/shindig tmpfs size=500M,rw,auto,noexec,nodev,nosui d,gi d=root,uid=root,mode=1700 0 0"
>>

[etc/fstab echo "tmpfs /home/primaryFinesse/openfire tmpfs size=10M,rw,auto,noexec,nodev,nosuid,gid=root,uid=root,mode=1700 0 0"
>>

[etc/fstab echo "tmpfs /home/primaryCUI C/cuic tmpfs size=100M ,rw,auto,noexec,nodev,nosuid,gid=root,ui d=root,mode=1700 0 0" >>
[etc/fstab echo "tmpfs /home/primaryCUI C/cuicdoc tmpfs size=100M ,rw,auto,noexec,nodev,nosuid,gid=root, uid=root,mode=1700 0 0"
>>

/etc/fstab echo "tmpfs /home/client_temp tmpfs size=2048M ,rw,auto,noexec,nodev,nosuid,gid=root,uid=root,mode=1700 0 0" >>
/etc/fstab echo "tmpfs /home/proxy_temp tmpfs size=2048M ,rw,auto,noexec,nodev,hosuid,gid=root,uid=root,mode=1700 0 0" >>

[etc/fstab

~ AR CEAMEEEN SN FFinesse FER & F im Mproxy_tempZEFE M1 GB,

2. FERA S mount -aE B FTIVZEH <o
AEA - hITRIEN G RERE THER R,
4. EhFinesseMICUICE 7L & M Wproxy_cache_pathfi &,

w

flan | EE hFinesseX B RHEERE , FH El<nginx-install-
directory>conf/conf.d/finesse/caches H G EEFNVE
Jusr/local/openresty/nginx/cache/finesse25/E N N FBI BN X H RSNV E
/home/primaryFinesse,

##Must-change /usr/l ocal/openresty/nginx/cache/finesse25 location would change depending on folder extraction proxy_cache _path
/home/primaryFinesse/desktop levels=1:2 use_temp_path=on keys zone=desktop_cache fin25:10m max_size=15m inactive=3y
use_temp_path=off; proxy_cache path /home/primaryFinesse/shindig levels=1:2 use_temp_path=on

keys zone=shindig_cache fin25:10m max_size=500m inactive=3y use_temp_path=off; proxy_cache path
/home/primaryFinesse/openfire levels=1:2 use_temp_path=on keys zone=openfire_cache fin25:10m max_size=10m inactive=3y
use_temp_path=off; proxy_cache_path /home/primaryFinesse/rest levels=1:2 use_temp_path=on keys_zone=rest_cache fin25:10m
max_size=1500m inactive=40m use_temp_path=o0ff;

5. XtFinesse B BR S 28 MICUICIR S B ITHEIN S &,

N B BRENEAE SR AR A A tmpfsIR 5 88 AN B AIR I FI SRR A B & T A
. RNXERGEEREN AL TN AREORE RS AT AN AR,

BLESSLIEH



EABERIER-NAEE

RAEEROCEEZFBBINESHEZN  FTNEAEBLRIEFS. BEFHEFR , EALEFHM
AEWH(CAZEBIES,

1. ASSLXHRNBERNGINXIEF, EERIEFH 28 , &FE T /usr/local/openresty/nginx T €1
B—NERssIIX R, EEERXEMTERRAMER(—MAT
<reverseproxy_primary_fqdn> , 5 —“NA F<reverseproxy_secondary_fqdn>)

a. sudo openssl req -x509 -nodes -days 365 -newkey rsa: 2048 -keyout /usr/local/openr esty/nginx/ssl/nginx.key -out
Just Nlocal/openresty/nginx/ss/nginx.crt ( FFEHB/ERIER © <reverseproxy_primary_fgdn> )

b. sudo openssl req -x509 -nodes -days 365 -newkey rsa: 2048 -keyout /usr/local/openr esty/nginx/ssl/nginxnode2.key -out
Jusr/local/openr esty/nginx/ssl/nginxnode2.crt ( 4%%1%% ’f:glijg

. <reverseproxy_secondary_fqdn> )

c. BRI P B 7 /usr/local/openresty/nginx/ssl/nginx.crt
lusr/local/openresty/nginx/ssl/nginxnode2.crt , & 771X %4 2 /£ Finesse Nginx#i & X
HHEE,

2. BEXFAEA400 (r-------- VEI A BR o

3. ER MR L ELE Ry Ak /iptables , 5k B BH X IEHEE 5 2 B ENginx AR 55 888 17 101U HY i
B3 B,

4. ERERE RS 2R LW /etc/hostsk B T Finesse. IdSFICUICHYIPi# st R EHL R

5. BZHBRARUNEER , THETAGRSH LWITHEE , LUSNginxEHEE N R @K
I,

N s EHOREAT0005BR  AREET BEFEATEANTE,

ERACAZBIEB-L~1E

AUEANATSRERORE L RERCAZRIES !
1. ERIEBERFER(CSR),

EEEECSquﬂ\%H ) '\%E%iﬁwﬁiiﬁi&opmsﬁ req -new -newkey rsa:4096 -keyout nginx.key -out nginx.csrl
. BRBRETERE , ARMFARFE . XFHEMRCSR ( RflFAnginx.csr ) MIRSAFAEA ( RHB
FHnginx.key ) , 5BE 409611,

flan -

[root@reverseproxyhost.companyname.com ssl]# openssl req -new -newkey rsa:4096 -keyout nginx.key -out nginx.csr Generating a
RSA PIIVAIE KEY ...t F ittt b ettt s ek b e R e £ b e e s e s e b e me s e b e Rere et e e e be e st be b e e et ene s +++++ writing
new private key to 'nginx.key' Enter PEM pass phrase:passphrase Verifying - Enter PEM pass phrase:passphrase ----- Y ou are about to
be asked to enter information that will be incorporated into your certificate request. What you are about to enter iswhat iscalled a
Distinguished Name or aDN. There are quite afew fields but you can leave some blank For some fields there will be adefault value, If
you enter "', the field will be left blank. ----- Country Name (2 letter code) [XX]:US State or Province Name (full name) []:CA Locality
Name (eg, city) [Default City]:Orange County Organization Name (eg, company) [Default Company Ltd]:CompanyName
Organizational Unit Name (eg, section) []:BusinessUnit Common Name (eg, your name or your server's hostname)

[1:reverseproxyhostname.companydomain.com Email Address []:john.doe@comapnydomain.com Please enter the following 'extral


https://www.digitalocean.com/community/tutorials/iptables-essentials-common-firewall-rules-and-commands

attributes to be sent with your certificate request A challenge password []:challengePWD An optional company name []:CompanyName

BTFPEMO% , EHEHEDEZOSTATRERS,

2. N\CAZRERERIEF,
FCSRAEFEB MR HIRIMER IS,

AR MEMCABRRMIER AR ESFIEMMIEBHNIERE , BFMEMEXIEPAEE —
P,

3. BBEUBMEH,

@Fﬁ openssl rsa-in nginx.key -out nginx_decrypted.keyﬁ%ﬁg%?.‘z-ﬁﬁ'flﬁﬁg % _5 —%Bﬁa‘iﬁiﬁ’g%‘é%ﬁ o 43
CAZ R EF M ## 2 1) 247 i E IR a1 32 1 B AL A 89 343K /usr/local/openresty/nginx/ssI ¥
£ B & 3L /usr/local/openresty/nginx/conf/conf.d/ssl/ssl.confBI NginxEL i& & E /7 il Sk $
FXHKISSLELE.

sdl_certificate /ust/local/openresty/nginx/ssl/ca_signed_cert.crt; s3l_certificate key /usr/local/openresty/nginx/ssl/nginx_decrypted.key;

4. BEEBIEFHRNR,

chmod 400 /usr/local/openr esty/nginx/ssl/ca_si gned_cert.crtﬁj' A chmod 400
/usr/local/openr esty/nginx/ssl/nginx_decrypted.key , LXELI—.E:FB EER*@‘X PR EJX Fﬂﬁﬁﬁ%o

5. EFHNENginx.

£/ B & X Diffie-HellmanZ 3k
EA LT a5 812 B E X Diffie-HellmanZ3{ :

openssl dhparam -out /usr/local/openresty/nginx/ssl/dhparam.pem 2048 chmod 400 /usr/local/openresty/nginx/ssl/dhparam.pem

BEMRER[EE , LA U4 /usr/local/openresty/nginx/conf/conf.d/ssl/ssl.conff B FT S -
ssl_dhparam /usr/local/openresty/nginx/ssl/dhparam.pem;
BREFAOCSPEITIPHERE

AR EREAYEE  REB[AUEACAZBMIES , HERS|/NUAEN TR LR IEBHICA,

fEfile/usr/local/openresty/nginx/conf/conf.d/ssl/ssl.confA 78 i/ T L B iE

ssl_stapling on; sdl_stapling_verify on;



Nginx & &

TS S ER IANginxBL B 324 (/usr/local/openresty/nginx/conf/nginx.conf) A @ EiX & B REELZ £
HRMMeE, WABNZATEHBANgInXZE 02N BRIATE X .

# Increasing number of worker processes will not increase the processing the request. The number of wor
# in system CPU. Nginx provides "auto" option to automate this, which will spawn one worker for each CP
worker_processes auto;

# Process id file location
pid /usr/local/openresty/nginx/logs/nginx.pid;

# Binds each worker process to a separate CPU
worker_cpu_affinity auto;

#Defines the scheduling priority for worker processes. This should be calculated by "nice" command. In
worker_priority O0;

error_log /usr/local/openresty/nginx/logs/error.log info;

#user root root;

# current Timit on the maximum number of open files by worker processes, keeping 10 times of worker_con
worker_r1limit_nofile 102400;

events {

multi_accept on;

# Sets the maximum number of simultaneous connections that can be opened by a worker process.

# This should not be more the current 1limit on the maximum number of open files i.e. hard 1imit of
# The appropriate setting depends on the size of the server and the nature of the traffic, and can
worker_connections 10240;

#debug_connection 10.78.95.21

http {
include mime.types;
default_type text/plain;

## Must-change Change with DNS resolver 1ip in deployment
resolver 192.168.1.3;

## Must-change change lua package path to load lua Tibraries
lua_package_path "/usr/local/openresty/lualib/resty/?.lua;/usr/local/openresty/nginx/Tua/?.lua;;"

## Must-change change proxy_temp folder as per cache directory configurations



proxy_temp_path /usr/local/openresty/nginx/cache/proxy_temp 1 2 ;
## Must-change change client_temp folder as per cache directory configurations
client_body_temp_path /usr/Tocal/openresty/nginx/cache/client_temp 1 2 ;

Jua_shared_dict userlist 50m;
lua_shared_dict credentialsstore 100m;
Tua_shared_dict userscount 100k;
Tua_shared_dict clientstorage 100m;
Tua_shared_dict blockingresources 100m;
Tua_shared_dict tokencache_saproxy 10M;
Tua_shared_dict tokencache_saproxyl25 10M;
lua_shared_dict ipstore 10m;

Tua_shared_dict desktopurllist 10m;
Tua_shared_dict desktopurlcount 100k;
Tua_shared_dict thirdpartygadgeturllist 10m;
Tua_shared_dict thirdpartygadgeturlcount 100k;
lua_shared_dict corsheadersstore 100k;

init_worker_by_Tlua_block {
Tocal UsersListManager = require('users_Tlist_manager')
Tocal UnauthenticatedDesktopResourcesManager = require("unauthenticated_desktopresources_manage
Tocal UnauthenticatedResourcesManager = require("unauthenticated_thirdpartyresources_manager')
-- Must-change Replace saproxy.cisco.com with reverseproxy fqdn
if ngx.worker.id() == 0 then

UsersListManager.getUserList("saproxy.cisco.com", "https://saproxy.cisco.com:8445/finesse/a
UnauthenticatedDesktopResourcesManager.getDesktopResources("saproxy.cisco.com", "https://sa

UnauthenticatedResourcesManager.getThirdPartyGadgetResources("saproxy.cisco.com", "https://
end

}

include conf.d/*.conf;
sendfile on;
tcp_nopush on;

server_names_hash_bucket_size 512;

& = [a 1% 38 i O
ZRINBER T , NginxBit E7E3% 08445 L TFinessei®R, —XREEMNRBRERZ A —NMrONUXEF
FinesseifX , #lin8445, MRFE X 5w 1443 , FRE<nginx-install-
directory>conf/conf.d/finesse.confXX# , LAE 1443 £ /B AT IhaEE , H1E8445 L2 AV IhAL,
B = [a 428 F0 A 4 2 B R XX B TLS & 47 3 iE
A[ECCBU L4 #CUIC/Finesse/ldS/Livedata £ @S F#ICVOS CLIEI(ED

utils system reverse-proxy client-auth enable/disable/status.

RABRT , SREAN , EEALFBEESN LFRSSR L RIMMTCLIRABEATE. BRI


https://saproxy.cisco.com:8445/finesse/api/Users
https://saproxy.cisco.com:8445/desktop/api/urls?type=desktop
https://saproxy.cisco.com:8445/desktop/api/urls?type=3rdParty

IR, EFEENLESTHERWebRERSFHIREEZEEROREEN (FENCLIN -5
W) MEZENTLSEF PN E P IRIEB I R# 1T 5 4 Kikutils system reverse-proxy allowed-
hosts add <proxy-host>,

LA R REEE 304 (Blssl.confflssI2.conf) R A T HHRE A A HYELE R

#Must-change /usr/local/openresty/nginx/ssl/nginx.crt change this location accordingly proxy_ssl_certificate
/usr/local/openresty/nginx/ssl/nginx.crt; #Must-change /usr/local/openresty/nginx/ssl/nginx.key change this location accordingly
proxy_sd_certificate_key /usr/local/openresty/nginx/ssl/nginx.key;

AT HMREMNSSLIES (KRB L ) TUEAALRERBNSSLIES ( A THARSS[RMW
SSLiE#2E5 ) HHE. MRFBEZRIEP BAEproxy_ssl_certificate , 1B S4BT HE E4£ ) EiFE 4
(Finesse/ldS/CUIC/Livedata) tomcat trust store , FRER ThXS H# 1T & B RIL,

EHBRESH|IIPRIIBSIREARERTEN , RIANBRATEEH, MREFEERBREMLEEEN
ZEIENTLTLSHE Z MR , NFEZEMssl.confflssl2.confXX P EGEERUTEE.

#Enforce upstream server certificate validation at proxy -> #thisis not mandated as per CIS buit definitely adds to security. #It requires the
administrator to upload all upstream server certificates to the proxy certificate store #Must-Change Uncomment below lines IF need to enforce
upstream server certificate validation at proxy #proxy_ssl_verify on; #proxy_sd_trusted certificate /usr/local/openresty/nginx/ssl/finesse25.crt;
proxy_sdl_trusted_certificate: Thisfile should contain the all upstream certificate enteries concatenated together

BENGTLSEHRIFNES

- HCCBUAH LERILIIGEE , BFETLSEFHE @LANEFIREREFHIES. WRES
miTEN ERR T EAFEF R/ DMALES , JRRAERERAKELAFER— I BEEO
, BERNEFFRSORIEEFRELVIES. RERLAFERBMESSIZEUERE HBERAT
EE , BEHTLANEFRFBGHRTEARLESSORIE , B4R RET, FSHCDET
CSCwa26057



https://tools.cisco.com/bugsearch/bug/CSCwa26057
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« MRFREEVFMETTEBWeb KBRS EATH R VFHIER , W LiFAHFNWebRERS T
EBB. WARBEEDNSER AT LA @RS R FIRE R EREE,
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/clear Cache.sh
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XLEENMNREInternetZ 2 B0, BXEFMEENESHARE , FSRE—E®.

—

TR B WUE A & FT YRR FEOpenResty M OpenSSLAR A,

2. BUCRINginXZEE R MM BEARESP,
3. Nginx# RIDAFABRA A ( FEATAIERERS ) , HELTEH644 (rw---— JHE

B RR
4. Nginx AR IEXS R A ENBER. BRENMRSHRBIEERNE L Hserver_namelg S,
E#ITRIE , EfEnginx.confflnginx/conf.dB X T EFIBERSF N , RIUIFTERSHBRER
‘@ Eserver_name,
5. Nginx RBEMIT R ANIw O, 3 Fnginx.confRlnginx/conf.d B F A HIFIE RS E5 - H K Blisten
tolg T , MERIE R BL I TXAYum O 7 ST FF #1700
. B FCisco Finesse A X FHTTP , Ht B ERPRIERERSFEHTTPI® O,
. Nginx SSLIMUATRTLS 1.2, AU BRYT & LSS ¥, E LB HTESSLEE,
CEBUCENginx SR IR M7 R B & RIZEIZE RS H ERSES.
BN REREWeb R AEF K& mod_securityl3R, BXFMES |, BSH
ModSecurityF fift, EFE , NginxA & R Emod_security &R R0 F

e I R 5 ST 4

FinesseRHIN R R EHRBEEZMH XA REENBATREN B IHOLEHNIIER , UkellE
Finesse, |dFICUICHRS 851 FH Y SERRARSS 28 B M flis O AV BREY . 1E N EPARSS 85 L BLiE AV b AR 5 32
HEAF B InternetEIENEFIREE M Flinternet EEFAMFIEE VAR O XEERE.

BREY A A EB B E A RSB W IH M AIWeb RSS2 £, A EF BB EHURILEIZE ER T,
BUERARNSE RN T AWebRS 2RECERS X, MRIKBFSHFAATR , LR REAE
, FERREBAMNMERBIER , ARFEFEEREANTELRORK  XEFF iR

XDMZ# T REZRRH G R T -8B FHEANBUASKIL BB,

BREMBAMRS SR LEERF XAURINBET SRR M6 ZRE X HRENEAES | F
ZRYREERE,

© 00 N O

15 A S [ ACEE AR 9 BR 5 324 AR S5 38

= EAE B AERERA XFENN , T FEERITXES R,

1. 7EFinesse/CUICHIdSEANFE AR FIEHISEPERER MRE XIS , LUE AT UAET HIPHL,
2. FEcmplatformfytomcat-trust FBI AT = £ EEERBNGInXE RIS , REEF B RS

3. FE<NGINX_HOME>/html/proxymap.txt# & #H Must-changef&.

4. {8 Fnginx -sreload @y 5 EHFT MNENGInxEL & -

5. FAcuri T RIEREXHREANSE —EMZENIAF,
CentOS 851t

MRIEFAVRIERS R CentOS 8, NMBEWEAX EsysctiBl ERTRAXB(L/BE , LATEAE
ARSHREERENRE.


https://www.cisecurity.org/benchmark/nginx/
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## Configurations for kernel hardening - Cent0S8. The file path is /etc/sysctl.conf
## Note that the commented configurations denote that CentOS 8's default value matches
## the recommended/tested value, and are not security related configurations.

# Avoid a smurf attack
net.ipv4.icmp_echo_ignore_broadcasts = 1

# Turn on protection for bad icmp error messages
net.ipv4.icmp_ignore_bogus_error_responses = 1

# Turn on syncookies for SYN flood attack protection
net.ipv4.tcp_syncookies = 1

# Turn on and Tog spoofed, source routed, and redirect packets
net.ipv4.conf.all.log_martians = 1
net.ipv4.conf.default.log_martians = 1

# Turn off routing
net.ipv4.ip_forward = 0

net.ipv4.conf.all.forwarding = 0
net.ipv6.conf.all.forwarding = 0
net.ipv4.conf.all.mc_forwarding = 0
net.ipv6.conf.all.mc_forwarding = 0

# Block routed packets
net.ipv4.conf.all.accept_source_route = 0

net.ipv4.conf.default.accept_source_route = 0
net.ipv6.conf.all.accept_source_route = 0
net.ipv6.conf.default.accept_source_route = 0

# Block ICMP redirects
net.ipv4.conf.all.accept_redirects = 0

net.ipv4.conf.default.accept_redirects = 0
net.ipv6.conf.all.accept_redirects = 0
net.ipv6.conf.default.accept_redirects = 0
net.ipv4.conf.all.secure_redirects = 0
net.ipv4.conf.default.secure_redirects = 0

net.ipv4.conf.all.send_redirects = 0
net.ipv4.conf.default.send_redirects = 0

# Filter routing packets with inward-outward path mismatch(reverse path filtering)
net.ipv4.conf.all.rp_filter = 1
net.ipv4.conf.default.rp_filter = 1

# Router solicitations & advertisements related.
net.ipv6.conf.default.router_solicitations = 0
net.ipv6.conf.default.accept_ra_rtr_pref = 0
net.ipv6.conf.default.accept_ra_pinfo = 0
net.ipv6.conf.default.accept_ra_defrtr = 0
net.ipv6.conf.default.autoconf = 0
net.ipv6.conf.default.dad_transmits
net.ipv6.conf.default.max_addresses
net.ipv6.conf.all.accept_ra = 0
net.ipv6.conf.default.accept_ra = 0

0
1

# Backlog - increased from default 1000 to 5000.
net.core.netdev_max_backlog = 5000

# Setting syn/syn-ack retries to zero, so that they don't stay in the queue.
net.ipv4.tcp_syn_retries = 0
net.ipv4.tcp_synack_retries = 0



# Max tcp Tisten backlog. Setting it to 511 to match nginx config
net.core.somaxconn = 511

# Reduce the duration of connections held in TIME_WAIT(seconds)
net.ipv4.tcp_fin_timeout = 6

Maximum resources allotted

fs.file-max = 2019273

kernel.pid_max = 4194304
net.ipv4.ip_local_port_range = 32768 60999

H* H H W

TCP window size tuning
net.ipv4.tcp_window_scaling = 1
net.core.rmem_default = 212992
net.core.rmem_max = 212992
net.ipv4.tcp_rmem = 4096 87380 6291456
net.ipv4.udp_rmem_min = 4096
net.core.wmem_default = 212992
net.core.wmem_max = 212992
net.ipv4.tcp_wmem = 4096 16384 4194304
net.ipv4.udp_wmem_min = 4096

vm. Towmem_reserve_ratio = 256 256 32 0 O
net.ipv4.tcp_mem = 236373 315167 472746

FHOoH OH W K H K W OH KR KR H

# Randomize virtual address space
kernel.randomize_va_space = 2

# Congestion control
# net.core.default_qdisc = fg_codel

# net.ipv4.tcp_congestion_control = cubic

# Disable SysReq
kernel.sysrq = 0

# Controls the maximum size of a message, in bytes
kernel.msgmnb = 65536

# Controls the default maximum size of a message queue
kernel.msgmax = 65536

# Controls the eagerness of the kernel to swap.
vm.swappiness = 1

HITBWHNERE , BEH B,
IPtabless&{t

IPtablesR —f N ARRF , AT REEE ABELinux & AIERMHAMNIPVARIPveR, MMM,
X £ |PtablesH NI EL B 9 @ FELinux R Bs K 35 P BRI T5 B R AR RN A % X2 R W,
BB P R E RS 7R 68 AR LU X WA £ AR 55 AT IR R BR

N % nREEREATENRORGS AT BAEAERRONS 4RSS , T AR HEIX
L5280 #8 B 3t 78 TE 1X 2 v O B9 K/



## Configuration for iptables service

## The file path 1is /etc/sysconfig/iptables
## Make a note for must-change values to be replaced.
## Restart of the iptable service is required after applying following rules

*filter

:INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]

# Ensure Toopback traffic is configured
-A INPUT -i 1o -j ACCEPT
-A OUTPUT -o lo -j ACCEPT

-A INPUT -s 127.0.0.0/8 -j DROP

# Ensure ping openeded only for the particular source and blocked for rest
# Must-Change: Replace the x.x.x.x with valid ip address
-A INPUT -p ICMP --icmp-type 8 -s x.x.x.x -j ACCEPT

# Ensure outbound and established connections are configured
-A INPUT -p tcp -m state --state RELATED,ESTABLISHED -j ACCEPT
-A OUTPUT -p tcp -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT

# Block ssh for external interface
# Must-Change: Replace the ens224 with valid ethernet interface
-A INPUT -p tcp -i ens224 --dport 22 -j DROP
# Open inbound ssh(tcp port 22) connections

-m state --state NEW -m tcp --dport 22 -j ACCEPT

-A INPUT -p

tcp

# Configuration

-A INPUT -p
-A INPUT -p

-A INPUT -p
-A INPUT -p

tcp
tcp

tcp
tcp

# Configuration

-A INPUT -p
-A INPUT -p
-A INPUT -p
-A INPUT -p
-A INPUT -p

tcp
tcp
tcp
tcp
tcp

# Configuration

-A INPUT -p
-A INPUT -p
-A INPUT -p
-A INPUT -p
-A INPUT -p

tcp
tcp
tcp
tcp
tcp

for finesse 8445 port
-m tcp --dport 8445 --tcp-flags SYN SYN -m connlimit --connlimit-above 10 --connlimit-m
-m tcp --dport 8445 --tcp-flags SYN SYN -m connlimit --connlimit-above 10 --connlimit-m
-A INPUT -p tcp -m tcp --dport 8445 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 6/sec --hashTimi
-m tcp --dport 8445 --tcp-flags SYN SYN -m Timit --Timit 1/min --Timit-burst 1 -j LOG -
-m tcp --dport 8445 --tcp-flags SYN SYN -j DROP

for IdS 8553 port

tcp --dport
tcp --dport
tcp --dport
tcp --dport
tcp --dport

8553 --tcp-flags
8553 --tcp-flags
8553 --tcp-flags
8553 --tcp-flags
8553 --tcp-flags

for IdP 443 port

tcp --dport
tcp --dport
tcp --dport
tcp --dport
tcp --dport

443 --tcp-flags
443 --tcp-flags
443 --tcp-flags
443 --tcp-flags
443 --tcp-flags

SYN SYN
SYN SYN
SYN SYN
SYN SYN
SYN SYN

SYN SYN
SYN SYN
SYN SYN
SYN SYN
SYN SYN

connlimit --connlimit-above 6 --connlimit-ma
connlimit --connlimit-above 6 --connlimit-ma
hashTimit --hashlimit-upto 2/sec --hashlimit
Timit --Timit 1/min --1imit-burst 1 -j LOG -
DROP

connlimit --connlimit-above 8 --connlimit-mas
connTlimit --connlimit-above 8 --connlimit-mas
hashlimit --hashlimit-upto 4/sec --hashlimit-
Timit --1imit 1/min --Timit-burst 1 -j LOG --
DROP

# Must-Change: A2A file transfer has not been considered for below IMNP configuration.
# For A2A for support, these configuration must be recalculated to cater different file transfer scenar

# Configuration

-A INPUT -p
-A INPUT -p
-A INPUT -p
-A INPUT -p
-A INPUT -p

tcp
tcp
tcp
tcp
tcp

for IMNP 5280 port

tcp --dport

tcp --dport
tcp --dport
tcp --dport
tcp --dport

5280 --tcp-flags
5280 --tcp-flags
5280 --tcp-flags
5280 --tcp-flags
5280 --tcp-flags

SYN SYN
SYN SYN
SYN SYN
SYN SYN
SYN SYN

connlimit --connlimit-above 30 --connlimit-m
connlimit --connlimit-above 30 --connlimit-m
hashTimit --hashlimit-upto 20/sec --hashlimi
Timit --Timit 1/min --1imit-burst 1 -j LOG -
DROP



# Configuration
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp

# Configuration
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp

# Configuration
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp

# Configuration
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp

# Configuration
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp

# Configuration
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp
-A INPUT -p tcp

# Block all
-A INPUT -j

for IMNP 15280

-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport

for IMNP 25280

-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport

port

15280 --tcp-flags
15280 --tcp-flags
15280 --tcp-flags
15280 --tcp-flags
15280 --tcp-flags

port

25280 --tcp-flags
25280 --tcp-flags
25280 --tcp-flags
25280 --tcp-flags
25280 --tcp-flags

for CUIC 8444 port

-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport

for CUIC 8447 port

-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport

for LiveData 12005

-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport

8444 --tcp-flags
8444 --tcp-flags
8444 --tcp-flags
8444 --tcp-flags
8444 --tcp-flags
8447 --tcp-flags
8447 --tcp-flags
8447 --tcp-flags
8447 --tcp-flags
8447 --tcp-flags
port
12005 --tcp-flags
12005 --tcp-flags
12005 --tcp-flags
12005 --tcp-flags
12005 --tcp-flags

for LiveData 12008 port

-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport
-m tcp --dport

other ports
REJECT --reject-with icmp-host-prohibited

12008 --tcp-flags
12008 --tcp-flags
12008 --tcp-flags
12008 --tcp-flags
12008 --tcp-flags

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

SYN
SYN
SYN
SYN
SYN

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

connlimit --connlimit-above 30 --connTimit-
connlimit --connlimit-above 30 --connTimit-
hashTimit --hashlimit-upto 20/sec --hashlim
Timit --Timit 1/min --1imit-burst 1 -j LOG
DROP

connlimit --connlimit-above 30 --connTimit-
connlimit --connlimit-above 30 --connTimit-
hashTimit --hashlimit-upto 20/sec --hashlim
Timit --Timit 1/min --1imit-burst 1 -j LOG
DROP

connlimit --connlimit-above 6 --connlimit-ma
connlimit --connlimit-above 6 --connlimit-ma
hashlimit --hashlimit-upto 2/sec --hashTlimit
Timit --Timit 1/min --1imit-burst 1 -j LOG -
DROP

connlimit --connlimit-above 6 --connlimit-ma
connlimit --connlimit-above 6 --connlimit-ma
hashlimit --hashlimit-upto 2/sec --hashTlimit
Timit --Timit 1/min --1imit-burst 1 -j LOG -
DROP

connlimit --connTimit-above 10 --connlimit-
connlimit --connTimit-above 10 --connlimit-
hashTimit --hashlimit-upto 6/sec --hashTimi
Timit --Timit 1/min --1imit-burst 1 -j LOG

DROP

connlimit --connTimit-above 10 --connlimit-
connlimit --connTimit-above 10 --connlimit-
hashTimit --hashlimit-upto 6/sec --hashTimi
Timit --Timit 1/min --1imit-burst 1 -j LOG

DROP

A] LA F 3 4w 38 /etc/sysconfig/iptablesE 18 N A X LA |, o A] SURFEL & R 17 2 34 (il 40
iptables.conf) f H#{Tcat iptables.conf >>/etc/sysconfig/iptables LA B F iX LE51 i ,

NAHNE , EEEHB3IIPtablesfRSS . %l Asystemctl restart iptablesEA B /3 3 IPtables RS o

BR 5 25 7 U e 4%



BR T LABTAY IPtablesBl B2 b , BN R FEAEEANRENFF imHthibeEE /i , UEEAL
AR RBHRMAM, ESREFRAELZESMEXEFNERER , XALHRE A @R

, REEFMEBERETENEZLAEANBRMNER/EXNIPHISTE. Rit , IRBER
RIS | 38RV UCR P iESEE R BN E R/t XA TISPHIPEE.

BE IR & P um

HWERERABIPH AP ISTER |, MEMMAR LS ES IR ERER, EXMBERLT , @
BURHE R (Wiptable L W FA LE 5 B X £ 1P i1t B F K o

FE IE B 1P b 1iE

ERLESANTENIPHI , BFESNMPHULHIPTablesHl & X HH A N—1T.
flgn , EPALEHHE192.0.2.381192.0.2.4 , BRI A :

<#root>

iptables -A INPUT -s
192.0.2.3

-j DROP 1iptables -A INPUT -s
192.0.2.4

- j DROP.

BEL LE IPth 31t ST ]

FHIE—NSEE AN ZSANPHi | HERIPEESE/TRMEIPTablesEl B X H .,
fBl4n | EpE1E#bHEM192.0.2.351192.0.2.35 , iFH A :

iptables -A INPUT -m iprange --src-range 192.0.2.3-192.0.2.35 -j DROP.

FE 1E 7 P A Y P A | P 3t 3k

BEEAATIPHISEENTRBERHARTE , EIPTablesBlEX M RMN—1T , SAHILEREANTF
MR FTEIPH . Fla , EREIEFFACR ML |, BRI A -

iptables -A INPUT -s 192.0.0.0/16 -j DROP.



SELinux

SELinux— MNERELNUXBREREFNFEALZEER, ZEHANMSELNuxEKBELAER R EIRE
121T0penResty T 12,

1. 5 Fopenresty -sstop R B = LEFH T2,
2. i fsysemctin S BLE H /3 30 /stop nginxfR$ 8 , SAMETE /S 30 #A i8] B 31 /3 31 OpenRestyift
B, BrootAF S AXERS,
a. Z/usr/lib/systemd/system,
b. TFF & Hopenresty.service i X
c. BIEPIDFilel EEFHXHHANE,
[Unit]
Description=The OpenResty Application Platform

After=syslog.target network-online.target remote-fs.target nss-Tookup.target
Wants=network-online.target

[Service]

Type=forking
PIDFile=/usr/local/openresty/nginx/logs/nginx.pid
ExecStartPre=/usr/local/openresty/nginx/sbin/nginx -t
ExecStart=/usr/local/openresty/nginx/sbhin/nginx
ExecReload=/bin/ki1l -s HUP $MAINPID
ExecStop=/bin/ki1l -s QUIT $MAINPID

PrivateTmp=true

[Install]
WantedBy=multi-user.target

d. LhrootFl FF B B 3 A sudo systemct! enable openrestyo
e. i F systemctl start openresty / systemctl stop openresty B 43 /& 31/4% LEOpenResty iR S5 , H ¥R

HiELroot AR BB L,

1. £ % Selinux
o BRIAMBRT , CentOsAR RE&ZHE —LLSELinux&.

- FEZFpolicycoreutils-devel' 8 K& E KK = 884 B SELINUXE i

o BABT @B B Z Epolicycoreutils-devel

yum install policycoreutils-devel

s BREZERGBZE |, s T HEBIZTT,
usage: sepolicy [-h] [-P POLICY]

{booTleans,communicate,generate,gui,interface,manpage,network,transition}

SELinux Policy Inspection Tool



2. BIZEFTHLinux A 7 HBRS FISElinux A -
a. 3l A semanage login -1 BAE & Linux il F 5SELinux B F° Z A1 KYBR 51,

[root@loadproxy-cisco-com ~]# semanage login -1

Login Name SELinux User MLS/MCS Range Service
__default__ unconfined_u s0-s0:c0.c1023
root unconfined_u s0-s0:c0.c1023

. BlrootAF &1 , 82 EFZISELinux user_uf F B FLinux A F (nginx A 7).

useradd -Z user_u nginxuser

[root@loadproxy-cisco-com ~]# passwd nginxuser
Changing password for user nginxuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

. BEEnginxuserMuser_uZ B HVERET | Ei AL T s 4ERroot :

[root@loadproxy-cisco-com ~]# semanage login -1

Login Name SELinux User MLS/MCS Range Service
__default__ unconfined_u s0-s0:c0.c1023 *
nginxuser user_u sO *
root unconfined_u s0-s0:c0.c1023 *

. SELinux __default__loginBAIABR & BISELinux unconcted_ufF. EEFERAUTHTE
FIAER TRHluser_u :

semanage login -m -s user_u -r s0 __default__

Eﬁﬁﬁ%%gEﬁ@/f , i%zfﬁlsemanagelogin-lo CRAERNLTHE :



Login Name SELinux User MLS/MCS Range Service

_default__ user_u s0 %
ginxuser user_u s@ %
unconfined_u s@-s0:c0.c1023 %

e. f&&nginx.confH & tinginxuserfy AT & X
i. Z£<Openresty-install-directory> B 5 H % A chown -R nginxuser :nginxuser *o

ii. {&®¥nginx.confXX# , LLf¥nginxuser@& Riz1T TEHBENAF.

#HENginx#ISELinuxK B

1. ﬁﬁ]*%%ﬁﬁﬁsepolicy generate--init/usr/bin/nginx'lﬁf’%ﬂil Nginxiﬁi%ﬁﬂ’ﬂ%ﬁ%éi}‘{%ﬁ% , ﬁ'ﬁ%{@jl"ﬁ]
FNIRERBEIT A,

2. NFTR A URL T EMInginx.feXX 4 ( X £ T332 ) Fnginx.te ( REEHEXH ) XH S
T8% , AFERBRENER.

3. KIEMEMMA T LUAESE , AN E NS EFARMIBHIT TIEE,

4. M\ B4 T 2 T 8 X selinux-nginx-rhel-master-modified.tar,


https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3

v [ selinux-nginx-rhel-master-modified
AUTHORS
COPYING
v B8 nginx
Makefile
nginx.fc

nginx.if

nginx.pp
nginx.te
¥ README.md

5. BRESE tarXX 4 H S MBI H P Bnginx B .

6. 3T FF fc XX HBUENginX R RIEF. EFMpid XA FTFERI X HERE,
7. B maketn B RIFHELE

8. REF 4 Binginx.ppX .

9. i F semodule®i T M &L R BE o

semodule -i nginx.pp

10. #2/rootH 812 — N & Ftouch /.autorelabel iy 28 3L 4,
1. EFRBIERS,
12. AL H S LURIE RS B R Ih g Kk,

semodule --Tist-modules=full



[rootPloadproxy-cisco-com ~]# semodule --list-modules=full
nginx pp
container pp
flatpak pp
abrt o]}
accountsd pp

acct pp
afs pp
aiccu pp
aide pp
ajaxterm pp
alsa pp

13. NginxZ T AR HBUE B M. (BHF LA/ var/log/messagesF/var/log/audit/audit.logf 3\ 12
),
14. 5 A L5 6 U ENginx B RS,

ps -aefZ | grep nginx

[root@loadproxy-cisco-com ~]# ps —aefZ |grep nginx
system_u:system_r: _t:se@ root 1686 1 @ 16:14 7 e0:908:00 : master process fusr/bin/
system_u: system_r t:i:se us+ 1687 1686 @ 16:14 ? f0:80:00 : worker process
system_u:system_r t:s@ us+ 1688 1686 @ 16:14 7 P0:90:00 : worker process
[TH system_r t:s0 us+ 1689 1686 @ 16:14 ? 00:00:00 : worker process
u:system_r t:s@ us+ 1690 1686 @ 16:14 ? 00:00:00 : worker process
u: system_r us+ 1691 1686 @ 16:14 ? 00:00:00 : worker process
u:system_r
system_u:system_r
system_u: system_r
system_u:system_r

us+ 1692 1686 @ 16:14 7 00:00:00 : worker process

us+ 1693 1686 @ 16:14 ? 00:00:00 : worker process

t:s@ us+ 1694 1686 @ 16:14 ? ee:ee:ee : worker process

us+ 1695 1686 © 16:14 ? 00:00:00 : cache manager process
unconfined_u: unconflned_r:uncnnfined_t:sﬂ-sﬂ:cﬂ.clBEE root 2543 2252 8 16:17 pts/0 00:P0:80 grep —-color=auto

ot ot
wow oW
oo ®
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15. BUAE , BIiZ A LAY @ FinessefX E/Supervisor R H,

56 UF

ERAAER D THEIARE

/

umb
(3Yay
i)

13

Jik
5]
i

Finesse

1. M\DMZi&E Khttps://<reverseproxy : port>/finesse/api/Systeminfo. # R BEH R B 57,
2. & <primaryNode>#H<secondaryNode>H f<host>ER B H 2 E RN RAKEEHE. E
R RFinesseE B,

CUICHISErY #14E

1. MBERFEEFinessexWBMT—RREREENSA , MIEEFinesse 12.6 UCCEMAEIE
E“¥IFinesse R E B T VPN B9 “1E 78 W & L BR300 Pl |, IR ER R SY B B A o i
B ENEBRINEIFinesse RSB BT,

2. MR LiveData’M T EfEFinesse R E P EFME , NCUICHILiveDatafS EEHL & [E ¥4,

3. I TWIECUICHILiveDataft & , EMDMZEX LURLA HHTTPER , AEFHIXLURLE



https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/guide/ucce_b_features-guide-1261.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/guide/ucce_b_features-guide-1261.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/guide/ucce_b_features-guide-1261.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/guide/ucce_b_features-guide-1261.html

AT LA A,
* https://<reverseproxy : cuic_port>/cuic/rest/about
 https://<reverseproxy : l[dweb_port>/livedata/security
* https://<reverseproxy : ldsocketio_port>/security

IDS

ERIFIISEE , BIMITUATHR

1. MLANZE FF|IdSAdmin#E O , Mt J7vhttps://<ids_LAN_host : ids_port> : 8553/idsadmin , &
NEBEORBLROAELTT,

2. £ #ESettings > 1dS Trust,

. RIEREHELAMRFHRTARBIETHSPRHE L , RERET—F,

4. BIIRAERERDPRE (MEELZDPRHE R LEHTTEHE ) , RAEET T —F,

5. NMIHSSO"(Test SSO) T EBEFIEREHET REMNIRASSO , HRIEREB LRI, X
EREFRERANET LIEE.

PERE

FEANmon TE# T &R S E MM AR IRV EIE 2 #7 AT MFinessehk24<12.6(1) ESO3F# T I
(load_result.zip)iR 5. ZHIIERTFEASSOFEFRFCUIC LDIRER 1412000 UCCEHE LA TRE
MEERENVREBHRS , ZBINGREE 720002 A/ , hs/het, SR THSERCEYSF
FEANGInXHITLRENITTE, MEBNMNEZER,

HUEHEER

SSO

1. RAEEQFBIRERHT
1. REFNNBRERBEMEE ( Mproxymap.txt, server filter X445 ) FHIEFRVvMEN
ZIEBERE.
2. MRECCERFHARMNVIJETERNVETHENS , BNEMCCE WebE IR 5 A
SSORt , HEMNEELHEEEIHH,
2. Fe#{TSSOEF
1. BREFNREEHNEILIIS-IDPEE

SELinux

1. MRBIAE R T RBIINginXxS & T3 FRIFinesse EfE R M , BEA LG SFSELNnUiIRE R
permissivef@ 3 :

setenforce 0

2. i F systemctl restart nginx @ S E #1/3 3INginx.
3. B H R A LATE /var/log/messages Hl/var/log/audit/audit.log F #


https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3

N

10.
11.

BEERAATANEHRER X4, SEERUTEAS SRR LN FH -

cat /var/log/audit/audit.log | audit2allow -m nginxl > nginxl.te. # this will create nginxl.te fil
or
ausearch -c 'nginx' --raw | audit2allow -M my-nginx # this will create my-nginx.te file

. FAF7 4 X B9 allow# I & i selinux-nginx-rhel-master-modified/nginx B & A # R #Bnginx.te XX

o

. Eﬁﬁ makeﬁi'%iﬁﬁ'?ﬁl\%o
R E A Bnginx.ppX# o
. B3I setmoduledn £ MNE KB

semodule -i nginx.pp

AEAU TS ESELinux e slE :

setenforce

EMBIRE.
ESNhEE , EFBEMENEN,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



