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X Clear QINEETETE + Autoscroll REESIEIEESITGEN BRI FEN 8 Export & Import
= https ffeuicpub. uce b.lac curity? 1738431 200084

HTTP

Iﬁ’llﬂhs WLth:EHLuinJh.utLeldh.ld:flivﬁdaLe!dpifInaphw&L%uuuusL!dﬁenLCcrf;g!J>E"Zﬁ"agewtl&lﬂhuﬁazl HTTP/1.1
SCLERL .

dccess-Control-Request-Method: GET
o P & 1__i3 oy - ram I e

on, content - type ,domain, ldauthheader,locale, peripheralid

rigin: https://finessep.uccelab.tac:8445
ser-Agent. MoZllla/>. & (Windows o Mingd; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.@.8.8
safari/537.36

sec=-Fetch-Maode: cors

cec-Fetch-5ite: same-site

Sec-Fetch-Dest: empty

leferer: https://finessep.uccelab.tac:8445/

Sdccept-Encoding: gzip, deflate, br, zstd

fdccept-Language: en-US,en;q=0.9

SEMVEr: NELNX

date: Sat, @1 Feb 2825 17:33:34 GMT

content-type: application/octet-stream
-

ccess-contrel-allow-origin:

ACCeSS-Con Mdx-dge: bgd

access-control-allow-credentials: true

access-control-allow-methods: GET,POST,O0PTIONS,PUT,DELETE

access-control-allow-headers: Content-Type,X-Requested-With,accept,Origin,Authorization,Access-Control-Request-

Method,Access-Control-Request -Headers ,Domain, locale, peripheralid, ldauthheader

access-control-expose-headers: Access-Control-Allow-0Origin,Access-Control-Allow-Credentials,Access-Control-Allow-

Yethods ,Access-Control-Allow-Headers, Access-Control-Max-Age
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<#root>
OPTI ONS https://cuicpub.uccel ab.tac/cuic/ HTTP/ 1.1

sec-ch-ua-platform: "Windows"

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, Tike Gecko) Chrome..
sec-ch-ua: "Google Chrome";v="131", "Chromium";v="131", "Not_A Brand";v="24"

sec-ch-ua-mobile: 70

Accept: */*

Oigin: https://finessep.uccel ab.tac: 8445

Sec-Fetch-Site: same-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://finessep.uccelab.tac:8445/
Accept-Encoding: gzip, deflate, br, zstd
Accept-Language: en-US,en;q=0.9

<tfroot>
HTTP/ 1.1 200

server: nginx

date: Sat, 08 Feb 2025 01:27:47 GMT

content-length: 0

strict-transport-security: max-age=31536000; includeSubDomains

set-cookie: JSESSIONID=bE73993C4A7C1Fc1b33A7AaF897B8428; Path=/cuic; Secure; HttpOnly; SameSite=Strict
pragma: No-cache

cache-control: no-cache

expires: Thu, 01 Jan 1970 00:00:00 GMT

x-frame-options: SAMEORIGIN

X-Xss-protection: 1; mode=block

Xx-content-type-options: nosniff

content-security-policy: default-src 'self' ; script-src 'self' data: 'unsafe-inline' 'unsafe-eval' ; s
vary: origin,access-control-request-method,Access-Control-Request-Headers

access-control -alloworigin: https://finessep.uccel ab.tac: 8445

access-control-allow-credentials: true

access-control-expose-headers: access-control-allow-origin,access-control-allow-credentials,access-cont
access-control-max-age: 600

access-control-allow-methods: DELETE,POST,GET,OPTIONS,PUT

access-control-allow-headers: referer,peripheralid,origin,access-control-request-method,locale,accept,a
allow: GET,POST,OPTIONS,PUT,DELETE

EFER , ZIEERTHIERE, SL—NTRBIFRE , FinessefRSF 25 RELE N CUICHRS 2R
AP, R , eNECUICK ARG LEE. it , CORSTKIERAM , CUICHRS A
HTTP 403(Forbidden) %8 i% i 4 e 52,



“ & © Notsecure  hitpsy//finessep.uccelab.tac:B445/desktop/container/?locale=en_US#/GadgetTest

SInlir : . @ Ready .
cISco Cisco Finesse @ 01:03:50

Contact Center CORS Quick Check

Insert FQDN/TP address of the targeted resource: |cuicsub.uccelab tac

Choose which Cisco product you are testing: | Cisco CUIC hl

Statistics

O]

Test CORS Connection

CORS Preflight Test failed X

<#root>
OPTI ONS https://cuicsub.uccelab.tac/cuic/ HTTP/ 1.1

Accept: */*
Access-Control-Request-Method: OPTIONS

Oigin: https://finessep.uccel ab.tac: 8445

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, Tike Gecko) Chrome..
Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-site

Sec-Fetch-Dest: empty

Referer: https://finessep.uccelab.tac:8445/

Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: en-US,en;q=0.9

<tfroot>
HTTP/ 1.1 403

server: nginx

date: Sat, 08 Feb 2025 01:54:52 GMT

content-type: text/html;charset=utf-8

content-length: 2143

strict-transport-security: max-age=31536000; includeSubDomains
set-cookie: JSESSIONID=1C7606841B83d7847486c3d18D31cEfD; Path=/cuic; Secure; HttpOnly; SameSite=Strict
pragma: No-cache

cache-control: no-cache

expires: Thu, 01 Jan 1970 00:00:00 GMT

x-frame-options: SAMEORIGIN

X-Xss-protection: 1; mode=block

X-content-type-options: nosniff
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<#root>
admn:utils cuic cors allowed origin |ist

cors_allowedorigins

1. https://finessep.uccelab.tac
2. https://finesses.uccelab.tac
3. https://finesses.uccelab.tac:8445
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