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CIsco MONITOR WLANs CONTROLLER \WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'voice'
¥ ‘:"'L::" General | Security | QoS | Policy-Mapping | Advanced
L N5
¥ Advanced Profile Mame voice
Type WLAN
2l xgice
Status W Enabled
Security Policias [WPAZ][Auth(BED2.1X + CCKM)]

{Modifications done wnder security tab will appear after applying the changes.)

Radio Palicy | B02.1taonly %
Interface/Interface f -

Group() Litte-3 voce
Multicast Vian Feature | Enabled
Broadcast 5510 # Enabled

MNAS-10 WLCSS08-1

R T RABREFFAEE(CCKM) |, BHEIPHIFERINFZTEMAHMRA.1(1)RE SRR B AWi-
FifR 37 75 81 (WPA) 25K BE F 5 RN Z AR A (AES) I F1802.1x + CCKM , LARFFAE AR T AR
RZ 28



afar]es

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANs > Edit "voice'
wm:’ _ General | Security = QoS | Policy-Mapping | Advanced |
» Advanced Laver2 | Layer3 | AAAServers |

Layer 2 Security £ | WPA+WPAZ
MAC Filtering2 |
Fast Transition

Fast Transition [
Protected Managament Frama

PMF | Disabled ¢

WPA+WPAZ Parameters

WPA Policy ™
WPAZ Policy =
WPAZ Encryption M aEs _ITKIP

Authentication Key Managemant

BOZ.1X i Enable
CCKM # Enable

ne L (I T S

WMRIPEIFIZITO.1(1) Z BT B IRAS |, W JZ A% IE A 2248 SE B M M(TKIP) i3 F1802.1x +
CCKMHIWPAR B LAUH T E R RITMNRAEERRE  LESHRERZLER,

CISCO MONITOR. WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
* WLANS ) ' ! ) '
WAL General Security | QoS | Policy-Mapping | Advanced
¥ Advanced Layer 2 | Layer3  AAA Servers

Layer 2 Security & | WPA+WRAZ

MAC Filtering® | |
WPA+WPAZ Parameters
WPA Policy E
WPA Encryption AES TP
WPAZ Policy

Authentication Key Management

B02.1X ¥ Enable
CCKM [ Enable
PSE [ Enable

WPA gtk-randomize State | Disable * |
14

N YIPEHEHEME AWMME 56 A L SSIDRT |, Wi-FiZ E&(WMM)REE F Nik B R % T,
MRBWLANF ZEnone-WMME ik , BV X LR IHHIES — /N SSID/WLAN L, INRIEH i
WMME Fis 4 5E A SIPEFEMERBSSID , MEERWMMEKEIZRE R LT,

B AT79208 A = (AP)FENL A A2 &I (CAC) A A& F imiB & Bk 55 i & (QoS) E AR RS £ (QBSS).



cISCO MONMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs > Edit ‘voice'

# Advmnoad Quality of Service [Qos) | Platinurm {voice) : |
Application Visibility ¥ Enabled
AVC Profile | nome :
Metflow Monitor | none ¢

Override Per-User Bandwidth Contracts (kbps) 18
DownStraam UpStreanm
Average Data Rate .D . .

4]
Burst Data Rate o o
Average Real-Time Rate .D . ]
Burst Real-Time Rate o o

| Clear

Override Per-SSID Bandwidth Contracts (kbps) 15
DownStream UpStream

Aversge Data Rate o ]
Bomme Pme= P=be ~ L]
alvar]vs
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs = Edit 'voice'
* WLANs g : '
e General | Security | Qns | l'lllw-lllp'ln. | Advanced
- Burst Real-Time Rate
b Advanced | Clear

Override Per-SSID Bandwidth Contracts (kbps) 15
DownStream  UpStream

Aversge Data Rate 0 o
Burst Data Rate 1] i
Aversge Real-Time Rate | © ]
Burst Real-Time Rate 1] i
[ Clear
WHMM
WHMM Policy | Reguired *
7020 AP CAC # Enabled
7920 Client CAC Enabled
Madia Stream
Multicast Direct # Enabled

BIFEHNERE B S A 2158 (Enable Session Timeout),
Elxazﬁﬁélﬁiﬂﬁ:ﬁﬁ_-&ﬁﬂﬁ'}(%tﬂmd\H1/864005F ), SUE SR SR O HR B AT RE R AR Y R T, R

MABEELDN | BAEENEHTEHEFRIERSHER | MIBEE S A5 W
JEO

EE A /3 F Aironetd & (Aironet [E), =31 = (P2P)RE LLIR1E, RIFEER BEF PR (Client
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AT RE B S EVEE M (DHCP) #b 11k 73 B .
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NTRBREBMERNTE | BEMA2NEHREESES(OTIM)BABRMN100ZW N EREH,
BRERE P R FENE SRR,



Cisco

| WLANs

* WLANSs
WLANS

b Advanced

cisco

MONITOR  WLANs CONTROLLER

WLANs > Edit ‘“voice'

| General | Security | QoS | Policy-Mapping | Advanced

WIRELESS

SECURITY  MANAGEMENT

Allow AAA Cverride Enabled

Cowerage Hole Detection & Enabled
=

Enable Session Timeout 25400

Session Timeout (secs)

Aironet TE »f Enabled
Diagnestic Channel _ Enabled
Owverride Interface ACL 1Pvd | Mone * | IPvE
LayerZ Acl Mone

P2P Blocking Action Cisabled
Client Exclusion 2 Enabled
Maximum Allowed Clients 0

a

Static IP Tunneling 44 Enabled
'Wi-Fi Direct Clients Policy Disabled % |
Maximum A.Ilmled Clients 20

Per AP Radio

Flmme b mak

HMONITOR  WLANS CONTROLLER

WIRELESS

SECLIRITY

ar

Homne

MANAGEMENT

COMMANDS HELP FEEDBACK

DHCP
DHCP Server | Owverride
DHCP Addr. Assignment | Reguired
OEAP
Split Tunnel (Printers) _| Enmbled

Management Frame Protection (MFP)

MFP Client Protection 2 |_Optional  *

DTIM Peried (in beacon intervals)

802.11a/n (1 -255) |2
202.11bfgfn (1 - 258) |2

COMMANDS

MNAC

NAC State | None

Load Balancing and Band Select

HELP FEEDBACK

WLANs

* WLAN=
WLANS

¥ Advanced

2HERE

WLANs > Edit "voice’

| General | Security | QoS | Policy-Mapping = Advanced

Clear HotSpot

|
Configuration S

Client user idle
timeaut(15-100000)

Client user idle threshold

i) Bytes

(0-L00DDO0D;

Off Channel Scanning Defer

o123
1

Scan Dafer Priority

Scan Defer Tima(msecs) 100

4 567

o

FlexConnect

FlexConnect Lacal Enabled
l i
Switching 2

FlexConnect Local Auth 2 Enabled

Learn Client IP Address 5 ' Enabied

vian based Central

Switching iz Enabled

H#{RCisco Unified Wireless LAN#E #1288 T B BB F .,

MREABNE-TLREMEHE LS MNEA

Load Balancing and Band Select
Client Load Balancing

Chient Band Sebact

Pasalve Client

Passive Client )

Voice
Media Session Snooping Enabled
Re-anchor Roamed Voice Clients Enabled
KTS based CAC Policy Enatled

Radius Client Profiling
DHCP Profiling
HTTP Prefiling

Local Client Prafiling

DHCP Profiling
HTTP Profiling

’ -\lﬁ E Fﬁ %%%é(LAG)O

BLEFTRAAPARBER N, E6.02BIMVRAP , EEHNEFRREPEE T EHNHHE,

7£6.0%

EEMAH  XHAFFHAESE , IEWLANEE ( SSIDIRE ) TEE.



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
Controller General
General Mame WLCSS508-1
Tnventory 802.3x Flow Control Mode Disabled _*
Interfaces LAG Mode on next reboct Enabled ¢ {LAG Mode is currently enabled).
inkgefacs Sronpe Broadcast Forwarding Disabled 3
e AP Multicast Mode 1 Unicast
Mabugri foutes AP Fallback Ensbled
* Redundancy Fast S5ID change Disabled =
¥ Internal DHCP Server  pnop: Mobility Domain Name VTG-VoWLAN
F Mobility Management AF Group Mame WTE-VoWLAN
Ports User Tdie Timeowt [seconds) ]
F NTP ARP Timeout (seconds) 300
¥ CDP Web Radius Authenticstion PAP
F PMIPvS Operating Envirenment Commercial (0 to 40 C)
b IPVE Internal Temp Alarm Limits Oto 65C
b mDNS ‘WebAuth Proxy Redirection Mode Disabled *
b Advanced WebAuth Proxy Redirection Port o
Maximum Allowed APs 2 0
Glabal IPVE Config Enabled £
HA SKU secondary unit Disabled *

1. Multicas! is not suppovted with FlexConnect an this platform.
2. Walue zero implies there is no restriction on maximum allowed APs.

802.11M &% &

MRS GHz , FHER802.11aMERENBBA". FERABIREN100EY,

WRS A ASERINRES (DTPC)XiE., MRFEHCisco 802.11nEAR | FRREEA
ClientLink. £ ZBIMRAS , W] LAELEMaximum Allowed Clients.

B 12 MbpsiRE R 5a %] ( EAS ) EE | §18-24518 - 54 MbpsiRB R X3F ( Wik ) &K ; B
2, REIETRETEEGC Mbps T REB A NLE (BEAR ), 36-54 Mbps AT BUEREZER , MERER
A AMIXLERSR (0980 ) P,

B RCCXfLEN &,



CIsco

MONITOR  WLANs CONTROLLER WIRELESS

MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a Global Parameters

* Access Points
All APs General Data Ratas**

= Radios
B02.11a/n/ac A02.11a Network Status [ Enabled & Mbps Disabled
802.11b/g/n Beacon Period {millisecs) 100 3 Mbps Disabled
Dual-Band Radios F ion Threshaold
Global Configuration reprmiation Timesho 2346 12 Mbps Mandatory =
{bytas)

b Advanced DTPC Support., # Enabled 18 Mbps Supparted ¢
Mesh Maximum Allowed Clients 200 24 Mbps S oo
RF Profiles RSSI Low Check Enabled 36 Mbps Supparted  *
FlexConnect Groups :gi]}Thrcshold (-&0 to -90 a0 48 Mbps Supporbed
FlexConnect ACLS 54 Mbps Supporbed -

* B02.11a/n/ac 802.11a Band Status
Network CCX Location Measurement

- RRM Low Band Enabled o
Mod Enabled
RF Grouplng Mid Band Enabled ® n
TPC Interval (seconds) 60
DCA High Band Enabled

B BRI —IPEiE997 1

EREIPEHFLEEW - FIRE , BEARENMERSMENAZA>-EE R RE>MERE>
WLANIZ &,

T LANR R

£ LA T e R B B o4 LANEC B X 4+

- BRELIZRE RO,

- WLANZZIAE AR EAON , UENA R L PRMARERR , LEFAFEREB,

- BAEELLLANBSSID (R KNE ),
BRE—IPBRFOTIZIFENTLLANEEXXH , AFE/SSID,

B=RMTRERB02.11%EX,

- B3
- 802.11a
- 802.11b/g

B RAF1#E2.4M5 GHZEE , AZHEBENME T AR5 GHZES 5EZARKE.

802.11atE X R A5 GHzSE , ™802.11b/gE N1 H#2.4 GHzEE , MREEMNME AT
, MRZ R EZEARKE

HIPEFERENERLEN T EMHOpen with Wired Equivalent Privacy(WEP)= Shared Key , #i A
EEASRRECRNBSWEPRHAREE,

. 7EIPv4 Setup ( IPV4igE ) F , EFRFEADHCP: 2B BERSIPE L.
- INRIEB1505066 7 B & 9 833 M 45 B DHCP3E El 12 o] 2 U4 & S il (TFTP) BRS5- 25 89 IP b
Ht , MPFAlternate TFTP ( 2FATFTP ) iR E N “Yes” , H M ATFTPARS ERAVIPHb 1L,



+ 11/02/0919:08 | 23675 $ 11/02/0919:10 | 23675
Administrator Settings X Administrator Settings

WLAN Setup

Wireless MAC Address
WLAN Sign in Access . Demain Name
IPvd Setup 551D

MAC Address Security Mode EAP-FAST

Domain Name 802.11 Made g802.11a »

Revert Apply Rewvert

$ 11/02/0919:10 @ 23675 £ 11/02/0919:11 @ 23675

Administrator Settings : Administrator Settings

Security Mode — EAP-FAST Setup

7y Open with WEP User ID migilles

) Shared Key Password i
) Leap

EAP-FAST

Revert Rewvert

Bl Cisco Unified Communications Manager

HER1.HIPEREE & E#H Phone R KR

— Phone Button Template Information
Button Template Name * [0 To28G

— Button Information
Buttan Faaturs
Lins =*

Line e

|:-3E-:rudi Daal |

Privacy
Saryde LIRL
Zpead Dual BLF
Call Park BLF
Intercom
Hiohility

Cro Mot Dristurb —
Nong

— | 5ave | | Delete T [Copy | | Reset | | Add Hew |

o &n = [T R

HER2 FIPEERIMEICUCM,
SIWIBEEMLEFTER,



HPRA 2 BORT R HY B IF R BRI BER,
HERE X IPREEAFREEE

Z2HEXH IR TERASRIUEA K MEERS
R EIEE(CAPF)BIETT , FTRERAEB L LB EX R A ZHUFH(LSC). BR

#KIPBI%7925G, 79256 - EX$I-77926G 2B #iliE

ik

REERE®, RENEEX #z?ﬂzﬁ‘ ijf%‘ﬁﬁ
/Jb %
LZRIUEBMIC), B AIEZLEEXHF—EREH,

MIPEIEWEZRS & A&, BITUAEHIPEEFENEAQLZERRBREHEE

IPERETT ST A E R AT ARISSID,

09039 08-10 09:33:32.750 649 668 INF wlanmgr

DISCONNECTED -> SCANNING
09040 08-10 09:33:32.750 685 2805 DEB LibWifi
state=3)

09041 08-10 09:33:32.750 685 2805 DEB LibWifi

[1298Q@wm_drv_mrvl.c]

State change(1542),

wifi _wait_for_event (CTRL-EVENT-STATE-CHANGE id=0

wifi wait_for_event ()

09042 08-10 09:33:35.390 1063 2652 INF Unknown VVMService: Waiting for 39961 ms before
attempting to reconnect.

09043 08-10 09:33:35.468 685 807 DEB StateMachine: handleMessage: E msg.what=401431

09044 08-10 09:33:35.468 685 807 DEB StateMachine: processMsg: AdapterConnectedState

09045 08-10 09:33:35.468 685 807 VBS EthernetStateMachine: AdapterConnectedState{ what=401431
when=-1ms }

09046 08-10 09:33:35.468 685 807 DEB StateMachine: handleMessage: X

09047 08-10 09:33:36.617 649 664 INF wlanmgr [1298@wm_drv_mrvl.c] State change(1559), SCANNING
-> INACTIVE

09048 08-10 09:33:36.617 210 313 INF SWMAN nl_ipThrd() :recvmsg () len=56

09049 08-10 09:33:36.617 210 313 INF SWMAN NL event: 16 found; device idx:6 flag :0x1002
09050 08-10 09:33:36.617 210 313 INF SWMAN Got a messge NEW_LINK message!!!

09051 08-10 09:33:36.617 685 2805 DEB LibWwifi wifi_wait_for_event (CTRL-EVENT-STATE-CHANGE id=0
state=2)

09052 08-10 09:33:36.617 685 2805 DEB Libwifi wifi_wait_for_event ()

09053 08-10 09:33:36.617 685 804 DEB EthernetStateMachine: Interface mlan0 LinkStateChanged:
down

IPEBEFT 45 5 SSIDXEX,

09054 08-10 09:33:36.718 649 668 INF wlanmgr [1293@wm_drv_mrvl.c] State change(2221), "",
INACTIVE -> ASSOCIATING

09055 08-10 09:33:36.718 649 668 INF wlanmgr [2226@wm_drv_mrvl.c] Connecting to "lcorream

Wireless", a0:55:4f:c2:ec:eb, chan 56,
09056 08-10 09:33:36.718 685 2805 DEB Libwifi
1 state=5)

09057 08-10
09058 08-10
09059 08-10 09:33:
state 0 for SSID: "lcorream Wireless"

IPERE BRI SEARKE.

09:33:
09:33:

36.718 685 2805 DEB LibWifi
36.734 2348 2348 VBS Settings

09093 08-10 09:33:38.835 649 664 INF wlanmgr

rssi -56,

.AccessPoint:
36.734 2348 2348 VBS Settings.

[1293@wm_drv_mrvl.c]

load 4
wifi_wait_for_event (CTRL-EVENT-STATE-CHANGE id=-

wifi_wait_for_event ()
refresh: for SSID lcorream Wireless

CiscoWifiModifiable: Translating Wifi modifiable

State change(2479),

"lcorream Wireless", ASSOCIATING -> ASSOCIATED

09094 08-10 09:33:38.835 210 313 INF SWMAN nl_ipThrd() :recvmsg () len=112

09095 08-10 09:33:38.835 210 313 INF SWMAN NL event: 16 found; device idx:6 flag :0x1003
09096 08-10 09:33:38.835 210 313 INF SWMAN Got a messge NEW_LINK message!!!



09097 08-10 09:33:38.835 210 313 INF SWMAN : nl_ipThrd() :recvmsg() len=80

09098 08-10 09:33:38.835 210 313 INF SWMAN : NL event: 16 found; device idx:6 flag :0x1003
09099 08-10 09:33:38.835 210 313 INF SWMAN : Got a messge NEW_LINK message!!!

09100 08-10 09:33:38.835 210 313 INF SWMAN : nl_ipThrd() :recvmsg() len=80

09101 08-10 09:33:38.835 210 313 INF SWMAN : NL event: 16 found; device idx:6 flag :0x1003
09102 08-10 09:33:38.835 210 313 INF SWMAN : Got a messge NEW_LINK message!!!

09103 08-10 09:33:38.835 210 313 INF SWMAN : nl_ipThrd() :recvmsg() len=132

09104 08-10 09:33:38.835 210 313 INF SWMAN : NL event: 16 found; device idx:6 flag :0x1003
09105 08-10 09:33:38.835 210 313 INF SWMAN : Got a messge NEW_LINK message!!!

09106 08-10 09:33:38.835 210 313 INF SWMAN : nl_ipThrd() :recvmsg() len=68

09107 08-10 09:33:38.835 210 313 INF SWMAN : NL event: 16 found; device idx:6 flag :0x1003
09108 08-10 09:33:38.835 210 313 INF SWMAN : Got a messge NEW_LINK message!!!

09109 08-10 09:33:38.835 685 804 DEB EthernetStateMachine: Interface mlan0 LinkStateChanged:
down

09110 08-10 09:33:38.843 685 804 DEB EthernetStateMachine: Interface mlan0 LinkStateChanged:
down

09111 08-10 09:33:38.843 685 2805 DEB LibWifi : wifi_wait_for_event (CTRL-EVENT-STATE-CHANGE id=1
state=6)

09112 08-10 09:33:38.843 685 804 DEB EthernetStateMachine: Interface mlan0 LinkStateChanged:
down

IPEEEB T R & 0K,

09146 08-10 09:33:39.039 649 664 INF wlanmgr : [3492@wm_drv_mrvl.c] Supplicant event: EAP-
STARTED EAP authentication started

09147 08-10 09:33:39.039 649 664 INF wlanmgr : [3492@wm_drv_mrvl.c] Supplicant event: EAP-
PROPOSED-METHOD vendor=0 method=25

09148 08-10 09:33:39.039 649 664 INF wlanmgr : [3492@wm_drv_mrvl.c] Supplicant event: EAP-METHOD
EAP vendor 0 method 25 (PEAP) selected

09149 08-10 09:33:39.046 225 225 INF PAE : paeGetPort(): recvd macAddress: al:55:4f:c2:ec:eb
09150 08-10 09:33:39.046 210 749 INF SWMAN : mdk_get_source_port(): mac = al0:55:4f:c2:ec:eb
09151 08-10 09:33:39.046 210 749 INF SWMAN : get_source_port(): START, MAC=0xa0554fc2eceb

09152 08-10 09:33:39.054 210 749 INF SWMAN : get_source_port(): DONE, cdk _port = -1, port = -1,
index = 2

09153 08-10 09:33:39.054 210 749 INF SWMAN : mdk_get_source_port(): rc = 0, port = -1

09154 08-10 09:33:39.054 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWMAN, rcvLen: 340
09155 08-10 09:33:39.054 225 225 INF PAE : paeGetPort(): port obtained = -1

09156 08-10 09:33:39.054 225 225 WRN PAE : PAE rcv: msg received from unknown port, drop...
09157 08-10 09:33:39.125 225 225 INF PAE : paeGetPort(): recvd macAddress: al0:55:4f:c2:ec:eb

09158 08-10 09:33:39.125 2348 2348 VBS Settings.AccessPoint: refresh: for SSID lcorream Wireless
09159 08-10 09:33:39.125 2348 2348 VBS Settings.CiscoWifiModifiable: Translating Wifi modifiable
state 0 for SSID: "lcorream Wireless"

09160 08-10 09:33:39.125 2348 2348 VBS Settings.CiscoWifiModifiable: wifi configuration
modifiable state value= 0 internal string value: local

09161 08-10 09:33:39.125 210 749 INF SWMAN : mdk_get_source_port(): mac = al0:55:4f:c2:ec:eb
09162 08-10 09:33:39.125 210 749 INF SWMAN : get_source_port(): START, MAC=0xa0554fc2eceb

IPERiEH E AR ST BRAVIE S LAE R PEAP,

09163 08-10 09:33:39.132 649 664 INF wlanmgr : [3492@wm_drv_mrvl.c] Supplicant event: EAP-PEER-
CERT depth=0 subject='/CN=CUCM-Srv-01.cucm.cotac.com'

09164 08-10 09:33:39.132 210 749 INF SWMAN : get_source_port(): DONE, cdk_port = -1, port = -1,
index = 2

09165 08-10 09:33:39.132 649 664 INF wlanmgr : [3492@wm_drv_mrvl.c] Supplicant event: EAP-PEER-
CERT depth=0 subject='/CN=CUCM-Srv-01.cucm.cotac.com'

09166 08-10 09:33:39.132 210 749 INF SWMAN : mdk_get_source_port(): rc = 0, port = -1

09167 08-10 09:33:39.132 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWMAN, rcvLen: 340

09168 08-10 09:33:39.132 225 225 INF PAE : paeGetPort(): port obtained = -1

09169 08-10 09:33:39.132 225 225 WRN PAE : PAE rcv: msg received from unknown port, drop...
09170 08-10 09:33:39.132 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09171 08-10 09:33:39.132 649 664 INF wlanmgr : [3492@wm_drv_mrvl.c] Supplicant event: EAP-PEER-
CERT depth=0 subject='/CN=CUCM-Srv-01.cucm.cotac.com'



09172 08-10
09173 08-10
09174 08-10
index = 2

09175 08-10
09176 08-10
09177 08-10

09:33:39.140 210 749 INF
09:33:39.140 210 749 INF
09:33:39.148 210 749 INF

09:33:39.148 210 749 INF
09:33:39.148 225 225 INF
09:33:39.148 225 225 INF

RS AWK IED.

09226 08-10
SUCCESS EAP
09227 08-10
09228 08-10
09229 08-10

- Connection to a0:55:4f:

BB

09:33:39.312 649 664 INF
authentication completed
09:33:39.312 210 749 INF
09:33:39.312 210 749 INF
09:33:39.320 649 664 INF

SWMAN : mdk_get_source_port(): mac = al0:55:4f:c2:ec:eb
SWMAN : get_source_port(): START, MAC=0xa0554fc2eceb
SWMAN : get_source_port(): DONE, cdk_port = -1, port = -1,

SWMAN : mdk_get_source_port(): rc = 0, port = -1
PAE : paeGetPort(): 340 bytes rcvd from SWMAN, rcvLen: 340
PAE : paeGetPort(): port obtained = -1

wlanmgr : [3492@wm_drv_mrvl.c] Supplicant event: EAP-
successfully

SWMAN : mdk_get_source_port(): mac = a0:55:4f:c2:ec:eb
SWMAN : get_source_port(): START, MAC=0xa0554fc2eceb
wlanmgr : [3492@wm_drv_mrvl.c] Supplicant event: CONNECTED

c2:ec:eb completed (auth) [id=0 id_str=]

09230 08-10 09:33:39.320 649 664 INF wlanmgr : [1293@wm_drv_mrvl.c] State change(2592),
"lcorream Wireless", ASSOCIATED -> CONNECTED

09231 08-10 09:33:39.320 210 749 INF SWMAN : get_source_port(): DONE, cdk_port = -1, port = -1,
index = 2

09232 08-10 09:33:39.320 649 664 INF wlanmgr : [56@wm_util.c] Wifi connected[lcorream Wireless]:
a0:55:4f:c2:ec:eb, co-cucm, Ch: 56, RSSI: -57

09233 08-10 09:33:39.320 210 749 INF SWMAN : mdk_get_source_port(): rc = 0, port = -1

09234 08-10 09:33:39.320 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWMAN, rcvLen: 340
09235 08-10 09:33:39.320 225 225 INF PAE : paeGetPort(): port obtained = -1

09236 08-10 09:33:39.320 225 225 WRN PAE : PAE rcv: msg received from unknown port, drop...
09237 08-10 09:33:39.320 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09238 08-10 09:33:39.320 685 804 DEB EthernetStateMachine: Interface mlan0 LinkStateChanged: up
09239 08-10 09:33:39.320 210 313 INF SWMAN : nl_ipThrd() :recvmsg() len=1012

09240 08-10 09:33:39.320 210 313 INF SWMAN : NL event: 16 found; device idx:6 flag :0x11043
09241 08-10 09:33:39.320 210 313 INF SWMAN : Got a messge NEW_LINK message!!!

IP e i% &% DHCPHE M.

09588 08-10
09589 08-10
09590 08-10
09591 08-10
09592 08-10
09593 08-10
09594 08-10
[961]

09595 08-10
09596 08-10
09597 08-10
09598 08-10
09599 08-10
09600 08-10

09601 08-10

09603 08-10

09:33:39.703 3246 3246 DEB dhcpcd : broadcasting for a lease of 192.168.110.236
09:33:39.703 3246 3246 DEB dhcpcd : Starting to send message numberof message=0
09:33:39.703 3246 3246 DEB dhcpcd : REQUESTING SENT

09:33:39.703 3246 3246 DEB dhcpcd : STATE_RENEWING STATE_REBINDING mlanO
09:33:39.703 3246 3246 DEB dhcpcd : *sending DHCP_REQUEST with xid 0xc89244e9, next
in 3.57 seconds
09:33:39.703 3246 3246 DEB dhcpcd : get_tos_byte() = 96

09:33:39.703 3246 3246 DEB dhcpcd : Set ToS byte for DHCP to configured value of

09:33:39.703 2348 2348 VBS Settings.AccessPoint: onBindView: [lcorream Wireless]
modifiable state was empty, setting visibility to gone

09:33:39.710 2348 2348 VBS Settings.AccessPoint: onBindView: [lcorream Wireless]
modifiable state was empty, setting visibility to gone

09:33:39.718 2348 2348 VBS Settings.AccessPoint: onBindView: [lcorream Wireless]
modifiable state was empty, setting visibility to gone

09:33:39.726 2348 2348 VBS Settings.AccessPoint: onBindView: [CUCM-PEAP] modifiable
state was empty, setting visibility to gone

09:33:39.734 2348 2348 VBS Settings.AccessPoint: onBindView: [CUCM-LAB] modifiable
state was empty, setting visibility to gone

09:33:39.742 2348 2348 VBS Settings.AccessPoint: onBindView: [Kemirand] modifiable
state was empty, setting visibility to gone

09:33:39.750 2348 2348 VBS Settings.AccessPoint: onBindView: [Flex_Guest] modifiable
state was empty, setting visibility to gone

09:33:39.765 2348 2348 VBS Settings.AccessPoint: onBindView: [ASA5506W-A] modifiable



state was empty, setting visibility to
09604 08-10 09:33:39.906 3246 3246 DEB
09604 08-10 09:33:39.906 3246 3246 DEB
09605 08-10 09:33:39.906 3246 3246 DEB

IPEEiE MDHCP AR S5 273K B H 1A.

gone
dhcpcd
dhcpcd
dhcpcd

09606 08-10
192.168.110.
09607 08-10
09608 08-10 09:33:39.
09609 08-10 09:33:40.
attached networks

09610 08-10 09:33:40.
attached networks

IPEiERIXTHARP |, FINIPHESE A A,

09:33:39.
122.
09:33:39.

906 3246 3246 DEB dhcpcd
906
976

046

3246 3246
3246 3246
3246 3246

DEB
DEB
DEB

dhcpcd
dhcpcd
dhcpcd
046

3246 3246 DEB dhcpcd

in handle_dhcp_packet. ..

in handle_dhcp

acknowledged 192.168.110.236 from

OLD:0 NEW:O0
handle_timeout:ifname mlan0 state: 9
checking 192.168.110.236 is available on

cont_init_retry =

DBG:checking 192.168.110.236 is available on

09611 08-10 09:33:40.046 3246 3246 DEB dhcpcd sending ARP probe (1 of 2), next in 1.94 seconds
09612 08-10 09:33:40.468 685 807 DEB StateMachine: handleMessage: E msg.what=401431

09613 08-10 09:33:40.468 685 807 DEB StateMachine: processMsg: AdapterConnectedState

09614 08-10 09:33:40.468 685 807 VBS EthernetStateMachine: AdapterConnectedState{ what=401431
when=-5ms }

09615 08-10 09:33:40.468 685 807 DEB StateMachine: handleMessage: X

09616 08-10 09:33:41.992 3246 3246 DEB dhcpcd handle_timeout:ifname mlan0 state: 9

09617 08-10 09:33:41.992 3246 3246 DEB dhcpcd sending ARP probe (2 of 2), next in 2.00 seconds
09618 08-10 09:33:43.992 3246 3246 DEB dhcpcd handle_timeout:ifname mlan0 state: 9

09619 08-10 09:33:43.992 3246 3246 DEB dhcpcd binding the DHCP IP address Probe=2

09620 08-10 09:33:43.992 3246 3246 DEB dhcpcd startup 0 lease of 600

09621 08-10 09:33:43.992 3246 3246 DEB dhcpcd get_option2addr: 2054072512

09622 08-10 09:33:43.992 3246 3246 DEB dhcpcd get_option2addr: 134744072

09623 08-10 09:33:43.992 3246 3246 DEB dhcpcd leased 192.168.110.122 for 600 seconds....server
192.168.110.122

09624 08-10 09:33:43.992 3246 3246 DEB dhcpcd Check wvalues state=3 mlan0 192.168.110.122
300/600 192.168.110.236

09625 08-10 09:33:43.992 3246 3246 DEB dhcpcd executing " /system/etc/dhcpcd/dhcpcd-run-hooks',
reason BOUND

09626 08-10 09:33:43.992 3246 3246 DEB dhcpcd Enterning configure_env....

IPE8iE I EIDHCPETUH B

09627 08-10 09:33:43.992 3246 3246 DEB dhcpcd option 1*: new_subnet_mask=255.255.255.0

09628 08-10 09:33:43.992 3246 3246 DEB dhcpcd option 150%*:
new_cisco_tftp_server=192.168.110.86

09629 08-10 09:33:43.992 3246 3246 DEB dhcpcd option 3*: new_routers=192.168.110.1

09630 08-10 09:33:43.992 3246 3246 DEB dhcpcd option 6%*:
new_domain_name_servers=192.168.110.122 8.8.8.

09631 08-10 09:33:43.992 3246 3246 DEB dhcpcd option 15*: new_domain_name=cucm.cotac.com
09632 08-10 09:33:43.992 3246 3246 DEB dhcpcd option 51*: new_dhcp_lease_time=600

09633 08-10 09:33:43.992 3246 3246 DEB dhcpcd option 53*: new_dhcp_message_type=5

09634 08-10 09:33:43.992 3246 3246 DEB dhcpcd option 54%*:
new_dhcp_server_identifier=192.168.110.122

09635 08-10 09:33:44.257 3246 3246 DEB dhcpcd configure: mlan0 adding IP address
192.168.110.236

09636 08-10 09:33:44.265 3246 3246 DEB dhcpcd adding route to 0.0.0.0/0 via 192.168.110.1
09637 08-10 09:33:44.265 3246 3246 DEB dhcpcd Writing lease file:

/dataRoot/.system/misc/dhcp/dhcpcd-mlan0.lease

09638 08-10 09:33:44.265 3246 3246 DEB dhcpcd
reason BOUND

09639 08-10 09:33:44.265 3246 3246 DEB dhcpcd
09640 08-10 09:33:44.265 3246 3246 DEB dhcpcd

executing " /system/etc/dhcpcd/dhcpcd-run-hooks',

Enterning configure_env....

option 1*: new_subnet_mask=255.255.255.0



09641 08-10 09:33:44.265 3246 3246 DEB dhcpcd : option 150%*:
new_cisco_tftp_server=192.168.110.86

09642 08-10 09:33:44.265 3246 3246 DEB dhcpcd : option 3*: new_routers=192.168.110.1

09643 08-10 09:33:44.265 3246 3246 DEB dhcpcd : option 6*:
new_domain_name_servers=192.168.110.122 8.8.8.8

09644 08-10 09:33:44.265 3246 3246 DEB dhcpcd : option 15*: new_domain_name=cucm.cotac.com

09645 08-10 09:33:44.265 3246 3246 DEB dhcpcd : option 51*: new_dhcp_lease_time=600

09646 08-10 09:33:44.265 3246 3246 DEB dhcpcd : option 53*: new_dhcp_message_type=5

09647 08-10 09:33:44.265 3246 3246 DEB dhcpcd : option 54*:
new_dhcp_server_identifier=192.168.110.122

09648 08-10 09:33:44.265 214 241 INF NETSD : nl_ipThrd() :recvmsg() len=60

09649 08-10 09:33:44.265 210 313 INF SWMAN : nl_ipThrd() :recvmsg() len=56

09650 08-10 09:33:44.265 210 313 INF SWMAN : NL event: 16 found; device idx:6 flag :0x11043
09651 08-10 09:33:44.265 210 313 INF SWMAN : Got a messge NEW_LINK message!!!

09652 08-10 09:33:44.265 685 2805 DEB leWlfl : wifi_wait_for_event (CTRL-EVENT-SCAN-RESULTS
Ready)

09653 08-10 09:33:44.265 685 2805 DEB LibWifi : wifi_wait_for_event ()

09654 08-10 09:33:44.265 685 804 DEB EthernetStateMachine: Interface mlan0 LinkStateChanged: up
09655 08-10 09:33:44.398 685 3245 INF dhcp_utils: DHCP is started OK

09656 08-10 09:33:44.398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon () Ipver:4 IP
address = 192.168.110.236

09657 08-10 09:33:44.398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon () Ipver:4
Gateway = 192.168.110.1

09658 08-10 09:33:44.398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon () Ipver:4 DNS 1
= 192.168.110.122

09659 08-10 09:33:44.398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon () Ipver:4 DNS 2
= 8.8.8.8

09660 08-10 09:33:44.398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon () Ipver:4 Server
Address = 192.168.110.122

09661 08-10 09:33:44.398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon () Ipver:4 Vendor
Info =

09662 08-10 09:33:44.398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon () Ipver:4 Domain
Name = cucm.cotac.com

09663 08-10 09:33:44.398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon () Ipver:4 TFTP 1
= 192.168.110.86

09664 08-10 09:33:44.398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon () Ipver:4 TFTP 2

09665 08-10 09:33:44.398 685 3245 DEB DhcpStateMachine: DHCP succeeded on mlan(O IPv4
09666 08-10 09:33:44.398 685 3245 DEB DhcpStateMachine: RunningState: 4

IPEREFF IR E R B EEFRITL)AEBEEFTR(CTL) X 4

10276 08-10 09:33:47.632 3329 3329 INF dgetfile: GETXXTP

[GT3329] [src=CTLSEPOOCCFC4ACCD2.tlv] [dest=/data/data/cip.cfg/app_cip.tftp/CTLSEPOOCCFC4ACCD2.tlv
] [serv=] [serv6=] [sec=0]

10277 08-10 09:33:47.632 3329 3329 INF dgetfile: In normal mode, call - > makeXXTPrequest (...)
10278 08-10 09:33:47.632 3329 3329 INF dgetfile: DTRACE [GT3329]makeXXTPrequest

10279 08-10 09:33:47.632 3329 3329 INF dgetfile: DTRACE [GT3329]parseEMCCConfig

10280 08-10 09:33:47.632 3329 3329 INF dgetfile: EMCC mode is false

10281 08-10 09:33:47.632 3329 3329 INF dgetfile: DTRACE [GT3329]parseDhcpInfoIntoTftpList

10282 08-10 09:33:47.632 3329 3329 INF dgetfile: Using WIRELESS interface for dhcp properties:
ok

10283 08-10 09:33:47.632 3329 3329 INF dgetfile: cisco_tftp_server2 unavailable:

10284 08-10 09:33:47.632 927 1611 ERR SQLiteLog: (1) table 'device' already exists

IPEEE R EEMEIRESICUCMBRSS 25,

10361 08-10 09:33:47.640 1095 1540 INF ccservice-j: TelephonyManagerData: : fetchCallServerInfos
svrHndls[1]1=1584903492 mode=CCM status=ACTIVE CallServerInfo=[192.168.110.86, CCM, ACTIVE]

10362 08-10 09:33:47.640 1095 1540 DEB ccservice: SIPCC-SIP_CC_PROV: 0x5e77b5bc,
CCAPI_DeviceInfo_getCallServerName: returned ipv4 192.168.110.84

10363 08-10 09:33:47.640 1095 1540 DEB ccservice: SIPCC-SIP_CC_PROV: 0x5e77b5bc,



CCAPI_DeviceInfo_getCallServerMode: returned 02

10364 08-10 09:33:47.640 1095 1540 DEB ccservice: SIPCC-SIP_CC_PROV: 0x5e77b5bc,
CCAPI_DevicelInfo_getCallServerStatus: returned 00

10365 08-10 09:33:47.640 1095 1540 INF ccservice-j: TelephonyManagerData: : fetchCallServerInfos
svrHndls[2]1=1584903612 mode=NONCCM status=NONE CallServerInfo=[192.168.110.84, NONCCM, NONE]
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