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MEREATEREENREMG  RERKREHZENE2ENG. CARNARRRENE2REA
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1. TEAZEZEEFWNAM ( MBTLRIEERR ) -

. TEHAREZEEFRNAMELE XA RES.

. EABRINGE

3381 . BREF FPEAP (MS-CHAPV2) A F B RIEMNZ£E FImNAMIER

BR2 EEEAFMITEN S ARIER , REAP-FASTEREEBZREEFWNAMBER T,
. FR3F1ED . NEAP-TLSEEZ 2 EFIwNAMIER 7.

HR3E2H S - BELENADHISEE o

~NOo b WN

1. TERHAZEZEEFHNAM ( MEHEEER )

BRHRHTER

ErF-RmEBEMERED |, & ASecure Client 5,

#OX T8, E T (Home) >& £ (Security) > VPNF L i 2 £ % F i (VPN and Endpoint Security
Clients) >Z £ & i ( ‘@¥EAnyConnect ) >Z£ & 5 > AnyConnect VPNZE - ik 5 4
(AnyConnect VPN Client Software).

FEHEERES , EANRE5.1.2.425%,

BEMHETRREEFHEFEE Windowsig® ; ASCCM. ME 3RS 5IZEMVPNET R, B2
, AXRRAN LR ERTERE 7 &

EREL , #%FX#Cisco Secure Client Headend Deployment Package (Windows)o

5 i

Cisco Secure Client Pre-Deployment D6-Feb-2024 108.30 MB +
Package (Windows) - includes individual MSI
fles@

Misi zip 34

THEHBER , £ ESetup,


http://%20https://software.cisco.com/download/home

Profiles

Setup
#2 cisco-secure-client-win-1.182.3-thousandeyes-predeploy-k3
#2 cisco-secure-client-win-5.1.2.42-core-vpn-predeploy-k9
1 cisco-secure-client-win-5.1.2.42-dart-predeploy-k9
## cisco-secure-client-win-5.1 242-iseposture-predeploy-k9
#P cisco-secure-client-win-5.1 2.42-nam-predeploy-k9
ﬂ cisco-secure-client-win-5.1.2.42-nvm-predeploy-k9
ﬂ cisco-secure-chient-win-5.1.2.42-posture-predeploy-k9
12 cisco-secure-client-win-5.1.2.42-sbl-predeploy-k9
12 cisco-secure-client-win-5.1.2.42-umbrella-predeploy-k8
## cisco-secure-client-win-5.1.2,5191-zta-predeploy-k9
(3! Setup
|| setup

RER IR

RRM &R EEBR ML MM/ E TEER,

4/4/2024 7:16 PM
4/4/2024 7:16 PM
47472024 7:16 PM
4/4/2024 T:16 PM
4/4/2024 7:16 PM
4/4/2024 7:16 PM
4/472024 716 PM
47472024 T:16 PM
4/4/2024 7:16 PM
4/4/2024 7:16 PM
47472024 716 PM
4/4/2024 T:16 PM
4/4/2024 7:16 PM
4/4/2024 7:16 PM



B4 - MR FACisco Secure Clientd S , VPNESUG B R H BB EGUIF, NRKRE
ZEVPNIER | MINAMTEER, NRERAEIMMSINHRAENLERZE , FRRRE
VPN#ER,



P Ciace Secure Client Intall Selector - ] X

Select the Cisco Secure Client 5.1.2.42 modules you wish to
nstall:

m Core & AnyConnect VPN
m Start Before Lozin

m Network Access Manager
m Secure Firewall Posture

m Network Visibility Module
m Umbrella

m [SE Posture

m ThousandEves

m Zero lrust Access

m Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

RIRIEFERR

RERRIEERER,

EZEULA,



] Cisco Secure Client EULA X

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By dicking accapt or using the Cisco Technology, you agree thal such use is govemned by the
Cisco End User License Agreemeant and the applicable Produd Speacific Terms (collactively,
the “EULA"). You also acknowledge and agree that you have read the Cisco Privacy
Stalement

If you do not have authority 10 bind your company and its affiliates, or if you do nol agree with
the termis of the EUILA, o nol click "accepl and 4o nol use the Cisco Technolagy. Hyou are a
Cisco channel paner accepling on behalf of an end customer Ccustomer”), you must inform

the customer that the EULA applies to customer's use of the Cisco Technology and provide
the customer with access to all relevant lerms

The lalest version of documeants can be found at the fallowing locations.
« Cisco End User License Agreement
RS AW, 0 5 D0 O eniiu s/ & Baulne galicl oy d-ang-
Sofwareend user license Sgresnment nimi
= Applicable Product Specific Terms: hitps (hwww dsco.comigenius/aboutlegalicloud-
and-software/sofware-lerms himl W
«  Ciscd Pivacy Statement hiltps i i FruChgn g aliprivacy-full hbm

EULAEE O
ZRNAMEEEEFH B3

Cisco Secure Client Install Selector h. 4

You must reboot your system for the installed changes to take effect.

m:]

EFBHEREAN

Z¥E , JMWindowsERERFHITHE,

Cisco Secure Client

App




REEFIRERF
2. THHRRREEFRNAME B X HREeR.
B EDotIx BT EE R MM AL B EERE B X HRER,

£ F#Secure ClientlE—RE L , A1 LA FProfile Editori£Ii,
ARG AR AR5.1.2.42F B IR T,

Profile Editor (Windows )& Ob-Feb-2024 15.31 M8 + "-.._.r
o g LS00 = SECUng=Clignt-win-5. 1.3 42 - profileadito- kS msi
Advisories [
B B X miEas
TRERE , #EH#ITEE,
E?TmSlI#Fo
E Cisco Secure Client Profile Editor Setup >
. _1‘

Welcome to the Cisco Secure

Client Profile Editor Setup
Wizard

The Setup Wizard will install Cisco Secure Chent Profile Editor
on your computer, Click ™ext” to continue or "Cancel” to
exit the Setup Wizard,

TN mem W

EEXHmERRESEN



{58 A B B iR B T

4 Cisco Secure Client Profile Editor Setup

Choose Setup Type
Choose the setup type that best suits your needs

3 Typical
ﬁ Installs the most common program features. Recommended for
most users.

- Custom
Elg Allows users o choase which program features wil be installed
and where they will be installed. Recommended for advanced

users.
| ' Complete
§ All program features will be installed. (Requires most disk
2 | space)

< Back Next > | Cancel

BEMXRERIRE



# Cisco Secure Client Profile Editor Setup

Ready to Install

The Setup Wizard is ready to begin the Cisco Secure Client Profile Editor
installation

Chick “Install® to begin the installation. If you want to review or change any of your
installation settings, dick Back". Click "Cancel” to exit the wizard.

Advanced Installer
<Back [ Winstal || | Cancel

W
b
B
O

&
EH
dit
P




Completing the Cisco Secure
Client Profile Editor Setup
Wizard

Click the "Finish” button to exit the Setup Wizard.

[] view readme file

[<gedk |[ Fnh ] [l

B EXHRESRIRES R

RETHE , NEREH T RE T R EEREE X RER,
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Eest match

Metwork Access Manager Profile
Editior

App

Search thi web

O network acce - See web results
network acoess protection
network acoess

' network acoess control

nefwork acoess confrol products
network access point
network access control tools
nebwork acoess device
neEtwork acoess contral list

network access control gartner
magic quadrant

network access control security

pnmmmmﬂ"

B 2R EHNAME B X gmiE 2R

Metwork Access Manager Profile Editor

.'.r||'|

' Open

'_l::l Fimn a6 admimistralor
!.jl-l_- Cnen file location

=

==

-
.Lr| Lirnrstall

M EipEERRNEEXHFRERNLRET K.

3. EMMIANEE

AXHRNENFREZRHELETIERE

« B UmRER
o WIFRREE
- M4EA



File Help

|, Metwork AccessManager | Client Policy

" Py Profile: Untitled
Hetworks

- Connection Sattings -
Hetwork Gn
® b Default Connection Timeout (sec.)
Connection Attempt:
() Before user logon

Time to wait before allwing user to logon (sec.)
(®) After user logon

Meda

] Manage Wi-Fi (wirehess) Media

[ Enable validation of WRA/WFAZ/WPAS handshake

[[] Enable Randomized MAC Address

Default Assodabion Timeout (sec.)

] Maniage Wired (802.3) Media

[ Manage Moble Broadband (35) Meda

| Enable Data Roaming
- End-user Cantrol

Alow end-user to:

[] Disable Clent [] Select machine connection type

7] Display user groups [ Enable by defant
] Specify a saipt or application to run when connected .
EA Aute-connect

- Administrative Status

NAMER B 3 ¥ 4 18 35 58 7 Ui SR e



File Help

! Authentication Policy
Profile: Untitled
Mow Assocstion Modes - Aowed Authentication Modes
[] Sedect Al (Personal) [ seect All Quter
|1 Open (o encryption) EAEap-FasT
[ EAP-GTC
| Eei [ EAP-MsCHARY2
[ Shared (WEP) [ ewns
[ WP Parsanal TP [Flearms
] WrA Perscnal AES EeapTLs
= [ easos FAEApMscHAR2
EA oA ot i P4 fegacy) [ AP egacy)
[l WPAz2 Personal AES [ mscHap fegacy)
[l WRA3 Open (OWE) = 2 4
] WPa3 Personal AES (SAE) M
[ rerr
[ Sedect All [Enterprise) & Eap-GTC
] Open (Dynamic (802. 1) WEF) [ EAP-MECHAPVE
=] WA Enterprise THIP bage S
Alowed Wired Security
[~ WPA Enterprise AES ] sekect Al
[ WrA2 Enterprise TWIP ] Open (oo )
[ WAz Enterprise AES 802 Ix ey
L CaE S [ 802, 1x with MacSec
[ CCRM Enterprise AES E AEs-Gom-128
[ WPAS3 Enterprice AES = o

NAMEL B X 4 8 25 5 10 W KRG




File Help
k {h%w Access Manager | Network Groups
Chent Policy .
!?_M ieation Pokcy Profile: Untitled
wﬂ!‘t‘ﬂﬂﬂﬁ Group:
" Metwork Groups Local netwarks o Delete Few
Allow end-user to: e
A See scan kst

Metwork Order

Global Networks

‘Wired:

wired

Lip
Down
‘Wireless:
Up
Down
Other Netwarks in Local networks Available Networks
Wired: Wired:
Hame Current Group
Up
Down
Wreless: : T reess:
Hame Current Group
Up
Dawn

‘PR IE T

4. FR1: APEAP (MS-CHAPV2)AF B RIIE EZR £ R FIwmNAMER S
SMEIMEID .

AT LA BRER IA A9 R0 45 e B S Ao
B Addo



Networks
Profile: Untitled

Network

Mame Media Type Group™

Edit...

Delete

= A network in group ‘'Global' is a member of affgroups.

4% g B S A B 22

A NetworkEL i X HF B -

J3Group Membershipi%¥Global, EZFBLMNE N R,



Networks
Profile: Untitled

-
Group Membership
() In group: Local networks

@ In al groups (Global)
Choose Your Hetwork Media

(@) Wired (802. 3) Network

Sedect a wired network if the endstations will be connecting to the network
with a traditional ethernet cable,
() WiFi (wireless) Network

Select a WiFi network if the endstations will be connecting to the network
via & wireless radio cormection to an Access Point.
S5ID (max 32 chars):

Hidden Mebwork
Corporate Metwork
ASSOCENON TEmsout o5 SECONGS

Common Settngs
Script or application on each user's machine to run when connected,

P L& B B SRR SR BUER o
# & Nexto
% ¥ Authenticating Network , 7 Security LevelZB2 # H & T A BRIAE



[ Cisco Secune Client Profile Editar - Network Access Manager

File Help
|, Hetwork Access Manager || Networks
Chent Policy ;
i NP Profile; Untitled
[T Security Level acks Tyow
T Metwork Groups () Open Network
Open nehwdrics have no seourity, and ane open to anybody within range, This i Cormection Type

@ Buthencatng Retwor
Authenticating netwaorks provide the highest kevel of seourity and are perfect for

enfenpise kevel networks, Authenboation nebworks reguine radus servers, and
gbher netvwri infrastructure,

802, I Settings
suthPeriod (see.) 30 startPuriod (pec.) 3
heddPericd (e} _lsa:l ANSIAE 2
Port Authenicaion Excepbion Policy
[] Enable pert excepbons
Seaurity Allow data traffic before authentication
F!!'l"ﬂwﬂ ) Alcre data raffic after authenbcation even If
Ly ] w | AP Eulls
== :AP- eeds but key mansgement fals
AES GLM 128 - S
AES GCM 255

MEREXHRERS

J

B FNext@#£E 1TConnection TypeZB 4.



ﬂ Cisco Secure Client Profile Editer - Network Access Manager

File Help
| Metwork Access Mansger | Networks
@mﬁ;m Profile: Untitled
Hetworks Network Connection Type
FX Mebwork Groups (") Machine Connection
This should be used if the end station should log onto the: network before the .
wtar logs in. This i typically uzed for connecting to domaing, b get GPO's and Cradentisle

O-igsr (arwin b Teioe) Bl s Pubansre T {1 [ TRAs At

The user connection should be used when a machine connection i nott needed,
A user connaction will make the netwodk svalable after the user has logged on.

() Maching and User Connection

This bype of connection will be made autema bically when the machine boots.
It will then be brought dewn, and bad up sgain with different credentials
wihen B wser logs in.

P48 L B S R A

1%$EUser ConnectioniE#3R &,
RET-—FURESHAAETANAFSHRIESD.
EEPEAPE RN EMEAPTT £,



B Cisco Secure Client Profile Editor - Network Access Manager

File Helg
J.E'Ejm AccessManager | Metworks
ok Chent Policy -
Ruthentication Pokcy Profile: Untitled
Networks EAP Methods
T Metwork Groups AP+ O Exp-Ts
() EAP-MECHAP () EAP-TT]
O EsP-GTC C=2
[} EAPFAST

[ Exctensd user connextion beyond leg off
EAP-PEAP Settings
7] Validate Server Identity

[7] Enable: Fast Recornect
) Dizabls when using & Smart Card
Inner Methods based on Credenbals Source
(@) Autheniticate using a Password

A EaPMECHAPYZ

[CJearatC
() EAP-TLS, using a Certificate

(Z) Authenticate using a Token and EAP-GTC

W45 B S 4 P P AT
) HEAP-PEAP SettingsH B ZRIAE
SERTETERRNAI S ZH5 .

MEAP PEAPETERI Z AN A ER 5 & ik ¥ Authenticate using a Password , R GiE R EAP-
MSCHAPvV2,

KR T —FUERIEHE D



JEE . BT % T Validate Server Identity in EAP-PEAP Settingsi& I , X ifFE 7R
Certificate®P . ¥ FEAP PEAP , ©f ARS SHE P THE,

FiEHEr L, FUAEBZEERSIZANG | FARANLNAE U ccomER. OB ERIERS
E31EEAP PEAPTIZHAA A MIE R, MRELNINEFRER B MRS 5IZ(ISE) |, 7T LA AR AR
S BRT HAEAPIEREN ARE.



[BF Cisco Secure Client Profile Editer - Metwork Access Manages -_ O

File Help
|| Network Access Manager o INetworks
mm?m Profile: Untitled
mwm Certificate Trusted Server fiudes ﬁrl":;

P Connection Type
Hame ends with ¢.com
L~ Flin

Cragentisge

Certificate Fisld el bk Value
Subject Alt. Hame - exnctly matches w
Add Save
Certificate Trusted Authority

(®) Frust any Root Certficate Autharity (CA] Installed on the OF

() Inchude Root Certificate Authonity (CA) Certificates

A Rerrayve

R & B B SCAFE B EB o

ARBEIEBZEEMRNAPERANEDR. NTFHAR , FTRAMZEFRADIUS EAPIEBHEE
CAIE+$ , M= M Trust any Root Certificate Authority (CA) Installed on the OSi£Ii,

EA LRI , Windows i RERHEEHR " EERAFIER BFIER— Hal A/ >ZEERIEB TR
F>IEH R EEHIEHER WEFEAPIES,

$E5 Nexto



E Cisco Secure Client Profile Editor - Metwork Access Manager = O

File Help
; ;c}rﬂvk sccessMansge | Networks
o8 Chent Polcy - .
A ication Polcr Profile: Untitled

o Networks User Identity Media Type

F, Network Groups Unprotected Identity Pattern: ancaymous Seaity Level
Connection Type

Protected [dentity Pattern: [uzername] Liser Auth

Certificates

= - Credentials

Use Single Sign On Credentiaks
i for Credentials

(") Remember Forever
() Remember while Liser is Logged On

() Use Static Credentials

T R

Network Profile Credentials&p 4>
EERESIP , REAFERESIWER.

2%k Prompt for Credentials > Never Remember , Rt E BN SR RIEF |, #THHRIEMN
AP a%im A ER,

£ FAFile > Save AsIETUR T £ & F im M 48 14 0] & 2 25 B & X 4 5 77 H configuration.xml,

E{#Secure Client Network Access Manageff NI AW EEXH , BF T —1MERFH
configuration.xml3Z £ & ¥ 9 #7 XX 4 -

C:\ProgramData\Cisco\Cisco & £ & /= i\ £& 177 [7] & 2 85 \system



SEE  ZM MR B A configuration.xml , BENEFREER,



"4 Replace or Skip Files —

Moving 1 item from PEAP MSCHAV2 to system

The destination already has a file named
“configurationxml”

v’ Replace the file in the destination

? Skip this file

42 Compare info for both files

More details

B HH 0
5. 5FR2 : REAP-FASTRIZRAFMITEN B HRIIEEZEEFIWNAMERS

FTFINAMEL B X 4B R T SMEIMEE 5 o
f Add.



Networks
Profile: Untitled

Network
Name Media Type Group™
Add
Edit...
Delete

* A network in group 'Global' is a member of afgroups.

NAMEL & XX ¢4 48 27 P 4518 T~

£ RSB EL B S A 3 A B FRo

9 Group Membershipi%##Global, %A% MEN .



& Cisco Secure Client Profile Editor - Mebwork Access Manager
File Help

|| Wetwork Access Manager | Networks
- S Pk Profile: Untitled

Sedect & wired network if the endstations wil be connecting to the network
with & traditional ethemnet cable.

Sedect & WiFl network i the endstations will be connecting to e network
via a wireless radio connection bo an Acoess Point.
SSID {manx 32 chars):

Hicldesn Me ek
Corporabe Mebwark

Asgocaon Timeout 5 seconds

Common Settngs

Saript or applcation on each user's madhine to nun when connected.

Media TypedB 2

$EE Nexto

i ¥ Authenticating Network , B R E it 25 P E R ETHBRIAE,



B Cisco Secure Client Profile Editor - Network Access Manager -

File Help
|1 Network AccessManager | Networks
Chent Pobcy -
Authertiication Pollcy Profile: Untitled
Hatworks Seourity Level Media Type

Open networks have no security, and are open to anybody within range. This iz Connection Type

Ruthenbcatng Hetwerk
Authenticating netwarks provide the highest level of security and are perfect for

enterprise level networks.  Authentication metworks require radius servers, and
other network infrastructure,

- BO2. 1 Settings -
authPeniod (sec.) 30 | startPeriod (sec.) 3
heldPeriod (sec.) &0 | maxStart 2
- Port Authentication Excepbion Polcy
] Enable port exceptions
Security Alow data traffic bafore aul =]
Key Management Allow data traffic after auw o wven if
[ = EAP fals
EAP succeeds but key mansgement fals
AES GCM 123 o 3
AES GCM 255

Security Level Profile EditorZB %

B HNextd £E11 1T Connection TypeZB o



& Cisco Secure Client Profile Editer - Metwork Access Manager

File Help

|u Metwerk Access Manager
Chant Pobcy
Austhen bication Pokoy
hetaors
L hetwork Groups

Connection Typesh %

"

) User Connection

Thee user connection should be used when a madchine connection is not needed,
A user cornection will makee e nebwork avaldable after the user has logoed on.

Thiz type of connection wil be made autematically when the machine baots.

It wall then be brought down, and back up again with differént credentials
when the user lags in.

BEERE=ETENEERFMITENS BRI,

# & Nexto

| Networks
Profile: Untitled

Hebwork Connection Type Media Type

(") Machine Connection Secunty Level
This should be used if the end station should log onfin the network before the
wser logs in. This i typically used for cornecting to domains, to get GPO's and Credentials
other updates from the netwark before the user has scoess. Liser Austh

Credentials



ﬁ Cisco Secure Client Profile Editor » Metwork Access Manager

- O x
File Helg
| Netwark Access Mansger | Networks
Chenit Pobey ; :
Authencation Pokcy Profile: Untitled
Mo EAF Methods Madia Type
T Metwork Groups () EAP-MDS (CJEAP-TLS Security Level
() EAP MSCHAPY 2 ) EAP-TILS Commection Type
Machine Auth
() EAP-GTC FEAP Coriiartes
(@) EAP-FAST —
User usth
Credentials

[ Validaze Server Identity
[ Enabils Fast Recornect

ext Cancsd

Machine AuthEB %

FEMachine AuthZBo H |, IEREAP-FASTHENEAPK £, EZEMEAP FAST Settings®RIAE. XY

FInner methods based on Credentials Source#fa , & # Authenticate using a Password , AFi%&
BEAP-MSCHAPV2ER . ARRERFEAPACSIED,

&8 & Nexto

HEHEs £ FIEBZEEBRSHFANG , ANULRAE Uc.com&E R, E0 RIERSIREEAP
PEAPRZMEEANIES. WRELHINEPERN S BIRSSIZ(ISE) , TAERARBERSHTR
EAPIEBH 2B #Ro



Networks
Profile: Untitled

Certificate Trusted Server Rules oL
Security Level
0> Connection Type
Subject Alternative Mame ends with c.com Machine Aut
Certificates
Credentials
U=ser Auth
Certificates
Certificate Field Match value Credentials
Subject Alt. Mame e exacty matches o
Add Save
Certficate Trusted Autharity

() Trust any Root Certificate Autharity (CA) Installed on the OS5

{O) Indude Root Certificate Authority (CA) Certificates

Agd Remave

T EH S BRI RS SFEBEERS

AIUEIEPZEEMAVNERERHNED, X TFLAR , FHENTrust any Root Certificate
Authority (CA) Installed on the OSTI A~ 2R INEFRADIUS EAPIE B HFECAILEF,

R IR , Windowsf${EFHManage User Certs#2 & (Current User > Trusted Root Certification
Authorities > Certificates) F 8 & WIEH X EWEAEAPIES,

8 & Nexto



H Cisco Secure Client Profile Editer - Netwedk Access Manager

File Help
|, Metwork AccessMansger | INetworks
Chenit Policy .
i Pl Profile: Untitled
Hehanrks Machine Tdentity Media Type
ﬁmm&rm Urprotected Identity Pattern: host/anonymous Sacurity Level
Comnection Type
Protected Edenbity Patiem: Feorsit usermanmse] Machine Auth
Certificates
Credentials
Uer Auth
o inh
() Use Stabc Credentials
Password:
onc

Machine Auth CredentialsaB %

EiTENERES D PIERER ITENERE.

ifﬁ Nexto



B Cisco Secure Client Profile Editor - Network Access Manager - O A

File Help
Emm AccessManager | Networks
o Chent Poboy 5
stharcakon il Profile: Untitled
Netwarks EAP Mathods Media Type
S Netwark Groups () EAP-MDS () EAP-TLS Sequrity Level
) EAP-MSCHAPY2 () EAP-TILS ':mw:m*“
EAR-GTC PEAS 2
O Q - Certificates
—
[[] Extend user connection beyond log off User Auth
Certificates
Credentiols

(A validate Server Identity

[+] Enable Fast Reconnect
[] Disable when using a Smart Card

Inner Methods based on Credentials Source

() Authenbcats using & Password
(7] EAP-MSCHARPVZ
() Authenbcate usng a Certifcate

[]EapGTQ

When reguested send the dient ceriicate in the dear
Orily send dient certificates inside the tunnel
Send dient certificate using EAP-TLS in the tunnel

() Authentcate using & Token and EAP-GTC

B usePacs

HNext Cancel

User AuthenticationEB 4

5t FUser Auth |, iHEIEREAP-FASTEREAP S 3,
B EREAP-FASTIR B89 K BRIAE,

¥ FInner Method based on credentials source®f 7 , %E#FAuthenticate using a Password f1EAP-
MSCHAPV2/ER 15 7%,

i%#Use PACs.,
iEE NeXto

HEIEBEDWIEPZETRSIANAS |, MU A AR c.comER, XL EERTFRSESE
EAP PEAPHA B A BVIEH ., MRELNIRERFEAISE , o AMEAREEIRS ST SEAPIER
B& .



Networks
Profile: C:\Users\LAB 5\Desktop\EAP FAST\configuration.xml

Certificate Trusted Server Rules

Common Mame ends with c.com

Certificate Field Match Value
Commaon Mame [ ends with w | |C.com
Remove Save
Certificate Trusted Authority

{®) Trust any Root Certificate Authority (CA) Installed on the 05

(C) Indude Root Certificate Authority (CA) Certificates

Add Remaove

Mext Cancel

AP S ORIERSSFEBEEED

AR ZEEMANEPERHMNED, N TIHAR , TRAMZFRADIUS EAPIEBHEE
CAIE+# , M2 A Trust any Root Certificate Authority (CA) Installed on the OSi&5l,

&8 & Nexto



Networks
Profile: Untitled

User Identity Media Type
Unprotected Identity Pattern: AnOnymous Security Level
Connection Type
Certificates
User Credentials Credeniisls
User Auth
O Uise Single Sign On Credentials Certificates
(@) Prompt for Credentials Credeniiss
() Remember Forever
() Remember while User is Logged On
(@) Never Remember
() Use Static Credentials
Done Cancel
AF S HRiIEEIE

REZFE DR, RERAFERERD .

B i%&$F & Prompt for Credentials > Never Remember, FEit , FEXFHRIEH , #TE AR
9 A P e A B AR,

# #HDonetk4.,

1%3%2File > Save as , A5 fFSecure Client Network Access Managerfi B X 4R 12 1
configuration.xml,

EFRLEFmMNEHEEEERFEAN S IZNEEN S , FF T —NE FRHP M configuration.xmlX
HERF XY

C:\ProgramData\Cisco\Cisco& £ & /= i\ 45 1 [0] & ZE 87 \system



SEE  ZM MR B A configuration.xml , BENEFREER,

6. 5R3 : NEAP TLSAFIEH S B RIIEER £ EF M IHNAMIBER 7

FTIFAINAMEL B X 4R1ERR , RESMEIMEE T
#& Add,



MNetworks
Profile: Untitled

Network
Mame Media Type Group™
Edit. ..
Dhede ba

* A network in group 'Globar is a member of afgroups.

Network Creation&} 4%

ARMEFEEXranE |, EARGIF , ERAATHERNEAPHIG A,

J3Group Membershipi£#EGlobal, F1BHLMEN R



ﬁ Cisco Secure Client Profile Editor - Netwerk Access Manager

File Help
j.ﬁm'ﬂ:mw ! Networks
Chent Policy
Authentication Pobcy Profile: Untitled
Heatworks Media Ty
< Network Groups Masme: s
Group Mesnbenship

Media TypedaB 2

$E5 Nexto

:w:dnemh

d ; the endstations will be connecting to the network
with & tradional ethernet cable.
() WA (wireless) Network

Select & WiFi netwark if the andstabons vall be connecting to the netwank
via a wireless rado connection to an Access Point.
S5ID (max 32 chars):

Hidden Metwork
Corporate Network
Assodation Timeout 5 seconds
Common Settings
Script or application on each user's maching to run when connected,

Mt Cancel

1% Authenticating Network , B E X Security LevelEB 5 A L RiE A ERIAES



B Cisco Secure Client Profile Editor - Metwork Access Manager

File Help
| Metwork access Mansger | Networks
il Profile: Untitled
Hetworks Seauity Level Media Type
#% Network Groups () Open Network Sacurity Level
Open networks have no senurity, and are open ko anybody within range, Thisis Cannsction Type
) futhenkicating Hetwerk
Authenticating networks prenvide the highest level of security and ane perfict for
enienprise bevel networks. Authen e ton networks require radius servers, and
ather network nfrastructurs,
802, 1X Settngs
suthPeriod (sec.) £l startPeriod [sec.) E)
heldPenod (5] &d mancStart v
- Fart Authentication Exception Poboy
] Enable port exceptions
- Seourity Alow data traffic before authentication
Key Management Allerw dats traffic after suthenBcaton even if
Hone = EAP fai
[
Encryption
E " 5
T lIon EAP succeeds but key mansgement fals
AES GCM 255
Bt Cancel
I "
BERH

WZEERTHEREPNAFEMRIE, Eit , A 7% User Connection,

B Cisco Secure Client Profile Editor - Network Access Manager

File Help
j.g}hmtmw ! Networks
Chant Policy )
il M Profile: Untitled
Blebveorks Hetvark Connection Type Madia Type
ﬁﬂemﬁﬁ'm O" P Bon Seaurity Level
Connechion Type
This should be used if the end station should log onto the network before the Usér Auth
user logs in, This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network bafore the usar has agcess.

The user connection should be used when & maching connection is not nesded,
A e connection will make the network avalable after the user has logged on.

L) Mad and Liser Conmechon

This type of connection will be made sutomatically when the machine boots.
It will then be browght down, and back up again with different credentials
when the user logs in.



=

BEERE
MEAP-TLSELE NEAPTT £, B EHREAP-TLSIREERS R HIRRIAE.

ﬁ Cisco Secure Client Prafile Editor - Network Access Manager

File Help
‘.‘E}m AccessManager | Metworks
Chent Policy : "
scation Pobey Profile: Untitled
Networks EAP Mathads Media Type
F Network Groups () EAP-MDS Security Level
() EAPMSCHARY2 () EAP-TTLS C“"'“"'Tj;""
Ly
EAP-GTC PEAP
o S EAP-FAST cottan
O Credentials
[] Extend user connection beyond log off
EAF-TLS Settings
[ validate Server Certificate
[] Enable Fast Reconnect
[] Disable when using & Smart Card
User AuthZ8 4

T CertificatesZb % , BIZSAAA EAP-TLSIEBIEE MM, WREFEAWRISE , BFEEE>RE
SIFRE D EHRAHN,

Xt F Certificate Trusted AuthorityZf % , & Trust any Root Certificate Authority (CA) installed on
the OS,



ﬂ‘ Cisco Seoure Client Profibe Bditer - Metwork Access Manager
File Help

| Metwork Access Manager | Networks

{8 Chent Polcy .
Authsrication Pokcy Profile: Untitled
Metworks Meda Type
ST Metwark G Certificate Trusted Server Rules lavd
F
Cerbificates
derbals
Cartificate Fald Match Vil
Subrject Alt. Name " exactly matches W
Add Save
Certificate Trusted Authority

{®) frust any Root Certificats Authority (CA] Installed on the 0F

{7) Inchuds Root Certificate Autherity (CA) Cartificatas

AP BHRRIERSS[IEBETRE
ifﬁ NeXto
X FUser Credentials#pn , TEEHXE — 2 FHEIAE.



Networks
Profile: Untitled

- User Identity
Unprotected Identity Pattern: [username] @ [domain]

ser Credentials

() Use Single Sign On Credentials

(") Prompt for Credentials
Remember Forever
Remember while Uiser is Logged On
MNever Remember

- Certificate Source Remember Smart Card Pin
Smart Card or OS certificates Remamber Forever

Smart Card certificates only Remember while User is Logged On
Mever Remember
Smart Card Removal Pokcy
[] Disconnect from Network
Rule logic (®OR (DAND
Field Operator Value

|| o

Done Cancel

User Auth Credentials&R %"

WMEE S R FHEEAP TLSEREAR REMN S MEHCE AN, EHITUIRE

Certificate Machining Rule (Max 10)3 il B &% 4E .

& & Add.

Media Type
Security Level
Connection Type
User Auth
Certificates
Credentisls

iFRiiUse



|/ Certificate Matching Rule Entry

o Y

Certificate Field Match

Issuer.CN v | Equals

Value

‘ruw Internal OR 3rd Party CA.com

Id Operator Value

EHEEANE O

BHAPIEHHCNE#EMy Internal= 5 =5 CA.com.

Delete




ﬁ Cisco Secure Client Profile Editor - Metwork Access Manager

File Help
| tetwork Access Manager | Metworks
{8} Chent Pokcy : i
Authentication Policy Profile: Untitied
' Networks User Identity Media Type
T Network Groups Unprotected Tdentity Pattern; [username] 3 {domain] e
Connection Type
User Auth
Certificates
User Credentials cedentels
(%) Use Single Sign On Credentials (Requires Smart Card)
(_) Prompt for Credentials

Remember Forever

ber while User is Logged On

Mever Remember
Certificate Source Flemember Smart Card Pin
Smart Card or 05 certificates Remember Forewver
Smart Card certificates o Remember while User is Logged On
Méwer Bamambser
Smart Card Removal Pobcy
[] Disconnect from Metwork
[ Use Certificate Matching Rade (Max 10)
Rulelogic (@OR (DAND
Freld Operator Valse
(Issuer.ON [Equais My Internal OR 3rd Party C... | &
T
Edit Dele te
Done Cancel

AP BB RIFE RS
# FHDoneTERELE
i%£$EFile > Save asEAFSecure Client Network Access Managerfit & X # 5 72 7 configuration.xmlo

EFEREEFRMETREEREANS QIRNEENXH , HFF T 1B FF M configuration.xml3Z
Fr B RS

C:\ProgramData\Cisco\CiscoZ £ & F i\ £& 17 [7] B ZE 87 \system



SEE  ZM MR B A configuration.xml , BENEFREER,

7. BELEISR 1100MISELL A E T 5 H1 PEAP MSCHAPV2H & 3 1 iE

ELEISR 110088 H 28,

KEDNEEEFdtIXERZTHELRRE.,



aaa
aaa
!
aaa
aaa
aaa
aaa
!
aaa

A CXNTFEVRISERE , EOERAT7TRBBRFHNTLASHNEMT K. EAdministration >
System > Deploymenti&£ T+ 1 S EIISE AT X L # 1T &,

new-model
session-id common

authentication dotlx default group ISE-CLUSTER
authorization network default group ISE-CLUSTER
accounting system default start-stop group ISE-CLUSTER
accounting dotlx default start-stop group ISE-CLUSTER

server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

B iE & 10 AR 55 51 %3.2,
BEMKIRE,

FFISR NADZ N EISE Administration > Network Resources > Network Devices.

f# Add.

Network Devices

IP/IMask Profile Name Location

Network Device®f %

NIEEELIZAINADIEER . NIMMZIRZIP,



Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

Natwork Davices
ISR1100

Dafaull Dovice
Network Devices

Davice Sacurity Sattings

ISR1100

Description

IP Address

Device Profile B Cisco
Modael Name

Software Varsion

M EIRE IR

ER-AHNELS , FNEMZREEETEANLER

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret

D Use Second Shared Secret

Second Shared
Secret

CoA Port

W 48 1% % Radiusi® B

REFEER
BLEA THLmETENRIERN S 5.

b Evaluntion Mode 29 Days

Maore




EFAISEAR# HH WU, ANIARERINISES BRI,

& B Administration > Identity Management > Groupsit i+ , RAESIBZBAFFIENSE, HIER
B B 194H RiseUsers,

Administration - ldentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

MNew Uzer ntity Group

Identity Groups

Identity Group

* Name i'sﬂLIsr;-r:‘;!
Endpaoint Identity Groups

User Identity Groups Description

B340z
& FH“Submit”,
EMIEE>FHESESFMETF,
% Add.

Administration - [dentity Management
Identities Groups External ldentity Sources Identity Source Sequences Settings

Users
P ———— Network Access Users

zted 0 Total O

Status Username - Description First Name Last Name Email Address User Identity Groups

Mo data avallable

Y45 14 FA P 859

ERVIEZRIN—E D , LAFRWBHFL, REIFEERAFRiseiscool,



» Mew Network Access Liser

~ Network Access User

* Usarname iseiscool

Status ¥ Enabled

Account Mame Alias

Email

4% 175 7] i P 6122

NAFEERB, EAVainillalSEIT7,

~ Passwords
Password Type: Internal Users

Password Lifetime

With Expiration

Passwand will

} Meser Expires

5

Hassword

* Login Password

Enable Password

User Creation PasswordaB

SR 2B BliseUsersd.,

User Groups

% iseUsers

RAFADE

He-Enter Passwond




[ S
SMEISER £ >KEE>KEE
ALAERRINREESE, BER , ARHIGET — B A WiredBY RHG1,

AR NERBEHRTORNERNCABTHERRE



AR MRBAIAMBMSES , AU[QTEARBENTEER , REERELLE
AFATo

Default policy set

ERANRHEREL8021x. #BFE , REEHEM



Conditions Studio

Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_ A
uthentication

Switch_Local_‘Web_Authentica
L0

Switch_Wab_Authentication
Wired _B02.1X
Wired _MAB

Wirslazs B02.1X

B ORIERMEG TS
£ VRV IGER 0 FROE R B IA R SR 15 R
Policy - Policy Sets

Policy Sets

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits  Actions  View

2 Wired Wired_B02.1X Default Network Access

] Dafauly Dafault policy se1

RIE— R E
Click Save.
2.d.BEFHRIUEFZNERK,
B H>Er.

Wired_802.1X




B FF Authentication PolicyZB %o

KRii+BE#R.

Authentication Policy (1)

Status  Rule Name Conditions

U 4T 5K B

NEHWIERBIEERN. WRHEIPERNES BRI,
KA ULH & 7 10 UE R EE A9 545 LB +BER,

15 A B9 R TR ES B %4 Wired Dot1xo

&G, EEASIFIEERIBAS.

« Authentication Policy (1)

Status  Rule Name Conditions

-] Intarnal Authentication

16 IF SR B
R ERE.
BRRBE T REKS, BIFHEG+ER.

Hits Actions

* Options

Hits Actions

Internal Users

*  QOptions

If Auth fail

If User not found

If Process fall




Policy - Policy Sets

UpLUnNs

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions
« Authorization Policy (1)
Results

Status Rule Name Conditions Praofiles Security Groups Hits Actions

] Default DenyAccess

R R

BRI BIZNRNER. EUEERHIT , £/ T & MInternal ISE Users.
EHHEIRB RSN , FERGIPRE+ER.

£ A 4AIseUsers.

BEREMED.

% $F|dentityGroup B #% o

M F B IR E T A dentityGroupl& M B InternalUser= 84,



Library

InternalUser-ldentityGroup

@ | & | @ | F

BYOD_is_Registered Dictionary Attribute

Catalyst_Switch_Local_Web_A All Dictlonaries Attribute

uthentication
AD ExtarnalGroups

Compliance_Unknown_Deavices CWA_ExternalGroups

Compliant_Devices IdentityGroup Description

IdentityGroup
EAP-MSCHAPYZ

Internalllzer IdentityGroup
EAP-TLS
PasslvalD PaszivelD_Groups

ek

EEEqualsiz E &,

MNAFB@REH | EFEAlseUsers,

Editor
InternalUser:ldentityGroup

Equals User Identity Groups:iseUsers -

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices
Compliant_Devices
EAP-MSCHAPW2

EAP-TLS




8 FHUse,
ISt RIRINEE XX,

{55 FA T B i 1Y Bl B X4 Permit Accesso

AR EEER, BB BELDotIXRE (FAETRAF BA4HISEUsersi — 37 ) BIISERY
ORI ERIARER , H4E R NDenyAccess.



~ Authorization Policy (1)

Results

Status  Rule Name Conditions Profiles Security Groups Hits Actions

Internalls:
Intarnal ISE Users d PermitAccess
Groups

A

Click Save.

50 IF

BEXTHE , KLEFHFRRAMARZIL , HIEEPEAP MSCHAPV2EL B X 48 A%,
QNG TR = R AT

i i 2
. Cisco Secure Client | PEAP M5CHAPZ X

Authenticating Please enter your username and password for the

network: PEAP MSCHAPV2

s

Password: | VaindlalSES7] |
T O tico ] Show Passward

PEAP MSCHAPvV2

[ ox ]| conce

ZEEFImNAM

MRKXIFEHWIEER , . NAMEREEERE,



€9 Cisco Secure Client — X

Network:
Connected (192. 168. 15.2)

PEAP MSCHAPv2

BEEFIRNAM
B REEERRASMEEREARIERTES , TERNAMRITHENSRNIFAE S,

9 Cisco Secure Client - 4

| ran] s :
asco Oecure Client

Network Access Manager Diagnostics
Configuration Log Settings Statistics Message History

ZEEFEFIRHESALIER

7:06:01PM PEAP MSCHAPV2 : Authenticating
7:06:21PM  PEAP MSCHAPv2 : Acquiring IP Address
7:06:21PM  PEAP MSCHAPv2 : Connected

REEFRHESMEIRR

MISES i B)#&4E> Radius LiveLogsEE S HRIINFMAEE. M TERMT , ERTHEANAFE

o

HixmER | flan

- BHEB,

e Mac ik,

- FANKEE,
o WUFTRRE.

o RIUKER.



- HtbBXRHEH,

Miseenfigured Supplicants Miseanfigured Netwerk Devices RADN Cllant Stopped Responding Repest Counter

Endpaint IO Endpaint—  Authentication Palicy uthariz el Authorir... P Addraas Network De...

Last Updated: Tue Apr 23 2024 13:02:14 GMT-0600 (Central Standard Time)

ISE RADIUSZERS B &

HTEAUBRIEHSEBNER , ARSRNRINFHRIPRES , R AMERER EBHN

o

B HEER

AR . BREFF imAERANAME &,
MRANAMAREREREXFRERTOUEZNHEEXHS , FHREEFREAMNKZE SR
BE SHMEWindowsZ>R H7 AR ARETREFFIRER>REMEEE |, 7RI R

o



Open Cisco Secure Client

T v Show Notifications
YPE€

Metwork

Disable Wireless

About

&17PM
4/7/2024

Network Repair&f s
B2  EEWE B EHITEH —T D
1. BANAMY E BERiER

FIFINAM , RfE ARG HEER.

sillwila.
EIECD

...........

ERF ARZERIF, %EFEnable Extended Logging &S i1 .

IR 2 RIR A K/MRE N 100 MB.



@ Cisco Secure Client —

IIr :
asco oecure Client

Network Access Manager Diagnostics
Configuration Log Settings Statistics Message History

Use extended logging to coliect additional nformation about product operations.

[]Enable Extended Logging
Fitter Driver: off "t

[ credential Provider

7] Packet Capture

Maodmum Packet Capture File Size (MB): | 100|

ZL2EFIHNAM B ZRE

2. EY R,

ERYRBTERE , REQLSRENZAA , LBRERBEHHBRRE.
3. WELR £ FFIRDARTHE 2.

EWindowsH , SfinEI#E & H 8 A Cisco Secure Client Diagnostics and Reporting Tool,



Cisco Secure Chent Diagnostics
and Reporting Tool

App

DARTH#E#

HRELESD , BELTETHER, ZTEESREHEHNBXIMXSEEE  EHEHRIES
R B,

EE—1E AP EEHNext,
Cisco Secure Client - DART

Tinir
CISCO

DARTHE 3R




BXBEENext , MENATHRHALRFERE L,

Cisco Secure Client - DART i

(@) Default - Bundle will be saved to Desktop

() Custom

 Back W tet W Cancel

DART#&E R

MERZEE | FHikPEnable Bundle Encryption & i&4E,



Cisco Secure Client - DART oy

[ ] Enable Bundle Encryption

| Mask Passwiord

Encryption Password

Canfirm Password

DARTHE R

DART B & W ETT 4.



Cisco Secure Client - DART W

DART B &k &

SRS EATREE B 100 $hE E K AT iHE



Cisco Secure Client - DART >

DARTHS BRI EL R

£ RH B R AR EIDARTE R X4+,

Name Date modified Type
| DARTBundle_0423_1538 4/24/2024 1:14 PM Compressed (zipped) Folder
DART4 R #

EESEYS

EH R N NESY,

0N


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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