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M Administration / Users / Users, Roles & AAA

AAA Mode Settings Add TACACS+ Server

Active Sessions o- IP Address

Change Password

* DNS Name
Local Password Policy
* Port 49
Lol JE ] Shared Secret Format ASCII j
SSO Server Settings * Shared Secret 0
S8O0 Servers * Confirm Shared Secret
TACACS+ Servers * Retransmit Timeout 5 (secs)
* : 1

User Groups Retries

Authentication Type PAP j
Users

Local Interface IP | 10.106.68.130 N

B oo

HER3 N INACS RS 28RV IPHb 1t

HBRA. 5 ATEACSIRS BR P ELEMTACACS+HRERH,
SEREEBUNAZEN NAEPRENMBALZER,
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SE2MNEMER R PEFAAAERESR |, BRI BRI ZNE , WEFR :



© .l Prime Infrastructure

A Administration / Users / Users, Roles & AAA

AAA Mode Settings AAA Mode Settings

Active Sessions

AAA Mode @ “Local ( RADIUS ©Otacacs+ [ sso

Change Password Enable fallback to Local | ONLY on no server responsj

Local Password Policy
Save
RADIUS Servers
SSO0 Server Settings
SSO0 Servers
TACACS+ Servers

User Groups

Users

HPR3.IEFTACACS+,

SRAIMRAZLEEE REACSRSRAEBRNEA ARG HERE |, EiEPEARBRIAEHE, X
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$ %1 .S E Administration > AAA > User Groups, W RHIEREER BHRIE, EIRTER
Admin Group Name , A/F 2 HAM K Task ListiEI , ZIEFTR :
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A | Administration / Users / Users, Roles & AAA Q00
AAA Mode Settings User Groups
Active Sessions Group Name Members Audit Trail View Task
Change Password Admin virtual a8 Task List
Local Password Policy Config Managers 8 Task List
RADIUS Servers Lobby Ambassador E Task List
Monitor Lite El Task List
SSO Server Settings
NBI Credential =] Task List
SSO Servers
NBI Read =] Task List
TACACS+ Servers NBI Write =] Task List
User Groups North Bound API =] Task List
Users Root root a8 Task List
Super Users E] Task List
System Monitoring virtual 5 Task List

BHESHIRGETE  CFHAEQ , WEAE



Task List

@ Please copy and paste the appropriate protocol data below into the custom/vendor-specific attribute field in your AAA server.

TACACS+ Custom Attributes

RADIUS Custom Attributes

@ If the size of the RADIUS attributes on your AAA server is more than 4096 bytes, Please copy ONLY role

retrieve the associated TASKS

role0=Admin

task0=View Alerts and Events
taskl=Run Job

task2=Device Reports

task3=Alarm Stat Panel Access
task4=RADIUS Servers

task5=Raw NetFlow Reports
task6=Credential Profile Delete Access
task7=Compliance Audit Fix Access
task8=Network Summary Reports
task9=Discovery View Privilege
taskl0=Configure ACS View Servers
taskll=Run Reports List
taskl2=View CAS Notifications Only
taskl3=Administration Menu Access
taskl4=Monitor Clients
taskl5=Configure Guest Users
taskl6=Monitor Media Streams
taskl7=Configure Lightweight Access Point
Templates

taskl8=Monitor Chokepoints
taskl9=Maps Read Write

NCS:role0=Admin

NCS:task0=View Alerts and Events
NCS:taskl=Run Job

NCS:task2=Device Reports
NCS:task3=Alarm Stat Panel Access
NCS:task4=RADIUS Servers

NCS:task5=Raw NetFlow Reports
NCS:taské=Credential Profile Delete Access
NCS:task7=Compliance Audit Fix Access
NCS:task8=Network Summary Reports
NCS:task9=Discovery View Privilege
NCS:taskl0=Configure ACS View Servers
NCS:taskll=Run Reports List
NCS:taskl2=View CAS Notifications Only
NCS:taskl3=Administration Menu Access
NCS:taskl4=Monitor Clients
NCS:taskl5=Configure Guest Users
NCS:tasklé=Monitor Media Streams
NCS:taskl7=Configure Lightweight Access Point
Templates

NCS:taskl8=Monitor Chokepoints
NCS:task1l9=Maps Read Write

task20=Administrative privileges under Manage and NCS:task20=Administrative privileges under Manage
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@ Virtual Domain custom attributes are mandatory.To add custom attributes related to Virtual Domains, please click here.
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TACACS+ Custom Attributes
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RADIUS Custom Attributes

virtual-domain0=ROOT-DOMAIN
virtual-domainl=testl

NCS:virtual-domain0=ROOT-DOMAIN
NCS:virtual-domainl=testl

BLIACS 4.2
FBR1.ZFZACS Admin GUI , ARG EInterface Configuration > TACACS+R .
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New Services

Service Protocol
@ ciscowlc commaon
v Wireless-WCS HTTP
v NCS HTTP

SR FHR2POBNICEATNIAERBERMI A NAERE, BERFINELEEM,

¥ NCS HTTP

& Custom attributes

virtual-domain0=ROOT-DOMAIN
roleQ=Admin

task0=View Alerts and Events
taskl=Device Reports
task2=RADIUS Servers
task3i=Alarm Stat Panel Access
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2016- 05-12 15:24: 18,517 [ http-bi o-443-exec-10] DEBUG usermgnt - [ [ TacacsLogi nhvbdul €]
user entered usernane: 138527]



2016- 05-12 15: 24: 18, 517

[ htt p- bi 0- 443- exec- 10]

Primary server=172.18. 70. 243: 49]

2016- 05-12 15: 24: 18, 517

Met hod @ [login], Cass :
2016- 05-12 15: 24:18, 517
Met hod @ [login], Cass :

2016- 05-12 15: 24: 18,518

[ htt p- bi 0- 443- exec- 10]
[ htt p- bi 0- 443- exec- 10]

[ htt p- bi 0- 443- exec- 10]

DEBUG

DEBUG

[ com ci sco. xnp. j aas. t acacs.

DEBUG

[ com ci sco. xnp. j aas. t acacs.

I NFO

[ prepare to ping TACACS+ server (> 0):/172.18.70.243

2016-05-12 15:24:18, 619
[ Tacacs: Num of ACS is
2016-05-12 15:24:18, 619

[ Tacacs: acti veACSI ndex is

2016-05-12 15:24:18, 619
[ Tacacs:
2016-05-12 15:24:18, 619
EST 2016]

Unabl e to connect to Server 2:

[ htt p- bi 0- 443- exec- 10]
3].

[ htt p- bi 0- 443- exec- 10]
0] .

[ htt p- bi 0- 443- exec- 10]

[ htt p- bi 0- 443- exec-10]

I NFO

I NFO

I NFO

DEBUG

com ci sco. xnp. j aas. XnpAut henti cati onServer Excepti on:

e R BB R RE BRI

user ngmnt

user ngmnt

[

Thread |

TacacsLoginCient].

user ngmnt

Thread |

Secondar yTacacslLogi

user ngmnt
(-1].

user ngmnt
user ngmnt

user ngmnt

/172.18.70. 243 Reason:

user ngmnt

Server

[ Tacacs:
[ Tacacs:
[ Tacacs:

[ Tacacs:

[ TacacsLogi nhvbdul €]

d : [835], Entering
d : [835], Entering
nClient].

connect Tacacs() ]
connect Tacacs() ]
connect Tacacs() ]

connect Tacacs() ]

Connection refused].

[

[ TacacsLogi nModul e] exception in client.login( prinmaryServer,
Not

ARERHTEMER (WP KEHEMPEIRFELEESE )

Reachabl

[ Thu May 12 15:24:18
primaryPort, seconda. . :
e: Connection refused]
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