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5MB ) , BERB{EDockerBesEM, EANF , BMNECEBMIOXIRE. ZEHICentOS 7 Linuxit
YR , RAEWE—1/PNEPython WebfRS5Es , MHEITBFIDockerRagH , HEIOxigZ LEEB
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1.FELinuxEN EZEHHERZIOXEF i,
IOXFFIHE—ITE WiITENAHELZFIOMRREES , LEEIOXN A,
T#ioxclientZ&HH4HERE , RN TARELE .

[j edepuyd@b ~]$ Il ioxclient_1.3.0.0_linux_and64.tar.gz
-rwr--r--. 1 jedepuyd jedepuyd 4668259 Jun 22 09:19 ioxclient_1.3.0.0_linux_and64.tar.gz

[j edepuyd@b ~]$ tar -xvzf ioxclient_1.3.0.0_linux_and64.tar.gz
ioxclient_1.3.0.0_linux_and64/ioxclient
ioxclient_1.3.0.0_linux_anmd64/ README. nd

[j edepuyd@b ~]$ ./ioxclient_1.3.0.0_linux_and64/ioxclient --version
Config file not found : /hone/jedepuyd/.ioxclientcfg.yan
Creating one time configuration..

Your / your organization's nanme : Cisco

Your / your organization's URL : www. Ci SCO.com

Your 1 Ox platforms | P address[127.0.0.1] : 10.48.43.197
Your I Ox platform s port nunber[8443]

Aut hori zed user nanme[root] : admn

Password for admin :

Local repository path on I Ox platforni/software/ downl oads]:
URL Scheme (http/https) [https]:

APl Prefix[/iox/api/v2/ hosting/]:

Your 1 Ox platforms SSH Port[2222]:

Activating Profile default

Savi ng current configuration

ioxclient version 1.3.0.0

[j edepuyd@b ~]$ ./ioxclient_1.3.0.0_linux_and64/ioxclient --version
ioxclient version 1.3.0.0

WMEFRR |, FEIOXFE IR ERE A , AT NIOXREBEREEN M , BB IOXE /- inE E 2
BN, MRUEEHITIIRGE , REBFN/ERRE , JREESTI® T | iosclientE B34
ek

2 FELinuxEAH EZ & H A& Docker,
Docker A F a2 & 85 H = R B B AV 1T

Z%¥Dockerf L E L B EBEHUR T B L EDockerfILinuxiBER S, ST AL, BATLAFEACentOS
7. BXTED AR ZERB , E5M@https://docs.docker.com/engine/installation/.

RRMBBRM

[j edepuyd@b ~]$ sudo yuminstall -y yumutils devi ce-mapper-persistent-data |vn2

Oonpl ete!
7sinDockerE 1 :


https://docs.docker.com/engine/installation/

[j edepuyd@b ~]$ sudo yum confi g- nanager --add-repo

htt ps://downl oad. docker. conl | i nux/ cent os/ docker-ce. repo

Loaded plugins: fastestmrror

addi ng repo from https://downl oad. docker.com | i nux/centos/docker-ce.repo
grabbing file https://downl oad. docker.com | i nux/ centos/ docker-ce.repo to
/etc/yum repos. d/ docker - ce. repo

repo saved to /etc/yumrepos. d/ docker-ce.repo

Z#&Docker ( ZEMNEZGPGEARIE )

[j edepuyd@b ~]$ sudo yuminstall docker-ce

éﬁﬁplete!
BzhDocker:

[j edepuyd@b ~]$ sudo systenttl start docker

[j edepuyd@b i ox_docker _pythonweb] $ vi Dockerfile
[j edepuyd@b i ox_docker _pythonweb] $ cat Dockerfile
FROM al pi ne: 3.3

RUN apk add --no-cache python
COPY webserver. py /webserver. py

ENEBAF &M R/AETTDocker , EFLLA PR NZEIDocker HF RIFTE KL R F 10

[j edepuyd@b ~]$ sudo usernod -a -G docker jedepuyd
[j edepuyd@b ~]$ newgrp docker

%% Z|Docker Hub:

Docker Hub@ & & T] LAE A B Alpine BB &, IR E R KB Docker ID , N FEEZ A
. https://hub.docker.com/,

[j edepuyd@b ~]$ docker |ogin

Log in with your Docker ID to push and pull inages from Docker Hub. If you do not have a Docker
I D, head over to https://hub.docker.comto create one

User nane: jensdepuydt

Passwor d:

Logi n Succeeded

3.8 Python WebfR% 25,

HERTHETRE , BT HHWETES AIOXKRE LiZITHISERRR A

[j edepuyd@b ~]1$ nkdir iox_docker_pyt honweb

[j edepuyd@b ~]1$ cd iox_docker_pyt honweb/

[j edepuyd@b i ox_docker pythonweb] $ vi webserver. py

[j edepuyd@b i ox_docker pythonweb] $ cat webserver. py
#!/usr/ bi n/env python

from BaseHTTPServer inport BaseHTTPRequest Handl er, HTTPServer
i mport Socket Server

i mport os

cl ass S(BaseHTTPRequest Handl er):


https://hub.docker.com/

def _set_headers(self):
sel f.send_response(200)
sel f.send_header (' Content-type', '"text/htm")
sel f. end_headers()

def do_GET(self):
sel f. _set _headers()
self.wfile.wite("<htm ><body><h1>] OX pyt hon webserver </ hl1></body></htnm >")

def run(server_cl ass=HTTPServer, handl er _cl ass=S, port=80):
server _address = ('', port)
httpd = server_cl ass(server_address, handl er_cl ass)
print 'Starting webserver...'
log file_dir = os.getenv("CAF_APP_LOG DIR', "/tmp")
log file_path = os.path.join(log file_dir, "webserver.log")
| ogf = open(log_file_path, 'w)
logf.wite('Starting webserver....\n")
I ogf. cl ose()

htt pd. serve_forever ()

if nanme ="_ min_"

fromsys inmport argv

if len(argv) ==
run(port=int(argv[1]))
el se:
run()

R 2 & TEwebserver.py R I K FEE DN HIPython WebfR$85. WebfR% 38 R EEERGETRIR
[E]10x python Webserver, WebfR2525 /3 3 93w O AT LAR UK 080 , t a] LA R4 Fwebserver.pyfy 58
_/l\%}%&o

HREEETHEHHRHDPESZENBEXHFNEA, BENXHAHEIOXFEF RSN EEIEZ,
4 Bl DockerfilefDocker& s,

WMIE |, BNZEBRRHIZITNARF (webserver.py) , REHRMEDockerBs T . BEfE
Dockerfile & X :

[j edepuyd@b i ox_docker _pythonweb] $ vi Dockerfile
[j edepuyd@b i ox_docker _pythonweb] $ cat Dockerfile
FROM al pi ne: 3.3

RUN apk add --no-cache python
COPY webserver. py /webserver. py

WRFTM, , Dockerfileth fR ¥ 82, MAIpineEARMGIT1E , Z3&EPython Fwebserver.pyE HIE A
SRR

— B#AfIDocker X fE & Bk | 183 T LUGEDocker B8 -

j edepuyd@lb i ox_docker _pythonweb] $ docker build -t ioxpythonweb:1.0 .
Sendi ng build context to Docker daenobn 3.584 kB
Step 1/3 : FROM al pi ne: 3.3
3.3: Pulling fromlibrary/al pine
10462c29356¢: Pull conplete
Di gest: sha256: 9825f dla7e8d5f eb52a2f 7b40c9c4653d477b797f 9ddc05b9c2bc043016d4819
St at us: Downl oaded newer image for alpine:3.3
---> 461b3f 7c318a



Step 2/3 : RUN apk add --no-cache python

---> Running in b057a8183250
fetch http://dl-cdn.al pi nelinux. org/al pi ne/v3. 3/ mai n/ x86_64/ APKI NDEX. t ar . gz
fetch http://dl-cdn.al pi nelinux.org/al pi ne/v3. 3/ conmuni ty/ x86_64/ APKI NDEX. t ar . gz
(1/10) Installing libbz2 (1.0.6-r4)

(2/10) Installing expat (2.1.1-r1)

(3/10) Installing libffi (3.2.1-r2)

(4/10) Installing gdbm (1.11-r1)

(5/10) Installing ncurses-termn nfo-base (6.0-r6)
(6/10) Installing ncurses-termnfo (6.0-r6)
(7/10) Installing ncurses-libs (6.0-r6)

(8/10) Installing readline (6.3.008-r4)

(9/10) Installing sqglite-libs (3.9.2-r0)

(10/10) Installing python (2.7.12-r0)

Executi ng busybox-1.24.2-r1.trigger

OK: 51 MB in 21 packages

---> 81e98c806ee9

Rermovi ng i nternedi ate contai ner b057a8183250
Step 3/3 : COPY webserver.py /webserver. py

---> c9b7474b12b2

Rermovi ng i nternedi ate contai ner 4705922100e6
Successfully built c9b7474b12b2

[j edepuyd@b i ox_docker _pyt honweb] $ docker i nages

REPOSI TORY TAG | MAGE I D CREATED Sl ZE
i oxpyt honweb 1.0 c9b7474b12b2 11 seconds ago 43.4 MB
al pi ne 3.3 461b3f 7¢c318a 2 days ago 4.81 MB

Docker build@s & T EARMEG | HILBIEEDockerfileF I ER ZEPython MK HIM, JKig— iy
SHTRIE,

5.1 8 Z A Docker& g5
SRR ANER |, BHFRIUEENER DockerB s 2 E 2R IFEME TE,
[j edepuyd@lb i ox_docker _pythonweb] $ docker run -ti ioxpythonweb: 1.0

/ # python /webserver.py 9000 &
| # Starting webserver. ..

/| # netstat -tlpn
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Forei gn Address State Pl D/ Pr ogr am nane
tcp 0 0 0.0.0.0:9000 0.0.0.0:* LI STEN 7/ pyt hon
| # exit

Wnetstatfy % HFTR , B3webserver.py/a , ©&M¥ri% 09000,
6.1 FADocker& 22 A 210X 3.

BAREEHIEARZPWebfRFERHTIEE , MEFER HWEIOXBU#H TEE ., B TFDockerX 12
£ 7 #EDockerA 25V ER , package.yamli2 it 7 IOxF P in i ZIOx ZHI B ER

j edepuyd@b i ox_docker _pythonweb] $ vi package. yan
[j edepuyd@b i ox_docker _pythonweb] $ cat package. yani
descri ptor-schema-version: "2. 2"

i nfo:
nane: "iox_docker_pyt honweb"
description: "sinple docker python webserver on port 9000"
version: "1.0"



aut hor-1ink: "http://ww.cisco.cont
aut hor - nane: "Jens Depuydt”

app:
cpuarch: "x86_64"
type: docker
resources:
profile: cl.small
net wor Kk:
interface-nane: ethO
ports:
tcp: [9000]

startup:
rootfs: rootfs.tar
target: ["python","/webserver.py", "9000"]
A xpackage.yamlABKEHME L , HiF A : https://developer.cisco.com/medial/iox-dev-quide-3-
10-16/concepts/package_descriptor/,

fl&package.yamlfg , AT AFHIIRIOXE,

F—FH RS HDockerB R IRFS:

[j edepuyd@lb i ox_docker _pythonweb] $ docker save -0 rootfs.tar ioxpythonweb: 1.0

ETK , &0 L% K package.tar:

[j edepuyd@lb i ox_docker _pythonweb]$ ../ioxclient_1.3.0.0_Iinux_and64/ioxclient package .
Currently active profile: default

Conmmand Name: package

Checking if package descriptor file is present.

Val i dating descriptor file /home/jedepuyd/iox_docker_pyt honweb/ package. yam w th package schena
definitions

Parsi ng descriptor file.

Found schema version 2.2

Loadi ng schema file for version 2.2

Val i dati ng package descriptor file..

File /home/jedepuyd/i ox_docker_pyt honweb/ package. yam is valid under schema version 2.2
Created Staging directory at : /tnp/ 700740789

Copying contents to staging directory

Checking for application runtinme type

Coul dn't detect application runtinme type

Creating an inner envel ope for application artifacts

Generated /tnp/ 700740789/ artifacts.tar.gz

Cal cul ati ng SHA1 checksum for package contents..

Parsi ng Package Metadata file : /tnp/700740789/. package. net adat a
Wote package netadata file : /tnp/ 700740789/ . package. net adat a

Root Directory : /tnp/ 700740789

Qutput file: /tnp/ 335805072

Pat h: . package. net adat a

SHA1l : 55614e72481a64726914h89801a3276a855c728a

Path: artifacts.tar.gz

SHA1l : 816c7bbf d8ae76af 451642e652bad5cf 9592370c

Pat h: package. yanl

SHALl : ae75859909f 6ea6947f 599f d77a3f 8f 04f da0709

Gener at ed package mani fest at package. nf

Generating | Ox Package. .

Package generated at /hone/jedepuyd/iox_docker_pyt honweb/ package.tar

4 R H 4 R 210x 8 (package.tar) , ‘@&Dockerazss , AIEBEEIOX L,


https://developer.cisco.com/media/iox-dev-guide-3-10-16/concepts/package_descriptor/
https://developer.cisco.com/media/iox-dev-guide-3-10-16/concepts/package_descriptor/

3 : |Oxclientth AT LAE — H H#Tdocker savefi . ECentOSLE |, X4 5 HEIERIAKY
rootfs.img , M =Zrooffs.tar , XREFLEIBPHFREE, £HAIOXxEFimdockerf i
|Oxpythonweb:1.080 7] 5 5 Bl 22 — NS Bk,

8.1EIOxiR & LEBE. BMENBHHRHL.

RE—ZRBIOXRHBHEYIONRE , HEHED, XESRALESERIOE K, FiLE
HERVNEMEFMB/KRTR. X TAI , B0 LUERIOXE i,

ERNRHGIFBREIONRE , HFEHA B Fpython_web:

[j edepuyd@b i ox_docker_pythonweb] $ ../ioxclient_1.3.0.0_linux_and64/ioxclient app install
pyt hon_web package. tar

Currently active profile: default

Command Nane: application-install

Installation Successful. App is available at:

https://10.48. 43. 197: 8443/ i ox/ api / v2/ hosti ng/ apps/ pyt hon_web

Successful |y depl oyed

HEHENACH , BRFEEAMBEENSR. Nt , BFECIEISONI /. BUERT , © ALK
IEBOEER,

[j edepuyd@b i ox_docker _pythonweb] $ vi activate.json
[j edepuyd@b i ox_docker _pythonweb] $ cat activate.json

{
"resources": {
"profile": "cl.small",
"network": [{"interface-nanme": "eth0", "network-name": "iox-natO","port_map": {"node":
"1tol"}, "ports": {"tcp":9000}}]
}
}

[j edepuyd@lb i ox_docker _pyt honweb]$ ../ioxclient_1.3.0.0_linux_and64/ioxclient app activate
pyt hon_web --payl oad activate.json

Currently active profile : default

Conmand Nane: application-activate

Payl oad file : activate.json. WII pass it as application/json in request body..

App python_web is Activated

AN &R —BURER B FINIRIEEMBUER A

[j edepuyd@b i ox_docker _pythonweb] $ ../ioxclient_1.3.0.0_linux_and64/ioxclient app start
pyt hon_web

Currently active profile : default

Command Name: application-start

App python_web is Started

BT FIO0xR A B E N 1% 09000 LMHTTPIER , B MEFZHEOMIOXREH# LB
, BN BRENAT/EE,. fECisco IOS®_ L ITILIEE,

BRU- | OT- 809- 1#sh i ox host list det | i IPV4
I PV4 Address of Host: 192.168.1.2
BRU- | OT- 809- 1#conf t
Enter configuration conmands, one per line. End with CNTL/Z
BRU- | OT-809- 1(config)#i p nat inside source static tcp 192.168.1.2 9000 interface
G gabi t Et hernet 0 9000
BRU- | OT- 809- 1( confi g) #exi t



N HHEHGOSH AP ( AR B 3/ELLNZITIOXEER ) -

E—
B SNI0SHGI0RE O /YK D000 B Ak O XA G0S, MRIRFEIL 20k O EE
(IR829LMVERBAIREMLL ) , MFEEABE T ip nat outsideiE AH EEFVLANEIRGIOE O,

Hir
ERAER D AT EIAER BRER ERIZIT.
NTRIEWeb RFB/RBIZTHEBIIN , FAU=HEA LB S IHEWeblRS 25,

[j edepuyd@b i ox_docker _pythonweb] $ curl http://10.48.43.197: 9000/
<ht m ><body><h1>| OX pyt hon webserver </ hl></body></ht m >

oE , EMR , NESZHR K

Q o http://10.46.43.197:9000/ ==

-'-.. ..H' -

& (i) ]10.48.43.197:9000

I0X python webserver

#8238 7] LAMIOxclient CLIF&IE B FARAS :

[j edepuyd@lb i ox_docker _pyt honweb]$ ../ioxclient_1.3.0.0_Iinux_and64/ioxclient app status
pyt hon_web

Currently active profile : default

Conmand Name: application-status

Savi ng current configuration

App pyt hon_web i s RUNNI NG

A A i E IR BRGUIRIE N AVRAS |, BB AR R



® L http://10.48.43.197:9000/ % [ il Cisco 10x Local Manager .+

€ (D& | hitps://10.48.43.197:8443/admin @ Search A=

Helle, 2dmin | Log Cut
st Cisco Systems
€ISCO  Cisco I0x Local Manager

Applications Cartridges System Info System Setting Middleware Service

App-info App-Config App-DataDir Logs

v Resouces
v Resouce Profile v Network Configuration
Profile: eth0 Port Mapping
CPU | 200 | cpu-units
Memory [ 64 | mB
Disk |10 | mB

Avail. CPU (cpu-units) 332 Awvail. Memory (Mb) &40

Application is currently running.
EEF B Ewebserver.py R E AR BEH :

[j edepuyd@lb i ox_docker _pythonweb]$ ../ioxclient_1.3.0.0_Iinux_and64/ioxclient app logs info
pyt hon_web

Currently active profile : default

Command Nane: application-1ogs-info

Log file information for : python_web

Size_bytes : 711

Downl oad_| i nk : /admi n/ downl oad/ | ogs?fi |l enane=pyt hon_web- wat chDog. | og
Tinmestanp : Thu Jun 22 08:21:18 2017

Fil enane : watchDog. | og

Si ze_bytes : 23

Downl oad_| i nk : /adni n/ downl oad/ | ogs?fi | ename=pyt hon_web- webserver. | og
Tinmestanp : Thu Jun 22 08:21:23 2017

Fil enane : webserver. | og

Si ze_bytes : 2220

Downl oad_l i nk : /admi n/ downl oad/ | ogs?fi | ename=pyt hon_web- cont ai ner _| og_pyt hon_web. | og
Timestanp : Thu Jun 22 08:21:09 2017

Fil enanme : container_| og_python_web. | og

TR HERR

RO RE T TATHEERITHREHRROER.
EHRMAN/RARYE  ZEENAGERERIETHNANES A

[j edepuyd@b i ox_docker _pythonweb] $ ../ioxclient_1.3.0.0_linux_and64/ioxclient app console
pyt hon_web

Currently active profile: default

Command Nanme: application-consol e

Consol e setup is conplete..

Runni ng comand: [ssh -p 2222 -i python_web. pem appconsol e@0. 48. 43. 197]

The authenticity of host '[10.48.43.197]:2222 ([10.48.43.197]:2222)"' can't be established
ECDSA key fingerprint is 1d:e4: le:el: 99:8b: 1d: d5: ca: 43: 69: 6a: a3: 20: 6d: 56.



Are you sure you want to continue connecting (yes/no)? yes
/| # netstat -tlpn
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address For ei gn Address State
tcp 0 0 0.0.0.0:9000 0.0.0.0: * LI STEN
| # ps aux | grep python

19 root 0: 00 python /webserver.py 9000

Pl D/ Pr ogr am nane
19/ pyt hon
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