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BREWEA 2R ENSERIREREE MK iR HEF(M) , FREXEKRMARMNCERE
M #&4LiR(CGE). 71 TR iE SgetStats.shity CoAP T & E I Y (CSMP) St it {8 BB S ME £ K
CSMPREEDH —1CGE,

7T R E/opt/cgms-tools/ B REHK N XM , FEEM R A RS EFS ML RKecgms TRRPME,
ERNEAH

AXHEPHEEPTERE T SEAFNDARZ3.0.1-36 A RE A HLHL 8812 1T R XAV T B Linux AR S5 27
RHEL 6.5,

ANEFNEEHRETHESREREPINEREEN. AXEFPEANFMERZRVEXAR
M(BA) BE. MREEANREXENE , FRREEKXTHRMENSHEERL,
Linetr S L&

WE D BFECLIZTETAERNcgmsHlecgms TR E—# %5, cgms RPMIERINZEEERcgms TR
Y 2R A 2 55 3% 12 2/opt/cgms-tools/H/opt/cgms/and.

setupCgms.sh (/opt/cgms/bin/setupCgms.sh) :

EBEREFNDHRELMARN ZREZTnPRELENNARFEE, —BHEFR , BeeMAE
AUTEERRBEHESH, EENITHEARR , BBRNL EcgmshRS , SinEl/opt/cgms/bin/E
FHAT /setupCgmsTH T o



[root@fnd binl#./setupCgms.sh

Are you sure you want to setup IoT-FND (y/n)? n

Do you wish to configure another database server for this IoT-FND ? (y/n)? n
Do you want to change the database password (y/n)? n

Do you want to change the keystore password (y/n)? n

Do you want to change the web application 'root' user password (y/n)? n

Do you want to change the FTP settings (y/n)? n

Do you want to change router CGDM protocol settings (y/n)? n

Do you want to change log file settings)? (y/n)? n

getstats.sh (/opt/cgms/bin/getstats.sh)

UNARFREEZITHN , WEARITEHNIT, BRI MERABBTFHNERNE/SEEDBRN
e+ 2B RN, é‘a‘tﬂ]“"ﬂﬂlﬂiﬂ‘f BHEEERBEHUMZRNBEZHN , ERXEH
s

HIEHERHEBEERBNNFNDIE | FHTES MRS SH[MNEMAN 7 RIEASEE EHitE 1’!50
MREP—NappRSB|/EEMALBERRNEMSHCSMP , NAFGE XA EBBR T
o WS , MBS | 1R E BIE B KNG A S E A R R AL,

[root@fnd bin]# ./getstats.sh
Current Time: 2017-03-08 01:06
============ events statistics ==============

ElapsedTimePrepareForRULES (IS ) & v v vttt ittt e et e e ettt e e e e e et et e e e eeeean [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeBatchCommit (MO ) t v v it i ittt et e e e e e e e ettt e e e e ettt e e e e eeeen [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

BEvent s request rate: . ...ttt ittt e et e e e e e e e e e e e e e e e e e e e e [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeSendToSySlog (M) t v v ittt ettt e e et e e ettt et et e ettt e e e e [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

Batch CommMit SdZe t ittt ittt e e e e e e et e e e e e e e e e e e e e e e e e [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

============ metric statlistics ==============

ElapsedTimePersistBatcCh (MS) t . ittt ittt e i e e ettt e e e e e e e ettt e e e [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimePersistNetElementMetricsS (MS) v v v vttt ittt et ettt ettt e eennnnn [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeBatchCommit (MO ) t v v ittt ittt ettt e e e e e ettt e e e e e ettt e e e [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

Incoming message rate Lo MetriC SeI Ve I . i ittt i ittt e ettt e e e e e e et eeeeean [ val: O0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeFindCurrentMetric (MS) t v vt ittt ittt ettt et ettt ettt [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimefindCurrentMetricsForNetObject (MS) ... i ittt it ittt et e eeeen [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ST 8 e 1 L ol e o 21V = o N = - [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimePersistNetElementMetric (IMS) v v v i vttt ittt ittt ettt ettt [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeAddMetricWithoutPropagation (MS) 1. ... ..ttt ittt et eeenenn [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

Rate of message drop at the MmetricC ServVer: ... ..ttt ittt et ettt [ val: O0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never ]

Batch CommMit SdZe ittt ettt e e e e e et e e e e e e e e e e e e e e [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeAddMetricsInBulkWithoutPropagation (MS) ... v it ie e ennnnnn [ val: 0 1 [ avg: 0.0

] [ counter: 0 ] [ lastUpdate: never ]



Issues INnCOMINg RaAle: ...ttt ittt ettt e ettt et et e e e e et e e eeeenen [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

UpdateEventANAISSUES (M) f v v i it ittt ettt e e e e e ettt e e et ettt et e e et e [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeBatChCOmMMmMIt (IS ) f v v v vt ittt e et et e e e ettt e e ettt e e et e e ettt [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

BatCh CoOmMmMit SiZe f ittt ettt ettt et e e e e et ettt e e e et e e e e e e [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

Issues Processing Rate: ... ...ttt ittt e et et et e e et [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

Label drop rate: . ..t e e e e e e e e [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

ElapsedTimePersistBatch (MS) 1o v ittt it ettt e e e e et e et e et e e e e e et e e [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

Label processing rate: . ...ttt it e e e et e e e e e e e [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

ElapsedTimeBatChCOmMMIt (IS ) f v v v i ittt ittt et et ettt et e e et et e et ettt e [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

Label request rate: . ... ... e e e e e [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

BatCh CoOmMmMit SiZe f it ittt et e ettt e e et e e e e e ettt e e e et e e e e e e [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

[ val: 0/s over 1 min

] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

CsmMPNONNOL I fiCationREEE: & v vttt e et et e e e e e e e e e e e e [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |
COMPNONUEUE S L Z 8 v v i ittt et e e e e e e ettt et e e e e e e ettt et e e e e e e [ val: 0 ] [ avg: 0.0

csmpNotificationRate: . ..o i e e e e e e e e [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

Lo7=3 111 03 s et} 01 ¥ = [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

CSIMPPrOCESSINgRAEE: .« o ittt ettt e e e e e e e e e e e e e e [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

COMPCONUEUE S L Z I v v i i ittt e e e e e e ettt et e e e e e e e e e e e e e e [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

[ val: 01 [ avg: 0.0

] [ counter: 0 ] [ lastUpdate: never ]

N o VT o [ val: 13 ]
TNUSECOUNE T & i ittt ettt e e et e e et e e et e e et e e e e e e e e e e e e e e e e e e e e [ val: 7 1
AvVallableCoUnt ..ttt e e e e e e e e e e e e e e e e e [ val: 243 ]
CreatedCoUnt : o ottt e e e e e e e e e e e e e [ val: 13 1]
DEStErOYEAC OUNE 2 o i ittt et e e e e e e e e e e e e e e e e e e e e e e e e e e e [ val: 0 ]

keytool (/opt/cgms/jre/bin/keytool) :

HMEREEMFNDREM BJava, BEZE Akeytool TEN 7 AIEMEREFNDIEBIRHERS R
#Icgms_keystore (TPS)AE Y L& .

E—ERE | RE[ORK~ELRENIava , H Bkeytoolds S R FTE A - 2 AR ES FHASPATHINE
TE, MRFEAkeytoolin THEERMERBLAELN S —BRER :

[root@fnd]# keytool
-bash: keytool: command not found



188 S E/opt/cgmsljre/bin/ B A5 20 iF A #£ 1t B X KVkeytool T & :

[root@fnd ~]# keytool -v -list -keystore /opt/cgms/server/cgms/conf/cgms_keystore
-bash: keytool: command not found

[root@fnd ~]# cd /opt/cgms/jre/bin/

[root@fnd bin]# ./keytool -v -list -keystore /opt/cgms/server/cgms/conf/cgms_keystore
Enter keystore password:

cgdm-client.sh (/opt/cgms-tools/bin/cgdm-client.sh) :
Note: th Bifl A< §1 E th B A< 7£ /opt/cgms-tools/ B FfEcgms TERPME B HHLE

FNDEREHTTPSHINetconf T 5EF B X3k H B 5 A FBLE (). NetconfEAXMLIERLER R
THRHEHARAEMNTE , ERERIHBEN I MEEABREENERS. EFUWSHFBR—FINE
EEMZIRE EESENcgdMBFRMNCLIT E(CGDM)&EN afB ik | #11Tremote command #
BEEEMNNEE ZRHXMLEFEBASHM stdout,

WMRPITHA , TRED , BFRXEERER :

[root@fnd bin]# ./cgdm-client

ERROR: Please specify an IP address and a command
usage: cgdm-client <cgr ip address> <cgdm CLI command>
-c <arg> Conf and keystore directory path, default =
/opt/cgms/server/cgms/conf

-v Verbose mode

Flan | RIREERILAEEEEIPH K2 B SR — B AHES(IEEM .csvERIPE) R
192.0.2.1, M\ERIFNDRA A BRSS 28 — K iR & |, B REE HECGRAY AT B Fishow clock@® :

[root@fnd binl# ./cgdm-client 192.0.2.1 show clock

<?xml version="1.0" encoding="IS0O-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="1">
<nf:data>15:44:58.092 CST Mon Mar 13 2017

</nf:data>

</nf:rpc-reply>

fER , BRREESEANTKNAHESNG TN VRS, ERITKA A HRBJavaflCiscofk #+
BENEE, ERETIMESANMNETRZESELAHSP

[root@fnd bin]# ./cgdm-client -v 192.0.2.1 show clock
< output omitted >

csmp-request.sh (/opt/cgms-tools/bin/csmp-request.sh) :

BRegdmBEFRETE 2 , EFMlcsmpBERMARHY — NI E, FHCSMP , E# FcgdmBEF i
BIZS | AR R FEERNMNEHNCGESNER., BEEEEmeshRigMIPveH |, 3 BIZMTLY
CRBEKER)SBEREER, TLVRABHRIRREETELRRXRNWTEE , ER—EEZN RO TAT
Ro MIRHIELR -

Jcsmp-request - r [[TLV{E

1.2 RN EWCGEE A EIPRI2001:db8::1/32



[root@fnd bin]# ./csmp-request -r [2001:db8:0:0:0:0:0:11 75

2EARNEWEREIZTHEIPEI2001:db8::1/32

[root@fnd binl# ./csmp-request -r [2001:db8:0:0:0:0:0:1] 22
£ I E(/opt/cgms tools/bin/signature T&) :

Z £ I B Rutility whichtVJavaF R T ENZEETESTRE |, @R NZZDHFAFHRMITENEHRX
HISSM_CSMPiEH., NiZATHIEEREN.csvXHFNMERBFHE , MEMINTEEEHAX
HEERZB,

Kviewin Big% , BHITHIA |, THIEM :

[root@fnd bin]# ./signature-tool

usage:

signature-tool print

signature-tool export <binary|base64> <filename>
signature-tool decrypt <keystore> <filename>
signature-tool encrypt <keystore> <filename>

FTENSSM_CSMPiEHEA :

[root@fnd bin]# ./signature-tool print

NZRANEBERHH :
1. § i X/opt/cgms-tools/bin B X :

[root@fnd ~]# cd /opt/cgms-tools/bin
[root@fnd bin]# pwd
/opt/cgms-tools/bin

2. VBB ERMEXF AR/ IE R XA — MR AR

[root@fnd bin]# echo AdminPassword > clear-text-password.txt
[root@fnd binl# cat clear-text-password.txt
AdminPassword

2. WITEFEANZE TEMA NEED , HHIEEcgms_keystore X FECIEEHNBBEE
XHHNEMNETNER, HYRREABE , £A'cgms’, B'cgms'al BMFNDN AR F £
FEcgms_keystore 4 HYXIE 3 UE 5 & HY CA:

[root@fnd binl# ./signature-tool encrypt /opt/cgms/server/cgms/conf/cgms_keystore clear-text-
password. txt
Enter alias: cgms

Enter password:
pPXHcF+YxyoJarz4YAQvFVMrLT21//caHLddidfrb7k65RmceIJUN1DA2dUPhGYyGZTeEfz8beh8tWSGZ41c66rhAQ9ImYNaw2X

SPaL8psoK+UO0wzHgY068tnc7gl7t05CZ5HQh8tWSGZ41c66rhAQImMOiv]1B3XRKFmkpSX0o4ZubeKRIJ4ANNaGAKFV8cjBJIQDWS
h7NAXL3x5D62/7wAMhmft£2XiGlgeWlc66rhAQF+YxyoJarz4YAQVFVMrLT2T//caHLIDYoKoeTVB2SLOXtSZR+dwxYjQsEOQ

hCmBpHv01DD/1l4gg==

REMBNFRFS
1. FRAMNBRNZRE |, 812 7E/opt/cgms-tools/bin/ B FH — N EFTHY x4 -



[root@fnd binl# echo
PXHcF+YxyoJarzA4AYAQuEFVMrLT2T//caHLddiJdfrb7k65RmceIJUN1DA2dUPhGYyGZTeEfz8beh8tWSGZ41c66rhAQImYNaw2X
SPaL8psoK+U0wzHgY068tnc7gl7t05CZ5HQh8tWSGZ41c66rhAQImOivj1B3XRKFmkpSXo4ZubeKRI4ANNaGAKFVE8cjBJIQDWS
h7NAXL3x5D62/7wdMhmft f2XiGlgeWlc66rhAQF+YxyoJarz4YAQuFVMrLT2I//caHLIDYoKoeTVB2SLOXtSZR+dAwxYJQsEOD
hCmBpHv01DD/1l4gg== > encrypted-password.txt

2.Execute EEAMNZH TEBMPBIET , MBIXIEEkeystore X AR B FENMBZBEE XX
HH BB R R,

[root@fnd binl# ./signature-tool decrypt /opt/cgms/server/cgms/conf/cgms_keystore encrypted-
password. txt

Enter alias: cgms

Enter password:

AdminPassword

BiEEIR

FU—EREHIinel S TE/TE , FNDEBEAABES M NEREENZHKNGUETIAN
—NEFWELH, EiHEDBIE | HEREHNFNDIE X ELHIRELEHNURLLAGH .comEf o RS
# 0% /pages/diag/db.seam,

WXEAE=Z%M+ : DBEi#H, DBANAMBESEESR, DBEHEMFFILEZTEENEN , H
BERHAMERIIK , MR EERIRMALAEShowfiAR. Hll , EEMEIRZED , XENE
1B ME2RRSEE* N ESQLE RN S EMNNET_INTERFACESAE mh&EWIRA. B HESIRA
BAEEO, MIIAOMACHLE, BEE—BRRSNE2EERRSAENED,

Enter native SQL query SELECT * from net_interfaces

[Query]  [Show Al Tables

[Recent queries

[SELECT * from net_interfaces

EE LECT * from net_interfaces where opersiatus is null
[SELECT * from net_interfaces

[SELECT * from net_interfaces

EE LECT * from net_interfaces where opersiatus is null
[SELECT * from net_interfaces

[SELECT * from timers

EE LECT TABLE_MAME FROM USER_TABLES
[BELECT * from NET_ELEMENT_TIMES

[SELECT TABLE_NAME FROM USER_TAELES

Query Result:
o DX [NAME [PHYSADDRES S [TYPE [NET_ELEMENT_ID [NET_OBJECT_TYPE_ID [ADMINSTATUS [OPERSTATUS [DESCRIPT  [ENCAPSULATION [LAsTUPDATE
[17o008  [15 [Wpandv1 ol fun[170005 [1004 fup e [null [unknown [2017-03-13 20:02:04.0

MRERIFHFEFEEFRE , B[/ Tdb.seamTAIDB InfoiE M, X8 , LR 15 R RiL ViRV SR

LEHIIERURL, BHEFMAFA, Oraclelk A, wOS, SIDMANMENR, FHEFIHERT
NEREIRETE(FRAERAMNHNEMREFERANZHF#EEFRA , #RZDZHRTRE
fYo



Flash Recovery Area Destination

[HAME [SPACE_LIMIT [SPACE_USED|SPACE_RECLAIMABLE[NUMBER_OF_FILES|CON_ID
[home/oracle/appioracleflash_recovery_areal536870912000[26455680000(0 24 [0

Rows returned: 1 Elapsed time: 1 ms

Flash Recovery Area Usage

[FILE_TYPE [PERCENT_SPACE_USED|PERCENT_SPACE_RECLAIMABLE [NUMBER_OF_FILES|CON_ID
[CONTROL FILE o o o o
[REDO LOG o o o o

| | | | |
[BACKUF PIECE [0 [0 [0 [0
[MAGE COPY [0 [0 [0 [0
[FLASHBACK LOG o o o o
[FOREIGN ARCHIVED LOG (0 [0 [0 [0
[AUXILIARY DATAFILE COPY|D [0 [0 [0

Rows returned: 3 Elapsed time: 2 ms
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