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[ Sign out

Account and role [ Change

Server Administrator

Region

intersight-aws-us-east-1

Access details

User settings
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Foundation Central

Nodes  Deployment History APl Keys Management  Foundation Central Settings

Foundation Central Settings

Connection has been saved
Connect Hardware Provider

Connect a Hardware Provider to onboard nodes 1o Foundation Cendral, Currently, anly Clsco Intersight is supported and

only a single connection Is allowed at a time. To add a new connection, remave the existing one.

HCI-Mutanix Cisco Intersight httpsffus-east-lintersight.com
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Connect Hardware Provider X
Failed to validate connection &

- with the given auth details:
Connection Details i Failed to fetch the APl Key:
Get "https:/fus-east-

lintersight.com/api/vl/iam/Apiw
HCI-Nutanix-API-KEY r

Connection Name :h connection and

|

Hardware Provider
Cisco Intersight

Intersight Deployment Type

O Saas Connected/Private Virtual Appliance

Intorsight Region & URL

MNorth America =

H1RMPrism CentralfFoundation centrali@id i 1443 TCP/UDPHI80 TCP5 T —/1URLEEBIEH
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#h[X URL WERERESFAMEFENURL

|43 intersight.com svc.intersight.com




us-east-1.intersight.com
Ips:
52.223.48.112

99.83.178.202

svc.us-east-1.intersight.com
svc-static1.intersight.com
ucs-starship.com*

ucs-connect.com®

RN, FRIRFIE

Intersight.com
eu-central-1.intersight.com
Ips:

52.223.57.109

99.83.140.236

svc.eu-central-1.intersight.com

svc-static1.eu-central-1.intersight.com




F & : Cisco Intersight X #FH M X : MEILEH X (us-east-1)FIRM, FZRFIEM
(EMEA)itﬁI:(eu-centraI—1)o

ERITIZMNEER | HEBEXSSHiERZIPrism Central&Foundation Central VM , 3¢ E5RURL %
A fTcurl s

curl -v -k https://svc.intersight.com

UNjeHU; TFEEFBA’ 3 Expires=Tue,

344289 +0000 UTCadmin@NTHX-10-31-123-88-A-PCVH:~% I
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admin@NTNX-10-31-123-88-A-PCVM:~$ curl -v -k https://svc.intersight.com
< About to connect() to svc.1intersight.com port 443 (#0)
Trying 2600:9000:a60c:6a4d:2d28:e9be:e3e:fOcf...
No route to host
Trying 2600:9000:a706:c634:41:731c:adle:bf00...
No route to host
Trying ¢

Connection tlmed out
Trying 52.22: 112, ..
After 86287ms connect time, move on!
Failled connect to svc.intersight.com:443; Operation now 1n progress
* Closing connection O
curl: (7) Failed connect to svc.intersight.com:443; Operation now in progress
admin@NTNX-10-31-123-88-A-PCVM:~$ [
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+ 99.83.178.202
» 2600:9000:a60c:6a4d:2d28:e9be:e3e:fOcf
» 2600:9000:a706:¢634:41:731c:ad1e:bf00
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nslookup svc.intersight.com

admin@NTNX-10-31-123-88-A-PCVM:~$ nslookup svc.intersight.com
Server: 10.31.123.60
Address: 10.31.123.60#53

Non-authoritative answer:

Name: svc.intersight.com

Address: 52.223.48.112

Name: svc.iwntersight.com

Address: 99.83.178.202

Name: svc.intersight.com

Address: 2600:9000:a60c:6a4d:2d28:e9be:e3e: fOcf
Name: svc.intersight.com

Address: 2600:9000:a706:c634:41:731c:adle:bf00

admin@NTNX-10-31-123-88-A-PCVM:~$ |}

nslookup@i &

Prism Central i #A #1175 &% # 2l Intersight CVA/PVA

% MPrism Central B 1Zi£ #ZlIntersight CVA/PVART , BRI 0443 i,

MREPCVMEEBRENEZFEEMPITHREF TEHILCMEESHRE , BFEEEPrismP RAIE
i% B F ¥ Intersight CVA/PVA FQDNAIPH#3t 5 A B & %,



AR BRERERBIIPHAARIRAY RN EH A M S ik M F BB ARRAI RS, A
HEERXBERE AR ENENKEIRE",

EEPrism Central P EIE L FIRE , ESME : RE(Settings)>M & (Network)> HTTP{SIE(HTTP
Proxy)> Rt #5 £ B #r 4w 5 (Edit)> B & % (Whitelist),



=  Q HTTP Proxy Prism

S . Update HTTP Proxy ?
ettings .
Upgrade Prism Central -
Witness
Passwo
Connect to Frame ——
Enable App Management HTTP
HTTPS
Enable Disaster Recovery
Whitelist
Pulse
vCenter Registration
is-pva.mxsviab.com "
is-cva.mxsviab.com s X
Advanced Networking
HTTP Proxy
Cancel
Name Servers

HTTP X

&0 LUEE 6 A curlés £ % Sintersight CVA/PVAREZRBIANX LSBT K M.

curl -v -k https://is-pva.mxsvlab.com

_ curl -v -k https://1is-pva.mxsvlab.com
Trying 1443, ..

*

* Connected to is-pva.mxsvlab.com ( ) port 443
* ALPN: curl offers http/1.1

* TLSv1.3 (OUT), TLS handshake, Client hello (1):

* TLSv1.3 (IN), TLS handshake, Server hello (2):

* TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1):
* TLSv1.3 (0OUT), TLS handshake, Client hello (1):

* TLSv1.3 (IN), TLS handshake, Server hello (2):

* TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8):
* TLSv1.3 (IN), TLS handshake, Certificate (11):

* TLSv1.3 (IN), TLS handshake, CERT verify (15):

* TLSv1.3 (IN), TLS handshake, Finished (20):

* TLSv1.3 (0OUT), TLS handshake, Finished (20):

* SSL connection using TLSv1.3 / TLS_AES_256 GCM_SHA384

* ALPN: server accepted http/1.1
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curl -v -k https://<Intersight URL>
i, 38 & Intersight Fr B URL AV % 132
curl -v -k https://svc.intersight.com

curl -v -k —proxy <proxy address>:<port> <Intersight
URL>

EEERERNRIERE
curl -v -k -proxy http://proxy.esl.cisco.com:8080
https://svc.intersight.com

curl -4|6 -v -k https://<Intersight URL>
B EZIIPVADEIPV64m kB IE #5201
curl -4 -v -k https://svc.intersight.com

tracepath <Intersight IP>
IREREE BN ENNBES
tracepath 99.83.178.202

nslookup <URL>
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nslookup svc.Intersight.com
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http://proxy.esl.cisco.com:8080

Connect Hardware Provider X

North America ¢ | https:/us-east-lintersight.com Failed to save hardware
S manager auth data: Auth details

provided are invalid. Please

Connection Credentials provide valid APl Key and secret

You can find the APl key ID and secret key on the Cisco Intersight
Settings page. Currently, only Open APl schema version 3 is supported.

Intersight APl Key ID

[ 62ed7649

Intersight Secret Key Hide

-——BEGIN EC PRIVATE KEY-——
HAGEAMBMGByqGSM43AgEGCCqGSMA9AWEHBGOWaw

=

ERAS KW IntersightZ AR , BFEWINKERABRIRDFZH , BNRLTEEEHREFTE
MIEE,




View API Key

ﬂ This is the only one time that the secret key can be
viewed or downloaded. You cannot recover them later.
However, you can create new access keys at any time.

APl Key ID

62ed7649

Secret Key

-=-===-BEGIN EC PRIVATE KEY-----
MIGHAQEAMBMGBYyqGSMA49AgEGCCqGSMA9AWEHBGOwaw

:I | have downloaded the Secret Key.
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Failed to validate connection
with the given auth details:
Unable to fetch the EULA list.
Failed with error: Your token has
expired due to inactivity in the
last 30 days. Provide your Cisco
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EE NS HE , ISMATHEZEULA, FRXERSEMRE , BRBRMNTBA4B
EULAT & E 4.

EfIntersight P EIE W EIA , FSME : iRE(Settings)>ERHD(Cisco ID)>Ht & (Configure)>#i A B
FIDF BB (Cisco ID and Password).



Generate Security Token

To upgrade firmware from the Cisco Repository,
Intersight must be enabled for Cisco Software
Download Services. Learn more at He nter,

Multi tor Authentic

Active

EESES)

+ IntersightF VAL FHE

s WWHOER

- FEAERMENLIKURL

- RYBRHHE#ERRNEHEZEULA



https://www.intersight.com/help/appliance/resources/RBAC
https://www.intersight.com/help/appliance/resources/RBAC
https://intersight.com/help/saas/getting_started/system_requirements#port_requirements
https://intersight.com/help/saas/getting_started/system_requirements#endpoint_urls_required_to_claim_targets
https://intersight.com/help/saas/getting_started/system_requirements#endpoint_urls_required_to_claim_targets
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
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