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1. &fnZElPolicies > Create new policy,
2. 1%3$%Syslog , G ¥ o Start

Filters
twork CIDR
Platform Type
All Firmware

nfiguration

trol

achine Infra
achine Instance
) Ethemet

Extarnal

Create

General

e, iption, and tag for the policy

Organization

Description

B EHLAMERR



4 ERERES ASCRNARERE=EN, TEMRH AIHEREC 54244 5| F,

Policy Details

Add policy detaills.

Local Logging
File

Minkmum Sewvarity to Report

C—

ERERES M BSEFNRNEY

5 ARERERREAFTICEKNMBERETEY , URMENRE, XLERZRERSI[/ATIPH L
FHE., WwOS5MiwmOHY ( TCPEXUDP ) ,

N s WRAIEARIARBUDPIEOS14, BAROSTUEY  BEEATRSSE
. SRERE E BRI LB AERIA 0514,

= Policy Details
() General
S Add policy details.

Local Lagging

# File

Remots Logging

Syslog Server 1

Protocol

] | uDP

B EiziE AL RS


https://datatracker.ietf.org/doc/html/rfc5424#section-6.2.1
https://datatracker.ietf.org/doc/html/rfc5424#section-6.2.1

6. Click Create.
7. RO BAFIFENRS,

R B BR

1. SMBEREXH , RERE , RERET—F , EXFE4 UCSEEE
2. FEManagement > Syslog T , & ZF T E R Syslog K B

+ UCS Domain Profiles

Edit UCS Domain Profile (IMM-6536)

() General ucsD

policies to be assoclated with the Fabric Intel
>S Domain Assignment

(Z) VLAN & VSAN Configuration

_ Parts Configuration

SNMP

LDAP -] & @ LDAP-IMM

Certificate Management & @ e  IMM-LDAPS-Cert

ERIRIENE ER R B X 15 R B R
3. T—% , RERTHHE, WRENIMESER U,
AR5 2%

1. &M EServer Profile , £ HEdit , RE# EINext , BEEIFE 42 Management Configuration.
2. 1% Syslog Policy,



& L

rofiles
Edit UCS Server Profile (UCSC-C220M5-IMM)

Management Configuration

Server Assignment
) Gompute Configuration

5 Storage Configuration

R RSS B ARSI B XM L RS B SR

3. #EZFJZfE—F , REHE.

oAl

© ipmi_user

IMM-Syslog

© KVMLIMM

et AMERGHSZRRSR/LIEZRREBTHER . EARAHP , REBTRSHFHEHLE

LinuxfR %585 £ H & Brsyslogk .
N B RSN E AR RN RIITARERANIRRS SRS ETR,

BIAZERS SR LIER T RREFEERREASHE

[root@aTma jormarqul# tail /var/log/remote/msg/192.0.2.3/_.Tog

Jan 16 15:09:19 192.0.2.3 : 2025 Jan 16 20:11:57 UTC: %VSHD-5-VSHD_Syslog_CONFIG_I: Configured from vty
Jan 16 15:09:23 192.0.2.3 : 2025 Jan 16 20:12:01 UTC: %VSHD-5-VSHD_Syslog_CONFIG_I: Configured from vty

BANRSHREASHEEEREZERSHRL .

[root@alma jormarqul# tail /var/log/remote/msg/192.0.2.5/AUDIT.Tog

Jan 16 20:16:10 192.0.2.5 AUDIT[2257]: KVM Port port change triggered with value "2068" by User:(null)
Jan 16 20:16:18 192.0.2.5 AUDIT[2257]: Communication Services(ipmi over lan:enabled,ipmi privilege leve
Jan 16 20:16:23 192.0.2.5 AUDIT[2257]: Local User Management (strong password policy :disabled) by User
Jan 16 20:16:23 192.0.2.5 AUDIT[2257]: Password Expiration Parameters (password_history:5,password_expi
Jan 16 20:16:26 192.0.2.5 AUDIT[2257]: Local Syslog Severity changed to "Debug" by User:(null) from Int
Jan 16 20:16:27 192.0.2.5 AUDIT[2257]: Secured Remote Syslog with(serverId =1, secure_enabled =0) by Us



HUEHEER

A ERRERFER EMTHRIESHR , MBIAREBEBER T Syslogfaa, FRENKETE

MEHNdebug. BRAREBERERAEZINER.

MNGHITHE , EEBERO LFABRESIHIR , HiRFEO514 ( REBER

<ffroot>

FI-6536-A# connect nxos
FI-6536-A(nx-0s)# ethanalyzer

I ocal interface ngnt
capture-filter "
port 514

" Timit-captured-frames 0
Capturing on mgmtO

HEARBIR | HAERE EERA LRI BRSS 25 0m O XM A E R 4L B SR E

1. SMEIRREFEBR>R T
2. B ER AN EIRE  ITAMNERSRE | Riakdisable,

€ Fabric ts

FI-6536 FI-A (@ citical

General u Connections UCS Domain Profile Topology Metrics

Ports & Port Channels

Ethernet Lipl

Ethennet Liplink

56 P 32 B RE ELBK A9 CUAE AR T RM R %5 B AR &
3. IR BB YRS & LHURIR RS B SHIES

<tfroot>

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter
Capturing on mgmtO

H)

port

514" Timit-captured-frames



2025-01-16 22:17:40.676560

192.0.2.3 -> 192.0.2.2

Sysl og LOCAL7. NOTI CE
: 2025 Jan 16 22:17:40 UTC: %ETHPORT-5-IF_DOWN_NONE:

Interface Ethernet1/3 is down

(Transceiver Absent)
4. BEMHTICFKERERSSEFP -

<tfroot>

[root@aTma jormarqul# tail -n 1 /var/log/remote/msg/192.0.2.3/_.Tog
Jan 16 17:15:03

192.0.2.3
: 2025 Jan 16 22:17:40 UTC:

YETHPORT-5-1 F_ DOAN_NONE: Interface Ethernetl/3 is down (Transceiver Absent)

A LA ARSS 88 LA T AHE AV -

N g HEIRNEATENMCHARRIRESNBSE. NREABH  FEERRSEE
fR% 88 LATEIR IR , EXRTACHE AN Efdebugim T IITEIE 2R,

=

UCsSC-C220M5-IMM

Server Inventory Con

Details Configuration IMC Access Details

Identifiers VHNICS | VHBAS General

Management

O (-
NS Boot Order

IMC Access Policy

IPMI Over LAN P ating Policy Details

Tar orm In-Band Configuration
LAN Connactivit /
UES Sarver (Fi-Attached) : :
Enabled

Mo

Local User

Syslog

Las date Out-0f-Band Configuration
Virtual KV LY

a few seconds ago

Enabled

Yes

BIEIMCIE R 5K LB E

EARRBIF , C220 MEEK RS R LWLEDENRERA. XTEEEF.



1. BiEBPNRIEEERENRSSB/EETARE. RER[IPR192.0.2.5 , At RREREEERAS
HRHEEERE ("HRHAERERREEERAYRFHEERENRE )

<#froot>
FI - 6536- A

(nx-0s)# show ip interface mgmt O

IP Interface Status for VRF "management"(2)

mgmt0, Interface status: protocol-up/link-up/admin-up, iod: 2,

IP address: 192.0.2.3, IP subnet: 192.0.2.0/24 route-preference: 0, tag: 0
IP address:

192.0.2.5
, IP subnet: 192.0.2.0/24

secondary route-preference

: 0, tag: O

2. B HNIRIERE BB It BUIR 2R

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" Timit-captured-frames
Capturing on mgmtO

3. SMBIMRSS AE>RIE>RE  AFIRRITHEN &

FI-6536-1 Critical

3l Inventory UCS Server Profile HCL Topology Metrics Connectivity
—— Turn On Locator

Details Properties

samsssmssssressensreressRILEY

pport Bundie

$TFFBR 5 28 P I LED AL 35
4. TEFEEBR EWEREESAE THRNRSGBESBES

<{froot>

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" Timit-captured-frames
Capturing on mgmtO



2025-01-16 22:34:27.552020

192.0.2.5 -> 192.0.2.2

Sysl og AUTH. NOTI CE
: Jan 16 22:38:38 AUDIT[2257]: 192.0.2.5
CI MC Locator LED is nodified to "ON

by User:(null) from Interface
:redfish Remote IP:

5. BMIEIZERE RS RRAUDIT log X HIEFRE B EHE:

<tfroot>

root@alma jormarqul# tail -n 1 /var/log/remote/msg/192.0.2.5/AUDIT.log
Jan 16 22:38:38

192.0.2.5
AUDIT[2257]:
CIl MC Locator LED is nodified to "ON'

by User:(null) from Interface:

MR SyslogHIEBHUCSER , BSysloglRFeEsRiICFIXEHED

1. BANSELEIHESHRIEERERS B SRS,
2. WIERBRSEHSHRSHENRE(REEFTRT : EEBRERS BB A M XIFIRE).

EESEYS

RFC 5424 — X% HE DX

Intersight IMME SRR 5| — R% HEFRRE

Cisco Intersight#5 Bh A/t — Bt B UCSHE it & S A4 SR B
Cisco Intersight# By &0y — il B AR 25 SR ik

| MBIRS B HIMCTH % LEE TR , WMRCIMC debug shellF EH M bond0RE O = ]

|
|
| FB9bond0.x#E0O ( HFxEVLAN ) EHITEIESHIR I
I I
| I
| [Thu Jan 16 23:12:10 root@C220-WZP22460WCD:~]$tcpdump -i bond0 port 514 -v I
| tcpdump: Tistening on bond0, Tlink-type EN1OMB (Ethernet), snapshot Tength 262144 bytes |
| 23:12:39.817814 IP (tos Ox0, ttl 64, id 24151, offset 0, flags [DF], proto UDP (17), length 173)
| 192.168.70.25.49218 > 10.31.123.134.514: Syslog, length: 145 I
| Facility auth (4), Severity notice (5) I
| Msg: Jan 16 23:12:39 C220-WZP22460WCD AUDIT[2257]: CIMC Locator LED is modified to "OFF" by User:(nu1T


https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424
https://www.youtube.com/watch?v=1f2k4l_1skU
https://www.youtube.com/watch?v=1f2k4l_1skU
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/appliance/features/servers/configure#server_policies
https://intersight.com/help/appliance/features/servers/configure#server_policies
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