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- Control-Plane Node Database
2001:db8:46:1::/64 - 10.0.255.1
T 2001:db8:46:3::/64 = 10.0.255.3
. 2001:db8:46:1::ac — 10.0.255.1
Map Register
Endpoint 2001:db8:46:1::ac 2001:db8:46:1::acy=y10.0:255:3
Edge Mode: 10.0.255.1 d

Edge Node Routing Table
2001:dbB:46:1::/64 — Local
Edge Node Routing Table
2001:db8:46:1::/64 — Local
2001:db8:46:3::/64 — Local

2001:db8:46:1::ac/128 - Local

2001:db8:46:1::ac/128 — Local

10.0.255.4 4~
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1 Anycast Gateway
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Figure 1.
IPv6 Overlay Architecture in Cisco Software Defined Access
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Figure 2.
Single IPv4 upgrade to Dual-Stack pool by edit existing IPv4 pool option
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Pool upgrade: Warning on fabric page

Cisco DNA Center
DESIGN POLICY PROVISION

Dewices v Fabric Sarvices

SD-Access Fabrics and Transits

Choose a Fabric or Transit below to manage, or add a new iem by clicking "Add Fabric or Transit:

Fabrics @

Default LAN Fabric FABRIC-0

Transits @

Figure 3.
Fabric has warning indicator which needs to ‘reconfigure the fabric’
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Pool upgrade: Warning on site

PROVISION

w Fabric

Figure 4.
User needs to click on ‘reconfigure Fabric’ to auto-reprovision the fabric nodes for the dual-stack information to
take effect for the migration.
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SLAAC offers IPv6 single stack

RLOC: 17216.81.70
2001 13820200464 SVI: 2001 F28:20%:4:1

o ICMPv6
Router Solicitation

H ICMPv6 o
Router Advertisement

ICMPvE
Neighbor Seclicitation
(DAD)

IPv6ith ik 73 Bt — SLAAC

FPOLRAZ WA

SIR1IEIPVOR i E A IPve AR b 85 BR b it T B RECE /R , B/ i ICMPV6RE H 27 1% R (RS)H R
REFRMEF L, IWEENWENRRNEEENRN 2R EENR.

S22 JMEFBLEZKEIRSELE G , AICMPVeEHEBRBES(RAVEERTRN , ZHEESELRE
IPveEERI R R ENEKE,

SWIEFFRBPEIRAERE , 2FFIPVve2 R BB RS EEUI-64ZOMRAE S U ERERE—H
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DHCPv6 offers IPv6 only

e RLOG: 172.1681.70 =y DHCP
@ 2001 820004164 QE SV 20011382000 4::1 L SERVER

S

o DHCPV6
Request

o DHCPv6 Relay-Forward

o DHCPV6 Request
Client Request sent to Server

—
DHCPv6 Relay-reply o
sent to Border
+ DHCPvE pool seloctod using ink-address = 2001:38:2020:4:1

+ DHCPvE Relay-reply sent 10 link-sddress = 2001:f38:2020:4:1
+ Option18 / interface-I0 is remained the same

Reiry-forward unicast to Border with Option 18 / interface-ID
+ Option 18 = "Remate ID” + “Circult ID* = 1??155170 (Loopback of
Edga) + "4100" (VNULISP Instance ID) +
* Soures DHCPVE request link-addness = 2001?33?02b41

«
DHCPvE Relay-reply

sent to Edge

+ DHCPvE Ralay-roply sent from Border to Edge
+ RLOC = 172.16.81,70 and VNILISP Instance ID = 4100 o

DHCPvE
Reply
= DHCPvS Reply will be punted to GPU on Border
= RLOC + VNILISP Instance ID s extracted from Option 18 | Interface ID
= Border encapsulates DHCP repdy in VIXLAN with destination RLOC = 172.16.81.70 and

WHILISP Instance ID = 4100

IPv6it it 3 Bit — DHCPv6
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ORIGINAL
PACKET

ETHERNET  IPvé uUDP LisP . PAYLOAD Heilli gl

1 1
I PACKET IN |
: I

: ETHERNET  IPv4 uppP et !
I

M BR4% Sl PV B iR 2 Y SN BB IPVAR Sk

XEWREFELISPEAHFERAIPVAARBEIES  MEHTET RXRIEEXRLHENIPVeHIPVS IPi:
HHRLOCHIFAFEE ., T— TN ELIRERNAEFANALTTE,

Cisco SD-AccessH L& IPVEIE(S

BT EEH BRISD-AccessRILEFAHIN , EXBERB TR MNMSEAGBEARMNTLBIEMIE
HIES, TEBARBELLL BEMZHIEF(WLC)BIETTLIEA SR E FAE (CAPWAP)BRE, 4
EFRRERETRIGEMDER  SRELZERITEEEANEMEFLTEEBEESHWLCEE, M
IPVv6HI B ERE , WLCHAPEAMEFIPvAtit | 7 BFFECAPWAPIR(S &b f# X Le1Pv4 s it
BARIEXRIEFEWLCHAPX FIPVETS |, 1B ERISD-AccessfEAIPv4R TRFE EIPVABIE B b &
EREFIKIPVeRENEE, XEWEEInfra VNT 2 ENAP T % SRR 1P TS | 0
B3t b a T EAER |, W45 k4R, Cisco SDANMNETLBEE AL U T ETERS

- BARBEM
- BEFImARN

WPV EE B X LB,
BEARBEM

3 FIPv6FIPV4 |, WIS RIETE , RAWLCHAPE T & LA B9 IPv4 it F2E TR

1. X HR B RE I 4 (FE) % O B & W AR ERAP,

2. APERZIFER O , HENCDP APEBHFEEEFE ( XAWFESEEBAIVLAN ) .

3. APM\DHCPRRZSESFRENIPvAtb it | FESEATAP H B #7128 & F (2 HF H(CP) T R)BWAPEAE R

4. APESEL 3% ( WIDHCP%M43 ) fn AWLC,

5. W.CREAPRAXZIFRIRIER , HEESIFEHPERAP RLOCEE ( fltn , ERHRLOC/H#EK
RIIE R ) o

6. CPEIWLCE£APKIRLOC IP,

7. WLCTECPHUEMAPE A IS |42 & ( #bik ) (MAC).

8. CPEARBWLCHEXAPHFMAEEEHFE ( XSBXHFEBEIAPEFIVXLANRRE ) .

FEAEBEEH G ETAPHIVXLANBSE, Ittit , AP2BE B A RRAERFISSID,



R MRAPTBIEIRIEFSSIDM AT BERIRERFSSID |, FREEA QM HRIERIL
5T R Z B BIVXLANBEE

BEEE , APRIWLCHIEESHLE T Underlay CAPWAPH# T , MATEWLCEIAPHBEHETE
2 FHVXLAN CAPWAP, XEKE , IRHRMAPEIWLCHEREZ , IREEROREER
VXLANB&E Bt = 8E & BICAPWAP, BXAPHIWLCZ EIRIBE , HS I RHl,



THAE 18150945 172.16.80.2 171.26.33.2
TieD 15150009 172.16.83.2 172.16.33.3

scovery Regeest|
eey Regurst|

7350 100.510088  172.16.80.2 255,255,255, 255 ey Regeest|
ITTT 118898981 172.16.83.2 172.16.33.2 ery Request|
ITTE ND.MGENET  172.16.83.2 171.16.33.2 333 CAPP-Control - Dlscovery Request]

T7T9 119.900095  172.16.33.2 171.16.43.1 Cametp- Cantrul 199 CAPWAP-Control - Discovery Respomse
2k ik TR 372.16.83.2 capp - Contrel 149 CAPWAP-Control - Discowery Respomie

Frame 7778: 322 bytes om wire (2576 bivs), 322 bytes captured (3576 bivs) Ba interface \Deviee\NPF_[BBE1CI4S. 18OF 4FOE-HIBC- JTEIETERMISS), id @
Ethernet II, Src: Clsco_9fiS3i67 (9:100:10ci9f:53167), Ost: Clsco_cf:70:47 [ecidd:Mrcfi7aie7)

Internet Protocel Versfem 4, Sre: 172.16.83.2, Dst: 172.16.33.2 N VxLAN D-
Uter Datagram Protocol, Src Port: SI70, Dit Port: 5244 : 0 ’ Ire( l
Control And Prowisiening of Mireless Access Points - Control .

i Communication via underlay

TR

r:essir Element

T340 181500060 172.16.83.2 173.16.33.3 CAPWAD -Contral 323 CAPWAP-Contral - Discewery

7550 181.510088 172.16.83.2 285,298,298, 258 CAPWAP -Contral 323 CAPMAP-Contral - Discover st}
7777 110.B98981  172.16.83.2 172.16.33.2 CAPWAP-Contral 322 CaPAP-Control - Discovery Request[M
7778 110.E98982 172.16.83.2 172.16.33.2 CAPWAR -Control 322 CAPWAP-Control - Discovery Reguest[M
FITH 210.900395  172.16.33.2 172.16.83.2 CAPWAP -Control 199 CAPWAP-Control - Discovery Response
TTER 210900440 172.156.33.2 172.16.83.2 CAPWAP -Contral 149 CAPWAP-Contral - Discovery Response

Frame 7778: 19% bytes on wire (1582 bits), 199 bytes coptured (1592 bits) on interface \Device\NPF_{BBELC3S5-1BDF -4FDS-BTEC-I761ETFEH154), 4d B
Ethernet I, Sre: Clgco_ef:73:47 (6c:dd:30:cf:73:47), Dat: Clico_0F:53:67 (00:7e:95:0F:53:67)
Internet Protocol Wersion 4, Sre: 10.2.2.4, Det: 172.18.81.79

[ e e R SR J WLC to AP communication is encapsulated in
difazad: 38 (ba:2S:cd:farad:38)

Flags: @xB308, GBP Extension, VALAN Metwork ID (VHE} VXLAN ,as itis Coming via Fabric,

Growp Policy ID: &
VHLAN Metwork Tdentifier (VNI): 4007
Reserved: @
PTTRPA PP P AT T PE P

This VXLAN tunnel is between FE and CP/BR .
Internet Protocol Wersion 4, Src: 172.16.33.2, Dst: 172.16.83.2 = B
User Datagram Protecel, Sec Port: 5246, Dst Port: 5270 AP to FE is not vEt established.

¥ Control And Provisionimg of Wireless Access Points - Comtrel
Pressble
Feader
Control Mesder
Message Elesent

MAPEIWLCHI B IE 23R ( CAPWAPBSE ) SWLCEIAPHIEIR 2 IR ( SIREERF P AIVXLANBRE )

& Fim BE

M HEHR/PVE R P ik B SEM I R RIEFTRE |, BE iR SLAAC/DHCPV6ZIPv6 it it 43 B 5 5% Sk 3k
EUPv6HE i,

1.E P iR INAR R EERE HEAP £/ ASSID,

2. WLCAIEAP RLOC,

3.EZFPImEHRIEMWLCECPEMEF IKL2iFM{E B HEHAP,

AEBPIHMNEEERN S % — SLAAC/DHCPVEX f2IPve4milt o

5. FEff & IPv6 & F im M BICPEHLIRBREIEE(HTDB), APEIFEFFEZIE At B #9#: F FIPv4 i &
AIVXLANFILISP IPv6E %,

fEAIPVERY & Fim — B imiE (S

WEEETES —NMNPeELEFIHRNIPVOELEFIRBEEISRE. (XBREEFHKECESSHRIE
HBES BB HEREIPveititt, )

1.5 P in T IPv6 A Ek k9802.1 1ML R IA EIAP,

2. AP ER802.113k 3k HFIPv4 VXANRZE A B R 18 IPVe A 5 & A B R 5B REID 4% o

3. R HE RN 445 F B B R MU(MAP)E SRR 51 B #5 HF 0iUE S IPv4 VXLANA 3 E B #sRLOC,
ATE BN L |, IPv4 VXLANIRLBIBR |, IPveEIE B KX EIE F ik,



| VXLAN Tunnel Between AP and FE is IPv4 |

VALAN B
(Data)
Dual Stack Client A : Wireless

IPV4 VXLAN Tunnel
(@O = .
o1 I 5D Fabric

| |Pvé or dual Stack IGP ’ Dual Stack Client B : Wired

FE-2

As current LISP
implementation
Uses IPv4,
underlay routing
must support
IPv4 or dual
stack

| IPv payload | 1P m.nl +
MAP request/eeply for IPv6

address using Pvd Outer header
AP removes the H
802.11 header i

|Mpl1hd| to Imal VALAN I

[remos | 9 funa] wim f e |25
FE-2 removes the outer IPv4 header,

looks at the VNID maps it to the VLAN.
o T P Also looks at the SGT and apply the
- | 1PV payload I ™ I 8023 | VILAN I uop I DsTen o policy before forwarding the packet to

client B
H
H
H

B T B P im B R B L E P IR BEIR

BEBERSHRRATHBLIRE , ASHARG T FEIPHUNMACH N FMAER. FIEE , LRE
ERAMANRPUEE SR, IHNEFEFREZEIARNEAL , BREBTEHIPV6FM(SSID).

WLC IPvd address:
172.16.33.2

Wireless Client1:
1Pv6: 2001:f38:202b:4:324b:130c:435c:fadl

- Zd-da-da-fd-di- Fabric Edge
MAC: 74:da:da:f4:d6:35 Loopback lpv4 :172.16.81.70
Ipv6 SVI: 2001:138:202b:4::1

CP/BR
IPva:10.2.2.4

-
—_

| AP IPva:172.16.83.2 |

IPv6 DHCP
Server2003::2

SDA Fabric

Wireless Client 2:
IPv6: 2001:f38:202b:6:78aa:2215:817c:9211

RABISDi 8] 323 48 B W 48 | P#th 31t RIMAC # 31E ¥ 45 B



AR N T RIREREINFEIPVEIRIS ( fl0 , DHCP/DNS ) , HAE RERIRHEHM
IE AR B R ELA 1R e 2 6] /5 AR IPVEER H o

SR1.EF P iRES 50 WU ME B /Y7 EIREUPYE it



Sn w pane

12050 252.855624 2003222
12051 282.857614 fed@: 1200: cff:fedf: fags

L Tt Py e

2001:f38:202b:4::1
FeBd: : 705F: 2381 : 9d03: 6591

DHCPVE:
DHCPVE

* Frame 12050: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface \Dev

12 (onf,

10047 262.058812

104 2005508 fall:: b L DHOY6 212 Conf
10040 202,050 QLT3 000bid:e1 w3 DHOME M8 Rela
1060 60,0056 20432 01:F38: 00041 DG M8 Rela,
T0RT IRD BKTRIL  Fale s DB FE el FaE FaRR+TORF T QALWT TR 10K Den]

Capture is from Fabric Edge ,
Note the Source is DHCPv6
server and destination is FE
G/w

MDHCPV6 R S5 28 B S R JE B30 45 T RV BIR B3R

Ethernet II, Src: Cisco_cf:73:47 (6c:dd:38:cf:73:47), Dst: Cisco 8f:53:67 (8@:7e:95:0f:53:67
Internet Protocel Version 4, Src: 18.2.2.4, Dst: 172.16.81.79
User Datagram Protocol, Src Port: 8, Dst Port: 4783
virtual eXtensible Local Area Network
» Flags: @x@B848, VMLAM Network ID (WNI), Don"t Learn, Policy Applied
Group Poliey ID: @
VALAN Metwork Identifier (VNI): 2100
Reserved: @
Ethernet II, Src: be:25:cd:f4:ad:36 (ba:25:cd:f4:ad:38), Dst: ba:25:cd:fa:ad:38 fbi}i‘i::d:f‘l
Internet Protocel Version 6, Src: 2003::2, Dst: 2000:738:202b:4::1
ser Datagram Protocol, Src Port: 547, Dst Port: 547
DHCPVE
Message type:
Hopcownt: @
Link address: 2001:¥38:202b:4::
Peer address: fedd::705f:2381:9d03:b991
» Interface=Id
¥ Relay Message
Opticn: Relay Message (%)
Length: 84
~ DHCPwE
Message type: Reply (7)
Transaction ID: @ncddaBed
+ Server Identifier
» Client Identifier
~ Identity Association for Non-tesporary Address
Option: Identity Association for Nen-tesporary Address (3)
Length: 4@
IAID: @d74dsds
Ti: 345688

i

Relay-reply (13)

~ Ia Address
Option: IA Address (5)

Length: 24

IPvE address: 2081:f38:202b:4:324b:130c:435c:Fadl
Preferred lifetime: €91200

Valid lifetime: 1236800

HIR2. T T P IR e IPvE S ERF802. 11 MUAR X Bl A Ko

SRS A QUM BRI L AR K H R IR B R IE BI R R IERF L

, R EARERIPvAltbiL,

L3017 3%0.B0LIVE
13125 340.335487
13126 340.335489
13127 340.337723
13128 340.350370

1EOU DR AL N 1 B

feB@: : 705112381 : 993 :6991

L0 AL eI LD

X fE A E T IPv4RIVXLANER B #R 3k

140 CILEPBULSLEY MEETNERUESL 1O [04TW] 1RO S LO0E L0 EE 1 EMEUU0L,

I0PvE 128 heighbor Solicitation for 2003::785f:2381:9d03:b591
ICMPvE 128 Neighbor Solicitation for 2003::65f6:398c:5843:3eca
ICHPvE 128 Neighbor Solicitation for 2003::785f:2381:9403:b591
LR 145 Standard query @xedca ANY 1S3LRTKTDFNINKD

» Frame 13125: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface \Device\NPF_{BBELC365-1B0F -4FDE-87BC-2761E7FBO1S4}, id @
» Ethernet IT, Src: Cisco_76:5e:f8 (78:69:5a:76:5¢:¥8), Dst: Clsco 9f:fe:fS (09:00:8¢c:9f:fe:fS)

+ Internet Protocol Version 4, Src: 172.16.83.2, Dst: 172.16.81.78 «
* User Datagras Protocel, Src Port: 49487, Dst Port: 4789
Virtual eXtensible Local Area Network
» Flags: @xB89, GOP Extension, VELAN Network ID (WNI)

Group Policy ID: @

VELAN Metwork Identifier (VNI): 8104

Reserved: @

%

» Ethernet II, Sec: D-LinkIn_f4:d6:25 (74:da:da:f8:d6:25), Dst: IPvéacast ff:@3:b9:91 (33:33:1f:03:b9:91)

%

Internet Protocol Version &, Src: ::, Dsk: ff@2::1:Ffa3:b551
8118 ..., = Version: & . T
¥o.... EO0H B0
.o0. D000 0000 0000 0OBD 0000 = Flow Label: 0uDDO0Q
Fayload Length: 24
Next Header: IOMPWE (58)
Hop Limit: 255
Source Address: ::
Destination Address: ff@l::1:ffa3:basl
» Internet Control Message Protocol vé

FEFMAPZ [BIVXLANBSE B B iR 23R

« Traffic Class: @x@0 (DSCP: €S9, ECN: Not-ECT)

Note VXLAN tunnel between
AP and FE is IPV4 while the
Payload from the client is

1 IPve

SR RIREFID G IPveE P im A A 225 P H. XEMAIPvAEMGE , HPEBSIPV6E iR

RIS B



By magE 13, W

day_swsres  UW.l.f8 L1 at1ion
AN18 249.382776  172.16.81.70 LISP 316 Msgr 20, Registration for [
s i gistration 1

1C365=1B0F - 4F - ETBC =271

~face \De
61 (B4:Ba:Bd:af:60:61)

o

e (2528 bits), 316

1 Werslon 4, Src: 172.16.81.78, Dst: 18.2.2.4
rol Protocol, Src Port: 41620, Dt Port; 4342, Seq;

Transport) 9, Reglstrat 4b:130¢ a35c: Fadl/ 128
* Locator/ID Separation Protocal 1 21, Registration for [4109] 2091:38: 4b1130¢ 438521 f541/128
Type: Re stion (1
0 BOGO 00D BRDH 0001 = Flaps: Oxa001
ount: 1
4 oritative

HPR3.2. FERFMAPE R & 15 2|42 %) 7 H 24517 B #RRLOC,

% ENCAPLUINTED rup .
4 Encaprulated Map-Reque

3043

032 181, 4TITEL

.00 DO DO DOOR 0

= Traffic Classi #c

DI

1100 00
BOOB DO DIGD B0 B0 =
oad L4 :




SEBAGHIEDHE LT BIRRLOC , EFHIPv4 VXLANESE T RIBIPVve T 8. BTAENEFHEHE
EIE—/MAP , EHItIPv6 pingea R A ILERE,

71 3.392805 2001:£38:202b:4:324b: 130c:435¢: Fadl  2001:¥38: 202b:6:78an: 2215: 817019211 TOWVE 144 Echo (ping) request id=Sxil, seqe148, hop limit=63
72 3.352836 2001:F38:2020:4:324b: 130c:438c i fadl  2001:F35: 202b:6: THan: 225181719211 I0WPvE 144 Echo (ping) request 1d=9xd001, seq=148, hop limiteg4
73 3.396939 2001:F35: 202b: 6: 7800 2275:817¢:9211 2091:F35: 202b:4:324b: 130c:435¢: fadl IOWVE 144 Echo (ping) reply id=ex0eel, seq=148, hop limitecs (
74 3.398941 2001:f38:202b: 6:78aa: 22f5: 81719211 2001: 38 202b:4: 324b: 130c:435c : fadl TOMPVE 144 Echo (ping) reply id=0xd0l, seqe=148, hop limit=63

Frame 72: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on interface \Device\NPF_{BBE1CIES-180F-4FDE-B7BC-2761E7FBO154}, id O
Ethernet 1I, Src: Clsco_76:5e:f8 (70:69:5a:76:5¢:fB), Dst: Cisco_5f:fe:f5 (00:00:0c:9F:Fe:fS5)
Internet Protocol Version 4, Sre: 172.16.83.2, Dst: 172.16.81.78
User Datagram Protocol, Src Port: 43487, Dst Port: 4789
virtusl extensible Local Ares Metwork
> Flags: @x8800, GBP Extension, VXLAM Network ID (WNI)
Group Policy ID: @
VELAN Network Identifier (VNI): 8194
Reserved: @
» Ethernet II, Src: D-LinkIn_f4:d5:25 (74:da:da:f4:06:25), Dst: Cisco 9f:fa:85 (00:00:0c:9f:fa:85)
Internet Protocol Version 6, Src: 2001:f38:20%b:4:324b:130c:435c:fadl, Dot: 2001:f38:202b:6:78aa:225: 817c:0211
Internet Control Message Protocol vé
Type: Echo (ping) request (128)
Code: @
Checksum: @36F [correct)
[Checkasum Status: Good)
Identifier: 2x0081
Sequence: 148
[

vl

g v

w

Data (32 bytes)

O i =E—Hv 0

Ap-1

EEMBIE —APH RN TLE i 2 B3 1TIPv6 pingfy $iiE 2k

LENTLEFIRINARE LS TIPVER.

WLC

LISP Map Request/response/registration ISE
IPv6 Data inside IPv4 LISP packets @

CAPWAP - IPv4 ,
IPvE traffic in 802.11 frames AP-WLC Underlay
— WLE-AP - VXLAN ../ Shared Services

DG () e g - %5

DHCPv4/6-
DNS

IPw6 Traffic in |Pvad VXLAN I1Pv4 VXLAN
Tunnel carrying IPvG data

PNELEFIRNAELL TIPVEER
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C9800 IPv6 Features by Release

Infra IPv6 (CAPWAP over IPvE)

Local YES YES YES
Flex YES YES YES
Fabric NO YES YES
Infra IPv6 (WLC Platforms)

Hardware Wireless Controller YES YES YES
Wireless Controller in the

switches NO YES YES
Public Cloud: AWS NO NO NO
Public Cloud: GCP NO NO NO
Private Cloud: ESXi YES YES YES
Private Cloud: KVM YES YES YES
Private Cloud: NFVIs NO YES YES

Interop IPv6 support

C9800 <=-> DNA-C (Infra IPvE) NO TBD NO
C9800 <=-> CMX (Infra IPvG) NO TBD YES
C9800 <=-> ISE (Infra IPv6) NO TBD YES
WLC=->PI(Infra |IPv6) YES(Over SNMP) YES YES
OpenDNS(Infra iPv6) NO YES YES
Netflow over IPvE NO YES YES
ETA for IPv6 NO NO YES

Cat9800 WLC IPVEIHAE ( RARA )

U1 PveRY R &I SE E

BRIPV6E , BITBEMS RS EF(MS)/ B TR (MR)IRZS B P B EI B R EMNIPVEI H A% B .
BT EHATLAESNIPYG IPHEi | BEMS/MRERRTEFEIPHUNEZE, XNHEELEEN
IPvaREEEMR,

UM BFREZCLIAREXERSUREMBERE.

Pod2-Borderish lisp site

LISP Site Registration Information

* = Some locators are down or unreachable

¢ = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID
site uci never no - 4097 172.16.83.0/24

2wld yesd 172.16.81.70:41629 4097 172.16.83.2/32







Humber of registered EID prefixes: 5

Maximum M5 entries allowed: 81920

MAC

Number of configured EID prefixes:

Number of registered EID prefixes:

Maximum M5 entries allowed: 81920

LR B RIEREREXENIPVEREAESE

Cisco SD-AccessH HYIPv6 QoS3k it

L HIHICisco DNA CenterfR A ( @i52.3.x ) TX%#IPv6 QoS AR Bah{t. ER , AP AILF
A BIPVe B X FMELLER , HIHFQoSHEMRHEIE BRI B 4T 2. BT DNA Center&1E R AP
EYEENO LB3NITIPv4 QoSERE |, K L&A LUBEN AR 7 “class-default” 2 B F zh i A FEBR 5T
(CEIPv6is 8] #2 &5 5= (ACL)).

LA 2 5DNA Center BB SR BRBL B £ B 35 1Pv6 QoSHYE R R -

!
interface GigabitEthernetx/y/z

service-policy input DNA-APIC_QOS_IN

class-map match-any DNA-APIC_QOS_IN#SCAVENGER <<< Provisioned by DNAC

match access-group name DNA-APIC_QOS_IN#SCAVENGER__acl

match access-group name IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

!

ipv6 access-1ist IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

sequence 10 permit icmp any any

!

Policy-map DNA-APIC_QOS_IN

class IPV6_QOS_IN#SCAVENGER__acl <<< manually add

set dscp csl

For wireless QoS policy, Cisco DNA Center with current release (up to 2.3.x) will provision IPv4 QoS on
and apply IPv4 QoS into the WLC (Wireless LAN Controller). It doesn’t automate IPv6 QoS.
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Below is the sample wireless IPv6 QoS template. Please make sure to apply the QoS policy into the wirel
interface from the wireless VLAN:

ipv6 access-1ist extended IPV6_QOS_IN#TRANS_DATA__acl

remark ### a placeholder ###

!

ipv6 access-1list extended IPV6_QOS_IN#REALTIME

remark ### a placeholder ###

!

ipv6 access-1ist extended IPV6-QOS_IN#TUNNELED__acl

remark ### a placeholder ###
!



ipv6 access-1ist extended IPV6_QOS_IN#VOICE

remark ### a placeholder ###

|

ipv6 access-Tist extended IPV6_QOS_IN#SCAVENGER__acl
permit icmp any any

!

ipv6 access-Tist extended IPV6_QOS_IN#SIGNALING__acl
remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#BROADCAST__acl
remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#BULK_DATA__acl
permit tcp any any eq ftp

permit tcp any any eq ftp-data

permit tcp any any eq 21000

permit udp any any eq 20

!

ipv6 access-list extended IPV6_QOS_IN#MM_CONF__acl
remark ms-Tync

permit tcp any any eq 3478

permit udp any any eq 3478

permit tcp range 5350 5509

permit udp range 5350 5509

!

ipv6 access-Tist extended IPV6_QOS_IN#MM_STREAM__acl
remark ### a placeholder ###

!

ipv6 access-1ist extended IPV6_QOS_IN#0AM__acl
remark ### a placeholder ###

class-map match-any IPV6_QOS_IN#TRANS_DATA

match access-group name IPV6_QOS_IN#TRANS_DATA__acl
!

class-map match-any IPV6_QOS_IN#REALTIME

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#TUNNELED

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#VOICE

match access-group name IPV6_QOS_IN#VOICE

!

class-map match-any IPV6_QOS_IN#SCAVENGER

match access-group name IPV6_QOS_IN#SCAVENGER__acl
!

class-map match-any IPV6_QOS_IN#SIGNALING

match access-group name IPV6_QOS_IN#SIGNALING__acl
class-map match-any IPV6_QOS_IN#BROADCAST

match access-group name IPV6_QOS_IN#BROADCAST__acl
!

class-map match-any IPV6_QOS_IN#BULK_DATA

match access-group name IPV6_QOS_IN#BULK_DATA__ac]
!

class-map match-any IPV6_QOS_IN#MM_CONF

© 2021 Cisco and/or 1its affiliates. All rights reserved. Page 21 of 24
match access-group name IPV6_QOS_IN#MM_CONF__ac]

!

class-map match-any IPV6_QOS_IN#MM_STREAM

match access-group name IPV6_QOS_IN#MM_STREAM__ac]



class-map match-any IPV6_QOS_IN#0AM
match access-group name IPV6_QOS_IN#0AM__acl

policy-map IPV6_QOS_IN
class IPV6_QOS_IN#VOICE

set dscp ef

class IPV6_QOS_IN#BROADCAST
set dscp cs5

class IPV6_QOS_IN#REALTIME
set dscp cs4

class IPV6_QOS_IN#MM_CONF
set dscp af4l

class IPV6_QOS_IN#MM_STREAM
set dscp af3l

class IPV6_QOS_IN#SIGNALING
set dscp cs3

class IPV6_QOS_IN#0AM

set dscp cs2

class IPV6_QOS_IN#TRANS_DATA
set dscp af2l

class IPV6_QOS_IN#BULK_DATA
set dscp afll

class IPV6_QOS_IN#SCAVENGER
set dscp csl

class IPV6_QOS_IN#TUNNELED
class class-default

set dscp default

interface Vlanlxxx < = = (wireless VLAN)
service-policy input IPV6_QOS_IN
end

Cisco SD-AccessH i IPve i FEHERR

HEBRSD-Access IPVeHESIPVAIEE ML , B LUBRAFERAEZETRXEFZ RTINS LK
FHE B R, A ER—LFE A TFHEBRSD-AccesstiFER TR o

Pod2-Edge-2#sh device-tracking database

Binding Table has 24 entries, 12 dynamic (Timit 100000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Packet, API - API created

Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan prlv]l age state Time left
DH4 172.16.83.2 7069.5a76.5ef8 Gil/0/1 2045 0025 5s REACHABLE 235 s(653998 s)

L 172.16.83.1 0000.0c9f.fef5 V12045 2045 0100 22564mn REACHABLE

ARP 172.16.79.10 74da.daf4.d625 AcO 71 0005 49s REACHABLE 201 s try O

L 172.16.79.1 0000.0c9f.f886 V179 79 0100 22562mn REACHABLE

L 172.16.78.1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

DH4 172.16.72.101 000c.29c3.16f0 Gil/0/3 72 0025 9803mn STALE 101187 s



L 172.16.72.1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

L 172.16.71.1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

ND FE80::7269:5AFF:FE76:5EF8 7069.5a76.5ef8 Gil1/0/1 2045 0005 12s REACHABLE 230 s

ND FE80::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 107s REACHABLE 145 s try O

L FE80::200:CFF:FE9F:FA85 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

L FE80::200:CFF:FE9F:FA09 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

L FE80::200:CFF:FE9F:F886 0000.0c9f.f886 V179 79 0100 87217mn DOWN

L FE80::200:CFF:FE9F:F1AE 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

ND 2003::B900:53C0:9656:4363 74da.daf4.d625 AcO 71 0005 26mn STALE 451 s

ND 2003::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 49 s try 0

ND 2003::5925:F521:C6A7:927B 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 47 s try 0

L 2001:F38:202B:6::1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

ND 2001:F38:202B:4:B8AE:8711:5852:BE6A 74da.daf4.d625 AcO 71 0005 83s REACHABLE 164 s try O

ND 2001:F38:202B:4:705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 112s REACHABLE 133 s try O

DH6 2001:F38:202B:4:324B:130C:435C:FA41 74da.daf4.d625 AcO 71 0024 107s REACHABLE 135 s try 0(985881 s)
L 2001:F38:202B:4::1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

DH6 2001:F38:202B:3:E6F4:68B3:D2A6:59E6 000c.29c3.16f0 Gil/0/3 72 0024 9804mn STALE 367005 s

L 2001:F38:202B:3::1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

Pod2-Edge-2#sh 1isp eid-table Campus_VN ipv6 database

LISP ETR IPv6 Mapping Database for EID-table vrf Campus_VN (IID 4100), LSBs: Ox1

Entries total 5, no-route 0, inactive 1
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2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, dynamic-eid InfraVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:324B:130C:435C:FA41/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:705F:2381:9D03:B991/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:ACAF:7DDD:7CC2:F1B6/128, Inactive, expires: 10:14:48
2001:F38:202B:4:B8AE:8711:5852:BE6A/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

Pod2-Edge-2#show 1isp eid-table Campus_VN 1ipv6 map-cache

LISP IPv6 Mapping Cache for EID-table vrf Campus_VN (IID 4100), 6 entries

::/0, uptime: 1lw3d, expires: never, via static-send-map-request

Encapsulating to proxy ETR

2001:F38:202B:3::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, uptime: 00:00:04, expires: 23:59:55, via map-reply, self, comp
Locator Uptime State Pri/Wgt Encap-IID

172.16.81.70 00:00:04 up, self 10/10 -

2001:F38:202B:4::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2001:F38:202B:6::/64, uptime: 6d15h, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2002::/15, uptime: 00:05:04, expires: 00:09:56, via map-reply, forward-native

© 2021 Cisco and/or 1its affiliates. All rights reserved. Page 24 of 24

Encapsulating to proxy ETR

M BT S EEEBDHCPV6RS 83ping:



Pod2-Border#ping vrf Campus_VN 2003::2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2003::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Cisco SD-Access IPv6i& 1T {RIE E W, [a] &5

Al BRRHENNEREXFREMENERMEHIPV6?
E EBREAXHEN , JRREAQIX)NZFHER,

[l : ERISDNRAEXFELNELE P iy AALIPv6?
E B, XEREDNARORGIEI MR , MIPVARERLE , BAEFiwEEAIPv4 DHCPER
Eﬂh{ |IPv6 DHCPE{SLAACH it .

[ : LA DRI SDEARMIEFEPRER R B LIPVER ARYLE XML 2
ATERTHEIRAE (HZEN23x) . TEERKF,

18] : Cisco SD-AccessE A X IFL2 IPveFE#E ?
BEIEEE, XZEL2 IPvAtD#RF/SLIN kT,

[a] : Cisco SD-Access@ & X 1FIPv6HI4H #% ?
Z: B, NEXELHREHABNESBIPV6, AR IPv6AE,

| BRSDEARREMIFLEEAIFENHEXRPHTED ?
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