CX=RE#Rv2.0
H

ErblN

REH

R 17 (A
FHRBICX=RIBV2.08 5o R E M
Cisco DNA Center IAIERRAS

S EEHY X

HECXTZHE
HCXERBIEEFICXE

= A M R Bl B

OVA #E

& i ESXi 5.5/6.0 &%

Web B F i ESXi 6.0 &%

Web EF i vCenter 2%
Oracle Virtual Box 5.2.30 &%
Microsoft Hyper-V & %%

PR 4% At [
FRACLIEREXNREBNERASZE
Fit & Cisco DNA Center U R 4 H & A FICXERE

A

5

ofF

HIERH

FERG HERAIRE
BEAGEEFHNRERLRE
z%

YEL L

AP 7[R X BR
KE=E

MEL 4

S@REHIiE

k4

iR

BiEZH

HEMEEZE

Z2LE

= I [B] 7R

CX Cloud Agent

HE

WA F14b T

SHREU KRR E
Secure Shell (SSH)

v O A0 AR 55

CX Cloud Agent & Cisco DNA Center BYiE 2




CX Cloud Agent fE /Y12 #TI3
CX Cloud Agent RZ& HE

R BE Bk B
Uk £ 5k T ey R

15 b $3 48 5k T W) R

fasr

AT BERNNEFHEECX)ZRE, BERCX)ZRER - MIARIHERICANIBHBERGFE
, IRERERFMRS . SEDERANERF AN REITLZE, BEENEER, CXER
HENEHFmOE DL TR, HEDTRAAKE, 249, B3, YRFI/ATER
(ML/AN A7 IR 3h B 37 — AR S5 o

AR AEBEHEBCXEZREV2.0AF, AXHEMMEXER , 55 M Cisco CXTRE,

CX Cloud architecture

Ee
LI15CO ctua = s
= Lifecy rning
in 5
Data Store Cisco Cisco DB FN PSIRTS HW/SW
telemetry TAL{Ticketing contracts EOX advisories
Dévices TAC Engineer Designated Expert CSE
L . | |
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AR AEETHERG (RERR ) ESE. XERNBRTRERTE.
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CX Cloud Agent fE R E I (VM) 21T , AT RAE LR %E (OVA) EMER (VHD) iyE it
TTREG

EEEX :
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PR =2 R MR 4<2012%2016
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https://www.cisco.com/c/zh_cn/support/cloud-systems-management/cx-collector/series.html

FQDN : agent.us.csco.cloud
FQDN : ng.acs.agent.us.csco.cloud
FQDN : cloudsso.cisco.com
FQDN : api-cx.cisco.com
. XT?H?EEE’JMﬂEA/JﬂﬁEEF/LﬁVET?ﬁ%CXz:%UEH’JEE%&&EDJZH’J%F‘
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FQDN : agent.us.csco.cloud
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FQDN : api-cx.cisco.com
- N TREENERLABERORAEFECXEBEN T ERREXENE
CXEREBXIMEEB ERAFQDNFMTCPIR 0443 ERHTTPSIEZEIL A FR R AN RS EF
FQDN : agent.us.csco.cloud
FQDN : agent.apjc.csco.cloud
FQDN : ng.acs.agent.apjc.csco.cloud
FQDN : cloudsso.cisco.com
FQDN : api-cx.cisco.com
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jquery.com
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api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.clou
agent.us.csco.cloud agent.us.csco.cloud d
ng.acs.agent.us.csco agent.emea.csco.clou agent.apjc.csco.cl
.cloud d oud
ng.acs.agent.emea.cs ng.acs.agent.apjc.
co.cloud csco.cloud

HRBICX=REV2.000 £ RFH
FREICX Cloud Agent v2.02 Bl AU B A SR 5 5l H B9 4% Rt

1. BREFBARZ VAL ECXTREVI.12XRESRA.

2. MREARBEFHERSER , BHRITUTIREBZRSS
BRICXTREELBHMN B SITRE(CL)IES &, HiTcxcli agent configureDNSTE T . i A
DNS IP#tik, R Exit.

S WREFHMEZEAFXEHLAPNHEEIBRHEAZTEEREEF EM. CXERELMEE
BipEix Ll | M BiX LA  AMDNS RS 81 THEMT. WMRBEMAEITELR , 7§ 5
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4. ERHVOARZAHBRSREBVMIRE (FEERIFRE )

AE 1 N0ZBNRASTNE RAREIVIA0, REESAREIVI12.x , BAHKEIV2.0. AF
ALMCXEF A EERRE > BIEREITHR. K& View Update TERL R

BIRERERRAT RN
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. =RIEAMDNAC Z 8] §9 B h AT 3k 14
.DNACHRELE—EBZERE
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Cisco DNA Center IAEARZS

TAIEE 7 /A HA 8% Cisco DNA Center fix4~y 1.2.8 £1.3.3.9 #M 2.1.2.0 £ 2.2.3.5,

DNA Center Cluster Cisco® Cloud
11 AWS, NTP
DNA Appliance Ci1sco DNS, etc
Node 1 .

IFP Addr1 ——
B PR B R R F-FCE_ "__:,:E_
DNA Appliance Virtual IP G- . and
MNode 2 Address = | DMA Center Ul
=

DNA Appliance
Node 3 - = MNetwork
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https://csco.cloud/
https://csco.cloud/
https://csco.cloud/
https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

Z T 2 HA & Cisco DNA Center

b2 10 p A
E3R1ECisco.com LM EREML , FATE WA LT X 5850 H AT E RS ¢
- Google Chrome

- Microsoft Edge
- Mozilla Firefox

HECXERE

EF® CX Cloud Agent , TEHITUATIRE :

1. & i cx.cisco.comBA& FXE| CX Cloud,
2. 1%£4% campus Network H S 1 ZE ASSETS & COVERAGE g lb o

RS ALTHOAS AND PUBLISHIRS

DOTION = GEME ANISOR CASE
Alddin OET HELP ¥
3 B
u P .
i £
wets
Crineal Secunty Advisaries Conerage S Saftaars Rale, el
me rad Product D o0 e ation st ] e ]
o

ESg
3. e R & §Set Up CX Cloud Agent. Set Up CX Cloud Agent - Review deployment
requirements & 0] FF,


https://cx.cisco.com/

Set Up CX Cloud Agent

Add Cloud Agent to your CX Cloud pit crew
SET UP CX CLOUD AGENT

% X Cloud Agarit gathers tolematny data from the devices on your ratwork, allowing you to take

advantage of all the hyper-relevant insights and trusted expertise that GX Cloud has to offer.

Rivigw D pliymebit Roquirémoma

Apcapt Streng ERcryption Agreomont

Review deployment requirements

Downioad Image File

Dropioy and Palr with Virtual Machine Prepare your network for CX Cloud Agent
CX O 3t Fund &8 & virtual maching (M), 26 you'll eed it
_ e i make o o ect to the designated server(s) wia HTTPS on pont 443 using both the
o
-
"o
[ | B =
-
- FOQOMN: apl-cx clsco.com
(B Review the CX Cloud Agert Overvew for comploto aftuen [
u CX Cloud takes secusity seriously. Review the Secuity section of the CX Cloud Agent Overviow 10 learn how CX Cloud Agent handles and stores

I set up this configuration on port 443

HREEER
4. AEEEPBERPISEZSZM , HiEFI set up this configuration on port 4435 1£4E

A AEETHNERG (RERR ) ESE. XERBRTREMTE.

5.5 44, Set Up CX Cloud Agent - Accept the strong encryption agreement& O3] .



Set Up CX Cloud Agent

Accept the strong encryption agreement

SET UP CX CLOUD AGENT hon you can dewnlpad the mage B for the CX Clowd Agerd wimual masfing

5%

Irritrugtions
@  Review Deployment Requiremant

Ta apply for elgibiity to downdoad Srong encrypiion software images:
Accept Strong Encryplion Agresmend

1. Ensure the addross Bsted in your Cisco comn User Profie is comect and comphele
Dowrésad lmage Fio

2. Bead sach of the conditions below carelully prior 1o selocting your arswer.

Dopkoy and Pair with Wirtual Machine

| L]
i

O Busineas Dhindon's function:

CommercialiChilan entity
Gowernmend entity, a Miitary entity or Defense Coniracior

1 Governmant antity, & Miltary ortity or Deferse Comractor, Ang you in

Mustria, Australia, Bedgium, Canada, Cypaus, Crech Republic, Denmark, Estonia, Finland, France, Germany, Greecw, Mungary, Inttand,

[maly, Lapan, Latvia, L ania, Luxembourg, Malta, Methorlands, New Zeafarad, Norway, Poland. Porsgal, Slovakia, Skvenia, Spain,
Sweden, Switterland, United Kirgdam o the United Siates
Yas MNa

Gonfirmasion

By checking this feld, | horoby cortéy that |03 8

shide by 1ha conditions sat forth above ne

wihvorized ropresantative of il crganization, understand and sgree (o
sage of Cleco Syatems, Inc. hardware and/or softwans,

MZHK
6.3 1EFirst Name, Last Name, E-mailfICCO User Id= &+ K FUIR{E 2.
7 3% R IE 2 MY Business division’s function.
8.1%&#%F confirmation EIEAE AR EFEAFKH,

9.5 H%kEE, Set Up CX Cloud Agent - Download image file& 0 3T 7



Set Up CX Cloud Agent X

Download image file

SET UP CX CLOUD AGENT
O
oA
o ity
&

VHD

Cisco End User Licenze Agreement

B In order i downloat! software, please confirm that you have nesd and agree 1o the terma of the
= Cisca F Liconse Agreomsent and my Supplem roduct Teems, if appicable

T
10EFE LN BN TRLZEFRFRE M,

11.3&H 1 acceptS X ELA R BEBNFZFL A TFAITHN.

12.% HDownload and Continue. Set Up CX Cloud Agent - Deploy and pair with your virtual
machine® O3 7,

13 ESHOVAR RN M ARE , AEAET —HURECXERE,

FCXTREEEICXT

1. A H A X EE R a5 17 SRE(CLI) F R AN BB,




Set Up CX Cloud Agent X

Deploy and pair with your virtual machine
SET UP CX CLOUD AGENT

Deploy the: downloaded file on your virtual machine. After doployment. you'll receive o pairing code. Please enter the code below

Pairing Code
@ Awview Deployment Requirements

@  Accept Strong Encryption Agroament
& Download kmage Fie

T} Dephkoy bind Paie with Vinual Maching

T

BLXI 75
2. B HContinue’EMCX=RE, 7 Bz S M Z|Configure Connection to CX Cloud& O 2 &
, T & RSet Up CX Cloud Agent - Registration successful & O

Set Up CX Cloud Agent X
Registration successful!
SET UP CX CLOUD AGENT

e T

Review Deployment Requinements

@ Accopt Srong Encryption Agreement v
: . o :
Dorembad Imiage Fie %
Dy and Pie with Vietus! Madbing A
.: ) Mext up: add your data sources

?

EMAT



£ Back to Data Sources

Cenfigure connection to CX Cloud

Connect a Cisco DNA Center

WP Adddraas oF FODN Lacation (City, State, Country)
Usermame Password
Colection Frequency Tone

5T

B foun the frst coliection now {ehis may take up o 75 miruies)

The fust data sowce you add must be a Cisco DNA Center. After that you can add additional Cisco DNA Centers and devices nof connected

o a controller.

BlEEHE

SHALE  AGROTERLBER. REFEREIANEE KIELE

Confgure connection to CX Cloud

Successfully Connected

," Cisco DNA Center live.com

| Inventory collection runs every day At 02:00 AM IST

— First inventory collection will run immediately when you finish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

E TR IMDNAC

SR : =35 Add Another Cisco DNA Centeri3y i1 ZNDNAC

@ veip |



Configure connection to CX Cloud

Successfully Connected

= Cisco DNA Center live.com
=1 Inventory collection runs every day At 02:00 AM IST
First imventory collection will run immediately when you finish adding your data sourcas

i Cisco DNA Center live.com
=] Inventony collection runs every day At 01:00 AM IST
First imventory collection will run immediately when you finish adding your data sources

‘e Cisco DNA Center demo.com
o Inventory collection rung every day A 01:00 AM IST
First inventory collection will run immediately when you finish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

E#Rmz1DNAC

4. B HEREEBIEIR. Data Sources® AT 7T,

Data Sources

Data Storage Region: United States
=
W=

o Connect Mersiki Dashbaard 1 CX Cloud to ged rsights and addiional systerns infarmation about your keraki aspets. Get se1 up in sbout 10 minuies

p 0

Soarch data sourcos Cr

L 3 Total Data Sources

L] Type: Dty Last Updated Status
s C¥ Cloud Agent CX Cloud Agent v2.0.3 1 minuies aga @ Running

10.997.238.126 Cisco DA Centter 1 minutes ago @ Reachable

F2.090.1 Cirmco DA Center 1 minudes aga @ Reachable
-
=
o~
wnll



HEANMEEE
A LUE R U T E—EBRFBCXERE !
. WRIEFE VMware vSphere/vCenter & F i ESXi 5.5/6.0 , B HREMREFI%
.- WMR%EFE VMware vSphere/vCenter Web & F i ESXi 6.0 , % £ Web B Fifi vSphere i H
&

. TR %#E Oracle Virtual Box 5.2.30 , i5%# £ Oracle VM
. IR & Microsoft Hyper-V , % ZE Hyper-V

OVA &
[RZ i ESXi 5.5/6.0 &%
WEFis A ERAvSphereE & P inf BCX =R EOVA,

1. FTEHMRBJT , B3VMware vSphere & i H & &,



(&) VMware vSphere Client *

vmware

VMware vSphere”
Client

:_1'_; All vSphere features introduced in vSphere 5.5 and beyond are
avaiable only through the vSphere Web Cient. The traditional
viphere Client will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.,
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [Name: [V ZA0 -

Lser name: root

Password: e

[ Use Windows session redentials

2. S/ ZE File > Deploy OVF Template.
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(&) Deploy OVF Template

Source
Select the source location.

Source

OVF Template Details
MName and Location
Disk Format

Ready to Complete

Deploy from a file or URL

[

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a

network share, or a CD/DVD drive.

__reo |

OVA BE#

4. BUF OVF Details 3 R T Next.

< Back “ Next > I

Cancel




{ (@ Depley OVF Template

OVF Template Details
Verify OVF template detads,

Source

OVF Template Details

Name and Location Product: CXCloudaAgent_2.0_Buid-144

ek Version: 2.0

MNetwork Mapping

Ready to Complete Vendor: Cisco Systems, Inc
Publisher: @& CISCO SYSTEMS, INC.
Download size: 1.1GB
Size on disk: 3.1 GB (thin provisioned)

200.0 GE (thick provisionad)

Description: CXCloudAgent_2.0_Build-144

e |

BRFAER

5. i A Unique Name 3 &5 Next.




('3) Deploy OVF Template =

Name and Location
Specify a name and location for the deployed template

Source Mame:

OVF Template Details -
CXCloudAgent_2.0_Build-144_B=16]

Name and Location =

Dick Eormat The name can contain up to 80 characters and it must be unique within the inventory folder,

Metwaork Mapping
Ready to Complete

LI <Back || Next > I

HMAIE

6. 1£$R Disk Format H R Next ( BIEHEE ) o

N



@ Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idatastore 1(11)
OVF Template Details

Mame and Location

‘Dﬁ Available space (GB): | 973.1

Metwork Mapping
Ready to Complete

™ Thick Provision Lazy Zeroed
™ Thick Provision Eager Zeroed
{* Thin Provision

_ v |
RERAE AL

7. ﬁ#% Power on after deployment Eﬁﬁﬁ'ifﬁ Finish.




@ Deploy OVF Template

Ready to Complete

Are these the options you want to use?

Source

OVF Template Details
MName and Location
Disk Format

Network Mapping
Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:

OVFfile:
Download size:
Size ondisk:
Name:
Host/Cluster:
Datastore:

Disk provisioning:
Network Mapping:

v [Power on after deployment!

C:\Users\oicadmin\Downloads\OVA\CXCloudAgent_20.

1.1GB

3.1GB
CXCloudAgent_2.0_Build-144 DBVMO
localhost

datastorel (11)

Thin Provision

"VM Network"to "VM Network"

_reo |

R T
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IEEEE

@ Deployment Completed Successfully - X

Deploying CXCloudAgent_2.0_Build-144_DEMO
Completed Successfully

B ERE
8. MIERIFBHNVM , T EH & AR ENERR.
Web %=1 ESXi 6.0 ¥

& P % E FvSphere WebZfECX= K EOVA,

1. A A T8 BVMIESXI/E LA E 1212 FF KL & FFVMWare Ul,

vmware EsXi

VMware ESXi & &

2. 148 vVirtual Machine > Create / Register VM.



ot it bosp pbderraden « Whts I @ Hes Tab 4 +

Lz L 0 A o Rttpetf0 BETT 000 st

{7 Manape with vCenber Server | T Cresteegistervil | [y Suddown [Bg Reboct | O Refresh | R adbons

—— IS AIRGELISEOMAN | Copune ar regiter s Virtual Macking |
i jeurs 0 T TR T TR T TR :
Sime Hormal (coarpcied B vCander Seroer off 100 135 77 54
Uplre 152 0T days
|=

Select creation type

Hizw wetsuild v likoe 10 creale a Virksal laching?

) This pplon guedes you through T peocess of creabing a
nigw sirtual maching
il i wrtual mackense from an OVF and VDK files

Diepioy 2 virtual maschine om an OVF o OVA file

Regiihe an eshingvitual machone

Finigh

OVA ¥

3. E# Deploy a virtual machine from an OVF or OVA file FH ST Next.
4. AR B , ELLERN S |, HEER T EHBOVAX .
5. Kifi Next.



#51 New virtual machine

+ 1 Select creation type
2 Select OVF and VMDK files
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

OVA &

Select OVF and VMDK files

Select the OVF and VMDK files or OVA for the VM you wiould like to deploy

Enter a name for the virlual machine.

Virtual machine names can contain up 1o 80 characlers and they must be unique within each ESXi instance.

Click to select files or drag/drop

6. 1%£#& standard Storage F =T Next.

¥11 New virtual machine - CX Cloud Agrnt 2.0 DEMO

Finish Cancel

+ 1 Select creation type
+ 2 Select OVF and VMDK files

5 Deployment options
6 Additional settings
7 Ready to complete

Select storage
Select the storage type and datastore

Select a datastore for the virtwal machine’s configuration files and all of its’ viftual disks.

Name ~ Capacty -~ Free «  Type ~ | Thin pro... v  ACCEsSS

datastore1 435TB 357 TB VMFS5 Supported  Single ]

W
1 items

Back | Finish | Cancel

F

R T



e . T |
t;i‘]mﬂﬂﬂﬂ machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files

Select deployment oplions
+ 3 Select storage =

¢ oevomentapions ]

5 Ready to complete Network mappings VM Network VM Corporate Network -
Disk provisioning ® Thin O Thick
Power on automatically

Back || Ned || Finish || Cancel |

ik —priAdi

7. EBREYMNIBIET , RFEDE Next.

791 New virtual machine - CX Cloud Agrnt 2.0 DEMO

+ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your sefings selection before finishing the wizard

+ 3 Select storage

Product CXCloudAgent_2.0_Build-144

VM Name CX Cloud Agmt 2.0 DEMO

Disks CXCloudAgent_2.0_Build-144-1_signed-shal-disk1vmadk
Datastore datastore1

Provisioning type Thin

Metwork mappings VM Metwork: WM Corporate Network

Guest OS Name Unknown

f' ' E Do not refresh your browser while this VM is being deployed.
L]

| Back Mext Finish || Cancel |

HERTERK
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1 Sabeet 30 OVF template Select an OVF template
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R
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Deploy OVF Template

v 1Select an OVF template Select a name and folder

_ Specify a unique name and target location

3 Select a compute resource

4 Review details Virtual machine name: CXCloudAgent_2.0_Build-144-demo

5 Select storage
6 Ready to complete Select a location for the virtual machine.

v (§10126.77.54

2] CommonPool
[ Delete

[l Performance
[h Automation
> [ Build-Server
> [ DNAC

> [ Security

> [ Tools

VNN N

B HR

7 RFBUERIRHA BT Next.



_Deploy OVF Template

v 1Select an OVF template Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation
4 Review details v [ Security
5 Select storage > D 10.126.77.51

6 Ready to complete

Compatibility

v Compatibility checks succeeded

CANCEL BACK NEXT

AR B
8. ERFMEEHE D Next.



v 3 Select a compute resource

4 Review details

5 Select storage Publisher
6 Select networks
Product
7 Ready to complete
Version
Vendor
Description

Download size

Size on disk

REFMESR

9. R EMMERNAHF B E Next.

Deploy OVF Template
+ 1 Select an OVF template Review details
+ 2 Select a name and folder Verify the template details.

DigiCert SHA2 Assured ID Code Signing CA (Trusted certificate)
CXCloudAgent_2.0_Build-144

20

Cisco Systems, Inc

CXCloudAgent_2.0_Build-144

11GB

3.1 GB (thin provisioned)

200.0 GB (thick provisioned)




ﬁlmnmmuﬂ.cxcmumz.n DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the storage type and datastore

b Persistent Memory
5 Deployment options

6 Additional settings Select a datastore for the vitual machine's configuration files and all of its' virtual disks.
7 Ready to complete

~ Capacty ~ Free ~ | Type ~ | Thinpro... ~  Access

435TB 357TB VMFS5 Supported  Single =

v
1items

[ Back || Next I Finish Cancel

LR

10. =T Next.



Deploy OVF Template

v 1Select an OVF template Select networks
« 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource
Source Network ¥ Destination Network

VM Network VM Network

v 4 Review details
+ 5 Select storage

6 Select networks

7 Ready to complete

IP Allocation Settings
IP allocation: Static - Manual

IP protocol IPva

CANCEL BACK NEXT

LM

11. R Finish.



Deploy OVF Template

1 Select an OVF template Ready to complete

2 Select a name and folder Click Finish to start creation.

4 Review details

5 Select storage Provisioning type Deploy from template

v
v
+ 3 Select a compute resource
v
v
v

6 Select networks

7 Ready to complete

Name CXCloudAgent_2.0_Build-144-demo
Template name CXCloudAgent_2.0_Build-144-1_signed-shal
Download size 11GB
Size on disk 31GB
Folder Security
Resource 10.126.77.51
Storage mapping

All disks Datastore: datastorel (23); Format: Thin provision
Network mapping

VM Network VM Network
IP allocation settings

IP protocol IPV4

IP allocation Static - Manual

CANCEL FINISH

R T
12. 8T —MNFHVM, BEHEHEARERIRS,

2 & CXCloudAgent_2.0_Build-144-demo b ¥ 5 B ACTIONS

Summary  »

m} 0 Hz

01267750 8 32768

B CxCioudAgent_2 0_Buid-144-dema

=21 8 CPUs:

Merary

Hard disic 1

Network adapter |

Floppy drive 1

Video card 4m8

VMG device Device o U virtusl machine PC) bus that

a

BRI AL
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e : % - . m e
*| I Power on i -
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» oy drive 1
o cardl

€1 device
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14. SMEMEER.

Oracle Virtual Box 5.2.30 &%

W& FiREE Oracle Bl EEBCXERIEOVA,

@ VirtualBox File Machine Window Help

Import Appliance...
Export Appliance...

New Cloud VM...

Virtual Media Manager...

Host Network Manager... e to wrtualBOX!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer. You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the 38? key to get instant help, or visit
www.virtualbox.org for more information and latest
news.

Oracle VM

1. $TFF Oracle VM UIF3iEE File > import Appliance.
2. MELLF A OVA X,



Appliance to import

Please choose the scurce to import appliance from. This can be a local file system to import OVF archive or one of known cloud service
providers to import cloud VM from.
Source: | Local File System a

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import below.

B

File: [Users/vkukatla/Downloads/2.0 OVAJCXCloudAgent_2.0_Build-144-1_signed-shal.ova

Expert Mode Go Back Cancel j

A
it s

3. Rifi import.



Appliance settings

e mra warr woes ey rrrsmre s

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the items and disable others using the check boxes below.

Virtual System 1

% Name CXC
£ Product CxCloudAgent_2.0_Build-144
& \Vendor Cisco Systems, Inc
£ Vendor-URL http:fiwww.cisco.com
& Version 20
£ Description CxCloudAgent_2.0_Build-144
[ Guest OS Type P4 Ubuntu (64-bit)
o cPu B
B RAM 16384 MB
] Floppy
&' Network Adapter Intel PROM000 MT Desktop (82540EM)
™ Storage Controller (IDE)  PlIX4
™ Storage Controller (IDE) PliX4
Warnings:
= Mo trusted certificate paths
Machine Base Folder: [ /Users/vkukatlafVirtualBox VMs

MAC Address Policy: Include only

NAT network adapter MAC addresses

Additional Options: Import hard drives as VDI

Unverified signature by CISCO SYSTEMS, INC.!

Go Back

Restore Defaults

Cancel

E R

ARBETRYELZI I

&

SANH

4. EENEFOELA , ARG/ star.

CXC
Powered Off since 3:24 PM
Session unlocked

VM 2§ &8 /330

Operating System: Ubuntu (64-bit)
1| System

Base Memory:
Processors: 8
Boot Order:

Acceleration:

o0 e Oracle VM VirtualBox Manager
. e
g Tools {:} v 2 .
vy New Settings Start
6 cXC — M General M Ppreview
ﬁ ) Powered Off 8= Name: CXC

16384 MB

Floppy, Optical, Hard Disk |
VT-x/AMD-V, Nested Paging, PAE[NX,
KVM Paravirtualization

B Display

Video Memaory: 16 MB
Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled
& Storage

Controller: IDE

Controller: SCSI
SCSI Port 0:

Controller: Floppy
Floppy Device 0: Empty

7 Audio
Host Driver: CoreAudio
Controller:  ICH AC97

CXCloudAgent_2.0_Build-144-1_signed-shal-disk1.vdi (Normal, 200.00 GB)

]

I

I

| " MAC Address Policv:



>

Appliance settings "

Product

Importing virtual disk image 'CXCloudAgent_2.0_Build-144-1_signed-shal-disk1vmdk’ ... (2/2)

o
| A few seconds remaining
]
Guest 0S Type Fa Ubuntu (64-bit)
cPU 8
RAM

Floppy

ture by CISCO SYSTEMS, INC

Resto Cancel

EESA
5. fTTERERIR, REEEI2EREH A,

Wai: mme oo Al n AA liais b mab lmabamd halea asdals .

CXC [Running]

dmdbssmlle mes mmem fae e acee lmfcacocablan camd labaad oacim

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current videﬂ mode. LS

o - A L _,Left?ﬁ

T EE A



6. SMENERE.

Microsoft Hyper-V 3§

1. 1%4#¢ import Virtual Machine.

da
File Action View Help
« | 20 B
43 Hyper-V Manager

i3 WIN-ALPH2ACOVE™

| L

W

Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server
Refresh

View

Help

4

Snapshots

Details

Displays the Import Wizard.

Hyper-V BI85

2. W IR TE MR,

3 . /@\ E Next.

State

Ne vitual machines wene found on this server.

No item selected.

CF

Actions
WIN-ALPH2ACOVKT
New
Import Virtual Machine...
| Hyper-V Settings...
Virtual Switch Manager...
'~ Virtual SAN Manager...
4 Edit Disk...
Inspect Disk...
1) Stop Service
Remove Server
Refresh
View

Help




L Hyper-V Manager ﬂﬂn
File Action View Help
e o  HF
33 Hyper-V Manager Actions
8 WIN-ALPH2ACOVKT Virtual Machines WIN-ALPH2ACOVKT i
Mame = State CF New »
No virtual machines wene found on this server. » Impert Virtual Machine...
Import Virtual Machine -
—_—
7P | Locate Folder
Before You Begin Specify the folder containing the virtual machine to import.
Folder: | o
Select Virtual Machine !
Choose Import Type
»
Summary
< Previous Cancel

ES AN XK

4. IEFRVMHA B Next.



R . - e m e —m o I

CXCloudAgent_2.0_Build-144 3/3/20229:29:22 PM

<Prm$|| Next > H Finish || Cancel

priz > VY

5. &# Copy the virtual machine (create a new unique ID) iﬁﬁf%ﬂ#ifﬁ Next.



Choose Import Type

Before You Begin Choose the type of import to perform:
Locate Folder

Select Virtual Machine

(O Register the virtual machine in-place (use the existing unique ID)
(O Restore the virtual machine (use the existing unique ID)
Choose Import Type (® Copy the virtual machine (create a new unique ID)

SARHE

BT LUERE VM XA R, BIERARIARE,
. ,‘f—l_'\ju.ﬁ Next.



Choose Folders for Virtual Machine Files

You can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders spedified in the virtual
machine configuration.

[[] store the virtual machine in a different location

Virtual machine configuration folder:
[C:ProgramDataMaomﬁ\thows‘i—[vper-\ﬂ l [ Browse...

Choose Destination

Snapshot store:

|C:‘Pr0qramDataMcroso&\thows'ﬂ-tvper-V l | Browse...

Smart Paging folder:
IC:\ProgramData Wicrosoft\Windows \Hyper -V || erowse...

K

8. MEHERERME VM EEMN MR, BIUFEARIAER,
9. R Next.



Tew s i rww TwTw swamIm wsr m W waw s owrs LEp MNPUIL ViTudan viauinii...

Choose Folders to Store Virtual Hard Disks

Before You Begin Where do you want to store the imported virtual hard disks for this virtual machine?
Locate Folder

Select Virtual Machine
Choose Import Type
Choose Destination

yper-V\Virtual Hard Disks\ | I Browse...

Choose Storage Folders

<Prm” Next > || Finish Jl Cancel I

P T 176 RE 4OV RE 22 BY ST 4R 3K

10. REBERNSE RVMBEE, REFIEMAH ST Finish.



LEp UYL Y ELUOE BV s

Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:

Select Virtual Machine Virtual Machine: CXCloudAgent_2.0_Buld-144
Choose Import Type Import file: C:\Users\vishnu\Downloads'\2.0\CXCloudAgent_2.0_Build-144
Choose Destination Import Type: Copy (generate new ID)
virtual machine configuration folder: C:\ProgramData'\Microsoft\Windows\Hyper-v\
Siistai ey Snapshot folder: C:\ProgramData\Microsoft\Windows \Hyper-V
Summary Smart Paging file store: C:\ProgramData\Microsoft\Windows \Hyper-V
Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\

<] L I

To complete the import and dose this wizard, dick Finish.

<Prcm.|s|| Next > H Finish

BE

M. RBERSAE , FEHyper-V EBIEFHHVM, ITHFVMIRE,
12. EEMBEPIEEMEERSE , REIEFETAB virual swich N TR FIFRA,



| CXCloudAgent 2.0 Build-144

v| 4 » |G

# Hardware

~ | U Network Adapter

fﬁ[ Add Hardware

& BIOS
Boot from CD

5 Memory
16384 MB
n Processor
8 Virtual processors
= Eil IDE Controller 0
(& Hard Drive
disk-0.vhdx
= @ IDE Controller 1
&% DVD Drive
Mone
% SCSI Controller
U Network Adapter

Not connected

¥ com1

None

¥ com2

None
[ Diskette Drive
MNone
A Management

|1 Name
CXCloudAgent_2.0_Build-144
{7 Integration Services
All services offered
13 Snapshot File Location
C:\ProgramData\Microsoft\Win...
24 smart Paging File Location
C:\ProgramData\Microsoft\Win...
D Automatic Start Action
Restart if previously running

RE A3 A47

13. 3£ connect BEIVM,

Spedify the configuration of the network adapter or remove the network adapter.

The VLAN identifier spedifies the virtual LAN that this virtual machine will use for all
network communications through this network adapter.

2
Bandwidth Management
[] Enable bandwidth management

Spedfy how this network adapter utilizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

Minimum bandwidth: Ijl Mbps
Maximum bandwidth: I:l Mbps

o To leave the minimum or maximum unrestricted, spedfy 0 as the value.

To remove the network adapter from this virtual machine, dick Remove,

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.




a4

File Action

View Help
& =| 2w H =@

33 Hyper-V Manager
B WIN-ALPH2ACIVKT

Hyper-V Manager
Actions
Virtual Machines
WIN-ALPH2ACOVKT ——
Name “ State CPU Usage Assigned Mem New »
FlCxCoudAgent_2.0_Buid-144 =
Connect... Les Import Virtual Machine...
Settings... = Hyper-V Settings...
Start 1 Virtual Switch Manager...
Snapshot a! Virtual SAN Manager...
s ¢4 Edit Disk...
Export... (5 Inspect Disk...
Rename... (w) Stop Service
Delete... 75 Remove Server
Enable Replication... (4 Refresh
Help View (=
H Hep
< [ > =
— | CXCloudAgent_2.0_Bui... ~
Snapshots @ @i Connect..
i Settings...
CXCloudAgent_2.0_Build-144 Q© st
: s Snapshot
Created: 3/11/2022 250:41 PM Clustered: Mo =
MNotes:  None a* Move..,
. EBxport..
=] Rename..
Gx Delete..
Summary y | Networking | Repication 4% Enable Replication...
< [ > | E Helo v

Launches the Virtual Machine Connection application.

B3 VM

14. SHEMEER.

R EER




CX Cloud Agent

VM 2§ &

1. Rii Set Password B N cxcadmin™INFT RS |, 2 & B 5 Auto Generate Password 3R BUET 218 o

Cisco CX Cloud Agent Configuration

Before you can log into Cisco CX Cloud Agent, you must set a new password for
cxcadmin, which is the Cisco CX Cloud Agent username. The password must meet
the following requirements:
— Contains a minimum of 8 characters
- Imncludes:

— One uppercase character

— Dne lowercase character

- One number

— One of the following special characters: 1t @ # § % ™ & = () _ +
- Is not a dictionary word

Set Password 3 <Auto Generate Passuword}

REZDE

2. W1 set Password , Hi AcxcadminBY BB H I, =i et Password FHE I3,



Set Password

In the Password and Confirm Password fields, enter and confirmn a new password for
cxcadmin., When you are finished, select Set Paszword

(Use the Up Arrow and Down Arrow keys to navigate between fields.
Press the Tab key to select Set Password.)

Usermame cxcadmin

Password: e
Confirm Password: T

3t Passwnrdy

ERB
ﬁi% Auto Generate Password E%ﬂiﬁiﬂ’gg’éﬁg , ;H:fﬁi\ﬁ{ﬁlfjxﬁl{:ﬁﬁﬁﬁﬁo ,‘f—i_'\jlﬁ Save Password %ﬂ;

L R4,

futogenerated Passuord

Passuword : SOUENDIXIRIEX
Hake sure to store this passvword in a safe place. This password is required to log
into Cisco CX Cloud Agent.

After you have stored the password in a safe place, select Save Password. To return
to the previous screen, select Cancel.

{Save Password? £ Cancel >

B 30 4 Y 3258
3. R save Password E AT HHEIL,

Password Strength

The strength of the new password is Medium.

To save the password, select Save Password. To configure a different password,
select Cancel to return to the Set Password screen.

{3ave Passuord> < Cancel >

RIFEH

4. ?ﬁil IP Address, Subnet Mask, Gateway,*ﬂ DNS Server #,‘f—(_'\jnﬁ Continue.




Network Conf iguration

Please enter an IPv4 address and corresponding network configuration
for the appliance.

(Use UprsDoun keys to navigate to next field. Press Tab to jump to
Continue button)

IP Address: r—— 1
Subnet Mask: e
Gateway: e
DNS Servers: — — — 0000771
sMaximum 3 IPs with comma separator.

{Continue>
M 4 B B
5. WIASZ B 3 K& ves, Continue.
Conf irmation

Are these entries correct?

IP Address: 192.168.0.100
Subnet Mask: 255.255.255.0

Gateway: 192.168.0.1
DNS: 192.168.0.64
<Yes, Continue> < No, Go Back »

1IN

0. E"&E'ﬁ,fi'ﬁéﬂﬂggﬁ , i§$$ Yes, Set Up Proxy ﬁiifﬁ No, Continue to Configuration %ﬁiﬁlﬁ#ﬁﬂiﬁ
PR8o

Proxy Set Up Confirmation

Do you want to add proxy details?

4 Yes, Set Up Proxy b I<No, Continue to Configuration>

RERE

7. "-ﬁﬁk Proxy Address, Port Number, Username,ﬂ] Password.




Proxy Conf iguration
Please enter proxy details for the network.

(Use lUpsDoun keys to navigate to next field. Press Tab to jump to Setup
Proxy button)

Proxy Address: e
Port Nunber: I
Usernanme : —— 1
Passuord: . 1
{Begin Conf iguration)> < No, Go Back >
REEE

8. R i Begin Configuration. SE X EL B Al REE E J1. 9%,

Cisco CX Cloud Agent Setup
Conf iguration is in progress...
This step will take 8-10 minutes to complete.

Do not power off the machine until this process is completed.

o ]

[FERE
9. £ #l Pairing Code AFIREICXEHEIRE.,

Cizco CX Cloud Agent Setup

The network confl iguration has been successfully completed,

The pairing code is
Flease go to CX Cloud amd enter this pairing code.
The Code will be wvalld for S5 almates.

Time left in seconmds. ..

“1

[ ORAE ]
10. N REXRIEBIH |, B8 5 Register to CX Cloud BIXIREVRTE o



Fairing Code Expired

The netuork conf iguration bas been successfully conpleted.

1P

Subnet Razk
G L)
DS Server

To regenerate the pairing code PRESS key <Reglster to CX Cloud®

Reg ister to CX Cloud)

REBEZH

1.8 5 oK.

Begizstration Successfal

CX Cloud Agent setup is complete. Please go to CX Cloud to start using the
valuable data provided by CX Cloud Agent.

SE L

12 BEHCXERIEZFICXEHS | FHNTHIHNSR,
EACLIEREX RBH#EAGE

FA P 5E A BAGE A CLIGE T £ BB S R 7B

EFEACLIEREXNRT , BHITUTERE
1. fEfcxcadmin AP EILBEESSHE XK =RIE,

2. A cxcli agent generatePairingCode 4 R B3 K53 .

dagent:~§ cucli agent generatePairingCode

A BB XY RS CLI

3. & Pairing code RIFIREICXTHKIRE. AXRFAER , FSREEIE,TIF.



BlECisco DNA CenterbA R4 H EE R BICXEAE

RIS

¥ #Cisco DNA Centeriix 2~ 1.2.8%1.3.3.9512.1.2.0%12.2.3.5,

BEERRSEATHRRE

ZE{FFHUIECisco DNA CenterP B BERICXEZREN RS ATHELR , FRITUATSE -

1. 838 Cisco DNA Center,

2. ¥5 8 Design > Network Settings > Network.

3. XN FHEANWA , F CX Cloud Agent IP I R4 B ERS 5.

Cisco DNA Center DESIGN

Metwork Settings

=Q
& Global
% Bangalore

MBGL1E

POLICY PROVISION ASSURANCE PLATFORM

Network Device Credentials

s Pools

Setup network properties like AA8, NTP, Syslog, Trap and NetFlow using the " Add Servers” link. Once devices
are discoverad, DMNA Center will deploy using these settings.

SYSLOG Server

Cisco DNA Center as syslog server

SYSLOG

172.23.183.190

syslog R385

xE

—EBRER , iIABZMRARKNRBEHFEENACXTREBRERFI N KRB WRE B S,
— RBMLAKRKI R, TREAMNRZICXTREN RS AER K.
— EHMRGAERSR|REN , BRBRKKBENARERZBDBL A RENRNT=ERF,

BRGEAIIRE A &R

BEERGEATEERINTR , FHRITUATIR :

1. &MZE Tools > Telemetry.




Discovery
Invantary
Topology

3 Image Repository
Command Runnar
License Manager
Template Editor
Telemetry

Data and Reports

TEXRE
2R FHRIT site view FH MU RBIRG M FIRF IR

Cisco DNA Center Telemetry e
Telemetry Assessment and Configuration
Sam View
Sstoa Hierarchy
e Cociors - B .
Bangabary
r_ Dhrwice Marme - Address Type Family Veorslon Profile
|__ B0 A TS CRBOGR -1 0200, TR PO Cingo Catabyst BHOG Castchos amc Mot 6.1 [naabie Toigmtny
': Dorvica_6_0_1_1 B0 i Cataiynt WAOTR St hars g Moy 16.8.1a Trsabiy Telgrmatry
&L iz
U8 R
N X nf ZE N . !
JIEBRFIEMNR , AREFEA Device name EIEIE,
A
4.3k B Actions THIFIFK , 1E£$F Optimal Visibility.
Telemetry Assessment and Configuration
Site View Prafile View
Sites Hierarchy
Bangalore
Maximal Visitsilie
Ty Address Type Family Version Profile
Optimal Visitlity
Digable Telomatry
e v - — 10. 30718380 oo Cotabynt G040 Srwwiic Py anall Hubs en Dvsabsle Telarmatny

BR1E




zE

CXEREBEBREFRIKN LTS, CXENCXEREZANEZENR . CXERENZEEET
SR (SSH) X FH 11N T E N HL.

nEZL
EREMVMware§ %5 884 5 R B ECXSREOVARS, OVA BYBRBRAETHFLLEHE, 5|

ShEEr (2AFER ) BERENEIE-FE, AF4TSRELRE#ES EIRELSIS
mEEF (EAPERX ) B8,

R iR R R
CXZ M REEIR 1S 5 R A SREAPL
KrRe

HER , 2f1Bcexcadmin APtk . AP EREEH B S MIZEHB, cxcadmin AFP/EIEAT
118 CX Cloud Agent API F1i@id SSH EEZi& %

cxcadminfA P EEN R RIEKH BRI TF BN R, cxcadminZBBERLZESERE , ELEOEIRE , X
BABR N 90K, cxcadminf F° A] LAfE & N remoteaccount®y 3L T2 F Bl 2 cxcroot A . cxcroot A
F A BAZREY root A PR, ZREERKEIH,

MERE

CX=REVMT AT A cxcadmin A P EIEMsshit 1TiH R, £ AMwOREIN 22 (SSH), 514 ( &
ZHE)

SHHiE

ETZBNEORIL  RZF24EP —NEHAFPH - ‘cxcadmin’ , ERAFREEBHITEHRIEHS CX
Cloud Agent &S,

. f£F SSH 18 EH1T root 451X 4E cxcadmin A = 8] LA F & Hremoteaccount#I St 25
BlEcxcrootA . HtEARF E RRSA/ECB/PKCS1VI_S5IIZRHE | iZH B REEMSWIMITIFA
(https://swims.cisco.com/abraxas/decrypt) &%, RERNARAFBEF LT cxcroot A F
A LAfE A b R 2R 22 AE 3R B root IR, B AN AR R, BBEIH/E , cxcadmin AFFE
EHFLIEKF HM SWIM TP IREVZTE,

314
CXEREBR & EECISBILITHE,
BERE

CX Cloud Agent I8 & N EEME N ARE


https://swims.cisco.com/abraxas/decrypt

REFUENA (FEANEP— Pod 117 ) FNEH Cisco DNA Center RSS2SR FIUEFHEER 2 TR
FEH, Cisco DNA Center RENBERNLUEME XN FREERE R, WETHKE , WENBESII
Bl EEBXF/BESRL , ANREFBREE

BiEaw

EM B IEFRFENME—IR AR X.509 RZFIEBNEA , ATEIEUHENRONREERE. FR%
REBETLS VI2ERAMQTTE Y L £ ##

A &AM

BETE2RAFEANHBER, FZATSLBRECXEREREZ LRITHAMERESBREREE,
Z2ILE

%M ik

ot smmmn O FMEER (2AFER ) BB RENEIE 2B, AFRX9SEELRBEBRES
B S MBRFED g 5o e S ) B,
SSH :
F P75 R X BR . £ cxcadmin AR FRREETEFAZEPRCIENE lIEo
- EFAcxcrootAFFRIRZFBERNAAFEASWIMITF BRI,
. cxcadmin : X2 EIBHNEIARFPIKS . AP ALUER cxcli #1147 CX Cloud Agent &
T, HEATERZE L EGHRENR., A cxcadmin A F 812 cxcroot AP R E &%
. cxcroot : cxcadmin T] LAfE FASE 2 F “remoteaccount’ BIZ LB . FA R A LAE A )
F3R18 root RR,
cxcadmin ZBH - BRBEH SHA-256 # TR GBIV EH L F6H,
K - EDN\@NER , BETIH=AKE : KEFF, NEFH., BFANEHKFER,
. cxcroot ZB B4 14 RSA/ECB/ PKCS1v1_5 %,
cxcroot ZBHE - ERHNBBEFEEE SWIM TP HER,
. cxcroot AP MZBWERHREKNRK , AILAMEA cxcadmin AP E#HE Ko
SSH & FZFL I - EDN\BNER , BETH=AKE . KEFF, NEFH, BFANEHKFER,

el Y

xr - SR B FRZIREHNEZEI0OD . ZBRERHR 90 X,
%0 FHE NSO - 514 ( RZ AR ) M 22 (SSH)
REEEAEFER
BiELZS REFEMRRBIE,
Cisco DNA Center RS 25 Z 1L © hN %8 H 176 £ BB FE .,
I B
CX Cloud Agent
=

| - B EMETEED , AR ERAMNR IP bt FEFH Cloud Agent ?
E-dTaH
Al RETANXHBRIZMTAL?


https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html

% - OVA M VHD
M - B AREREB B TLERERF ?
& -OVA
VMWare ESXi 5.58 F & ix 4
Oracle Virtual Box 5.2.305 & & MR &
VHD
Windows Rz £\ 41 ¥ #2572 52012%12016
[@] - CX Cloud Agent BE&7E DHCP ¥REH &N IP it ?

% -2, 7£ DHCP IR | RESAE IP BEEHREMN IP it 5E. BR , FRIEFRKEMEHRR
CX Cloud Agent #4T IP #th3it Ecl, Lo\ , BiEF#EH DHCP #3885 H Cloud Agent R & IP,

[A] - CX Cloud Agent 2 BRI %1% IPv4 1 IPv6 B ?
-8B, NZE Pv4,

| -1 IP ELEHE , REKIUET IP Hisik ?

& -2, FRiE IP #uEENES IP it 2 6.

[B] - OVA ZBFEM IP BEEXAZFEZ DA ?

Z -OVA BEURTEHBENNERE, IPBRERIEE 8-10 o4 , EFERI2E Kubernetes
NEEN

8] - RAENEMEHRBEBEMRS ?

& BBOVAW ENLIUHEZERCXITFIREN —EBoRHEAER, CX Cloud AgentREIEITTE

Intel Xeon E54LIB 258 4 £ BIVMware/VirtualfL58 LR HY | Intel Xeon ESALEEERHIVCPULLIRE
2.1, MRFEHANLERCPULLIIAEESEHE K |, MAETTRES T /&,

8] - ATRER BERT £ REL XIS ?

Z - & , XH Cloud Agent K FMeT , FREE K BT LHD,

@] : - DNAC(R FHRZ1ONMNEFH 20N EEFH) SRECANFTRERRMFAL ?

A — YEFEFNDNACH FEFAHEHHE —MLAN/WANMEE | R A2RE. XF5000818%

HEFINE  FIENRENETREN2.7 Mo/ |, N FREEZEFEIDNACEZENEE13000MEA R

o MBHNL2HMBERSZBE , MRKFTFET IR 3.5 Mbits/sec , A T50004 1% &+13000A T
EFNELEAR, 500058 & syslogsM20004 A THENRE — MBERZFIMNREHTET

MRAEF#T

[@] - CX Cloud Agent A5 H 7 HLRERBEAIRA ?


https://csone.my.salesforce.com/apex/XRightPaneSearch?autoSearch=690356119

Z— A ERNERIHBNCXTRENERBRAE !

AXO0 (BHA x REFWEFEINEEMRA , =~F]:1.3.0)
CAXY(EFPAXOREBFARMNESHWIEEAR  xBEIMETETEDRERA , yREFH F R4
TEF, fi:131),
cAxy-Z(HPAXORMTBHNEEARAR , xBRENEFTETEINRERAK , yBREFENARLAT
, 2RSS AN AT |, BB EIEERE |, Hlw - 1.3.1-1)
Hep A RE 3-5 FHKHIMRA.

[l : EWE AT UK B FEHFRBNCXERERE | AR MAARIABEHNCXTRE ?

A— !F%;@J Admin Settings > Data Sources.ijlﬁ View Update #}MTE%J:;J—(Z—?IE’J}E%O
SHBRENRERE

[@] - CX Cloud Agent MFAKIBRIAR P24 ?

& - cxcadmin

[ : gl BRI iR E D ?

- aENEEEHEREZRD,

] - 7 Day-0 2 ERBEEMEN AR TEEZRD ?
E-RERREATEEEBNRIEILED , BEATUER linux B HEE cxcadmin HE,
@] - BiZE CX Cloud Agent I ZRIB K2 A ?

% - BIORMaE

- EBRHEEHR (KE )IREN 0O X
. BBER/NHR (KE ) REN 8
- BBRBREAKERN 127 NEH,
- BREBEDRE—NLEEFN—NTH,
- BAEDDE—MEHRFEFWBIE | 1$%A&*()_+|~-=\"31:";'<>?.))o
- RAVEAXE PR BN 8 TR (fltn, ~£, VAV, V¥, V&, -e, VU ) T
- BRI RERKIEFEAN10NEB,
- FBEEENKRER , A
- ABIEUTRBESTEY : cisco. sanjoseFsanfran
@] - 2{AIRE Grub 5 ?

A— EiREGrubZRi , BRITUTEER :

1. 2L cxcroot H3121T ssh H IR M TR BX R FHRALAIREL cxcroot 5 k)

2. 9T sudo su , IREMEEN S

3. 1T grub-mkpasswd-pbkdf2 F#i& & GRUB %, RN HHATREZBHEY | B8
G REA S

4. vi X /etc/grub.d/00_header. SMEISHRE , FFE5H H #IR A content
password_pbkdf248***** | {f 7 SER3IFIRENV B IR B HS



5. £/ :wq! B RREXH
6. 1178 update-grub
Q — ZBEHNEHHAR R Z X cxcadmin?

& - OKREEBEH,

Al - EREFZEHAME , REREEMKS ?

F-R KPEER S RAB=HEWER. BUERNEN 30 24
[B] - G04A] 4 B ARG 2

A—PATIXEDR

1. A cxcadmin AR 191517 ssh &%
2. 178 H remoteaccount cleanup -f
3. 1178 % remoteaccount create

A - REFHVREGFENEM IP?
E—R, G BRECAENE , AP L EMSE E /R REHEDNS IP,
Secure Shell (SSH)

[A] - SSH Shell XL ?

& - chacha20-poly1305@openssh.com, aes256-gcm@openssh.com, aes128-
gcm@openssh.com, aes256-ctr, aes192-ctr, aes128-ctr

B - AR R AR B 2
E-BRRBUTIRER

1. LA cxcadmin AP 59 & %,
2. E{tcxcadmin® 1,
B - B&iCFK SSH & x ?

A — 2 , Bifl¥ERvar/logs/audit/audit.loghy — B2 3t 1718 .

Al - ZRKFBENNERZD ?

A—MRZREZHFREG)DH , W KESSHEFRE,

% O MRSy

] - BRIAER T , CX Cloud Agent |t #YIBRLE S O R FIT FRIRZAS 2
A—XLEROTH

- Outbound port: Sp B CX =R E A LUEREBIHTTPSIm A443 LM RPN ER RR , Ll LUEE
RIBFEHIFELXZZER, ZFEH CX Cloud Agent ATLUEE HTTPS %0 443 #3£%| Cisco



DNA Center.

EMisX RRM ., ERFIEM A X
cloudsso.cisco.com  cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.emea.csco.cloud agent.apjc.csco.cloud
ng.acs.agent.us.csco. ng.acs.agent.emea.csco.cl ng.acs.agent.apjc.csco.
cloud oud cloud

AR RTIENEN , SEMEARAPICEF EMZEAER , B/ AIEPLMAVE

agent.us.csco.cloud,

RIhEF R BT BEEHagent.us.csco.clouds

AEXE  BRERO443EXAATFIRER

Ll

o

- Inbound port: X} FCXE=RIEBM At EIE | 2451 7] LA R 514(Syslog)M22(ssh). &AM AT HEA
A iE RV is Q443N CX IR ETE,

CX Cloud Agent & Cisco DNA Center B3

7] - Cisco DNA Center& CX Cloud Agent B FIIEFIRXR KRR A ?

& — Cisco DNA Center2 BB E I it ME X ZF N =B, CX Cloud Agent N\EBLEH Cisco
DNA Center WERZHAFZELR , H L& CX Cloud HER BB RENE=E L,

&) - FA TR aT BA3Rf CX Cloud Agent E#Y Cisco DNA Center i#4H{E 8 ?

B —HEHEOXR — CXmREREE , AP ATUMCXZE[TF R MCisco DNA Centeri¥F {5 8., LIt
A, EENKIZTHIE , AP AN T ERMEIABIDNAR L © Admin Settings > Data source.

[A] - AT LR INZ% 4N Cisco DNA Center ?
A - 101 Cisco DNACEF 5520 NDNACEE £
[A] : Cisco DNA CenterAA P A A EH A AR ?
A— AP ABTALUZE admin B observer.
[B] : a04A] S AR B FiE A DNA CenterBiE R £ L X CXAER TS ?
A — MNCXEREEZFHEHITATHRT
cxcli agent modifyController
FEDNACEIEE# 8 A BB FE | FERRFEBI T
[&] - Cisco DNA Center ¥ 415 S 20{Al7f& £ CX Cloud Agent # ?

% - Cisco DNA Center ZiEfEf AES-256 1N H 71 CX Cloud Agent ##EEH ., CX Cloud


https://csco.cloud/
https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

Agent BIEEERZRFVAF ID MBEBHITRI,

@] - M CX Cloud Agent 15/ Cisco DNA Center AP B 68 F BB Fh hn 22 5 =X, 2

2 - Cisco DNA Center 1 CX Cloud Agent 2 [BIfEf HTTPS over TLS 1.2 #1THE1{E,
[&] - CX Cloud Agent FE£ XK Cisco DNA Center Cloud Agent #1177 HBLER 4 2

Z& — CXT=REUYWEECisco DNA CenterBxME R ZBHIEIE , HFHCisco DNA Centerin 121785
RAESKRIEZEFEHINITCLIG S (show command)e FHITEMEEERGS

i@ - M Cisco DNA Center WEH & Z|FIRMIBRIABIER T AL ?

A-
- PIEESE4R
- EBR
- show version
- config
- RERBER
FRE

7] — M Cisco DNA Center W&} L& FI BN RHHNHMBIFERTL ?
& - BE AL IR BV B 1R B
] - B0 3 7= 2R £ A2 B e iR 2
% - CX Cloud Agent B3 TLS 1.2 thilCRr#E L& B BRI EmRS R,
[ - %7 LERRRE S D ?
E — WERERA P E AT RIAR S & B B RS R,
B - BFEEBERITRIR> ?
A— R, BE—NMET AR TEHRF AT RIE S Admin Settings> Data Sources.
@] - Cisco DNA Center 1 Cloud Agent 2 [B] B9 £ $Z B B[ i & 4 2
E-BRNIRDT

- X THIIRERE  BRI&R AN 300 B, MREHKZ 5 D8 ARIE Cisco DNA Center M Cloud

Agent Z R ERE | NEESLLE,

- X T AR B EE S E AT - WAL AT 1800 B, WIRTE 30 2 A AR UK EE R SR 7T A R ER
HlE  NEESLLL,

CX Cloud Agent E A2 Mra#
| - ERF LHITHWRBEGSE L ?
A—FEHHESESY  ITHREFTEERRRFLRMTHITS. ZAmSUERBEmMER , BIEX


/content/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/Cisco_DNA_Center_APIs_and_Commands.pdf

TR—RF MR ( FETREEGZHEAE ) .
Al - HEEREREFEM D 2
E-PAHERERNEREEN D,

[a] - #& A Cisco DNA Center JR/5 , &4 Cisco DNA Center FHEEI ( RENAR IP ) RinZE
IAE=E

E -, BdREED , VR —g&,

M - HEHP - P aSHAfABN SR EFALER ?
- BRAWEELEL , HERIERITEI,
CX Cloud Agent R& B =&

| BLZTRREELKRREFICXE?

Z - NABXE, PodIRA. Cisco DNA Center iFHAEE. T HEHE, RAFHAEENE4EMER

o

7

Al - 2REMERSEFAEENEHFMHES ?
- ~hlmd

system_details":{

"os_details":{

"containerRuntimeVersion":"docker://19.3.12",

"M KR A":"5.4.0-47-generic",
"kubeProxyVersion":"v1.15.12",
"kubeletVersion":"v1.15.12",
"machinelD":"81edd7df1c1145e7bcc1ab4fe778615f",
"RAERSZ""linux",

"oslmage":"Ubuntu 20.04.1 LTS",
"systemUUID":"42002151-4131-2ad8-4443-8682911bdadb"

}

hardware_details":{
"total_cpu":"8",
"cpu_utilization":"12.5%",
"total_memory":"16007MB",
"free_memory":"9994MB",
"hdd_size":"214G",
"free_hdd_size":"202G"

}
}
}

A - BATRIR BIE ALROE B S o 2
& — EACXERE , STRRERS ( TRS% ) FHRERERE B ER,



[ - JFimH CX Cloud Agent IE TR EIE A ERERBERH AL ?

% - R HY CX Cloud Agent B 1TIRIREHE B SR ERIEN 120 Ko
A - AT Ay LR R B AL 2

A— =Fp EfEER

1. EF7 L%

2. R BE L

3. REIBITIR L& : STENRBRELENAR RFETIRR — 859 ¥ Podlog — 1/ BT E#
BE — &1/t

IR HERR

R : TTEBREEER IP,

BARGE : EABECER IP 1T ssho MREEER , AIRERRIPEEER. EXMIBERT , 78
SBEEAMHN IPENEZE, XALBIMNFEK , EPRHENEFMZRIETU T Admin Setting TTH.

B : AEEMERIEBSESEEEIT?

BRAR : MITHLFIRAGS , RIEPodRBEBHHIEEETT,
1. LA cxcadmin B 7 A ssh EZBIEER IP H#bit,
2. R#t®L,

3. 1T S kubectl get pod.
Pod Al B4 FAEMMIRE |, flaniE1T. Bt RAR0IE |, BE209 85 , Pod2H4 FETIRES

WMRRES KE 1T Pod#T#A 1L |, B AL BRIVt TR EPod iR
kubectl describe pod <podname>

R EEEX Pod REWEER

B ARIEEREREEA TSSLEESS ?
BRAR  HITHLE R curl S LR IE RS EFE P2, AR Econcsoweb RS 25 HYIE 1%
MEE,

curl -v —header '#%#X : Basic xxxxxx' https://concsoweb-prd.cisco.com/

*ARSSBREP
*FW : C=US;ST=mHRIFERIL ; L=2fF" & ; O=BRI KL /7 ; CN=concsoweb-prd.cisco.com

*Fra BHER - 2A16 B 11:55:11 2021#& PR fE AR AERT


https://concsoweb-prd.cisco.com/

*FEFAHA : 2816 H12:05:00 2022#& MK fE SAFR A AT

* subjectAltName: E #l“concsoweb-prd.cisco.com” 51 $5 #Y“concsoweb-prd.cisco.com” Pt i
*M A& : C=US;0=HydrantlD(Avalanche Cloud Corporation);CN=HydrantID SSL CA G3

* SSLIEBRIEIEH,

>GET /HTTP/1.1

B : kubectlfs SR |, 1% 2 R F“The connection to the server X.X.X.X:6443 was refused —
BRBEET IE%E’\JI*IL:JH#‘E 0"
BRRFR :

. BWIERG A A, Rl : CPU. iz
. Z4% Kubernetes BREZ Bz

B : AAFREN A AR E W E R BB EMER
BRFR :

- 1T kubectl get pods FIREVUNEE Pod & o
- 1T kubectl logs RENH B/R BB ENFAEE,

B : kubectl 855 RIIT , HiIRREE IR [authentication.go:64] ToEX B R BT B A RIE |, {5iR
: [x509 : IEBE SR T , X509 : iIEPETERTK]

fRRAE : Llexcroot PP B E T I AL Z R

rm /var/lib/rancher/k3s/server/tls/dynamic-cert.json

systemctl restart k3

kubectl —insecure-skip-tls-verify=true delete secret -n kube-system k3s-serving
systemctl restart k3

i £ % W O L
L 2 5k R 8 2 440 60 BB OB D A9 4 B BR AR ML T AR IR AR

A E RO RBEWESEPEWEMIRS(Collection Microservice) ™ & B/ A RHI KV 512K
BEL

i dE 3] WS PR BEERB

ZZI]%T:E Cisco DNA Center *Tﬂiﬂlﬁ*ﬂ’ﬂlﬁ% "command": "show version",

"status": "Failed",



TR F5EM Cisco DNA Center 5 E1ER IR

1B F53E M Cisco DNA Center i

MRBERNBSHEREFFATH

WRFTERIVIR R IR ESSHV2 , ERIDNAR LR FEFASSHV2IE IR &

MREREHBSHER TSRS

™
NN
~—||

MRBHT

R Jo3E7E Cisco DNA Center B2 &6

Al RAVIRZ

ER{ES KM E Cisco DNA Center KRIR[EI{ES URL

"commandResponse":
"errorMessage": " No dewce found with id
02eb08be-b13f-4d25-9d63-eaf4e882f71a "
}
{

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "Error occurred while

executing command: show version\nError

connecting to device [Host:

172.21.137.221:22]No route to host : No

route to host "

}

{

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "Error occured while

executing command : show version\nError

connecting to device [Host:

X.X.X.X]Connection timed out: /X.X.X.X:22

: Connection timed out: /X.X.X.X:22"

}

{

"command": "show run-config",
"status": "Success",
"commandResponse": " Error occured
while executing command : show run-

config\n\nshow run-config\n Mn%

Invalid input detected at \u0027M\u0027

marker.\n\nXXCT5760#",
"errorMessage": ""

}

{

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "Error occured while

executing command : show version\nSSH2

channel closed : Remote party uses

incompatible protocol, it is not SSH-2

compatible."

}

{

"command": "config paging disable",
"status": "Command_Disabled",
"commandResponse": "Command

collection is disabled",
"errorMessage": ""

}

{

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "The command runner

task failed for device %s. Task URL is

empty."

}

{

"command": "show version",
"status": "Failed",

"commandResponse":
"errorMessage": "The command runner



TR UL EMPRSS1E Cisco DNA Center X B £ 1T8815 Rt R KR E
Ar] Nfa) 7

N Cisco DNA Center REE BN ( WEMBRSHFE NGRS
o) AERES

MBAHSHITEES LMK E Cisco DNA Center 2 XHESHH ID H

Het

MRBTEITEES KM A Cisco DNA Center KIRE X4 ID #rid

MRBZFFFEHRTHTETROFM

WMRNAFERTRTIETEHR

4 M3 1 55 M

AHAY , RETEER B M)A s
YAFMNTFRREMH , BRAETA KK : RS HER
51 9 [ R ] 82 Bt e E 4L

- BER

task failed for device %s, RequestURL: %s.
No task details."

}

{

"command": "show version",

"status": "Failed",
"commandResponse™: ",
"errorMessage": "The command runner
task failed for device %s, RequestURL:
%s."

}

{

"command": "show version",

"status": "Failed",

"commandResponse™: ",

"errorMessage": "Operation Timedout. The
command runner task failed for device %s,
RequestURL: %s. No progress details."

}

{

"command": "show version",

"status": "Failed",

"commandResponse": ",

"errorMessage": "The command runner
task failed for device %s, RequestURL: %s.
File id is empty."

}

{

"command": "show version",

"status": "Failed",

"commandResponse": ",

"errorMessage": "The command runner
task failed for device %s, RequestURL: %s.
No file id details."

}

{

"command": "config paging disable",
"status": "Failed",
"commandResponse™: ",
"errorMessage": "Requested devices are
not in inventory,try with other devices
available in inventory"
}
{

"command": "show version",

"status": "Failed",

"commandResponse": ",

"errorMessage": "{\"message\":\"Role does
not have valid permissions to access the
APN\"An"

}
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. CX Cloud Agent ## AR5 [devicemanager, collection]

- Cisco DNA Center
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- Mashery
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1. BRFICX=REBEZEH A

2. £/ ssh &F | cxcadmin H 2B

3. 11T kubectl get pods

4. FREEE, EESRTEFHENPodE .
5. WiEWE., EESBENTEP MRS AESE

. #l.ﬁ' kubectl logs

- 9T kubectl logs

- 14T kubect logs
LAt E R RKEEREREMBRSMAURSEHMBRS BEETEINHERAR , ZERFREHAT4A
4 I A 18] R/ PR 6 T & A /Y o

i dES L S B B 5 7
{
"command": "conf
AR L RS | BEZEE ETHHSEREMRS ESURE RS ® o

collection is disabl

}
MRAZHFHAIRFZ LT,

A (BT, PUREAM, CX AR Cisco DNA Center % ) 2B FHERS MBNE |0 oo
£ ZEE

MRLRBTAMHREE , B (MRS ) B-REBTHAFELN Iy, Fag 7 oduested dov
Cisco DNA Center T &AL EZIRF B FHITHER . )

session. Please try
Requested device:

ﬂu%;f: i%i@‘lﬁ%i&ﬁﬁ #ﬁ try with other devic
inventory
"Error occurred wh
MRLIAE IR B TR comman: show

device [Host: x.x.x
: No route to host

{

"command": "sho
"status": "Failed",

MR TFEM Cloud Agent 1718 Cisco DNA Center , 5% Cloud Agent B E MRS 1E "commandRespor
Cisco DNA Center & 6512 178518 3R 5 Ak W BE AT 1 )2 "errorMessage": "

task failed for devi
%s."

}
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Failed to execute request
- ) SR =
MEAFEBRRDITRFRER
{"message":"23502: null value in column \"schedule\" violates not-null constraint"}

DD%E #ﬁ"lﬁ *ﬂ@"&%ﬁé&l{%%\ Failed to create scan policy. No valid devices in the request
MR E CPA ZH W IEEMFT Failed to execute request.

N N SA B Failed to submit the request to scan. Reason = {\"message\":\"Device with Hostname
MRERGAMEEELUERATTA 05 0o e (fmessage:rbevice wi
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