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Use architecture-based configuration segregation to build templates using a modular template methodology

Step1: CLI template project
Gives you control to combine similar
config and templatize based on
variables

Step2: Network Profile
Gives you control to map single CLI
template to 1 or more sites

Step3: Device Tag
Control over human error, Ability to
mandate review of the tag/config
before change

Strategy:

the configuration by functional area

Use Modular approach to breakdown

Strategy:

Create functional network profile to
combine the sites with similar
architecture and configuration

Strategy:

Tag devices only during Change
implementation. Remove the tag as
soon as change is successful

Example:

+ Base template for each Core,
Distribution, Access devices.

+ Add on templates for L2/L3, BP,
Routing, VLAN, uplinks, etc

+ Do not forget to create the tags

Example:

+ All sites with 3 Tier Architecture,
dual exit routes, similar L2/L3 can
be placed under 1 Network profile

« All site with Server farm/TOR
switch can be in 1 Network profile

Example:

+ If New Access switch
configurations are needs to be
pushed, tag the access switch only
during MW.

1: REXKETRH

Collection of 11 template that can automate entire collapsed core site with 1 single network profile

Project (Collection of templates) mapped to 1 Network Profile

Base Template

Collapse CORE (Tag - CCare)

+ Cals in respactive templates

= Separate for each device roke [

BaseConfig for CCore |

~ Tagped with device role

Common Template
= Same Template for Coore as wel as Acdess
= Notags

Access (Tag - Access)

BaseConfi for Access ]

Best Practice

s for

DNS/MTR/DHCRIACLS eic.

Similar Template |

BGP Prefix on CCore |

= Mo Tags

» Separate lemplate, similar lprmane [

Port channel on CCone I

Different Template
= Netnew template per device rle
Mo tags

BGP Prefix on Access |

Port channel on Access ]
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{% include "Branch/Interface Configuration" %}
{% include "Branch/Routing Protocol Configuration" %}
{% include "Branch/Security Configuration" %}

{{ Branch_Interface_Configuration(branch_id) }}
{{ Branch_Routing_Protocol_Configuration(branch_id, ospf_area) }}
{{ Branch_Security_Configuration(branch_id) }}
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username admin privilege 15 password SamplePass123
!

enable secret EnableSecret123

!

ip routing

!

vlan {{ branch_number * 100 + 13 }}

name SW_MGMT

!

interface vlan {{ branch_number * 100 + 13 }}

ip address {{ ip_address }} 255.255.255.128

no ip redirects

no ip unreachables

no ip proxy-arp

!

ip route 0.0.0.0 0.0.0.0 {{ nexthop }} name Default-Gateway
|

interface range Tel/1/1 -2
switchport
switchport mode trunk

no shutdown
1
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{% include "Test/Access L2 VLAN Configuration" %}
{% include "Test/Access Interface Configuration" %}
{% include "Test/Access Uplink Configuration" %}

{% include "Test/Access Standard Configuration" %}

{{ Access_L2_VLAN_Configuration(branch_number, is_poe) }}
{{ Access_Uplink_Configuration(branch_number, is_poe)}}
{{ Access_Interface_ Configuration(branch_number, is_poe) }}

{{ Access_Standard_Configuration(branch_number) }}
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CAREAFANEZE : branch_numberfis_poe , FH S FEE,
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HIAIL2 VLANELE

{% macro Access_L2_VLAN_Configuration (branch_number, is_poe) %}
!
vlan {{ 100 * branch_number + 11 }}
name DATA_VLAN
!
vlan {{ 100 * branch_number + 12 }}

name VOICE_VLAN
!

vlan {{ 100 * branch_number + 14 }}
name AP_Mgmt

{% endif %}

!

{% endmacro %}

iHEL2 VLANEL B

WREIFTER | AERBIE D RS I EVLAN, BIEMEBZVLANEFRERRHLOIE , TieTl]
RBXHFPoE, N fFis_poeiRBN“Yes” ( RARMHYLZIFPOE ) B , F 2B EAPEE
VLAN ( #ltn , 2 Z1HAPEEVLAN 114 ) . Ris_poen“No” , M2 BFAPEEVLAN ,
NIEPOERMA A XIFEA R, REMAIFFARTEE,



{% macro common_access_settings() %}
switchport port-security maximum 2
switchport port-security

switchport port-security violation shutdown
spanning-tree portfast

spanning-tree bpduguard enable
storm-control broadcast level 2,00
storm-control multicast level 2.00
storm-control unknown-unicast 2.00

{% endmacro %}

{% macro Access_Interface_Configuration{branch_number, is_poe) %}
I

interface range Gi1/0/1- 6

{% if is_poe == 'Yes' %}

description *** Ap ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 14 }}
{% else %}

description *** User Ports ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 11 }}
switchport voice vlan {{ 100 * branch_number + 12 }}
{% endif %)}

{{ common_access_settings() }}

!

interface range Gi1/0/7 - 24

description *** User Ports ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 11 }}
switchport voice vlan {{ 100 * branch_number + 12 }}

{{ common_access_settings() }}
]

{% endmacro %}

wREORE
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{% macro Access_Uplink_Configuration(branch_number, is_poe) %}

{% if is_poe == 'Yes' %}

!

interface range Te 1/1/1- 2

switchport

switchport mode trunk

switchport trunk allowed vlan {{ branch_number * 100 + 11 }},{{ branch_number * 100 + 12 }},{{ branch_number * 100 + 13 }}{{
branch_number * 100 + 14 }}

no shutdown

!

{% else %}

!

interface range Te 1/1/1 -2

switchport

switchport mode trunk

switchport trunk allowed vlan {{ branch_number * 100 + 11 }},{{ branch_number * 100 + 12 }}.{{ branch_number * 100 + 13 }}
no shutdown

!

{% endif %}

{% endmacro %}
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{% macro Access_Standard_Configuration (branch_number) %}
!

spanning-tree mode rapid-pvst

spanning-tree extend system-id

!

vtp mode off

no errdisable recovery cause all

crypto key generate rsa modulus 2048

!

ip ssh version 2

ip ssh time-out 120

ip ssh source-interface vlan {{ branch_number * 100 + 13 }}

no ip http server

no ip http secure-server

ip http client source-interface vlian {{ branch_number * 100 + 13 }}
!

logging buffered informational

logging host 192.168.1.10

logging host 192.168.2.20

logging source-interface vlan {{ branch_number * 100 + 13 }}
!

ntp authentication
ntp authentication-key 10 md5 NetwOrkAuthKey
ntp source vlan {{ branch_number * 100 + 13 }}

ntp server 192.168.3.1 key 10

ntp server 192.168.3.2 key 10

!

snmp-server enable traps

snmp-server trap-source vlan {{ branch_number * 100 + 13 }}
snmp-server group NMSNWDEVICE v3 priv access SNMPHOST
snmp-server user netadmin NMSNWDEVICE v3 auth sha AuthKey123 priv aes 128 PrivKey123
|

ip access-list standard SNMPHOST

permit 192.168.4.0 0.0.0.255

|

ip access-list standard VTYACL

permit 192.168.5.10

E—Eo  HEREEE




permit 192.168.5.11

!

aaa new-model

ip tacacs source-interface vlan {{ branch_number * 100 + 13 }}
tacacs server TACACS_1

address ipv4 192.168.6.1

key TACACSKey123

timeout 4

tacacs server TACACS_2

address ipv4 192.168.6.2

key TACACSKey123

timeout 4

aaa group server tacacs+ TACACS-SERVER

server name TACACS_1

server name TACACS_2

!

aaa authentication login default group TACACS-SERVER local
aaa authorization exec default group TACACS-SERVER local
aaa accounting exec default start-stop group TACACS-SERVER
!

line console 0

login authentication default

exec-timeout 5 0
1

line vty 0 15
login authentication default
access-class VTYACL in

exec-timeout 50
!

banner login A
skl dkokokkokok ko kol skok ok sk kok ok sk kok sk sk ok sk ke sk o sk ke ok WARN'NG sk kkokokkkokkok ok ok kokok sk sk ok ok skl sk ok sk ok sk ok ke sk sk ok sk ok ok ok

All systems/network should be used/accessed by authorized persons only
If you are not authorized to do so, you should log off immediately
Access to and usage of this system /network may be monitored
All users must comply with information security policies
Any Violation may lead to disciplinary action.

T Ty T T T T T T T T T TN

{% endmacro %}
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= b Catalyst Center design [ CLI Templates T« b (

Simulation - Access Switch Day N Simulation

Variables Simulated: 2 Status:

vlan 111
name DATA_VLAN

!
vlan 112
name VOICE_VLAN
1
vlan 114
name AP Mpmt

rt mode trunk
port trunk allowed vlam 111,112,113,114
hutdown

-1:||.|||- Catalyst Center

150

Simulation - Access Switch Day N Simulation

Variables Simulated: 2 Status:

ZEX Ap xxx
mode access

*t access vlan 114

"t port ity maximum 2

t port-security
port-s rity vielation shutdown
ee portfast
bpduguard enable
ntrol broadc

|
interface range Gil/e/7 24
scription *** User Ports **=
chport mode access

switchport port-se
itchport port

Lt
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= bl Catalyst Center

= ‘tisco Design / CLI Templates

FILTERED BY Templates (6) ©
Distribution Switch x .:\\ Seal
SUMMARY 0 Selected = Impaort
~ Project Name (75 -
y * O MName Project Type Version Gommit State Provision Status (0
Q) Search
O Distribution Switch Regular F @ 17 Jul 2025 09:35 PM Mot Provisioned
@ Distribution Switch = i .
U Distribution Switch Regular 4 @ 17 Jul 2025 11:15 PM Mot Provisioned
(O Cloud DayN Templates
O Distribution Switeh Regular 1 @ 17 Jul 2025 09:24 PM Not Provisioned
() Test123 <
D Da f ' O Distribution Switch Regular 2 © 17 Jul 2025 09:39 PM Not Provisioned
O demo - J
O Distribution Switch Regular 3 @ 17 Jul 2025 10:17 PM Not Provisioned
X
S Distribution Switch Regular 1 @ 17 Jul 2025 09:28 PM Mot Provisioned

Bl K HER
#2285 . ENBIMER
RUNEABEEEL TEMR |, HEIRTHREER,

% include "Distribution Switch/Distribution L2 VLAN Configuration” %}

% include "Distribution Switch,/Distribution STP Downlink Config" %}

% include "Distribution Switch/Distribution SVI_HSRP_OS5PF Config™ %}
{2 include "Distribution Switch/Distribution ACL Config" %}

% include "Distribution Switch,/Distribution Standard Configuration” %}

{1 Distribution_L2 VLAN_Confizuration{branch_number, is_poe) 1}}

{1 Distribution_5TP _Downlink_ Config{branch_number, is_poe, distribution _number] }}
{1 Distribution_5VI_HSRP_0SPF_Configlbranch _number, is_poe, distribution _number) ¥}
{{ Distribution_ACL_Config(branch_number) }

{1 Distribution_Standard _ Config() ¥}

Blan 53 46 FE R ARAE IR

SEARBRNEL , FEERSBURESHRRYTE S , HEERERPSI A, aREFLER
SRTEARBINERER  EXSrBRBREBETIARBINESR, ERDHEL2 VLANEE
"EHENANEARRIERER., FRERMHESAAccess L2 VLAN ConfigurationtEk, &
BEANTERENMABERFTENVLAN,
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{2 macro Distribution_STP_Downlink_ Config (branch_number, is_poe, distribution _number) %}
1

spanning-tree mode rapid-pvst

{2 set base_vlan = branch_number * 100 %}
{2 set vlans = [base_vlan + 11, base_vlan + 12, base_vlan + 13] %}

{3 if is_poe == "Yes' %}
{2 set vlans = vlans + [base_wvlan + 14] %}
{25 endif %6}

{24 if distribution_number =1 %}
{2 set stp_ priority = 4096 %}
{2 elze %}
{% set stp_priority = 8192 %}
{25 endif %6}

spanning-tree vlan {{ vlans | join(",") ¥} priority {{ stp_priority 1}
1

interface range TWE 1/0/1- 2
switchport
switchport mode trunk
switchport trunk allowed vlan {{ vlans | join(’,") ¥}
no shutdown
|

{2 endmacro %}

DmSTPTTHEREE

tEAbERJinja2 R ThaE , EETRRF I M. Hit , XPEH BB THEERLEE,

AR B #Ebranch_numberH 33 ¥l 2 5 /8 FAPoE R B & & S A M (STP)F T 1T858 82 0,
“pranch_numberZ £ A T H BN D N ERME —WEARVLAN , NIRRT EHVLAN , ELF
ERNBEARBRINREE RN E. MRRRYLZIFPOE("is_poe" == 'Yes') , M&@FIFHFHRM—
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{2 macro Distribution_5V1_HSRP _O5PF _Config (branch_number, is_poe, distribution _number) %}
1
interface loopbackD
ip address {{ loopback_ip ¥} 255.255.255.255
1
router ospf 1
router-id {{ loopback_ip 1}
1
key chain HSRP_KEY
key O
key-string cisco@ 7875
1
interface vlan {{ 100 * branch_number + 11 }}
description Data_Endpoints
ip address 17217 {{ (branch_number - 1} * 16 1}L{{ distribution _number + 1 ¥} 255.255.240.0
standby bfd
standby version 2
standby {{ 100 * branch_number + 11 }} ip 17217 {{ (branch_number- 1) * 16 1}.1
{24 if distribution_number =1 %}
standby {{ 100 * branch_number + 11 }} priority 255
{2 elze %}
standby {{ 100 * branch_number + 11 }} priority 250
{25 endif %6}
standby {{ 100 * branch_number + 11 }} authentication md5 key-chain H5RP_KEY
standby {{ 100 * branch_number + 11 }} preempt delay minimum 120
no ip redirects
no ip unreachables
no ip proxy-arg
ip ospf 1 area 0
bfd interval 100 min_rx 100 multiplier 3
1
1 uplink interfaces
interface TWE1,/1/1
no switchport
ip address {f twel 1 1 ip ¥} 255.255.255.0
ip ospf 1 area 0
no shutdown
1
interface TWE1/1/2
no switchport
ip address {f twel 1 2 ip ¥} 255.255.255.0
ip ospf 1 area 0
no shutdown
1
{2 endmacro %}
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SVIBaitEIPH#st, flt0 , 8 Branch 189 FM 7 172.17.0.0/20,Branch 28y F M5
172.17.16.0/20 , MBranch 389 FM 5 172.17.32.0/20 , MMKIPR172.17.x.1 ( EHhx2 2 ZHEH
BE ). BB NMERBINE- MNP R172.17.x.2 , EZE D HERRINE=MPitiit
B172.17.x.3, XA BAZITEIP#E , ANTTOR D IR H BT R,

NEREEOSE T Z Zloopback_ipfIP |, iZZE £ AEOSPFEEHERID , MHAMEHIEHRIRE — K
o TEOSPFELEH , tLIFEIPA{ERHERID , #HXxZEDO R MEIOSPFXiHO0, X FHSRP , {E%EHK
BIRE : F—B2 B N255 , F=AR250 , RREBHOBERER, I EHBHE
(HSRP_KEY)& BHSRP & 10 36 if LA 158 2 4 14,

NTREGETAETER , FENELEHTERSE, fW, MBI XN FHBE

(255.255.240.0) M F LEHSRPIR B ( MARAFBFD ) #HE , NTRA TEEHRE, XFESEEEM
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{25 macro Distribution_ACL Config (branch_number] %}
1
ip access-list extended BLOCK_BRANCH

denyip 172.17 {{ 16 * (branch_number - 1} }}.0 0.0.15.255 172_16.{{ 16 * (branch_number - 1} }}.0 0.0.15.255
deny ip any host 239.255.255.250

permit ip any any

1
interface vlan {{ 100 * branch_number + 11 1}
ip access-group BLOCK_BRAMNCH in

1

{2 endmacro %}

ZHACLEE
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= pub- Catalyst Center

tas [B)
FILTERED BY Templates [5)

BUMMARY

B Core Swich

B AR AR AR E 1

SR 2 1 ENFHER

{3 include "Core Switch/Core VLAM 5V1 Configuration™ %}
{2 include "Core Switch/Core Downlink OSPF B2B Config" %}
{% include "Core Switch/Core Uplink BGP Config” %}

{2 include "Core Switch/Core Standard Configuration™ %}

{{ Core_VLAN_5VI_Configuration () ¥}

{{ Core_Downlink_O5PF_B2B_Config () }}
{{ Core_Uplink_BGP_Config () ¥}

#{ Core_Standard_Config () 1}
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{2 macro Core_VLAM 5V Configuration () %}
I
vian 2001
name eBGP_peering_to FW
1
vlan 2002
name O5PF_neighborship
I
interface vlan 2001
description eBGP Peering to Firewall
ip address {{ VLAN2001_|P }} 255.255_255 248
bfd interval 100 min_rx 100 multiplier 3
no ip redirects
no ip unreachables
no ip proxy-arp
I

interface vlan 2002

description O5PF neighborship to Core SW 2
ip address {{ VLAN2002_|P }} 255.255_255 248
bfd interval 100 min_rx 100 multiplier 3
ipospfla0

no ip redirects
no ip unreachables

no ip proxy-arp
1

{2 endmacro %}
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{2 macro Core_Downlink_OSPF_B2B_Config (] %}
I

interface loopbackD

ip address {{ loopback_ip }} 255.255.255.255
1

router ospf 1

router-id {{ loopback_ip 1}
default-information originate

I

I downlink interfaces

interface TWE1,/0/1

ip address {{ twel_0_1_ip }} 255.255.255.0
ipospf 1 area 0

no shutdown

I

interface TWE1,/0/2

ip address {{ twel_0_2_ip }} 255.255.255.0
ipospf1areal

no shutdown

1

interface TWE1,/0/24

description Towards_Core SW

switchport mode trunk

switchport trunk allowed vlan 2001,2002
channel-group 10 mode active
spanning-tree portfast trunk

no shutdown
|

interface TWE1,/0/48
description Towards_Core SW

switchport mode trunk

switchport trunk allowed vlan 2001,2002
channel-group 10 mode active
spanning-tree portfast trunk

no shutdown

I

interface Port-channell0

description Towards_Core SW
switchport mode trunk

switchport trunk allowed vlan 2001,2002
spanning-tree portfast trunk

no shutdown

|

{2 endmacro %}
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{3 macro Core_Uplink_BGP_Config () %}
|
router bep ff AS Number }}
bep log-neighbor-changes
bep router-id interface LoopbackD
bep graceful-restart
I
1 eBGP Peering with Firewsall
neighbor {{ BGP MEIGHBOR ¥} remote-as {{ REMIOTE_AS 1}
neighbor {{ BGP NEIGHEOR }} description eBGP Peering with Firewall
neighbor {{ BGP NEIGHBOR ¥} update-source vlan 2001
neighbor {{ BGP NEIGHEOR ¥} fall-over bfd
appregate-address {{ AGGREGATE_IP 1} {f AGGREGATE_MASK }} summarny-onlky
I
address-family ipvd
network {f loopback_ip }} mask 255.255.255.255
neighbor {{ BGP MEIGHBOR Y} activate
exit-address-family
I
I Redistribute OSPF into BGP
redistribute osof
I
1 Uplink intefaces
interface TWE1/0/23
description Towards Firewall
switchport mode access
switchport access vian 2001
channel-group 10 mode active
spanning-tree portfast
no shutdown
1
interface TWE1/0/47
description Towards Firewall
switchport mode access
switchport access vian 2001
channel-group 10 mode active
spanning-tree portfast
no shutdown
I
interface Port-channel10
description Towards Firewall
switchport mode access
switchport access vlan 2001
spanning-tree portfast
no shutdown
I
{3 endmacro %)}
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