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573
NTFCWA , B ETTLEE o
ERELLEENH , BEMBRI>NEEEXH , FHFMEEXH , REEFETLTL,

Network Profiles

e Add Profile

: Assurance
Network Profiles (119)
Firewall
' arch Table
Q) Search Table Routing
Switching

Profile Name Type = Sltes Actlon

Wireless

BREEEGRERENH. EARHS | TLEE XA HCWA_Cisco_Wireless_Profile, & 7] LA
iﬂ

B EEAdD SSIDFHEMABSSIDRMELBENHH. SSIDREFET —FN4A.

Add a Network Profile

Following tasks must be completed before creating
1. Define SSIDs, rface, RF Profiles and AP Prof
2. Define CLI Tem under CLI Templates (7 (Optional)

3. Define Feature Templates under Feature Templates &7 (Optional)

a Wireless Network Profile
under Network Settings > Wireless

Note: Changes in SSIDs, AP Fones Feature Templates, CLI Templates sections require Controller provisioning, Changes in Custom Tags/Groups require Access Point provisioning

CWA_Cisco_Wireless_Profile

Site: Assign

SSIDs AP Zones Feature Templates CLI Templates Advanced Settings

—

Add SSID

ERAsSignAERENANREEXHNER , ARERMENER. BRERE , £&Save,

Profile Name*
CWA_Cisco_Wireless_Profile

Site: Assign

S5IDs AP Zones Feature Templates CLI Templates Advanced Settings -~

Add SSID

fJZSSID
E B Design > Network Settings > Wireless > SSIDs , fAja# HAdd,



SSIDs

Configure SSIDs for enterprise and guest wireless networks. You can assign them to sites via Wireless Network

Profiles.
SSID (79) ° Add
rch Table Y
Metwork Name (SSID) = WLAN Profile Name Policy Profile Name SSID Type L2 Security L3 Security Wireless Profiles Portal Name AAA Servers
a5 i N P . wpa3_pers fernarom_wirele R
865test 865test_... (2 865test_... (2) Enterprise . open N/A
= - - erprise onal P ss, J... See all

R . ACWARIZESSIDRT |, #£FGuest typeZXREE, WiEFERWLC EHSSIDTL KIS
BEXHRMES —nacin s — ATAFPERGME TP LEMEFERACoARITERH 7
Kif, MPZELEE , AR TeEBR TR ENBERIMNEEEEQRIT,,



EREAJMG , REHITSSIDELE TERE. EHE—T L , EEESSIDEM , &i& 1 LAk #FEradio policy
band , H#EXSSIDIRA , SEEHERABHM BB, EABEBIERH , SSIDEE ICWA_Cisco,

Wireless Network Name (SSID)* WLAN Profile Name* Policy Profile Name
CWA_Cisco CWA_Cisco_profile

Radio Policy

2.4GHz 5GHz 6GHz O

802.11b/g Palicy

802.11bg bl [0 Band Select (3 (0) 6 GHz Client Steering

D Fast Lane (&)

Quality of Service(QoS) @
Ingress

VolP (Platinum) & v VolP (Platinum) Up @ v O

SSID STATE

W ASSIDEME , MENERWLANE B XA B HRFRIEE B SUH B . B Next4 4L,
IME D HCWA SSIDELE —NAAA/PSN, MR AREEFEMIPIL , EikFEConfigure AAA |, ARBM
TH H|ERFIEFEPSN IP address,

Authentication, Authorization, and Accounting Configuration

Atleast one AAA/PSN is required for CWA SSIDs. Configure AAA to add one.

“\ Configure AAA

() Deny RCM Clients (D)

Pre-Auth ACL List Mame W

EEREAAARSEEE , REFIZRESHHERTFEE | Self-RegisteredZ Hotspot,

REABEF  REBENFPFAGRFRENEHR , TEAFPINHEB, £t , AR AEZ O #E
SHEAREAUP)TRERRIME | #miARELWInternet, EERMUEIAEMNHETF - BIEE
REZSIENHEIFB#TER  EEHEEERFBENEDE,



L3 SECURITY

© Web Policy () Open

Guest users are redirected to a Web Portal for authentication

Authentication Server

Where will your guests redirect after successful

What kind of portal are you creating today 7 authentication ?

Central Web Authentication o Self Registered ~ Original URL e

Self Registered

Hotspot

ARSI ESIEARRERENREERTUERE, B=f%&M A #1%#F . Success Page.
Original URL# Custom URL,

Authentication Server

will your guests redirect after successful

What kind of portal are you ¢reating today ? authentication ?
Central Web Authentication vomy Self Registered e Original URL ~
cess Pag
Original URL
Custom URL

LR BB MR TR AT

R UE : FRAFEEMIE RS GRIER A IARE,
JFRERURL : R P EE [0 F58 &I M 45 7] 7 83k < BT RV R 18 URL,
BEXURL : MAFEE@IEEN BELURL, E&F AT AEAEAFERKE X B HRURL

ER-—WL, ZHHRIE, BRMEKEET , & UREMR S BRIEACL, ACLATFNR
DHCP, DNSZEPSN IPizsit A IHMSORIEAA R E |, XELZBMNRNEREFIRE , HERERLRE
B EEBACL, ItIhEEFECisco Catalyst Centerfk42.3.3. xR ESRAF AT A,

Authentication, Authorization, and Accounting Configuration

9, AAA Configured (1)

() Deny RCM Clients (i)

Pre-Auth ACL List Name W

EREMESHRIEACL , FSMENRIT>MNERE>TL>ZLRE , RELTHM.



Pre-Auth ACLs AP Authorization List AP Impersonation Configure DTLS Ciphersuites

Configure Pre-Auth Access Control Lists. You can assign them to SSIDs during SSID creation or modification.

Pre-Auth Access Control Lists (10) © ~ad

FE— B HPriRCatalyst Center P FIACL , ME =N EHRXN N TWLC EHACLE#o BN EWRA
DEWLC LB ENINEEEMACLEE, ENZ%E , Catalyst Centerf§# #Cisco

DNA_ACL_WEBAUTH_REDIRECTREZIWLC, EHHRIEACLFHNFZBE LM MEIRERE 2
=P

New Pre-Auth ACL

Pre-Auth ACL List Name* Pre-Auth ACL Name*

Name_on_Catalyst_Center ~ DNAC_ACL_WEBAUTH_REDIRECT

REISSIDYIRZTERE , ERT-—LRHETSRRE , BFREXR, 2FEN, FrmBr B8t
MERRSE, REFBZARSH , RAEEET-SHRE, EAEEEETD , ARARBRINRE,

Advanced Settings

Configure the advanced fields to complete SSID setup.

SSID Name: CWA_Cisco (Guest)

MFP Client Protection Protected Management Frame (802.11w)

© Optional () Required () Disabled O © Disabled

.3 11k - Neighbor List [3 Radius Client Profiling (&) .3 Coverage Hole Detection

WLAN Timeouts

@ Session Timeout (1) 28800

& Client Exclusion 180
& Client User Idle Timeout 300

11v BSS Transition Support

BSS Max Idle Service @ Directed Multicast Service

EENextfa , REFERRTRUHEMDRERIRSSSIDKER, MRER , BIRERINERFTFN
Bk, TRERET—%,



Associate Feature Templates to SSID

Select a design instance from the table or add new design instance to associate the Feature Templates to SSID

Design Instances £ Refresh L) Impaort

{1 Search Table

FSSIDE LR OENETLEEXHXEK, BXSE , FHHLUBRTLANBREXHH D, EtHD
o, SRR LUER B E A TSSIDRIRIER, TG , ¥ dAssociate profile,

SSID Name: CWA_Cisco (Guest)

QO Associate Profile Cancel

Q Search

Profile Name

100NG SOM RA

adortiz-test-profile WLAN Profile Name Policy Profile Name
CWA_Cisco_profile ® CWA_Cisco_profile oy
anarami-wireless = e
angel test Fabric
- ?."J -, file .L ne
OVYes O No 802.11be Profile Name W

antvegaprofile
Cnicolet_Oeiras

I CWA_Cisco_Wireless_P...

show wireless management trustpoint

BB X E5SSIDXREG , EEiNextABIBARITEFHINEIIF , EF3) |, B8 EHCreate Portal,

SSID Name: CWA_Cisco (Guest)

No Self Reqgistration Portal
Available

Use the create portal button to create a
new portal

Create Portal

1 BFE X FQDNR R EE MISE LR REEE A . TH/AETSave, NP REFIRBRS , &
FEAY AR EL A BR



Portal

‘ CWA_Clsco_Portal Login Page v

+ Page Content

HIGH-TECH
CORPORATION

Access Code

Header Text

-+ Sign In

¢ Welcome to the Guest Portal. Sign on with the
username and password provided to you.
USERMAME:

ilagunes

PASSCODE:

By signing up you agree to the terms and conditions

EENextAE RIS RPELNABERESHNRHE,



Summary

Review all changes

SSID Name: CWA_Cisco (Guest)

» Basic Settings Edit

> Security Settings Edit

» Advanced Settings Edit

v Associate Feature Templates to SSID Edit
Design Instance MN/A

v Network Profile Settings Edit
CWA_Cisco_Wireless_Profile Fabric (Associated)

BARBEAEE  ARRRREUNAER.
R AE R L

T M LB E X 53R AERF I R KRB S , SSIDFE REREL>IREFIR> (BHER ) >F
4SSIDT,



AR BRENUREETLLANEZESIZR | UEETLSSID"TERSSID

EESSIDHM , EXRK-—NMLRELEARIE , AREEHE, RITE TN , MARST 2/ 1%
SSID,

@ Enable Wireless Multicast

fEAireOSHCatalyst 980032 #1285 L , 7ENetwork Settings PHI{EMSSIDE B EX/EEFH BB TL F
MR FIER.



AR MERBHSSIDAEM , MIMITTAPF & #&iZit, REDE MG/ #ESSID, £E
MwhE, TREMFERESER.

EEFRIERISENEE

AR E 531 ECatalyst CenteriffE FCisco ISEHELE.

BRNEC & XA

Catalyst Center7ECisco ISE L AEL Y ZB 7 B i R Authorization Profile, MWWELEXHRERE KNS
BENSTBAEEFHNER , HATUEGERERE , fIHIVLANS B, ACLEURLEEM.,
ERISEFEERNEEN M4 , BSMERE>KBIR>ER. WRINFEHRN
CWA_Cisco_Portal , NI g & 324 & # W CWA_Cisco_Portal_Profile, B FZRERXA : DNARI]
FF — CWA_Cisco_PortalE R Z X EL & X



Standard Authorization Profiles

For Exp [}
ed 0 Total ]
(] Name Profile Description
O #% Cisco SGT Authentication Profile para DNACH
] s Cisco Default profile used to block wireless devices. Ensure that you configure a NULL RC
| (] Portal_Prof & Cisco DNA generated Authorization Profile for portal - CWA_Cisco_Portal ‘

EEFBEIHBRNEENHFRETTLLANEHRZNEY  ERERNEEXHEHHSHAELE
SED .

I RNEE X HREEE@ACLMEEEURL,
WebEERRBMHBERNMSHK

1. ACLE® : 1% FCisco DNA_ACL_WEBAUTH_REDIRECT,
2.8 : REEFAMETFNBE , EAH+HNCWA _Cisco_Portal,

Display Certificates Renewal Messagei£ W71/~ Al A F 41T A im H aIEAMIE B,

Display Certificates Renewal Message T 7 5 —M& I Static IP/Host Name/FQDN. LthZhEE
FRIE TP IPH# i A 2FQDN |, Ha&FIM L1 R EEIADNSIRS 28 M A ket |, thhee
FEEA.

~ Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)  (
v ACL  DNAC_ACL_WEBAUTH_RE... ~ Value CWA_Cisco_Portal v

Display Certificates Renewal Message
Static IP/Host name/FQDN

Suppress Profiler CoA for endpoints in Logical Profile

REEESE

S EIPolicy > Policy Sets > Default > Authorization Policy , Z%& 71 & JJCWA_Cisco_Portalfy[]F
BIZHRNREE, XLEREEITIE

+ CWA_Cisco_Portal_GuestAccessPolicy
+ CWA_Cisco_Portal_RedirectPolicy

PermitAccess i

CWA_Cisco_Portal_Pr Select from list
lled-Station-ID ENDS_WITH :CWA_Clsco

HEFPmEBESBEEMBIEIRKITFEXWeb F ISR |, FNA
CWA_Cisco_Portal_GuestAccessPolicy K B



= Radius-Called-Station-10 ENDS_WITH :CWA_Clsco

LERBEEFE =M

« Wireless_MAB : H2RHISEWKEIR B Lk [ M2 H 2EHMAC F 0 RBIESE1T(MAB) & 175 1iE
BEREER

+ Guest_Flow: & RiRIEGuestEndpoints § AR BLIHHMACHHEHIISE, MNRZEFREFE
LIRMACHEHE | NI R AR RE

« RADIUS Called-Station-ID ENDS_WITH :CWA_Cisco:Called-Station-IDISE #JRADIUS/&
M, BLLASCIE R 7 MR A KMACHUE H M INIEFE AR AISSID , B 5() o fk. £
ARl , CWA_CiscoRRSSIDE #o

EIBEXMHT , BEEBHPermitAccess , IR THEFBNREBRNEEXXH , ANEZRMHTES
PRI PR |, 48tk 8] LATE Security GroupsHl T 2 BELSGT , A Hl 5} Guests,

fEAPermitAccessBlBE X . XRFREBNENBEENXH , TEHEENR FXIMENTLIHENE,
B BL7E Security Groups%ll T 2 BLSGT; Al # , SGTIZE 7 Guests,
T —NEFZH KB RCWA_Cisco_Portal_RedirectPolicy.

L RBEEFSATRARMS

» Wireless_MAB : ¥Cisco ISEWZI3R B T4& LANZFIZSHIMAB & 13 IR IE B Rt E

« RADIUS Called-Station-ID ENDS_WITH :CWA_Cisco:Called-Station-ID2ISEFRFAYRADIUS/E
%, BUASCHE K Z Mo iE A SMACHHEH I NEEBEMSSID , Ao &) 2R, &
AR H:CWA_CiscoR RSSIDE o

XLERBHIRFEREE, MECWA_Cisco_Portal_RedirectPolicyfE IR P E L HI , M E{XEH
RADIUSJE £ Called-Station-ID ENDS_WITH :CWA_Training LBt MAB & 3 3 iF M1ISSIDE #. 1E8L
BRED , IFEKREELIF#HITEORI , SRS RELRE., Rt , KEXEES
PermitAccessELE XM B FRLHRENR , HEEFPHNAFESGRIENEER R/ IELRE
7N

WEMNFEE

S8 TYEF(Work Centers)>15 & A (Guest Access)>|1 R4 #(Portals & Components) A&
&4,

AL 812 #9152 07) P £ F 5 Catalyst Center CWA_Cisco_Portal B B #r. MR EEE HAibiF
HMER , FEREFER.



Guest Portals

Wireless Setup Self-Registration Guest Portal Wireless Setup Self-Registration Guest Portal

@ Used in 1 rules in the Autharization policy @ Used in 1 rules in the Authorization policy

EFREEGEEIWLCHE E
AL 01 & Catalyst CenterfEL I TTLL LANIE HISFVELE o
SSID Bti&

EWLC GUIF |, &fiFIConfiguration > Tags & Profiles > WLANsEAZE ESSIDE &

Selected WLANS : 0

O  sows v Mame T D Y ssb Y  2.4/5 GHz Security
O @ Ciwa_Cisco_profile » 2 CWwa_Cisco [open] MAC Filtering
1 10w

SSID CWA_CiscofEWLC LB & # 7 CWA_Cisco_profile , ID21 , EFAMACIE JEHIOpenZ £ K H
o NHESSIDEFHEE,

General Security Advanced Add To Palicy Tags
Profile Marme® CWA_Cisco_profile Radio Policy ®
ool0* CWA_Cisco Shonw =lot canfiguration
6 GHz
WLAN ID* 21 Status |l Dis2BLED |

Status EMABLED . B &EHz
Status EMABLED .
Broadcast 5310 enseLleD [

2.4 5Hz

Status EMABLED .

B0Z.11kfg 802.110h/g
Palicy

SSIDAUP , #71E5 GHz#12.4 GHzE & L/ 1 , 3 B B E#E 3R E & X4 CWA_Clsco_Profile,
B HSecurity BT FEFIRE,



LayerZ Layer3 AL

O WPA + WPAZ2 O WPAZ + WPAS O WPA3 ) Statle WEP @ None

MALC Filtering Authorization List* c0-00440514 » |

default -
OWE Transition Mode D

Lobhby Admin Access O

00440514

Fast Transition

Status Disabled
Cwer the DS D -
Reassociation Timeout * 20

FHREBTDEFE2EZEHZE (MACTIE ) FIAAARI 55K (Cisco DNA-cts-CWA_Cisco-
0044d514), EEFHEE , iS5 M FIConfiguration > Security > AAA > AAA Method List >

Authorization,
Ask Method List Add Advanced
Authentication
Autharization
P Name T Type T Group Type T Groupl T Group2 T Group3 T Groupd
[m] defzult exec oozl Nra Nfa M TN
0O defauit network local (1Y NiA A HiA
D 2:‘1{;;;18-'[‘— CWA_Traini= — Group g:;rﬂ;rﬁt‘ﬁurp =CAWMA_Traini= NiA A A
O Goseato 0T nework L miA
|O  imearomono o
F %IR8 B Group1 5 FAIRADIUS4 Cisco DNA-rGrp-CWA_Cisco-0044d514, EEFHEE
, B S ElConfiguration > Security > AAA > Server/Groups > Server Groups.
Servers Server Groups
MName Y Server 1 Server 2 Server 3
|D dnac-rGrp-CWA_ Cisco-0044d514 dnac-radius_10.88.244.180 MiA [ TE:R
1 10 »
BR %5254 4 Cisco DNA-rGrp-CWA_Cisco-0044d514%5 [ Server 15 F 9 Cisco DNA-
radius_10.88.244.180, #EServersitMFHEFHEE.,
Servers Server Groups
Mame T Address T  AuthPort T Acct Port T
| D dnac-radius_10.88.244.180 10.88.244.180 1812 1813 I
1 10

BR%%858Cisco DNA-radius_10.88.244.180M 1P 11 5910.88.244.180 , B HEEZMEEFEHEE



Marmne* dnac-radius_10.88.244. Support for CoA (@) EMABLED .

Server Address* 10.B8.244.180 CoA Server Key Type Hidden -
Set New Key a CoAServerKey (© | s

Auth Port 1812 Automate Tester O

Acct Port 1813

Server Timeout (seconds) 4

Retry Count 3

RBHERRNER(CoA) , CRME—FNE , ATERSINSE TS LRIESHRIE, BXFiSHkK
(AAA)2IERE , BEHEBEM., MREEIINEE , KiREIEETKITF LA EME A Fweb-auth
pendingiR 7o

T REEE N HEE

ERBEEXHF , AUNEF RS EIRE , SIMVLAN, ACL. QoS. Bz Miteizz,. EEE
KREENHNEE , FSNIEE>PRCMEE X 4> KK,

Admin Y Associated @ Y

Status Policy Tags Policy Profile Name Y Description
| D S L CWia_Cisco_profile CWaA_Cisco_profile
O v} default-policy-profile default policy profile

# Fpolicy nameEEEHBE &,

General Access Falicies Q035 and AVC hability Advanced

MNarmne* CWa_Cisco_profile WLAN Switching Policy

Description CW4_Cisco_profile Central Switching |. DISAELED |
Status Central Authentication
Passive Client |. DISABLED | Central DHGP |l osseLeD |
IP MAC Binding Flex NAT/PAT |- DISABLED |
Encrypted Traffic Analytics |. DISABLED |

CTS Policy

Inline Tagging (]

SGACL Enforcement O

Default SGT 2-655148

KRR NEnabled , R AIRIRIEFESSID—# |, AORBRFM B/ ODHCPHER, % HAdvancedik



T+, RESMEIAAA PolicyZf 0 AEFE EttEEFAER.

AAA Policy

Allow AAA Override

NAG State

Policy Mame default-aza-policy %

Accounting List

Interim Accounting EMAELED -|

AT LLS AAAAE E MM & 17 132 H|(NAC). AAABE R VFIR#I2EZ RADIUSIREEFREIME M (N
ACLE{URL ) , A XEEMHNATFEFK. EEFIREITF LEME , NACEARNEXR

(CoA)s
A LUENWLC EMCLIEE HEE,
ERIFREEEXH , CEESSIDUETUA TGS :

<tfroot>

W.C#show fabric W an sunmary

Number of Fabric wlan : 1

WLAN Profile Name SSID Status

CWA Cisco_profile

CWA_Cisco UP

BEEERMKE &S CWA_Cisco_profilefIELE , FiEITH D

<#root>

W.C#show runni ng-config | section policy CWA_Ci sco_profile

wireless profile policy CWA_Cisco_profile

aaa-override



no central dhcp

no central switching

description CWA_Cisco_profile
dhcp-tlv-caching
exclusionlist timeout 180
fabric CWA_Cisco_profile
http-tlv-caching

nac

service-policy input platinum-up
service-policy output platinum
no shutdown

RIS

REEARIC2FWLANS SRR BB ) 42 5 | S EIConfiguration > Tags & Profiles >
WLANs , FHFWLAN name , RS ZEIAdd to Policy Tags AFRIR 2 BL 44 SSIDAY SR BEHR 1T

General Security Advanced Add To Policy Tags

O |rolicy Tag T | Policy Profile T

[:] PT_ilagu_TOYOT _Foorg_abh548 | CWa Cisco_profile

1 10 »

tFSSID CWA_Cisco_profile , TREEFRIEPT _ilagu_TOYOT_Foor6_a5548 F FRUF LB E , S E
Configuration > Tags & Profiles > Tags > Policy.,

Policy Tag Name Y Description
O  defaul-policy-tag default policy-tag
|D PT_ilagu_TOYOT_Foord_ab548 PolicyTaghame PT_ilagu_TOYOT_Foorf_abs

BHnameEEHIFMAEE ., KRIEIRIZPT ilagu_TOYOT_Foor6_a5548%F 5WLC LK B Fx
CWA_Cisco_profile<BXBIWLAN CWA_Cisco% 2 | SRS B i& X CWA_Cisco_profile ( 55
WLANSTTHIARBZE ) o



v WLAN-POLICY Maps: 1

WLAN Profile

Y Policy Profile

(O owa_cisco_profile

CWia_ Cisco_profile

1

10 +

WLANZ #RCWA_Cisco_profile5| FWLAN CWA_Ciscoo

O Status Y7
O @

MNarme

CWA_ Cisco_profile

EEMACL BE

Y D
L

FECWAR | EE @ RESIFRECHBLEREEERZWLCARHT

S EEM

HEOZESSIDHAMNRFREWLCZE , EREFHHEEIWLC,. EEFIZIIXK,

T — SR E | DU

Y |ssD

CVid_ Cisco

BESMRE

Configuration > Security >ACL,Catalyst Center i F Z E RIACLEIACLE #: 7 Cisco

DNA_ACL_WEBAUTH_REDIRECT,

ACL Name

ACL Type H ACE Count

-2

Downloaded ACL &

| [0 DNAC ACL_WEBAUTH_REDIRECT

IPv4 Extended 2

1

10 ¥

BFHnameEEHE B, XL{ER HCatalyst Center LI SEI M KR BRI M FIRE,

Sequence T

O000O0O0O0bOoaOo

Action Y SourcelP T Wildcard

Source Y Destination Y Destination T
IP Wildcard Protocol Y

dery 8.888 any udp
dery any 56868 udp
derry 11111 any udp
deny any =1l 151 udp
derny 3599 any udp
deny any 9.9.9.9 udp
dery 10.88.244.180 any in

dery any 10.88.244.180 in

permit any any icp

Source T
Part

eq bootns
eq bootne
eq bootns
eq bootmc
eq bootns
eq bootpe
MNone

Hone

0 - 65535

Destination T

Port DSCP Y Log °
eq hootpc MNone Disable
eq bootps None Disable
eq bootpc Mone Disable
eq hootps MNone Disable
eq hootpe Mone Disable
eq bootps Mone Dizable
MNone MNaone Digable
MNone MNone Disable
£0) Wi MNone Disable

b4



= .
EE

X L8 MCatalyst CenterP Bl B RV IE R M BIREFRS , MDHCP/DNSEIR B
WLANHRELEf i, ESSID TERZEFRAAAALLE A 5| FHISE PSN P,

EHEWLC CLIEEFEEEMRACL , BEITAUATHS :

<#froot>

WLC#show i p access-lists G sco DNA ACL_WEBAUTH_REDI RECT

Extended IP access list Cisco DNA_ACL_WEBAUTH_REDIRECT

deny
deny
deny
deny
deny
deny
deny
deny

O ooNOOUVIDEA WN R

udp host 8.
udp any eq
udp host 1.
udp any eq
udp host 9.
udp any eq
ip host 10.

8.8.8 eq bootps
bootpc host 8.8
1.1.1 eq bootps
bootpc host 1.1
9.9.9 eq bootps
bootpc host 9.9
88.244.180 any

ip any host 10.88.244.180

any
.8.8
any
1.1
any
.9.9

permit tcp any range 0 65535 any eq

eq bootpc
eq bootps
eq bootpc
eq bootps
eq bootpc
eq bootps

www



EEMBACLAIBAN A TFlexBEXH , AEFEREIEAR. ST S UBEIALEE

<{froot>

WLC#show runni ng-config | section flex

wireless profile flex default-flex-profile

acl -policy G sco DNA_ACL_WEBAUTH_ REDI RECT
central -webaut h

urlfilter list G sco DNA ACL_ WEBAUTH REDI RECT

EEAR EEERACL

EEARL  AFENELESAE : permitR RERRE , denyRTEEM. EREAP L EEM]
ACLELE , BEITIATEHT :

<tfroot>

AP#sh ip access-lists

Extended IP access 1list Cisco DNA_ACL_WEBAUTH_REDIRECT
permit udp 8.8.8.8 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 8.8.8.8 0.0.0.0 eq 67
permit udp 1.1.1.1 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 1.1.1.1 0.0.0.0 eq 67
permit udp 9.9.9.9 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 9.9.9.9 0.0.0.0 eq 67
permit ip 10.88.244.180 0.0.0.0 any

permit ip any 10.88.244.180 0.0.0.0

deny tcp any range 0 65535 any eq 80
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