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Fusion
(DHCP Relay) DHCP Server

192.168.0.202
BorderCP-1 m BorderCP-2

= L2 Handoff Enabled

ssesenzeeree. L2 Handoff Disabled

192.168.0.102
Edge-2

192.168.0.101]
Edge-1

L2 ONLY
VLAN 1041
L2LISP IID 2240

aaaa.bbbb.dddd
™ L& Fh

LRI

+ 192.168.0.201%1192.168.0.202 2 R#AEFF I SV HEL R , BorderCP-12M—BR T $2F
f&1E TheERY I R

+ 192.168.0.101F1192.168.0.102 2 R FEFEIL 45T =

+ 192.168.254.392 DHCPiR % 25

+ aaaa.bbbb.ddd /3 FIDHCPHI 4 %

o Fusioni& & A ERIRIEM FMNEYDHCPH 4%,

{XL2 VLANEL E

MCatalyst Center{X ZBZL2 VLAN
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Configuration Attributes

Provide a name for each Layer 2 Virtual Network and define its attributes.

LY
LAYER 2 VIRTUAL NETWORK e

L2ONLY_WIRED 1041 O Data

L2VNIfiL &

L2 VLANEL & — R FERFID 45

RIS D 5T SOFVLANE B R ZACTS, ZHIGMPHIPY6 MLDUA R FFEMIL2 LISPEE, 11X
L2 AR BT ; Bt , RE2BTL P BEFERIIEE ( WIRA-Guard, DHCPGuard#5iZ 3t #5#
ARRE ) REE, Mk , ARPEIEBEHZHER flood arp-nd”E /3 A

IR 4 (192.168.0.101) B B

<tfroot>

cts role-based enforcement vlan-Tist

1041

vlan

1041

name L2ONLY_W RED

no ip ignmp snooping vlan 1041 querier
no ip ignmp snooping vlian 1041

no i pvé md snooping vlan 1041

router lisp



instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan

1041

broadcast-underlay

239.0.17.1

flood arp-nd

fl ood unknown-uni cast

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

2B RRELIE — RIRAEFFIL SR

MRIEBERE , AVFDHCPRSS R ( SUERMER/PH ) EEIEAREBFET ], SIELRA ML L

o

BiUfFEABorderty RUEEDHCPRS S , EEEFHERIRT, XRRNIRAMAZEMEOMRERN
L2%54%, XH , SIRAERE B AT AR B SRR AEE N B VLANS R REIFIVLAN, RERAERFD A
BRZEMVLAN DEEXfREMR 8N , R AMEERSFEMEEL2 LISPEHIID, FEEFEA
B —VLANE S AL2B XYW O , LB ESD-AccessMEHME2EH K, WTFAR , EE
StackWiseE#1, FlexLink+sEEMMIZAZE /3%,

Ff , FDHCPARSS 25 5 P oK 3% H em E R B MM F L A B EFIE B



= Ii'lllslnl:lo“ Catalyst Center Pravision [ SD-#A 55 Q o ® - O admin  w

HTP I Wiew Site Hierarchy  Site Actions B{'erurcp - 1 DNAE ' |Ucal

4 Back
Fabric Infrastruciure Layer 3 Virtual Networks
A Mandatory updaies for this Fabric Site are availal
period of 89 day{s). Review the updates,
i VLAN Name = Enable Layer-2 Handaoli Exiemal VLAN

w1

Show Records: X5 n

L2BREE

ARG 52(192.168.0.201) B &

<#root>
cts role-based enforcement vlan-1ist

141

vlan

141

name L2ONLY_W RED

no ip ignp snooping vlan 141 querier

no ip ignp snooping vlan 141

no i pvé md snooping vlian 141

router lisp
instance-id



8240

remote-rloc-probe on-route-change
service ethernet

ei d-tabl e

vl an 141

broadcast - underl ay 239.0.17.1
flood arp-nd

fl ood unknown- uni cast

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

interface TenG gabit Et hernet 1/ 0/ 44

swi tchport node trunk

DHCP#RZ

DHCPA I MER — i 4%



Client Onboarding and Packet Flow

DHCP Discover or Request Fusion
(DHCP Relay) DHCP Server

Border/CP-1 Border/CP-2 1. Client sends DHCPREQ (Discover or Reguest) is 2

broadcast packet

2. Edge-1 receives the packet, learns MAC
aaaa.dddd.bbbb on VLAN 1041,

3. Edge-1 registers MAC aaaa.dddd.bbbb in LZLISP 1D

ta both Control Planes

4. Edge-1 flopds the DHCP broadcast using L2 Flooding
[Muilticast Encapsulation) with VNI

5. Both Borders receive the DHCP packet but only BCP-1
maps the VNI to VLAN141

6. BCP-1 bridges and floods the packet across all STP-
forwarding ports for VLAN141

Edge-z 7. The packet reaches the DHCP Relay or External GW

an VLAN 141, which then inserts the options
required for relay

B. DHCP Discover/Request is sent to the DHCP Server as
relay/unicast.

L2 ONLY
VLAN 1041
L2LISP IID 8240

aaaa.dddd.bbbb (]

— |7 Handotf Enabled

we L2 Handoff Disabled

& — L2 WDHCPAILMER
MAC 2 =] N £8 i 3 A

¥ ifaaaa.dddd.bbb RIEDHCPAIMHIER ( [ HHED ) i , BE&T SMSTIRENL IRHIMACH
e, FEAMBIEMACHNER | ABEIL2/MAC SISF& , &R/EFIVLAN 10413'\JL2L|SP§&1EJ$ , R
B+ BL2LISP3EHI8240,

<#root>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

1041

aaaa. dddd. bbbb
DYNAMIC

Tel/ 0/ 2

Edge-1#

show vlan id 1041



VLAN Name Status Ports

1041 L2ONLY_W RED

active
L2LIO:
8240

, Tel/0/2, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20, Ac2, Pol

Edge-1#
show devi ce-tracki ng database mac | i aaaa. dddd. bbbb| vl an

MAC Interface vlan privl state Time left
aaaa.dddd.bbbb Tel/0/2 1041 NO TRUST  MAC-REACHABLE 123 s
Edge-1#
show |isp instance-id 8240 dynanmic-eid sunmary | i Nane|aaaa.dddd. bbbb

Dyn-EID Name Dynamic-EID Interface Uptime Last Pending

Auto-L2-group-

8240

aaaa. dddd. bbbb

N/A 6d04h never

Edge-1#

show i sp instance-id 8240 ethernet database aaaa. dddd. bbbb

LISP ETR MAC Mapping Database for LISP 0O EID-table
WVl an 1041 (11D 8240)

, LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 0

aaaa. dddd. bbbb/ 48

dynami c-ei d Aut o-L2-group-8240

, inherited from default locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
Uptime: 6d04h, Last-change: 6d04h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

192.168.0. 101

Policy
IPDT_POLICY



10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID

192.168. 0. 201
6d04h
Yes
0
192. 168. 0. 202
6d04h
Yes

0

MRAIRWMACH HE B IEFIRA | H B MAEFFZH T HAACKIREEHRIEN Yes” , ML B
NEFTMHKo

L25Z i DHCPT #%

HDHCPY TR ZEAeY , DHCPI AWML ; Mk , ENHEREAES , UANUWE2RZH, M
[z, }5 FIDHCPYE YT AT BA LE X & 7 i Bim |z o

<tfroot>
Edge-1#

show i p dhcp snoopi ng

Swi tch DHCP snooping i s enabl ed

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
12-13,50,52-53,333,1021-1026

DHCP snooping is operational on following VLANs:

12-13, 50, 52- 53, 333, 1021- 1026

<- -

VLAN1041 shoul d not be listed, as DHCP snooping nust be disabled in L2 Only pool s.

Proxy bridge is configured on following VLANs:
1024

Proxy bridge 1is operational on following VLANs:
1024
<snip>

HTFDHCPYWTEEA , ttDHCPRI/EREAL2LISPOED , BEL2ZAFIERE, BIF
Catalyst Centerﬁ&zliiFﬂf“FHEl’JFabnc Banner , L2LISPOEO ARENR@ELE T 5 RIS ; Hit , 5



RAEM T RI3EHI5 B (ACE)¥E R BAHEIE4L DHCPRE ( UDPi% 6768 ) .

<{froot>

interface L2LI SPO

ip access-group

SDA- FABRI C- LI SP

ip access-group

SDA- FABRI C- LI SP out

Edge-1#

show access-1|i st SDA- FABRI C- LI SP

Extended IP access 1ist SDA-FABRIC-LISP
10 deny 1ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny ip any host 224.0.0.1

40 permt ip any any

A RL2LISPERBIE E /Y B /R A M IR AL 4 B Loopback0 1Pth ik R 36 UE ¥ % E iz S 478 5
H BT SBIL2ZH(S , G)F B, BEMmrouteMmfibRAKIUESE , HlIE AEO, £H
EASIRMNZBRIT R,

<tfroot>
Edge-1#

show i p interface | oopback 0 | i Internet
Internet address is

192.168. 0. 101/ 32

Edge-1#

show runni ng-config | se 8240

interface L2LISP0.8240

i nstance-id 8240



remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1041

br oadcast -underlay 239.0.17.1

Edge-1#

show i p nroute 239.0.17.1 192.168.0.101 | be \(

(192.168. 0. 101, 239.0.17. 1)

, 00:00:19/00:03:17, flags: FT
Incoming interface:

Nul 10

, RPF nbr 0.0.0.0

<- -

Local S,GIIF nust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 1/ 2

For war d
/Sparse, 00:00:19/00:03:10, flags:

<- -

1st OF = Tel/1/2 = Border2 Uplink

TenG gabitEthernet1/1/1

For war d
/Sparse, 00:00:19/00:03:13, flags:

<- -

2nd OF = Tel/1/1 = Border1 Uplink

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count



Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

7

/0/231/0, Other: 0/0/0

<- -

HW Forwar di ng counters (First counter = Pkt Count) mnust increase

Totals - Source count: 1, Packet count: 8



BR: MRRKBS , O)REFEBEOFNROILFTEELAEHEOOIF) , NRBEEAE
BB IRERRE,

iR HIR

ERBRY ERERNBASKIESBI | LT SR ALK SIS ADHCPRIZ SN 0 KiES
SURFTL2E 8, BREEAN | RNERMTEGMIES | RIADHCP S /B R EVXLANE 51
Lg% | BRNEEE(239.0.17.1).

RHAERE D 4 (192.168.0.101) BRIE S IR

<ffroot>

nonitor capture cap interface TenG gabitEthernet1/0/2 IN <-- Endpoint Interface



noni t or

monitor
monitor
monitor
monitor
monitor

Edge-1#

capture

capture
capture
capture
capture
capture

cap

cap
cap
cap
cap
cap

interface TenG gabitEthernet1/1/1 OQUT <-- One of the OFs fromthe multicast

match any
buffer size 100
Timit pps 1000
start

stop

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb"

<-- aaaa. dddd. bbbb is the endpoint MAC

Starting the packet display
2.486991

22

356 DHCP Di scover

Press Ctrl + Shift + 6 to exit

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

<- -

356 is the Length of the origina

23

2.487037

406 DHCP Di scover

packet

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

<- -

406 is the Length of the VXLAN encapsul at ed packet

Edge-1#

rout

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb and vxI an"

Starting the packet display ........

23

2.487037

406 DHCP Di scover

Press Ctr1l + Shift + 6 to exit

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

Edge-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb and vxl an" de

Internet Protocol Version 4, Src:

192.168. 0. 101,

Dst :

239.0.17.1 <--

DHCP Di scover is encapsul ated for Layer 2 Flooding



Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

DHCPAIMMER — L2ia R

HA GBI E2RZHREDHCPRIAKFEEMBERREEE (HEA/ BKFEA239.0171) |, X
EREEHL 2R RIDFR (EXZFRHEEKRBorder/CP-1) 1K,

ALt , Border/CP-14MPEHILLE(S , G)WARBKA , L HEOIRLMIFEL2ETRVLANK
L2LISP3RHl, #EE |, L2 R HAZHEL2LISPSESIID |, EMEEAIEA TR VLAN# 1T&iE
Rk,

<#root>
BorderCP-1#

show vlan id 141

VLAN Name Status Ports

141 L2ONLY_W RED

active
L2LI0:

8240

, Tel/0/44

BorderCP-1#

show ip nroute 239.0.17.1 192.168.0.101 | be \(

(192.168.0.101, 239.0.17.1)

, 00:03:20/00:00:48, flags: MTA
Incoming interface:

TenG gabi t Et hernet 1/ 0/ 42

, RPF nbr 192.168.98.3

<- -

Incomng Interface Tel/0/42 is the RPF interface for 192.168.0.101 (Edge RLOC)

Outgoing interface Tist:
TenGigabitEthernetl/0/26, Forward/Sparse, 00:03:20/00:03:24, flags:
L2LISPO.



8240

, Forward/Sparse-Dense, 00:03:20/00:02:39, flags:

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 0/0/0
HW Forwarding:

3
/0/317/0, Other: 0/0/0

<-- HW Forwarding counters (First counter = Pkt Count) must increase

Totals - Source count: 1, Packet count: 4



BR:WRAREB(S, O)%E , IRAKRHERERREFENE, WRAEFEXFH
L2LISPARERAOIF , MRAAL2LISPF# O MR EIT T/ IR A HL2LISPE O WIGMP/E
RIRSFER—Z,

EXMERFDET REL , FRELFEHEFE FRIELL2LISPOE N LAY A ODHCPHIE .

<#root>
BorderCP-1#

show access-1i st SDA- FABRI C- LI SP

Extended IP access 1ist SDA-FABRIC-LISP
10 deny 1ip any host 224.0.0.22
20 deny ip any host 224.0.0.13



30 deny 1ip any host 224.0.0.1

40 permt ip any any

ERBESHEIAREESVNI 8240EHNVLANEZ 5 , BT BRI RATMNEZEVLAN 14180 F7

BERRE KRR Q2R X

<tfroot>

BorderCP-1#

show spanning-tree vlan 141 | be Interface

Interface Role Sts Cost
Tel/ 0/ 44
Desg
FWD
2000 128.56 P2p

Prio.Nbr Type

REZERERKREGIAERE DM X/DHCPH YR O Te1/0/44 AR STPH K im0 o

<#froot>

BorderCP-1#

show devi ce-tracki ng database address 172.16.141. 254 | be Network

Network Layer Address
ARP

172.16. 141. 254

f87b. 2003. 7f cO

Tel/ 0/ 44

141

0005 133s REACHABLE

Link Layer Address Interface vlan

112 s try O

privi

age



HEEmIR

EXBH LEERNBRAXBESIHR , EFKAL2ZH (S, GEEAED ) W& ADHCPHIEEM
FIDHCPH MMM H A HiEE. EHRESHRN , NARR M TRNHIES | KBEdge-18Y
VXLANF ZHIES , AR BXDHCPH AR H R IR .

RHAERE D F/CP(192.168.0.201) BB @ %k

<ttroot>

noni tor capture cap interface TenG gabitEthernet1/0/42 IN <-- Inconing interface for Edge's S, G M out

nonitor capture cap interface TenG gabitEthernet1/0/44 OQUT <-- Interface that connects to the DHCP Re

nonitor capture cap match any

nonitor capture cap buffer size 100

moni tor capture cap start

monitor capture cap stop

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
427 16.695022 0.0.0.0 -> 255.255.255.255 DHCP
406

DHCP Discover - Transaction ID 0x2030

<-- 406 is the Lenght of the VXLAN encapsul ated packet

428 16.695053 0.0.0.0 -> 255.255.255.255 DHCP

364

DHCP Discover - Transaction ID 0x2030

<-- 364 is the Lenght of the VXLAN encapsul ated packet

Packet 427: VXLAN Encapsul at ed



BorderCP-1#
show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb and vxl an" de

Internet Protocol Version 4, Src:

192.168.0.101, Dst: 239.0.17.1

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

Packet 428: Plain (dotl1lQ cannot be captured at egress direction)

BorderCP-1#
show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb and not vxl ar

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

DHCPIEEMFMACK — "' — L2In &

Client Onboarding and Packet Flow

DHCP Offer and ACK (Broadcast Flag) Fusion
DHCP Server

Border/CP-1
BU‘TdE”’c P_2 1. DHLP Discover/Request is sent to the DHCP Server as
relayy/unicast.

2. DHCP Server replies with Offer/aCK honoring the
flag, in this case Broadcast.

3. DHLCP Relay receives the packet, remaoves DHCP Relay
optiens, Broadcast Flag instructs the Relay to send
the DHCP Offer as 2 Broadcast packet.

4. DHCP Relyy sends the Offer/ACK to BOP-1

5. BCP-1 receives the Offer/ACK and registers VLAN141
GW MAC in L2LISP ID to both Contral Planes

6. BCP-1 flonds the DHCP Offer/ACK using L2 Flaoding
{Multicast Encapsulation) with VNI

Edge~2 7. Both Edges receive the DHCP packet, map the VNI
to VLAN1041

8. Both Edges bridge and flood the packet across all
STPforwarding ports for VLAN1D41

*To all sctive ports in ¢

L2 ONLY wamon |
VLAN 1041
L2LISP 1ID 8240

*Ta all sctive portd in
VLANL1DAL

aaaa.dddd.bbbb

L2 Handaff Enabled

......................... L Handaff Disabled
nE — NE2ET #EDHCPIRHMACK
IEDHCPA I BB HSD-Access R4 ERE , DHCPH G A& SDHCP R 48% 10 ( 540

, GiAddr/GatewaylPAddress ) } HEHESEN 2 BERE X EIDHCPRRSES. FEURESF |, SD-
Access R #1582 Mt R4 RDHCPIE T,



HDHCPARI/AEREAMRS 2T , RFBLEB/RAN BREBIRE, WAREIE RDHCPH A
HERDHCPIRMEEN I BNiE R R BMA RS TFRE (RMNWLR ) o EXRERHP , RIRFE
B,

MAC = 3 MR 5% £ At
X DHCPH 4k & %DHCP OfferslACKEY , L2BNTY RUABIREUM X FIMACHE3E |, FFER B H

MACHbiEZ , ARREIL2/MAC  SISFik , &R/EEIVLAN  14189L2LISPEIERE , MRS EIL2LISP3L
8240,

<#root>

BorderCP-1#

show mac address-table interface tel/ 0/ 44
Mac Address Table

141

f87b. 2003. 7fcO

DYNAMIC

Tel/ 0/ 44

Bor der CP- 1#

show vlan id 141

VLAN Name Status Ports

141

L2ONLY_W RED

active L2LIO:

8240

Tel/ 0/ 44

BorderCP-1#



show devi ce-tracki ng database mac | i 7fcO|vlan

MAC Interface vlan privl state Time Teft PoTicy

f87b. 2003. 7f cO

Tel/ 0/ 44 141

NO TRUST

MAC- REACHABLE
61 s LISP-DT-GLEAN-VLAN 64

BorderCP-1#

show i sp ins 8240 dynamic-eid sumary | i Nane|f87b. 2003. 7fc0

Dyn-EID Name Dynamic-EID Interface Uptime Last Pending

Aut o- L2- gr oup- 8240

f87b. 2003. 7f cO

N/A 6d06h never

0

BorderCP-1#

show |isp instance-id 8240 ethernet database f87b.2003. 7fcO

LISP ETR MAC Mapping Database for LISP O EID-table Vlan
141
(IID

8240

), LSBs: 0x1
Entries total 1, no-route 0, inactive 0, do-not-register 0

f87b. 2003. 7f cO/ 48

, dynamic-eid Auto-L2-group-8240, inherited from default Tocator-set rloc_0f43c5d8-f48d-48a5-a5a8-094b8
Uptime: 6d06h, Last-change: 6d06h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

192.168. 0. 201

10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID



192.168. 0. 201
6d06h
Yes

0

192.168. 0. 202
6d06h
Yes

0

MRMKXHMACH 3 B EFIRE , H B R MRAEFFIEF T EHBNACKIRE EHRIEN Yes” , ML B
NEFTMK.

L2572 B R4 AYDHCP S &

MR KSFHADHCPY Y , DHCPI A4S RIfHLE , MRHEEAED | UXIFE2EZH, Hk
, IR 5 FADHCPYAS YT |, MIPH LEDHCP/ #BEIR B Z K,

<#root>
BorderCP-1#

show i p dhcp snoopi ng

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
1001

DHCP snooping is operational on follow ng VLANs:

1001 <-- VLAN141 shoul d not be l|listed, as DHCP snooping nust be disabled in L2 Only pools.

Proxy bridge 1is configured on following VLANs:
none

Proxy bridge 1is operational on following VLANs:
none



&R : HTL2Borderd R /5 AAIDHCPYWT , Kt A FHEEDHCPK TR E.

LB ER |, L2LISP ACLEBIEEHEM AR & F 5T Mo

FIARL2LISPRAIE ER S EEKEAML2Border Loopback0 Pt RIEUE N Z BB S FETI H i
RIREERET SML25ZH(S , G)% B, EERmrouteMmfibRAKIESE |, HlaE AZEO, £HiEO
HIRMBERITEER.

<#root>
BorderCP-1#

show i p int |loopback O | i Internet

Internet address is



192. 168. 0. 201/ 32

BorderCP-1#

show run | se 8240

interface L2LISP0.8240

instance-id 8240

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1041

br oadcast -underl ay 239.0.17.1

BorderCP-1#

show ip nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201, 239.0.17.1

), 1w5d/00:02:52, flags: FTA
Incoming interface:

Nul 10
, RPF nbr 0.0.0.0

<-- Local S,GIIF nust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 0/ 42
, Forward/Sparse, 1w3d/00:02:52, flags:
<-- Edgel Downli nk
TenG gabi t Et her net 1/ 0/ 43
, Forward/Sparse, 1w3d/00:02:52, flags:

<-- Edge2 Downl i nk

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)



Default
13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 201

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

92071
/0/102/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 92071



BR: MRRKBS , O)REFEBEOFNROILFTEELAEHEOOIF) , NRBEEAE
BB IRERRE,

B IX B AR ECHESBNEIESER , Ao 54 | B IDHCPIRMtERE EEOTIRNA
A (AR 2O TenGig1/0/42F1TenGig1/0/434\ ) AT 1B s 5% % BIFFE KR ERE D % o
DHCPEMFMACK — " #& — i1 %

Er—MhRxe—#& 6 RIEXKREKFLSEPHIL2Border S, G, HRfZ A#EOEEL2BN , # B
OILZEMHFEIVLAN 1041HIL2LISPEHI,

<#froot>

Edge-1#



show vlan id 1041

VLAN Name Status Ports

1041

L2ONLY_W RED

active
L2LI0:
8240
Tel/ 0/ 2
, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20, Ac2, Pol
Edge-1#

show ip nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201

239.0.17.1

), 1w3d/00:01:52, flags: JT
Incoming interface:

TenG gabit Et hernet 1/ 1/ 2
, RPF nbr 192.168.98.2

<-- IIF Tel/1/2 is the RPF interface for 192.168.0.201 (L2BN RLOC)

Outgoing interface Tist:

L2L1 SPO. 8240,

Forward/Sparse-Dense

1w3d/00:02:23, flags:

Edge-1#
show ip nfib 239.0.17.1 192.168. 0. 201 count
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default



13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 201,

SW Forwarding: 1/0/96/0, Other: 0/0/0
HW Forwarding:

76236
/0/114/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 4



BR:WRAREB(S, O)%E , IRAKRHERERREFENE, WRAEFEXFH
L2LISPARERAOIF , MRAAL2LISPF# O MR EIT T/ IR A HL2LISPE O WIGMP/E
RIRSFER—Z,

MARIREZEETHL2LISP ACLEIE,

ERNBESBEHMEREESVNI 8240CELVLAN L2 5 |, E MR KRBIZEITFEEMN
VLAN1041 B9 PR B £ R i & im O 2 it HH =%,

<#root>
Edge-1#

show spanning-tree vlan 1041 | be Interface



Interface Role Sts Cost Prio.Nbr Type

Tel/ 0/ 2
Desg

FWD

20000 128.2 P2p Edge
Tel/0/17 Desg
FWD

2000 128.17 P2p
Tel/0/18 Back
BLK

2000 128.18 P2p
Tel/0/19 Desg
FWD

2000 128.19 P2p
Tel/0/20 Back
BLK

2000 128.20 P2p

MACHE 31 TR $F 5% O Te1/0/2FrR N Kimiw A |, Ziw O HSTPAFFWDIRS |, BIESHIZERL R,

<#root>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

1041

aaaa. dddd. bbbb
DYNAMIC

Tel/ 0/ 2

DHCPIEHMACKEBRIEF—. MRAKZHADHCPYY , MIFLEDHCPYAITRFAIBEMSZE.,
Hit , JZADHCPH A IRKIRE RERFZ BB IWEARPHIEST LK. HTFDHCPEWEEA , Hit



“show platform dhcpsnooping client stats”& @ S it T 2 & RMEMEIE

<{froot>
Edge-1#

show devi ce-tracki ng database interface tel/0/2 | be Network
Network Layer Address Link Layer Address Interface vlan

ARP

172.16.141.1

aaaa. dddd. bbbb
Tel/0/2
1041
0005 45s REACHABLE 207 s try O
Edge-1#
show i p dhcp snooping binding vlian 1041
MacAddress IpAddress Lease(sec) Type VLAN Interface

Total number of bindings: O

DHCPIZFIACK — #3% — 210 &}

privi

ag



Client Onboarding and Packet Flow

DHCP Offer and ACK (Unicast Flag) FUSID"
5 DHCP Server

Border/CP-1
BOFdEI’f‘C p-2 1 DHCP Discover/Request is sent to the DHOP Server as

relayfunicast.

2. DHCP Server replies with Offer/ACK honoring the
flag, in this case Unicast.

3. DHLCP Relay receives the packet, remaves DHCP Relay
options, Unicast Flag Instructs the Relay to send the
DHCP Offer as Unicast, destination aaaa,dddd. bbbb

4. DHCP Relay sends the Offer/ACK to BOP-1

5. BCP-1 receives the Offerf/ACK and registers VLAN141
GW MAC in LZLISE 11D to both Contrel Planes

6. BCP-1 queries the CP (itself) to find the RLOC for
aaaa.dddd.bbbb, resolves to Edge-1 RLDC.

Edgs_nz 7. BCR.1 encapsulates the DHCP Offer/ACK using the
LI5P Map-Cache to Edge-1 RLOC with VNI

8. Edge-1 receives the DHCP packet, maps the VNI

to VLAN1041

9. Edge-1 consults the CAM table for anaa,dddd bbbb,
forwards the packet out to the physical port mapped
to the CAM entry

VLAN 1041

aaaa.dddd.bbbb L2LISP 1ID 8240

L2 Handaff Enabled

wie L2 Handoff Dizabled

B — BIEDHCPRRMMACK (XRHE2ZE )

ZEBETFE , X FEDHCPI #BiIrE1%E NunsetZH 0",

DHCPH YRS FDHCPIRE/ACKIERNT L , MERENEBEIREELE , BFRMACHEM
DHCPHAE N E P imE At R4E ., XEEEHN T SD-Access R EFLBHIEEZN AN , BE
FL2LISPHISI EERELRE , MARE2EZLABEHES Z,

AR F/CP(192.168.0.201)8kiE@ 3 3l : A ODHCPIZ{H

<tfroot>
BorderCP-1#

show noni tor capture cap buffer display-filter "bootp.type==1 and dhcp. hw. mac_addr ==aaaa. dddd. bbbb" det ¢

Dynamic Host Configuration Protocol (

Di scover

)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O
Transaction ID: 0x00002030
Seconds elapsed: 0

Bootp flags: 0x0000, Broadcast flag (Unicast)

0... .... .... .... = Broadcast flag: Unicast



.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address:
Relay agent IP address:

0.0.0.0
0.0.0.0
0.0.0.0

Client MAC address: aa:aa: dd: dd: bb: bb (aa: aa: dd: dd: bb: bb)

FiRR , L2ZAETTATRIFER , MEMR/ACKNEZL2LISPRRE EiFiER , MM TE
iRE, L2 SEREERARN , M5 FEER B HMACH it (aaaa.dddd.bbb),  RIRFE KR
REFFD 5 ERII MACE S ML umE A , M2 &S E 2 E Mt 4 ¥wID(EID).

<#root>
BorderCP-1#
show

lisp instance-id 8240 ethernet server aaaa.dddd. bbbb

LISP Site Registration Information
Site name: site_uci
Description: map-server configured from Catalyst Center
Allowed configured Tocators: any
Requested EID-prefix:
EID-prefix:

aaaa. dddd. bbbb/ 48

instance-id

8240
First registered: 00:36:37
Last registered: 00:36:37
Routing table tag: 0
Origin: Dynamic, more specific of any-mac
Merge active: No
Proxy reply: Yes
Skip Publication: No
Force Withdraw: No
TTL: 1d00h
State: complete
Extranet IID: Unspecified

Regi stration errors:

Aut henti cation failures: 0

Al l owed | ocators msnmatch: 0

ETR 192. 168. 0. 101: 51328



, last registered 00:36:37, proxy-reply, map-notify
TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce Ox1BF33879-0x707E9307
XTR-ID OxDEF44F0B-0xA801409E-0x29F87978-0xB865BFOD
site-ID unspecified
Domain-ID 1712573701
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

192.168. 0. 101 yes up 10/ 10 | Pv4 none

L RNRETEH ( Az ) HITERRE , LISPETR AL IRHIMACH I 2 VRS ZF5%E

o

<tfroot>
BorderCP-1#

show i sp instance-id 8240 ethernet map-cache aaaa. dddd. bbbb

LISP MAC Mapping Cache for LISP 0 EID-table Vlan
141

(I1ID
8240

), 1 entries

aaaa. dddd. bbbb/ 48

, uptime: 4d07h, expires: 16:33:09,
via nap-reply

conpl ete

, local-to-site
Sources: map-reply
State: complete, Tast modified: 4d07h, map-source: 192.168.0.206
Idle, Packets out: 46(0 bytes), counters are not accurate (~ 00:13:12 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

192.168. 0. 101

4d07h up 10/10 -



fERRLOCSS , DHCPIR i S B &% , H A VNI 8240E # &% F|Edge-1(192.168.0.101),

<#root>
BorderCP-1#

show mac address-tabl e address aaaa. dddd. bbbb

Mac Address Table

141

aaaa. dddd. bbbb

CP_LEARN

L2LI O

BorderCP-1#

show platformsoftware fed switch active matm nacTabl e vlan 141 mac aaaa. dddd. bbbb

VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle

riHandle

141 aaaa. dddd. bbbb
0x1000001 0 0 64 0x718eb5271228 0x718eb52b4d68 0x718eb52be578
RLOC 192.168.0. 101

adj_id 747 No

BorderCP-1#

show i p route 192.168.0.101

Routing entry for 192.168.0.101/32
Known via "

isis

", distance 115, metric 20, type Tlevel-2
Redistributing via isis, bgp 65001T
Advertised by bgp 65001 level-2 route-map FABRIC_RLOC
Last update from 192.168.98.3 on TenGigabitEthernetl/0/42, 1w3d ago
Routing Descriptor Blocks:
* 192.168.98.3, from 192.168.0.101, 1w3d ago,

via TenG gabi t Et her net 1/ 0/ 42

0x0



Route metric 1is 20, traffic share count is 1

ERENEMTHEENGE , HIRMDHCPHAMRLOCH NFEOWACRE , NEBEHAMET
WERLOCHIVXLANE %,

DHCPIEHFIACK — B3& — i1 %

WM SRR EBDHCPIRMM/ACK , BEREHF EWEMACHHIIRIUBEEBRNHAKO, 51
BOffer/ACKTE , &N RIUHBBESHRIXREENFERD , MARFHEZAIRBERD,

MACH# 1t TR fF % ATe1/0/ 2R A FEFiwmim A |, Zw A HSTPA TFWDIRA |, IR S HHERFL
o

<#root>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

1041

aaaa. dddd. bbbb

DYNAMIC

Tel/ 0/ 2

DHCPIEEAMACKEBRIE—B. MEKZSHADHCPYY , I RAEDHCPYITRFRIBEMSKE,
Rt , /5 FAIDHCPHY A IR IR R IRIRS B HIEARPHIE D LK. HFDHCPUMWERM |, it
“show platform dhcpsnooping client stats”& a5 5 it T & & REAEIE.

<ttroot>
Edge-1#

show devi ce-tracki ng database interface tel/0/2 | be Network
Network Layer Address Link Layer Address Interface vlan privi

ARP

ag



172.16.141.1

aaaa. dddd. bbbb

Tel/0/2
1041

0005 45s REACHABLE 207 s try O
Edge-1#

show i p dhcp snooping binding vlian 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O

uajaz\&,a , SDIF A RRIEFEF M ABER T BIFENER , RAXRARLIRTH. BALIIEE
BEDHCPHR Y DHCPIRZ B A BB E , BERMNFEXN FAL2AE R T EDHCPIRIER 4T ‘J
9\ CTTRERE/ACKHLIEEAEZ S | IR R EBIRMA/ACKE 24 FH+ EBHN L



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



