Jdiy

HERRX B2 R VLANF FIDHCPHfE — Fo4k

B =%

T
RREH
EX
EE2EBR
B
XE2EVLANFHHIDHCP{T A B
=4
BEEAREEZEOE
i
X2 VLANFEE
MCatalyst Center{¥ZBEL2 VLAN
X2 VIANELE — 3B RED 5
XL 2BIVLANELE — Foik| AN HIES
L2BREE (X bv!]
ELBEZE
DHCPiE
DHCPA IMANER — FT4kim
DHCPEIMANER — X Uk
WLCH MACZ 3]
L2iZ AR lIDHCP 1§
BiE B IR
DHCPAIANER — L2i 57
BiE B HEIR
DHCP{EMFIACK — 38 — 211 5
MAC2 3] F R 2 F it
L23% s b i 49 DHCP [ 18
DHCPIZFACK — " — 84
DHCPIZ {4 HIACK — # 1% — 1 23

DHCP1R L RIACK — B 4% — 5 4%

DHCP — &R

GEN

AT B AT FESD-Access(SDA) IR AEBE VX 3B 2/2 M P HERR T4 L im FIDHC PR,
SRS

=R



Cisco BB THUTES :

* InternetfM¥ (IP)¥% %

- ENER/IDZDEHL(LISP)

o MIUTRAEPIM)BEE
. XERHREHFNTL

M ER

« Catalyst 9000 %I #4

« Catalyst Centerhx452.3.7.9

- Catalyst 98003 5| o4 LANTZ H 28
« Catalyst 9100R 7#EA R

- Cisco IOS® XE 17. 12 R E &R A

PR &1

« AF—NL2i3 RATLARE R Y —AIVLAN/VNI | BRIEIF AR B8 KNI HLE (AT
= A8 AYFlexLink+REEMBIZ )

RE2=BhR
Bhi

EHBWSDIHRIFEF |, L2LIB RN T RIRBEFEBLELFE) , HRFEUSVINERXNEEREFimM X

, BEMAEEMNX", B3IFVNI(EH ) ATFHERE , ME2EVNI (X ) ATEEFHR
ME., BFIEFEN —BEER S LEETFIREH. BEAEMIL . FRA(L)REEEFIZEEFEZ
B , mFME(L3)RENFEFEZRRFESH AT L2 EMH,

NTFBENMTRIREF IR =M EA O SHISDARIRERF R K in , SDAIRIERE AR
BEBINERM K WL2BEIE.

LS RUTEENUAMEXEE , ERFE2REANGEETIEIZ KA. VLANRRERE
EL2MEGH , MVLANEREHALIREZFRH , BEEROIL2ME LR EAVLAN,

ELISPERY |, i R2F FEHEERIEMACH I R HMENAIMACEIIPHE |, SEBERETES
ARPZE, XL2 VN2 EHEERFEBIFAFEIDRE [EFIEM, BHMER. Bt , BRXXE
L2H IR R R E T LISPH = KK BIMACFIMACEIIPE S , ER&ZBKIPV4IPv6 EID. AT
#FELISP EID , XE2EMERAKERE LEB T ZAMEINS , RUTEERIATH. it

 L2ZABAL B BRTRAN &, RARBNABBUM)RENXREH  FECAREA
iﬁo MRk, EXRBREFEAINELISPRARERITRE , TEBIRFEFHITEELR.

IR GBI A L2330 577 (L2B) R 4E 17 AR 51 B A3t VLANRIL2 VNI ( LLRRFTESDAR I IR B BB Aty
B, ARTEMNVLANBE T QS EAEEMNL2 VNI ) . BEUHBEEARMTS , EXET JAXLE
VLANERELESVI , XEREBEZBENNHEIZVNI,

RE2EVLANFHIDHCPIT N E X



FEEEMtE , DHCPHR T , RABANRREM I EB A HEELARWNWMK , FIBFEL

HMKIPMEE. EEHEIRBIDHCPHUIKIETHRIBIR , FEAIUH ADHCPEI82 R H Fi&m , &

FELISP RLOCE R, XBN RIREMFN &M EFiwVLAN EFIDHCPS W3k SEH, DHCPYX ITE LLER
RHPEENEER : eEMTRALDG2 , XEBEF LLDHCPI K IE & MFFEI(VLAN/VNI)Z
., BEMERNEIEMABRATE2EZM , DHCPA WA EMMME  BHIES |, FEERT BN
RIGAERED G R L,

Mtz T, (RE2ERVLANRD X , \TfE{t TDHCPIRIR 3. M T HIES T H A KR AER L &
gk, R EEEASFHARIRAAE, WRL2 Only VLANEZEDHCPE YT , DHCPEIESHIZ
HEBERN A RSES . XAWDHCP BEBYL2Z AR EFL BN , ZENAURE
BE T XRERF T QEYDHCPARSS 28 |, SIRHDHCPAH A IIREM 3R R .

BE  AL2BPH S NMNPEIMAC REEMFVMER T B3 BUEDHCPY T , Mk
DHCPZ##2%l, Fit , X&SHL2 VNI EFHLIRAIDHCP,

KR A&



HTFDHCPEEMXRE/ HBRE , AU AARAE2RZHRIFINIL. SEMEMEHE2RZH
Wth—#  XARNAEREREREME , AHREAPIMBEERE X HAny-Source-Multicast, ZHJE
BHBREBILANBSC TEREZEZHTN , MREBUETR  WEEHMERE ( FHHER
) o

c EFBTR (LR, 8% PRATRE ) LERHIPHEBEEH,

« FEZ 1 BorderfEdgeT R #YLoopback0# O LB EPIMBEIER .

- EENGP ( KEERBEMN ) #0 LB APIMBRER,

 EFRATR (LR, 8%, PAT R ) EEREPIM3SCA(RP) , BUCNRPE TR,
- REPIMARE. PIM RPFIPIMBERIE IR 2o

BXEAREEO &
SIFAERE M TCR FEAPHIFE L SR A A 3T MIVTEPThEE, B2 |, I0S-XE  16.10+PR4I4pE 1@

VXLANGIAP# A H O #%, EXE2EMEZF , XS IEDHCPIRE/ACKIF R LTLEF ik, “2it
EABRE AL ESE RRERD SIEARERED LB A B A RBRIX — B,

wF

) P Fusion

192.168.0.202
BorderCP-1 m m BorderCP-2

L2 Handaff Enabled

winer L2 Handaoff Disabled

172.16.1.7  192.168.0.101 192.168.0.102
m AP Edge-1 Edge-2
@ st e
= VLAN 1021 VLAN 1031

4822.54dc.6a15 L2LISP IID 8232
W& Fh
ELL R

* 192.168.0.201F1192.168.0.202 2 R EFF L R HBiL R |, BorderCP-12M—FHA T $£2E

fRiBINBERVIL 5

+ 192.168.0.101F01192.168.0.102 2 X EFEIL 44T =

« 172.16.1.72 EBVLAN 102189 INFRA-VNF HIEZEA =
+ 192.168.254.392DHCPR %K 35

+ 192.168.254.692 o4& F g M= &85

« 4822.54dc.6a152 /8 FIDHCPH & i

« Fusioni& & AERIRIEM FMEYDHCPH 4%,



{X L2 VLANEEL &

MCatalyst Center{X ZB&L2 VLAN

BEAR : CatalystH /OB HL/ AR BB Uk /5B 22 RE 0\ W 4%/ 4m 3B BE 2 /= R FOA PR 4%

— atliatlns T
= ‘usce Catalyst Center

Configuration Attributes

LAYER I VIRTUAL NETWORK

© Data

@ Fabric-Enabled Wireless ]

e Advanced Attribute

TEAEMERNTTLBL2VNIEE
{XL2 VLANEL B — ¥R IERE D &

RIRSERED 5T SOFVLANE B R ZACTS, ZHIGMPHIPY6 MLDUA R FTEMIL2 LISPEE, 11X
L2Mh2 et ; ®it , (XE2RLLMPBEEENIIEE ( WIRA-Guard, DHCPGuardfliZ#t#E A
PEE ) BEEE. &kt ERBHARPZH,

R 4 (192.168.0.101) B B

<#root>
ipv6 nd raguard policy

dnac- sda- permt - nd-raguar dv6

device-role router
ipve dhcp guard policy

dnac- sda- permt - dhcpv6

device-role server

vlan configuration

1031



ipv6 nd raguard attach-policy

dnac- sda- perm t - nd-raguar dv6

ipv6 dhcp guard attach-policy

dnac- sda- perm t - dhcpv6

cts role-based enforcement vlan-Tist

1031

vlan

1031

nane L2 Only _Wrel ess

ip ignp snooping querier
no ip ignp snooping vlan 1031 querier

no ip ignp snooping vlian 1031

no i pv6 md snooping vlan 1031

router lisp

instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan 1031

br oadcast -underlay 239.0.17.1

fl ood unknown-uni cast
fl ood access-tunnel 232.255.255.1 vlan 1021

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet



flood-access tunnel T EEABEFTHFEE , HPFMAEBUMAREFEARISEAESA
(232.255.255.1)E EFIAP , 5 FINFRA-VNEEA SVLANAE N IGMP Y IF A7 & M VLANBLEE &

BUMR £,
{RL2BYVLANEL & — T2 LANTR 25

FEWLC ( B4 LANEZEHIZS ) i , SEREEMEZEA KB I SR IESAEE N no  fabric  ap-arp-
caching” AZ AR IEARPINEE, LtAh , #4413 A “fabric ap-dhcp-broadcast” , Ittt & /2 FFFDHCP
BEREIMAPHE R B &L,

HRSEREWLC(192.168.254.69)El &

<tfroot>

wireless tag site RTP-Site-Tag-3
description "Site Tag RTP-Site-Tag-3"

no fabric ap-arp-caching
fabric ap-dhcp-broadcast



R kA EH232.255.255 12T A S nEE AR EIAA,

<tfroot>
WLC#

show wireless tag site detailed RTP-Site-Tag-3

Site Tag Name

RTP- Si t e- Tag- 3

Description : Site Tag RTP-Site-Tag-3
AP Profile : default-ap-profile
Local-site : Yes

Image Download Profile: default



Fabric AP DHCP Broadcast :

Enabl ed

Fabric Multicast Group IPv4 Address :

232.255.255.1

RTP-Site-Tag-3 Load : O

L2BREE ( RIRFERFID S )
MREAERE , RFDHCPRSS R ( B H=R/P U ) ERINEFMAMRERTR , BELANLE

o

BiUfE ABorder{l RUE#EDHCPRS 2 , EEEFMAERIZIT, XRERNDRASAERMNMEOLREN
L2%6#E, X, IR I LAY B 5330 B R AR Y VLANTR R RIS VLAN, 3R 4B B0 4 H
DR ZEKVLAN IDEEXfREER AN , RAFHEERE FERMIL2 LISPEFID, FEEFEA
B —VLANE B AL2BXYIEH O , AP LESD-AccessMEHME2ER K. WTFAR , EE
StackWiseEE#1, FlexLink+8EEMBIAL 5%,

Ff , FDHCPARSS 2550 MK B B 2R E B M MB R L A B EFINE B

BTP Vitwe Sits Histarchy  Sits Actlon BorderCP-1.DNAZ.loca
Bach
Fab frastructure
This actic an cause Layer 2 loops if the me Layer 2 Virtual Network handaotf off multiple interfaces. Please make swre that
LIRRLAR [T ﬂ mgasures have baen laken to prevent the ps bafore pn Eding
&
> Dovice
e Devices (13)
» Comp
s ©
Fabric: Ro:
VLAN Name = Enable Layer-2 Hando# Exfernal VLAN
APDC
L2BREE

HRSEREID F/CP(192.168.0.201) B &

<#root>
ipv6 nd raguard policy

dnac- sda- permit - nd-raguar dv6



device-role router
ipv6e dhcp guard policy

dnac- sda- perm t - dhcpv6

device-role server

vlan configuration
3

1

ipv6 nd raguard attach-policy

dnac- sda- permt - nd-raguar dv6

ipv6 dhcp guard attach-policy

dnac- sda- permt - dhcpv6

cts role-based enforcement vlan-1ist

31

vlan

name L2_Only_Wrel ess

ip ignp snooping querier
no ip ignp snooping vlan 1031 querier

no i p ignp snooping vlan 1031

no i pvé md snooping vlan 1031

router lisp

instance-id

8240



remote-rloc-probe on-route-change
service ethernet

eid-table vlan 31

br oadcast -underlay 239.0.17.1

fl ood unknown-uni cast
fl ood access-tunnel 232.255.255.1 vlan 1021

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

interface TenG gabit Et hernet 1/ 0/ 44

swi tchport node trunk

<- -

DHCP Rel ay/ Server interface

T BB

RIFEFF DG IE N B ZAZEARBEY T BREIERAFEAR. XEREIHETINFRA-
VN VLANE#232.255.255 1A BA . HARKLBIMALEAREE , BAENNE/IREC RS
NERE.

<ffroot>
WLC#

show ap nanme APl config general | i Site
Site Tag Name

RTP-Si te- Tag- 3

WLC#

show wireless tag site detailed RTP-Site-Tag-3

Site Tag Name

RTP-Si te- Tag- 3



Description : Site Tag RTP-Site-Tag-3

AP Profile : default-ap-profile

Local-site

Yes

Image Download Profile: default
Fabric AP DHCP Broadcast :

Enabl ed

Fabric Multicast Group IPv4 Address :

232.255.255.1

RTP-Site-Tag-3 Load : O

MEAR , ERREBRTLLIRIKE , 2FERVXLANRSE ( EAPREIIAN , FERIRERIL L
IMRRATELN ) . HEUPRES , CAPWAPR IR HIEA £ AR HAPL IR s TR ATIRIE

<#froot>
AP1#

show i p tunnel fabric

Fabric GWs Information:

Tunnel-Id GW-IP
n Bytes-In Packet-Out Bytes-out
1

192.168. 0. 101
00:00:0C:9F:F2:BC

For war d

VXLAN

111706302
6 1019814432 1116587492 980205146
AP APP Fabric Information:

GW-MAC Adj-Status Encap-Type

GW_ADDR ENCAP_TYPE VNID SGT FEATURE_FLAG GW_SRC_MAC GW_DST_MAC

AP1#

show capwap ntast

IPv4 Multicast:

Vlan Group IP Version Query Timer Sent QRV Teft Port

0

232.255.255.1

Packet-I



2 972789.691334200 140626 2 0

MITHEERE D &% , BIAS NINFRA-VN AP VLANES BIGMPYT | AR CERIEAREEDO
 FENABREH232.255.255.1

<#root>

Edge-1#

show i p ignp snooping vlian 1021 | i | GW
Global IGMP Snooping configuration:

IGMP snooping :

Enabl ed

IGMPv3 snooping

Enabl ed

IGMP snooping

Enabl ed

IGMPv2 immediate leave : Disabled
CGMP interoperability mode : IGMP_ONLY
Edge-1#

show i p ignp snooping groups vlan

1021 232.255.255.1

Vlan Group Type Version Port List
1021 232.255.255.1
igmp v2
Tel/0/12  ----- Access Point Port
Edge-1#

show devi ce-tracki ng database interface tel/0/12 | be Network

Network Layer Address Link Layer Address
Interface vlan privl age state Time Teft

DH4 172.16.1.7



dc8c.3756.99bc

Tel/ 0/ 12 1021

0024 1s
Edge-1#

show access-tunnel sunmary

Access Tunnels General Statistics:

Number of AccessTunnel Data Tunnels
Name RLOC IP(Source) AP IP(Destination) VRF ID Source Port Destination Port

Ac2

192.168. 0. 101

172.16.1. 7

0 N/A 4789
<snip>

REACHABLE 251 s(76444 s)

=1

XERIEBALTLABERDEREAL, XREFDEZNTLLANZH R LB A

DHCPR &

DHCPAIIFER — Lk in

Client Onboarding and Packet Flow
DHCP Discover or Request

Fusion

(DHCP Relay)

DHCP Server

4822.54dc.6a15

L2 ONLY
VLAN 1031
L2LISP IID 8232

L2 Handoff Enabled

. Client associates and authenticates to the Fabric 550 using 802.11

and CAPWAR

. WLC registers client MAC 4822.54de.6a15 1o the Fabric CPs in

L2LISP D

. CP performs a LISP WLC Notification to Edge-1, Edge-1 learns

MAC 4822 54de. a5 using the AccessTunnel interface of the AP

. Client sends DHCPREQ (Discover or Regquest), it is a broadcast packet

over the wirebess 5510

. AP receives the packet, encapsulates it to Edge-1 LoopbackD in

VELAN using VNID

. Edge-1 maps the VNI §232, de-encapsulates the packet and bridges

it in VLAN1031

. Edge-1 floods the DHCP broadcast using L2 Flooding (Multicast

Encapsulation) with V|

. Both Borders receive the DHCP packet but only BCP-1 maps the VNI

to VLANIL

. BCP-1 bridges and floods the packet across all STP-forwarding ports

for VLAN31

10. The packet reaches the DHCP Relay or External GW on V0LANSI,

which then inserts the options required for relay

11. DHCP Discover/Request is sent to the DHCP Server as relay/unicast.



RE — RL2FAHIDHCP A I FE K
BELLARIRIVIRS, HEENEARTXEKARIRERKFEEM,

<#root>
WLC#

show wi rel ess client sunmary | i MAC -|4822. 54dc. 6al5

MAC Address AP Name Type ID

Protocol Meth

4822. 54dc. 6al5

AP1
WLAN

17

Run

11n(2.4) MAB Local

WLC#

show wi rel ess client mac 4822.54dc. 6al5 detail | se AP Nane|Policy Profile|Fabric

AP Name:

AP1

Policy Profile :

RTP_PCD1_SSID profile

Fabric status

Enabl ed

RLOC

192.168. 0. 101

VNID

8232

SGT : 0
Control plane name

def aul t - control - pl ane



AAENERBEEXHPEA T P OREMFP OdhepZhgg, HMESSIDHRBEENHHEE

“no central dhcp”#“no central switching” & o

<#root>
WLC#
show wirel ess profile policy detailed RTP_POD1_SSID profile | i Central
Fl ex Central Switching . DI SABLED
Flex Central Authentication : ENABLED
Fl ex Central DHCP . DI SABLED
VLAN based Central Switching : DISABLED

X LRI IA LR SIEZEAPT” , EES XD 4RLOC 192.168.0.101xEk, Hit , HfFE
B VXLANE 22 365 FHVNID 8232 M3 A 4% i Bl SR 5B FE 8 4%

DHCP AR I MR — R FERF D 5
FERAWLCEHNBMACET]

EXRRBEMEES , WLCHE X #IEREIEH|IFEEMEL KR IRHAIMACH L, BT | 5 FELEA
TEEFDETR (BAREEZRZTR) |, Uelg— A#%ﬁﬂkﬂ’g“CP_LEARN"MAC‘q—“ﬂ%E , FEME
EALWZEAREREA,

<#root>
Edge-1#

show |i sp session

Sessions for VRF default, total: 2, established: 2
Peer State Up/Down In/Out Users

192. 168. 0. 201: 4342 Up

2w2d 806/553 44

192. 168. 0. 202: 4342 Up
2w2d 654/442 44
Edge-1#

show i sp instance-id 8232 ethernet database w c 4822. 54dc. 6al5



WLC cTlients/access-points information for LISP 0 EID-table Vlan
1031
(IID

8232

)

Hardware Address:

4822. 54dc. 6al5

Type: client
Sources: 2

Tunnel Update: Signalled
Source MS:

192.168. 0. 201

RLOC:

192.168. 0. 101

Up time: 1wed

Metadata length: 34

Metadata (hex): 00 01 00 22 00 01 00 OC AC 10 01 07 00 00 10 01
00 02 00 06 00 00 00 03 00 OC 00 00 00 00 68 99
6A D2

Edge-1#

show mac address-tabl e address 4822. 54dc. 6al5

Mac Address Table

1031

4822. 54dc. 6al5

CP_LEARN

Ac2

MRLIRHIMACH BT 5 HIE SRV A QX R A A RS @ 5 O IEFEIREN , M B BRI 9 SE B o

L2732 A HFERYDHCP/ 1%

LDHCPYEWTHZEA AT , DHCP/ AL ; Mk , ENEREAED , UKIWE2RZH. 8



[z, }5 FADHCPYE T I BS LbiX & T B Sim |z 4t

<{froot>
Edge-1#

show i p dhcp snoopi ng

Swi t ch DHCP snoopi ng i senabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
12-13,50,52-53,333,1021-1026

DHCP snoopi ng i soperational on foll owi ng VLANs:

12-13, 50, 52- 53, 333, 1021- 1026
<- -

VLAN1031 shoul d not be listed, as DHCP snooping nust be disabled in L2 Only pool s.

Proxy bridge 1is configured on following VLANs:
1024

Proxy bridge 1is operational on following VLANs:
1024
<snip>

HTFDHCPYEWEZEA , RItDHCPAIAFRFEAL2LISPOZEOD , BEL2ZAFERE, BIE
Catalyst Centerhx 4~ 57 Fi B9 Fabric Banner , L2LISPOEZ O AIEEX MEE TiHRIZIEK ; Bt |, iF
RETH AR HIS B (ACE)¥ RAFELDHCPRE ( UDPIRO67F168 ) »

<tfroot>

interface L2LI SPO

ip access-group

SDA- FABRI C- LI SP

ip access-group

SDA- FABRI C- LI SP out
Edge-1#
show access-1i st SDA- FABRI C- LI SP

Extended IP access 1list SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22



20 deny ip any host 224.0.0.13
30 deny 1ip any host 224.0.0.1

40 permt ip any any

A RL2LISPEBIE B /Y B /R A M R EEPEIL 4 B Loopback0 1Pth ik R 36 UE ¥ % Eh iz 2 #7825
H BT RBIL2ZH(S , G)F B, BEMmrouteMmfibRAMIUES T , HliE AEO, £H
EASRNZR TR,

<ffroot>
Edge-1#

show i p interface | oopback 0 | i Internet

Internet address is

192.168. 0. 101/ 32

Edge-1#

show runni ng-config | se 8232

interface L2LISP0.8232

instance-id 8232

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1031

br oadcast -underlay 239.0.17.1

Edge-1#

show i p nroute 239.0.17.1 192.168.0.101 | be \(

(192.168. 0. 101, 239.0.17. 1)

, 00:00:19/00:03:17, flags: FT
Incoming interface:

Nul 10

, RPF nbr 0.0.0.0

<- -

Local S,GIIF nust be NullO



Outgoing interface Tist:

TenG gabi t Et hernet 1/ 1/ 2
For war d

/Sparse, 00:00:19/00:03:10, flags:

<- -

1st OF = Tel/1/2 = Border2 Uplink

TenG gabitEthernet1/1/1

For war d

/Sparse, 00:00:19/00:03:13, flags:

<- -

2nd OF = Tel/1/1 = Border1 Uplink

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

7

/0/231/0, Other: 0/0/0

<- -

HW Forwar di ng counters (First counter = Pkt Count) mnust increase



Totals - Source count: 1, Packet count: 8

RER:RBR RRKES, O)FEIEHEOFROIL)FITEZREHEO(OIF) , NRAK
B E SR EE RIS

BRI IR

EXHY ERERNSARSR AR | 2 FKGAPH A ODHCPIE MR HOKIES , bt
HATL2E

RHAERE D 4 (192.168.0.101) BRIE S IR



<tfroot>

nonitor capture

nonitor capture

nonitor capture

nonitor capture

nonitor capture

nonitor capture

nonitor capture

cap

cap

cap

cap

cap

cap

cap

interface TenG gabitEthernet1/0/12 IN

interface TenG gabitEthernet1l/1/1 OUT

mat ch any

buffer size 100

limt pps 1000

start

st op

HBRBEEN , XTNE=ANTENKES

<tfroot>

Edge-1#

DHCPA& I — VXLAN - APZ3l %
DHCP& 3l — CAPWAP - APE|WLC
DHCP& I — VXLAN — 1 & EI4H EH

<-- Access Point Port

<- -

Miul ticast Route (L2 Flooding) OF

show noni tor capture cap buffer display-filter "bootp and dhcp. hw. nmac_addr ==4822. 54dc. 6a15"

<-- 4822.54dc. 6al5 is the endpoint MAC

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

129  4.865410

394

0.0.0.0 -> 255.255.255.255 DHCP

DHCP Discover - Transaction ID 0x824bdf45

<- -

From AP to Edge

130 4.865439

420

0.0.0.0 -> 255.255.255.255 DHCP

DHCP Discover - Transaction ID 0x824bdf45

<- -



From AP to W.C

131  4.865459 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45

<- -

From Edge to L2 Fl oodi ng G oup

Edge-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr==4822. 54dc. 6al5

and vxl an"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
129 4.865410 0.0.0.0 -> 255.255.255.255 DHCP

394

DHCP Discover - Transaction ID 0x824bdf45
131  4.865459 0.0.0.0 -> 255.255.255.255 DHCP

394
DHCP Discover - Transaction ID 0x824bdf45
Edge-1#
show nmoni tor capture cap buffer display-filter "bootp and dhcp. hw mac_addr ==4822. 54dc. 6al5

and udp. port==5247"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
130 4.865439 0.0.0.0 -> 255.255.255.255 DHCP
420

DHCP Discover - Transaction ID 0x824bdf45

Edge-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr==4822. 54dc. 6al5 and vxl an"

det ai

| i Internet

Internet Protocol Version 4, Src:

172.16.1.7

, Dst:

192. 168. 0. 101 <-- From AP to Edge

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255



Internet Protocol Version 4, Src:

192.168. 0. 101
, Dst:

239.0.17.1 <-- From Edge to Upstream (Layer 2 Fl oodi ng)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

BR EXETHEENTE L, VXLANEZENBIEEFNDHCPAREE X BIE F iR SRS
52 {82 , CAPWAP DATA(UDP 5247)5 S 518 S0 1t T B 82 B M B EIWLC , BlmIP
LearnAA K Lk 18 B IR ERo



DHCPAIMBER — L2ia R

HAGBYE2RZHREDHCPRIAKFEEMERREEE (HEA/ BKEFEA239.017.1) , X
EREEBHL 2R RIDFR ( EXZ R T EEKRBorder/CP-1) 1K,

ALt , Border/CP-1&4AABEHILE(S , G)MAREIRE , & HEOINRLMNETIEL2RVLANG
L2LISP3Efl, #HEE , L2&ZEIREZHBNL2LISPESIID |, EMEEAER TR VLANG 1T&i%E
R,

<#root>
BorderCP-1#

show vlian id 31

VLAN Name Status Ports

31

L2_Only_Wrel ess

active
L2LIO:
8232

Tel/ 0/ 44

BorderCP-1#

show i p nroute 239.0.17.1 192.168.0.101 | be \(

(
192.168. 0. 101

239.0.17.1

), 00:03:20/00:00:48, flags: MTA
Incoming interface:

TenG gabi t Et hernet 1/ 0/ 42

, RPF nbr 192.168.98.3

<-- IIF Tel/0/42 is the RPF interface for 192.168.0.101 (Edge RLOC)

Outgoing interface Tist:



TenGigabitEthernetl/0/26, Forward/Sparse, 00:03:20/00:03:24, flags:

L2LI SPO. 8232

, Forward/Sparse-Dense, 00:03:20/00:02:39, flags:

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101,
SW Forwarding: 1/0/392/0, Other: 0/0/0
HW Forwarding:

3

/0/317/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) rmnust increase

Totals - Source count: 1, Packet count: 4



BR:WRAREB(S, O)%E , IRAKRHERERREFENE, WRAEFEXFH
L2LISPARERAOIF , MRAAL2LISPF# O MR EIT T/ IR A HL2LISPE O WIGMP/E
RIRSFER—Z,

EXMERFDET REL , FRELFEHEFE FRIELL2LISPOE N LAY A ODHCPHIE .

<#root>
BorderCP-1#

show i p access-lists SDA-FABRI C- LI SP

Extended IP access 1ist SDA-FABRIC-LISP
10 deny 1ip any host 224.0.0.22
20 deny ip any host 224.0.0.13



30 deny 1ip any host 224.0.0.1

40 permt ip any any

ERSEIBRIHAREBEESVNI 8240CBMWVLANEZ & , HI BRI RE T MEZEVLAN 14189F7
BERRE KRR Q2R X

<tfroot>
BorderCP-1#

show spanning-tree vian 31 | be Interface

Interface Role Sts Cost Prio.Nbr Type
Tel/ 0/ 44
Desg
FWD
2000 128.56  P2p

REZERERKREGIAERE DM X/DHCPH YR O Te1/0/44 AR STPH K im0 o

<#root>
BorderCP-1#

show devi ce-tracki ng database address 172.16.141. 254 | be Network

Network Layer Address Link Layer Address
Interface vlan privl age state Time Teft
ARP

172. 16. 131. 254
87b.2003.7fd5

Tel/ 0/ 44

31

0005 34s REACHABLE 112 s try O

iR IHIR



EXRY LEERNBRARSBIESHIR , BRKAL2ZH (S, GEAED ) W& ADHCPHIEEM
ZIDHCPH WM N H O MRS, EHEEHRN , NUER M TENHRIES - KEEdge-1#9
VXLANS 2 5IES , AR EIEDHCPH 4K fi# 5 BiE .

RHAERE D F/CP(192.168.0.201) BB @ %k

<#root>
nonitor capture cap interface TenG gabitEthernet1/0/42 IN
<--
Ingress interface for Edge's S, G Moute (192.168.0.101, 239.0.17.1)

nonitor capture cap interface TenG gabit Et hernet1/0/44 OUT <-- Interface that connects to the DHCP Re

nonitor capture cap match any

nonitor capture cap buffer size 100

monitor capture cap start

monitor capture cap stop

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==4822. 54dc. 6al5"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
324 16.695022 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45
<-- 394 is the Lenght of the VXLAN encapsul ated packet
325 10.834141 0.0.0.0 -> 255.255.255.255 DHCP
420
DHCP Discover - Transaction ID 0x168bd882

<-- 420 is the Lenght of the CAPWAP encapsul at ed packet

326 16.695053 0.0.0.0 -> 255.255.255.255 DHCP
352
DHCP Discover - Transaction ID 0x824bdf45

<-- 352 is the Lenght of the VXLAN encapsul ated packet



Packet 324: VXLAN Encapsul ated

BorderCP-1#
show noni tor capture cap buffer display-filter "franme. nunber==324" detail | i Internet

Internet Protocol Version 4, Src:

192.168.0.101, Dst: 239.0.17.1

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

Packet 326: Plain (dotl1lQ cannot be captured at egress due to EPC |limtations)

BorderCP-1#

show noni tor capture cap buffer display-filter "frame. nunber==326" detailed | i I|nternet

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

LeEt , REERBIFESEIRESD-AccessRIRIERE | thEDER, BR , EREREZH , — X
B (HARAEHENDHCPI BIRE ) IR EREMNOffersACKEIEZNHE AT R, BA1A
L EHAB — N DiscoverBiFEBUR B HIFE.

<#root>
BorderCP-1#
show nonitor capture cap buffer display-filter "bootp.type==1 and dhcp. hw. mac_addr==4822. 54dc. 6al5

" detailed | sect Dynanmic

Dynam ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O

Transaction ID: 0x00002030
Seconds elapsed: 3

Bootp flags: 0x8000, Broadcast flag (Broadcast)



... . oo = Broadcast flag: Broadcast <-- Broadcast Flag set by the Endpoint

.000 0000 0000 0000 = Reserved flags: 0x0000

7R : bootp.type.1==BMX A F 2B DiscoverfRequestH#E 2.

DHCPRRHFMACK — I #& — L2ia



Client Onboarding and Packet Flow Fusion
DHCP Offer and ACK (Broadcast Flag [DHCP RE'EW} DHCP Server

s L2 Handoff Enabled

L2 Handoff Disabled

BBrderCP-1 BorderCP-2

1. DHCP Discover/Request is sent to the DHCP Server as relay/unicast.

2. DHCP Server replies with OfferfACK honoring the flag, in this case
Broadcast.

3. DHCP Relay recelves the packet, removes DHCP Relay eptions, Broadcast
Flag instructs the Relay to send the DHCP Offer as a Broadeast packet.

4. DHCP Relay sends the Offer/ACK to BCP-1

5, BCP-1 receives the Offer/ACK and registers VLANI1 GW MAC in LILISP

Edpe-2 no te both Contral Planes

6. BCP-1 floods the DHCP Offerfack using L2 Elﬂodlng {Multicast

Encapsulation) with VM|

L2 ONLY

7. Both Edges receive the DHCP packet, map the VNI to VLAN1D31,
VLAN 1031 then bridge and flood the packet across all wired STP-forwarding ports
far VLANL031

L2LISP IID 8232 &

B. Edges configured with "flood access-tunnel™ will forward the
broadcast packet using 232.255.255.1 w0 all ports where the IGMP
snooping table has received a Membaership Report {sent from Access
Points).

9. Access Points de-encapsulate the packet and forwards it to the
wireless endpoints.

4822.54dc.6a15

B — NFE2ET #EDHCPIRHFACK

IEDHCPA I BB HSD-Access R4 ERE , DHCPH G A& SDHCP R 48% 10 ( 540
, GiAddr/GatewaylPAddress ) } F#IEDHERN L EEHE R EIDHCPARS 88, ELREH , SD-
Access IR EEFE I 2 Mf SE A4 HRDHCPIL T,

HDHCPRI/EREERS BT , RFB[BIEEMARN B L EIRE. ltlsﬁ?ﬂa/?DHCPEFélf_Kﬁ
ENDHCPIREAEN I BNiE R R B KA TiFiRE (RNWLR ) . BERF, RIRTFES
B =R,

MAC 2 3] 71 B < £ A

LHDHCPH 4k & 3:DHCP OffersXACKET , L2BNTI KUAZIREXM X BIMACHE3E |, FFE RN INEH
MACHE st 3% , RFEIL2/MAC  SISFZ& , &EEIVLAN  141HL2LISPEIERE |, MRS RIL2LISP3EH
8232,

<#root>
BorderCP-1#

show mac address-table interface tel/ 0/ 44

Mac Address Table

31



f87b. 2003. 7f d5

DYNAMIC

Tel/ 0/ 44

BorderCP-1#

show vlian id 31

VLAN Name Status Ports
31

L2_Only_Wireless active L2LIO:
8232
Tel/ 0/ 44

BorderCP-1#

show devi ce-tracki ng database mac | i 7fd5| vl an

MAC Interface vlan privil state

f87b. 2003. 7f d5

Tel/ 0/ 44 31
NO TRUST
MAC- REACHABLE

61 s LISP-DT-GLEAN-VLAN 64

BorderCP-1#

show l'isp ins 8232 dynamic-eid summary | i Nane|f87b. 2003. 7f d5

Dyn-EID Name Dynamic-EID Interface Uptime

Aut 0- L2- gr oup- 8232

f87b. 2003. 7f d5

N/A 6d06h never

0

BorderCP-1#

Time left

Pending

Policy



show |isp instance-id 8232 ethernet database

f87b. 2003. 7fd5

LISP ETR MAC Mapping Database for LISP O EID-table Vlan

31

(IID

8232
), LSBs: 0Ox1

Entries total 1, no-route 0, inactive 0, do-not-register O

f87b. 2003. 7f d5/ 48

dynamic-eid Auto-L2-group-8240, inherited from default locator-set
rlfoc_0f43c5d8-f48d-48a5-a5a8-094b87f3a5f7, auto-discover-rlocs
Uptime: 6d06h, Last-change: 6d06h
Domain-ID: Tocal
Service-Insertion: N/A
Locator Pri/Wgt Source State
192.168. 0. 201
10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID
192.168. 0. 201
6d06h

Yes

0

192. 168. 0. 202

6d06h

Yes

0

WRMFXHWMACH 3 B IEFIRA , H B MAEFFZH T HAACKIREEHRIEN Yes” , ML E B
NEFTMHKo

252 A DHCPT &

WRAZADHCPEYT , DHCPI T2 ZEIFHLE , MERKEAESD , UXAF2RZH. HR
, NSRS ADHCPY YT , WA LEDHCP B HiE TR Z .

<ttroot>



BorderCP-1#

show i p dhcp snoopi ng

Swi t ch DHCP snooping i s enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
1001

DHCP snooping is operational on follow ng VLANs:

1001 <-- VLAN31 should not be listed, as DHCP snoopi ng nust be disabled in L2 Only pools.

Proxy bridge is configured on following VLANs:
none

Proxy bridge is operational on following VLANs:
none

HFL2Borderd Rk /5 AIDHCP%IT , Kt R EEDHCPKTEEEE,
FEHMER , L2LISP ACLRIIEEFMAIRE P THKo

F A AL2LISPRIE BHY B EKEHML2Border Loopback0 P SRIGUERFHFiZ It iR 2B HAitb
REERETT RBL27Z (S , Q)% B, BEMmrouteFmfibRIAKIESE , HlanE AEO, £HED
FEF LY Shg R

<ttroot>
BorderCP-1#

show ip int |oopback 0 | i Internet
Internet address is

192. 168. 0. 201/ 32

BorderCP-1#

show run | se 8232

interface L2LISP0.8232

instance-id 8232



remote-rloc-probe on-route-change
service ethernet
eid-table vlan

1031

br oadcast -underlay 239.0.17.1

BorderCP-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168.0.201, 239.0.17.1

), 1w5d/00:02:52, flags: FTA
Incoming interface:

Nul 1 O
, RPF nbr 0.0.0.0

<-- Local S,GIIF nust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 0/ 42
, Forward/Sparse, 1w3d/00:02:52, flags:
<-- Edgel Downl i nk
TenG gabi t Et her net 1/ 0/ 43
, Forward/Sparse, 1w3d/00:02:52, flags:

<-- Edge2 Downl i nk

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 201

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:



92071
/0/102/0, Other: 0/0/0

<-- HW Forwarding counters (First counter = Pkt Count) must increase

Totals - Source count: 1, Packet count: 92071

’BR MREKRED(S , G)FRBHEHEAIROIL)FAIEEHEOOIF) , NRAKRAHRE
B E SR ER |

BEXLERIE  BERESHRRLIENSR , RNEEEXTRAR , RNDHCPRAREAZ L
EOSRANB(ERGIF , NEOTenGig1/0/42FTenGig1/0/43%: K , BT B X BIFE IR ER
B,



DHCPIEHFACK — J"#& — 1%

EE—1RE£MEE , RIMNIEREIREFL 5 F HL2Border
L2BN , mOILZ &M EIVLAN 10318IL2LISP3E A,

<#froot>

Edge- 1#show vl an id 1031

VLAN Name Status Ports

1031

L2 Only_Wrel ess
active L2LIO0:
8232
, Tel/0/2, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20,
Ac?2
, Pol
Edge-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(

192. 168. 0. 201
239.0.17.1

), 1w3d/00:01:52, flags: JT
Incoming interface:

TenG gabit Et hernet 1/ 1/ 2

, RPF nbr 192.168.98.2

<-- |IF Tel/1/2 is the RPF interface for 192.168.0.201 (L2BN RLOC)a

Outgoing interface Tist:

L2LI SPO. 8232
, Forward/Sparse-Dense, 1w3d/00:02:23, flags:
Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

S, G, EffkAEOER



Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:
192.168. 0. 201,

SW Forwarding: 1/0/96/0, Other: 0/0/0
HW Forwarding:

76236
/0/114/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 4



BR:WRAREB(S, O)%E , IRAKRHERERREFENE, WRAEFEXFH
L2LISPARERAOIF , MRAAL2LISPF# O MR EIT T/ IR A HL2LISPE O WIGMP/E
RIRSFER—Z,

MARIREZEETHL2LISP ACLEIE,

ENBEIBEHBEESVNI 8232ICELMVLANEZ /G , I B RRBATHIZHE
VLAN10O31HIFRI B B LA BRI E L RO,

<#root>
Edge-1#

show spanning-tree vlan 1041 | be Interface



Interface Role Sts Cost Prio.Nbr Type

Tel/ 0/ 2
Desg

FWD

20000 128.2 P2p Edge
Tel/0/17 Desg
FWD

2000 128.17 P2p
Tel/0/18 Back
BLK

2000 128.18 P2p
Tel/0/19 Desg
FWD

2000 128.19 P2p
Tel/0/20 Back
BLK

2000 128.20 P2p

B2 , BMNF R BDHCPREREHENEBEOREEARXBKNEARREREO, REEL2LISP ID 8232k
BRTOSZAEARE” , T BE R , BN HEIESFHEPE L X ZlAccessTunneliZ 0,

<#root>
Edge-1#

show | isp instance-id 8232 ethernet | se Milticast Flood

Multicast Flood Access-Tunnel:

enabl ed

Multicast Address:

232.255.255.1
Vlan ID:

1021

Edge-1#

show i p ignmp snooping groups vlan 1021 232.255.255.1



Vlan Group Type Version Port List

1021 232.255.255. 1
igmp V2

Tel/ 0/ 12 <-- APl Port

FREBEZHEEANIGMPEITEE , DHCPIEHMACKE X TAPH YR O,

DHCP#HMACKIERIF—. WRKRFHADHCPEY , MIFLEDHCPE TR AIBEMEKE,
H it , /5 ADHCPH A MM IR & IRIR%Z B B WENARPHIET LK. A TDHCPEWEER , ®
It“show platform dhcpsnooping client stats”Z @ it ~ 4 & RMEMEIE.

<ffroot>
Edge-1#

show devi ce-tracki ng database interface Ac2 | be Network

Network Layer Address Link Layer Address
Interface vlan privl age state Time left

ARP

172.16.131. 4

4822. 54dc. 6al5

Ac?2

1031

0005 45s REACHABLE 207 s try O
Edge- 1#show i p dhcp snooping binding vlan 1041
MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O

DHCPIZHFIACK — B3 — 214 &R



Client Onboarding and Packet Flow Fusion
(DHCP Relay)

DHCP Offer and ACK (Unicast Flag

4822.54dc.6a15

B — B2 EDHCPIRMHMACK (RRE2E )

B TR , L IFDHCP B+ 518 B Hunset: 0’

DHCP Server

DHCE Offer [U] - Uniicast-FIag @

VLAN 1031
L2LISP IID 8232

o

DHCP Discover (U= Unichst-Flag >

L2 Handoff Enabled

L2 Handoff Disabled

. DHCP Discover/Request is sent to the DHCP Senver as relay/unicast,
. DHCP Server replies with Offerfack honuring the ﬁas, in this case

Unicast,

. DHCP Relay receives the packet, removes DHCP Relay options, Unicast

Flag instriects the Relay to send the DHCP Offer as Unicast, destination
4822.54dc.Bal15

. DHCP Relay sends the Offer/ACK to BCP-1

BCP-1 receives the Offer/ACK and registers VLAN31 GW MAC in L2LISP
o to both Control Planes

. BCP-1 queries the CP (itself) to find the RLOC for 4822 54dc.6al5,

resolves to Edge-1 RLOC.

. BCP-1 encapsulates the DHCP Offer/ACK using the LISP Map-Cache to

Edge-1 RLOC with Wikl

. Edge-1 recelves the DHCP packet, maps the VNI to VLAN1O031
. Edge-1 consults the CAM table for 4822.54dc.6a15, entry is a CP_LEARMN

entry to the AccessTunnel interface associated with the AP
then encapsulates the DHCPE Offer/ACK in VXLAN with VNI o the
AP

10.Access Points de-encapsulate the packet and forward it to the

wirgless endpoint

DHCPH AT L FDHCPRRHY/ACKEN T HBRIE , MRENEBHIFEIRE , BIRMACHHEM
DHCPRE MM & F in A iR E . XEEE R T SD-AccessIREFFLERBEB RN E N , BfE
FL2LISPHGI BRIFHRARE , MARF2ERZHAABHES E.

R HEREID 5R/CP(192.168.0.201) % #E 233 : AODHCPIE{#H

<{froot>

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp.type==1 and

dhcp. hw. mac_addr ==4822. 54dc. 6al5" detail ed |

Dynamic Host Configuration Protocol (

Di scover

)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address Tlength: 6
Hops: O
Transaction ID: 0x00002030
Seconds elapsed: 0

Bootp flags: 0x0000, Broadcast flag (Unicast)

0... .... .... .... = Broadcast flag: Unicast

sect Dynanic



.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address:
Relay agent IP address:

0.0.0.0
0.0.0.0
0.0.0.0

Client MAC address: 48:22:54:dc:6a: 15 (48:22:54: dc: 6a: 15)

EtZES , L2ZETTATEAIAER , MEM/ACKNENL2LISPIRET BFH A , NME{LTE
R, RIBEBELREN , L2 REEHFEEREWMACHNE, BRIZERIRER D% ERI
“MAC Learning and WLC Notification” ( MACE S RIWLCEXN ) , N & S E 2 E ML L%
ID(EID).

<#root>
BorderCP-1#

show | isp instance-id 8232 ethernet server 4822.54dc. 6al5

LISP Site Registration Information
Site name: site_uci
Description: map-server configured from Catalyst Center
Allowed configured Tocators: any
Requested EID-prefix:
EID-prefix:

4822. 54dc. 6al5/ 48

instance-id 8232

First registered: 00:53:30
Last registered: 00:53:30
Routing table tag: 0

Origin: Dynamic, more specific of any-mac
Merge active: No

Proxy reply: Yes

Skip Publication: No

Force Withdraw: No

TTL: 1d00h

State: conpl ete
Extranet IID: Unspecified

Regi stration errors:

Aut henti cation failures: 0

Al l owed | ocators msmatch: 0



ETR 192.168.0.101:51328, last registered 00:53:30, proxy-reply, map-notify

TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce O0xBB7A4AC0-0x46676094
XTR-ID OxDEF44F0B-0xA801409E-0x29F87978-0xB865BF0OD
site-ID unspecified
Domain-ID 1712573701
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

192.168.0.101 vyes up 10/10 IPv4 none

ETR 192. 168. 254. 69: 58507

, last registered 00:53:30, no proxy-reply, no map-notify

<-- Registered by the Wreless LAN Controller
TTL 1d0Oh, no merge, hash-function sha2

state conplete

, ho security-capability
nonce 0x00000000-0x00000000
XxTR-ID N/A
site-ID N/A
sourced by reliable transport
Affinity-id: 0 , 0

W.C AP bit: dear

Locator Local State Pri/Wgt Scope

192. 168. 0. 101
yes
up
0/0 IPv4 none

<-- RLOC of Fabric Edge with the Access Point where the endpoint is connected

L RNRETEH ( Az ) #HITERRE , LISPEITR AL IRHIMACH I 2 VRS ZF5%E

o

<tfroot>
BorderCP-1#

show i sp instance-id 8232 ethernet map-cache 4822. 54dc. 6al5

LISP MAC Mapping Cache for LISP 0 EID-table Vlan



31

(IID

8232

), 1 entries

4822. 54dc. 6al5/ 48

, uptime: 4d07h, expires: 16:33:09,
via map-reply

conpl ete

, local-to-site
Sources: map-reply
State: complete, last modified: 4d07h, map-source: 192.168.0.206
Idle, Packets out: 46(0 bytes), counters are not accurate (~ 00:13:12 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

192.168. 0. 101

4d07h up 10/10 -

fRRRLOC/E , DHCPiR LA BB H X% |, HFEAVNI 82408 # XX F|Edge-1(192.168.0.101),
<tfroot>

BorderCP-1#

show mac address-tabl e address aaaa. dddd. bbbb

Mac Address Table

31

4822. 54dc. 6al5

CP_LEARN

L2LI O



BorderCP-1#

show platform software fed switch active matm nacTabl e vl an 141 nac aaaa. dddd. bbbb

VLAN
MAC Type Seq# EC_Bi Flags machandle
siHandle riHandle diHandle *a_time *e_time ports

Con

31 4822. 54dc. 6al5
0x1000001 0 0 64 0x718eb52c48e8 0x718eb52c8b68 0x718eb44c6cl8 0x0 0
RLOC 192.168.0. 101

adj_id 1044 No

BorderCP-1#

show i p route 192.168.0.101

Routing entry for 192.168.0.101/32
Known via "

isis

", distance 115, metric 20, type Tevel-2
Redistributing via isis, bgp 65001T
Advertised by bgp 65001 level-2 route-map FABRIC_RLOC
Last update from 192.168.98.3 on TenGigabitEthernetl/0/42, 1w3d ago
Routing Descriptor Blocks:
* 192.168.98.3, from 192.168.0.101, 1w3d ago,

via TenG gabi t Et hernet 1/ 0/ 42

Route metric 1is 20, traffic share count is 1

ERENEMTHEENGE , HIRMDHCPHAMRLOCH NFEOWAORE , NEBEHAMED
W ERLOCHVXLANE %,

DHCPIE Mt MACK — B & — i1 %

WEMNE FRIZW R IEDHCPIZH/ACK , B REXTHEMACHIRUBEEBYHEO®RO, 5/
1BOffer/ACKRE , W& SHEEEUSHIESE £ FIAMEENISEEARE , MTAR2SHZHE
FRE%O,

MAC b 1t 7% 35 3% O AccessTunnel2FRi8 5 EAP1 < B EE L% O 6

<#root>

Edge- 1#show nac address-tabl e address 4822. 54dc. 6al5



Mac Address Table

1031

4822. 54dc. 6al5

CP_LEARN

Ac2

Edge- 1#show i nterfaces accessTunnel 2 description

Interface Status Protocol Description

Ac2

up up
Radio MAC: dc8c.37ce.58a0,

1P 172.16.1.7

Edge- 1#show devi ce-tracki ng dat abase address 172.16.1.7 | be Network

Network Layer Address Link Layer Address
Interface vlan privi age state Time Teft
DH4

172.16.1.7

dc8c.3756.99bc

Tel/ 0/ 12

1021 0024 6s REACHABLE 241 s try 0(86353 s)

Edge- 1#show cdp nei ghbors tenG gabit Et hernet 1/0/12 | be Device

Device ID Local Intrfce Holdtme Capability Platform

AP1 Ten 1/0/12

119 R T AIR-AP480 Gig O

Port ID



DHCPR M MACKE R — . MEXRZHDHCPEY , M FAHEDHCPY T RFSIEEMEKE.
Mt , B FADHCPH A ISME & IR B I EMARPHIES ( TIREDHCP ) £ /K. BFDHCPY
TEEA , Hik“show platform dhcpsnooping client stats”Z &y S it A4 & REAERIE.

<#root>

Edge- 1#show devi ce-tracki ng database interface tel/0/2 | be Network

Network Layer Address Link Layer Address
Interface vlan privi age state Time Teft
ARP
172.16.141.1

aaaa. dddd. bbbb
Tel/0/2
1041
0005 45s REACHABLE 207 s try O

Edge- 1#show i p dhcp snooping binding vlian 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O

BEMHEE , SDIFRRBEMFAENEABR BIRENFER , BAXRARLKHITH. RALINEER
BEDHCPARUEDHCPIRZSB[AGEE , BEFAYLEX F L2 E R T EDHCPIEERR AT 1]
D ITRIREM/ACKHL2ERARBZ L | UK BBRA/ACKH 12 &/ & IE B L imE .

DHCPES — 4Kk

MWLC , BiIRA-Tracels##=DHCPE%,

<tfroot>

W.C#debug wirel ess mac 48:22:54: DC. 6A: 15 to-file bootfl ash: client6al5

RA tracing start event,
conditioned on MAC address: 48:22:54:dc:6a:15
Trace condition will be automatically stopped in 1800 seconds.
Execute 'no debug wireless mac 48:22:54:dc:6a:15"' to manually stop RA tracing on this condition.



W.C#no debug wirel ess mac 48:22: 54: dc: 6a: 15

RA tracing stop event,
conditioned on MAC address: 48:22:54:dc:6a:15

W.C#nore flash:client6al5 | i DHCP

2025/08/11 06:13:48.600929726 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4822.54dc.6al5

2025/08/11 06:13:50.606037404 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

S| SF_DHCPOFFER

, giaddr: 172.16.131.254, yiaddr: 172.16.131.4, CMAC: 4822.54dc.6al5
2025/08/11 06:13:50.609855406 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

S| SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4822.54dc.6al5

2025/08/11 06:13:50.613054692 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

S| SF_DHCPACK

, giaddr: 172.16.131.254, yiaddr: 172.16.131.4, CMAC: 4822.54dc.6al5

HEEFERE , RIRQPMB|TLLANZ SR LR RZBREHRRERE.

<tfroot>

W.C#show wi rel ess devi ce-tracki ng dat abase nac 4822. 54dc. 6al5

MAC VLAN TIF-HDL IP

4822. 54dc. 6al5

1 0x90000006

172.16.131. 4

0x00000000
fe80::b070:b7el:cc52:69ed

ENDHCPEREEARKREHITAR,

<ttroot>

APl#debug client 48:22:54:DC: 6A: 15

AP1#t er m npn

(info):

(info):

(info):

(info):

RX:

RX:

RX:

RX:

DHCPv4 from

DHCPv4 from

DHCPv4 from

DHCPv4 from

interfac

interfac

interfac

interfac

ZONE-ID/VRF-NAME

0x80000001



AP1#

Aug 11 05:37:47 AP1 kernel: [*

[U-W

DHCP_DI SCOVER

: TransId 0x76281006
Aug 11 05:37:47 AP1 kernel:
Aug 11 05:37:47 AP1 kernel:
Aug 11 05:37:47 AP1 kernel:
Aug 11 05:37:49 AP1 kernel:
Aug 11 05:37:49 AP1 kernel:
Aug 11 05:37:49 AP1 kernel:

[D:W

DHCP_OFFER

: TransId 0x76281006 tag:534

08/11/2025

*08/11/2025
*08/11/2025
*08/11/2025
*08/11/2025
*08/11/2025
*08/11/2025

05:
05:
05:
05:
05:
05:

137:

37:
37:
37:
37:
37:
37:

47.

47.
47.
.3533]
49.
49.
49.

47

35301

3531]
3533]

35871
3588]
3589]

[1754890667:353058] [AP1l] [48:22:54:dc:6a:15] <

chatter: dhcp_reg_local_sw_nonat: 1754890667.35
chatter: dhcp_from_inet: 1754890667.353287600:
chatter: dhcp_reply_nonat: 1754890667.353287600
chatter: dhcp_from_inet: 1754890669.358709760:
chatter: dhcp_reply_nonat: 1754890669.358709760
[1754890669:358910] [AP1] [48:22:54:dc:6a:15]

Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3671] [1754890669:367110] [AP1] [48:22:54:dc:6a:15] <

[U W DHCP_REQUEST

: TransId 0x76281006

Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3671] chatter: dhcp_reg_local_sw_nonat: 1754890669.36
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3709] [1754890669:370945] [AP1] [48:22:54:dc:6a:15]

[D:W

DHCP_ACK

: TransId 0x76281006 tag:536

Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3733] [1754890669:373312] [AP1] [48:22:54:dc:6a:15] <

[D:A] DHCP_OFFER

: TransId 0x76281006 [



Tx Success

] tag:534
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3983]

(DAl

DHCP_ACK

: TransId 0x76281006 [

Tx Success

] tag:53

* U W= Uplink Packet fromCient to Wreless Driver

* DW= Downl i nk Packet fromCient to Cick Mdule

* D. A = Downlink Packet fromdient sent over the air

[1754890669:398318] [AP1] [48:22:54:dc:6a:15] <



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



