T #ESDAT L LRI B ASGT/L2VNID S Bie

ﬁﬁ/\

AN BIE B R AERE R T54£802.1x SSID L B B S ASGTHL2VNIDH 12,

FERFRAM
=R

Cisco BB THLUTEE :

- AP ANERS(RADIUS)

- & BEMEFIZR(WLC)

- BRSEIZ (ISE)

. REMFFIZ(SGT)

« L2VNID ( S22 E AP EFRIRAF )

- XIFSDIHMERIRIEENTL ( SDAL )

. E{I2/ID%H BHL(LISP)

- EELAY R BEEM(VXLAN)

o RIRFEREIE G FE(CP) ML L& T K(EN)

- Catalyst Center ( CatC , LABI#:JI Cisco DNA Center )

ERREHF

WLC 9800 Cisco IOS® XEhx2<17.6.4

ERI0oS® XE



ISERRAR2.7
CatChr42.3.5.6

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , FHRRETHEAARTHBELE,

i1b B /=
B 515 /%\

SD-AccessHx#HH 2 — = &I Scalable GroupsSKIHIVNH Y #4 2 BR o

SCTHIR X IFRRIEMENWLANSSSIDES D E ( EATIITRE , EEiINERT AT MAIIREE
FEBR, RN ITERFERARNEGHERE LHRBAERETEYE ), B2 , EFZRARIBE
d,BEAEEIR-WLANHNAFZEE—ATRMNKRBEENEZIZE, ki, ERELEBRT , FE
NE—RBREMEWLANAH B EZF iR R AENIPHEL | UENENAETFIPHSERKEFER

NFEWIPF U ESR, L2VNID ( E2EE LM EIRRAF ) RFEWERM A TR LLAFE TR F
FSEESE, A SFVXLANIR X FHIL2VNID &R % B ST # 4B B8 45 5 s (EN) , RIERFEXE T

T RIAIL2 VLAN,

EER-WLANFXRHEHNE  SEFMAZHSSCTHM/HL2VNIDZ Bl WLCHEL IR FH1E R

, REREDISERHTHORIE , ISEEATREEEZENATIHEF NS LSRR , HESORIER
Ih/EIRESGTH/HL2VNIDE B

hFh

NTTHUESENTHERE  BINERAEKIRAITRT —RHE



172.16.201.66

+
ol

FEEEE S

172.16.201.206

LoO: 172.16.201.4

LoO: 172.16.69.68

10.10.10.% 10.10.30.x
SGT=0 =  SGT=18

488b.0a%7.0120 O8be.acl8.c4d9

FEATRBIH , WLANBRSEENR :

« L2VNID = 8198 / IP}th & #:= Pegasus_Read_Only —> VLAN 1030 (10.10.10.x)
« ESGT

ERETLE IR SIRIMA TSI

« L2VNID = 8199 / IPith & #5= 10_10_30_0-READONLY_VN —> VLAN 1031 (10.10.30.x)
+ SGT =18

BoE



B, RNEEBEMEXHWLANAREEBRES RN, 461+ £EAKN R “TC2E-druedahe-
802.1x"SSID, AR B T4RIER , SDANBHECatCE X , R RNV ITREHPHEENAS
o TEProvision/SD-Access/Fabric Sites/<specific Fabric site>/Host Onboarding/Wireless SSIDs T~

* Pegasus-3
Pegasus-3
Fabric Infrastructure Host Onboarding Mare Actions »
Authentication WVirtual Networks Wireless S51Ds Port Assignment
E fess hu
=Q tc2é
i
5510 Name Type Security 1::“": Address Pool Scalable Group
! ool
JPA: Voies + .
TC2E-druedahe-PSK Enterprise e . Pegasus_Read_Only b
Persanal Data
Paol
: WPAZ Voice + BGT
TC2E-druedahe-B021X Enterprise : Pegasus_Read_Only N -
Enterprise Data

SSIDBR ST T & ) “Pegasus_Read_Only"#yIPit , # EI& &S S BSCT , XEWKESGT=0, XEIK
B, NRELEFRRINEEZEHSHRIE , MISEFRXXFEMEMHREH#THASE , MXETL
EFPIRRE.

PP B SMEFEE FWLCE B 2 81, X 1] LUE S 7£ CatCHY B2 A P 4% Fr iF 1Pt %8 0 9 “Wireless
Pool"R5E X :

VLAN MName = IP Address Pool VLAN ID Layer 2 VNID Traffic Type Security Group Wireless Pool

10_10.. LY_VN _ 1031 8199 Data ; Enabled

EWLC GUIR #IConfiguration/Wireless/Fabric , L BERMUATHR :



lyst 9800-CL Wireless Controller Nelcome dnacadmin

Configuration™ » Wireless ™ > Fabric

Fabric Status ENABLED .|

Fabric VNID Mapping

» Jhi
Name Y LZVNID Y L3VND
[J Pegasus_APs B196 4097
[0 Pegasus_Read_Only 5198
[ 10_10_30_0-READONLY_VN 5199
1 10 v

“Pegasus_Read_Only”th % [EF8198 L2VNID , HBAIFLERMNNEF /KM F8199 L2VNID L , XE
KEISEREEZEBHMNWLCHEFimEA“10_10_30_0-READONLY_VN’#i, EFE , WLCHFEEXR
BEVLANRE AR E. ©REAEL2VNID, RS , B/ RS EISDAKIRIEMENF I EVLAN,

1A
RER G KSCT/L2VNIDB A S B BB RV EER N A FIEEIR 2 —
1. EEEIBEWLANN ELE P s ETXESCRIE, (BIASSCTHEREA ) .
2. TEEF i ARBIEDHCPIREIPHE L |, 30E RMBEFEWLAN LA 7 MSEE REUPH L
( BIAL2VNIDZ EEEE ) -
MEHR T EXMIREFEMEXRT KBRIL,
|ISERiE

B RISE, ¥ZEISE GUIR Operation/RADIUS/Live Logs/F fif Fi o4k & P i MAC e it /E 9
Endpoint IDFEHFRITIERR , A5 K[ hDetailsEFx :



sl Identity Services Engine

Home » Context Visibility = Dperations » Policy

»+ Administration » Work Cenlers

=RADIUS | Threat-Centric NAC Live Logs  » TACACS

Liwa Loge Live Sestions
—

Misconfigured Supplicants €

0 0

& Rafrash © Reset Repeat Counts & Export To~

Time Status Details

i e

Nowv 28, 2023 07:19:52.040 PM Q 0

Repeat Count

0
Nowv 28, 2023 07:19:52.009 PM o

RE2TFEZ - INEEFHRIEFAFEEAER R, BIONETEXIHIHS ,

Misconfigured Network Devices @

» Troubleshoat  » Adaplive Network Control  Reports

Click hera to do visibility

RADIUS Drops @

1 0

Repeat Cou|

0

Client Stopped Responding @

Refresh Every 10 seconds | Show | Latest 100 re|

Identity Endpaoint 1D Endpoint P Authenticat Autharization Profiles
0BBEAC18:C4D9 x Er

druedahe 0E.BEAC18:C4D9 TC2E-Wirele TC2E-8021X

drusdahe 08:BELAC18:C4D9 Micresoft-W TC2E-Wirele... TC2E-8021X

BLRFNEE R -

Overview
Event
Username
Endpoint Id

Endpoint Profile

Authentication Policy

Authonization Policy

Authorization Result

5200 Authentication succeeded
druedahe

08:BE:AC;18:C4:D9 &
Microsoft-Workstation

TC2E-Wireless == Authentication Rule 1
TC2E-Wireless == Authorization Rule 1

TCZ2E-8021X

BRERAMTLEEFim S ORIEER T HARKERTHRKE, NREE K WEBREHES
ISEXRBEELE , BEHABRTEARNENTILEEZR.

ZRETRTISEREFWLCHAR, BREHIALTESGTHML2VNID , FtXEHESXMITEE L
, #HER., BEERR :

1. L2VNID B #rE R “Tunnel-Private-Group-ID"B &%, ISE2ZR [E]E #7(10_10_30_0-
READONLY_VN)Ti 7 £id (8199).

2. SGT#E R “cisco-av-pair’ &%, TEcts : security-group-tagB & |, iEE= , SGTEU T+ #I
(12)FTR R~ A fEascii (18)F , BEE1#HE. TC2E_LeargerZISEHNEZBHISGTHE o



WLCHiE

EWLCH |, ZATTAT LA A show wireless fabric client summary@ SR EZFFIRIRES |, H £ Hshow
wireless fabric summary X ¥ IA 3TIRAEREEL B MFE NS 2 ERIL2VNID :

<#froot>

eWLC#

show wi rel ess fabric client summary

Number of Fabric Clients : 1

MAC Address AP Name

WLAN State

Protocol Method L2 VNID

08be.acl8.c4d9 DNA12-AP-01

8199

172.16.69.68

<{froot>
eWLC4#

show wi rel ess fabric sunmary

Fabric Status : Enabled

Control-plane:
Name

IP-address

1llac Dotlx

default-control-plane

Fabric VNID Mapping:

172.16.201.4

L3-VNID

f9afal

IP Address

Subnet Control plane n

Name L2-VNID
Pegasus_APs 8196
Pegasus_Extended 8207
Pegasus_Read_Only 8198

10_10_30_0- READONLY_VN

8199

10.10.99.0

0.0.0.0

255.255.255.0 default-cont
0.0.0.0 default-con
0.0.0.0 default-co

default-control-plane

MRRRRTHELR , R ATUEWLCHERTLEFIRMACHEILAIRAIRER , SUETEE B MISERE

W TR, BXROAREUGERFIRAIRA Traceshii HVER |

BES LT XA

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg/m_debug_ra_ewlc.html?bookSearch=true

quide/b wl 17 6 ca/m debug ra ewlc.html?bookSearch=true

EEZEFIRHIRA Tracefi HF |, ISEAEHE HEERADIUS Access-AcceptBiIB 2125 -

<#root>

{wncd_x_R0-0}{1}: [radius] [21860]:
Access- Accept

, len 425

{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
Tunnel - Pri vat e- G oup- | d[ 81] 25

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

Cisco AVpair

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

Cisco AVpair

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

Ewncd_x_RO—O}{l}:
{wncd_x_R0-0}{1}:

Ewncd_x_RO—O}{l}:
{wncd_x_R0-0}{1}:

[radius] [21860]:
[radius] [21860]:
[radius] [21860]:

[ 1] 32

[radius] [21860]:
[radius] [21860]:

[1] 28

[radius] [21860]:
[radius] [21860]:
[radius] [21860]:

[epm-misc] [21860]:
[epm-misc] [21860]:

[auth-mgr] [21860]:
[cTient-auth] [21860]:

(info):

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

01:

01:

01:

(info):
(info):
(info):

(info): RADIUS:
(info): RADIUS:

(info): RADIUS:
(info): RADIUS:
(info): RADIUS:

(info):
(info):

(info):

ARG , WLCHEISGTHIL2VNIDEEE RKi%EF :

RADIUS:

RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

RADIUS:
RADIUS:
RADIUS:

Received from id 1812/14 172.16.201.206:0,

authenticator c6 ac 95 5c 95 22 ea b6 - 21 7d 8a f

User-Name [1]
Class [25]
Tunnel-Type [64]
Tunnel-Medium-Type [65]
EAP-Message [79]

Message-Authenticator[80]

"10_10_30_0- READONLY_VN'

"cts:security-group-tag=0012-01"

"cts:sgt-name=TC2E_Lear ners"

EAP-Key-Name [102]
Vendor, Cisco [26]
Vendor, Cisco [26]
Vendor, Cisco [26]
Cisco AVpair [1]
Vendor, Microsoft [26]

1. BIXCAPWAP ( oA SRV REE ) HEAR(AP).

2. BELISPHY R AEFFCP,
ARG, KRAEFFCPELISPRSCGTERIEFEEAPH THAEMFEN,
ST 0 B 4 ol P 4% 300 UE

T—FZRRIUIERREFENRERRSERHES . show vian@a THIAEL2VNID 8199KERHY

10
53

67
38

34

26
20
58

"druedahe"

VLAN

ALL_802

"cts:vn=READONLY_V

[08be.acl8.c4d9:capwap_9000000a] Username druedahe receiv
[08be.acl8.c4d9: capwap_9000000a] VN READONLY_VN received

[08be.ac18.c4d9:capwap_9000000a] User Profile applied suc
(note): MAC: 08be.acl8.c4d9 ADD MOBILE sent. Client state fla


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg/m_debug_ra_ewlc.html?bookSearch=true

VLAN :

<#root>

EDGE-01#

show vlian | i 819

1028 Pegasus_APs active Tu0:8196, Gil/0/4, Gi1/0/5, Gil1/0/6, Gil/0/10, Gil/0/18
1030 Pegasus_Read_Only active Tu0:8198, Gil1/0/15

1031 10_10_30_0- READONLY_WN
active
TuO: 8199

, Gi1/0/1, Gi1/0/2, Gil/0/9

FATATLAFE EIL2VNID 81998 5 EVLAN 1031,

¥ B show device-tracking database mac <mac address>a E R ELEF w2 SN TAEN
VLANLL :

<#root>
EDGE-01#
show devi ce-tracki ng dat abase mac 08be. ac18. c4d9

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%

Time source is NTP, 15:16:09.219 UTC Thu Nov 23 2023

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age state

macDB has 0 entries for mac 08be.acl8.c4d9,vlan 1028, 0 dynamic
macDB has 2 entries for mac 08be.acl8.c4d9,vlan 1030, O dynamic
DH4

10. 10. 30. 12 08be. ac18. c4d9
Acl
1031

0025 96s REACHABLE 147 s try 0(691033 s)

B&Ja , show cts role-based sgt-map vrf <vrf name> allis SR P B A EF IHSGTE, EAHIH
, VLAN 10312“READONLY_VN” VRFH  —Zf % :



<#froot>

EDGE-01#

show cts rol e-based sgt-map vrf READONLY_VN al

Load for five secs: 1%/0%; one minute: 1%; five minutes:

Time source is NTP, 10:54:01.496 UTC Fri Dec 1 2023
Active IPv4-SGT Bindings Information

IP Address SGT Source

10.10. 30. 12

18

LOCAL
10.10.30.14 4 LOCAL

1%



R SDARMBERFFHNTLE iR ( RUTHLEFF I ) BB M TrustSec (CTS) K g
KHEHENTTR , A ZAPHWLC,

X4¥ , ENRTBAR A NI ESGTHES BRI K o

WMERX R IERIESR |, N AT LAEENAEHdebug lisp control-plane allif SR EE R EEWRE
WLCHILISPEH :

<#root>
378879: Nov 28 18:49:51.376: [MS] LISP: Session VRF default, Local 172.16.69.68, Peer 172.16.201.4:434
w ¢ mappi ng-notification

for IID 8199 EID 08be.acl8.c4d9/48 (state: Up, RX 0, TX 0).
378880: Nov 28 18:49:51.376: [XTR] LISP-0 IID 8199 MAC: Map Server 172.16.201.4,

W.C Map-Notify for EID 08be. ac18. c4d9

has 0 Host IP records, TTL=1440.
378881: Nov 28 18:49:51.376: [XTR] LISP-0 IID 8199: WLC entry prefix 08be.acl18.c4d9/48 client, Created.
378888: Nov 28 18:49:51.377: [XTR] LISP-0 IID 8199 MAC:

S| SF event

scheduled Add of client MAC 08be.acl8.c4d9.
378889: Nov 28 18:49:51.377: [XTR] LISP: MAC,

SISF L2 tabl e event CREATED for 08be.ac18.c4d9 in Vlan 1031

, IfNum 92, old IfNum 0, tunnel ifNum 89.

HER , LISPEAIE LACPEW , REHCPREPKSIEN, WELLISPER T SIZSISFRIRF
RERFE , FRZEIENEEN D, ST BESUATIXEFTLE !

<#root>
EDGE-01#
show i sp instance-id 8199 ethernet database wic clients detail

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%
Time source is NTP, 21:23:31.737 UTC Wed Nov 29 2023

WLC cTlients/access-points information for router Tisp 0 IID

8199

Hardware Address: 08be.acl8.c4d9

Type: client
Sources: 1

Tunnel Update: Signalled
Source MS: 172.16.201.4

RLOC: 172.16.69.68



Up time: 00:01:09

Metadata length: 34

Metadata (hex): 00 01 00 22 00 01 00 OC OA OA 63 OB 00 00 10 01
00 02 00 06 00

12

00 03 00 OC 00 OO 00 00 65 67
AB 7B

AR TBER D PREEIVENRERNFNITEDENSCT 1889+ AHFRA, XiE
KENTRELINF T

BRI RIE

&fE , BIEAJUERAENZRI AW BRAXBFEZHIR(EPC)TE , EFRF /IR BTE S NIE
TAPE . BXIMTETEPCREBIRXHNES , BEH



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-
3/configuration guide/nmagmt/b 173 nmgmt 9300 cg/configuring packet capture.html

EABF , TLEFIRE S EE T NMKXHBping :

Time | Arrival Time | Source | Destination | VXLAN b| Protocol | Identification | Length | Info
8 ©0.082365 2023-12-91 18:47:34.384734 10.18.30.12 10.10.30.1 8199 ICMP 8x@lel (481),0x. 124 Echo (ping) request
18 0.000028 2023-12-01 18:47:39.277504 10.10.30.12 10.10.30.1 8199 ICMP ex@le3 (483),0x. 124 Echo (ping) request

EEE | BTAPHENS SRER T 4 5 S W E IR A2 M RVXLANBSE | EILH S0 2 g H
ok BAPHYVXLANIR L -

> Frame 8: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
> Ethernet II, Src: Cisco_@c:2e:c@® (70:f0:96:0c:2e:c@), Dst: Cisco_9f:ff:5f (00:00:8c:9f:ff:5f)
» Internet Protocol Version 4, Src: 10.10.99.11, Dst: 172.16.69.68

> User Datagram Protocol, Src Port: 49269, Dst Port: 4789

b Virtual eXtensible Local Area Network

> Ethernet II, Src: EdimaxTe_18:c4:d9 (@8:be:ac:18:c4:d9), Dst: Cisco_9f:fb:fd (@0:00:@c:9f:fb:fd)
> Internet Protocol Version 4, Src: 10.10.30.12, Dst: 10.10.30.1

& Internet Control Message Protocol

R38R ZAP [Pi3(10.10.99.11) , B#RZEN Loopback0 ipiiit (172.16.69.68), EVXLANIEL
, BT AE R RN EL BT P mEBIE , A6 NICMPEIED.

Bja , REVXLANHRX :

Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
lies suas ssss sess = GBP Extension: Defined
l.os 2ses ssss = VXLAN Network ID (VNI): True
asnss ssss s0us 2aas = Don't Learn: False

saas ssss a2nss B... = Policy Applied: False
.000 .000 0.00 .000 Reserved(R): 0x0000
Group Policy ID: 18
VXLAN Network Identifier (VNI): 8199
Reserved: ©

SEESGTEENARKEID -EAFF , XHascitg= , L2ZVNIDEERN VXLANF EFRIZAF(VNI),


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



