fi£ FCLIaE S HEBRACI SR L E 4 1 TR B FE
B =%

show version

show module

show environment

show diagnostic result module all

show discoveryissues
BER{IEETHEE

show version

show module

show environment

show diagnostic result module all

APICELEZR 5

show version

show faults leaf

show faults history leaf
T S XEHMOQUERY

= B TAETLE

AN ABBACIEH METHEDRR , BFSREK, KRNBFERLEMAPICIHRKEK,

>t

o3

LEERAFNSTFIMARERRIRANNBR T , BT LE R FRK S HACIIRAL



a3

, REBHADREBEER T,

MERANBHELRETTIR , REHTIEMARRRE | RBEREKAPIC LATES) SHRAL R

- ELHONBH — RIFREGERX, kA, EEFREMIERSTHRIE,
- BHENTE — REER, B8R, KEMEE.

- Ul — BWIEEEL[IE, KFNXMRIEFERRIEL M
 APICKEX — WIEZ R [AE S B E M A £ 18 %,
- BETHENRKE —NETHEL RS EAE2E, FIRNERDT.

F

TRIR 7R K

R

show module

a4 YN EREE F—5TH
_— _ RS KA FACHE S
“g;g’;f‘*ﬁ show version ;\f”?g;%};’f”& B LU E R
T BN R R | DR P AL IR

"R MTRN , FAFEANE
a8

RBBEEFE, X

show environment

ETPSUN'ER" , R
BRENER  RE
HER

MR- FERL T XA
"RSHITRPSU |, BEFA LKA
RERITEE,

show diagnostic result
module all

MHE R ” ATFEST
TEB IR

MREANHRF, AR
", W RERAR IR P

MREMRERY , BFEHFER

leaf <node-id>

S99 A DN

KERIHR . . RGRD, BE, B o :
.~ |show discoveryissues -k T HMPREEYREZIEEREL
BAEMEEL VLANFIRBE T HRE i
show faults leaf <node- = I o = o T o S = A
#EAPIC £ 3B [id>Sishow faults history WERE, FTEMNTE |EAAPICREREEREE

RN LS4 T,

B UFFL IE




EBBETRESZEH , BRIEITAREBEAI, EMHAEESITACIERNEKMG. X TRBENER
MEL KM E |, B FAbuilt-show discoveryissuesincommand H EIAAPICHR & 17 24 F RS+

BIERRI R EL TACIHER

<tfroot>

Teaf-A#

show ver si on

Software
BIOS: version 05.53
kickstart: version 16.1(3f) [build 16.1(31)]
system: version 16.1(3f) [build 16.1(3f)]
PE: version 6.1(3f)
kickstart image file is: /bootflash/aci-n9000-dk9.16.1.3f.bin <--- ACI mode indicator
system image file 1is: /bootflash/auto-s

Hardware
cisco N9K-C93108TC-FX ("supervisor")
Device name: leaf-A

Last reset at 241000 usecs after Wed Mar 11 17:28:38 2026 JST
Reason: reset-requested-by-cli-command-reload

EEXTHE  BIMRETEE , BaIBRE aci-n9000" 7k , EE R K A AER,

THOBERRR - W8 RFEACUE TR REAT M I NXOSBRT f.
Rl ST

D EABENERMN ZRAEREE, @WHETSRAACIERM , RRT £ RHRAANEER
REMBEFIRE

show version
BITHGSURIERER, REERX, EEETHBEMEXEERRA,

<tfroot>

Teaf-A#

show ver si on



Software
BIOS: version 05.53
kickstart: version 16.1(3f) [build 16.1(3f)]
system: version 16.1(3f) [build 16.1(3f)]

PE: version 6.1(3f)
kickstart image file is: /bootflash/aci-n9000-dk9.16.1.3f.bin
system image file is: /bootflash/auto-s

Hardware

cisco N9K-C93108TC-FX ("supervisor™)
Device name: leaf-A

Kernel uptime is 29 day(s), 19 hour(s), 52 minute(s), 45 second(s)

Last reset at 241000 usecs after Wed Mar 11 17:28:38 2026 JST
Reason: reset-requested-by-cli-command-reload
Service: PolicyElem Ch reload

show module

BT T AR IR RS TEIRE BRI E LD W 4E

<tfroot>

Teaf-A#

show nodul e

Mod Ports Module-Type Mode Status

1 54 48x10G+6x40/100G Switch N9K-C93108TC-FX ok

1 pass <--- basic diagnostic baseline

BREXTHE  FEHERRFok , HEEKRHIZEIRS Fpass.

THNBRKRE | RIRTNokHZ KRS RET

show environment

EITHESUKRIEPSU, XEMBIRES,

<ffroot>

Teaf-A#



show envi r onnent

Power Supply:
Supply Model

Output

1 NXA-PAC-500wW-PE

2 NXA-PAC-500wW-PE

Fan:

Fanl(sys_fanl)
Fan2(sys_fan2)
Fan3(sys_fan3)
Fan4 (sys_fan4)

Temperature:

1 InTet(l)

1 outlet(2)

1 x86 processor
1 Homewood(4)

NXA-FAN-30CFM-F
NXA-FAN-30CFM-F
NXA-FAN-30CFM-F
NXA-FAN-30CFM-F

37 normal
38 normal
(3) 71 normal
56 normal

0w
219 W

Status:
Status:
Status:
Status:

Capacity

Status
500 W shut
500 W ok

ok
ok
ok
ok

EEXTH  FIYPSULEE , NELEE , EELEE.

THEFNERERZ :

show diagnostic result module all

<--- redundant PSU not in use

BITPSUREHIE, NBRESTEEFREFTMRMERRBFERE

BT ARIESSBRAVEXALIZHT N iR | MR R Zshow module R EFER,

<ffroot>

Teaf-A#

show di agnostic result nodul e al

Current bootup diagnostic level: bypass

Incomplete,

Module 1: 48x10G (Active)

Test results: (. = Pass, F = Fail, I =

U = Untested, A = Abort, E = Error disabled)
1) bios-mem--------——--——————————- >
2) mgmtp-lb--------——-mm - >

22) cpu-cache-------—---——————————- >

23) mem-health---------------—-———- >

24) ssd-acC-------------—---———m - >

33) fpga-reg-chk-----—--——----—————- >

43) tahoe-mem------------———----—- >

EEXTHE MAELFENRAEE R,



THNBRKZ | BHEHHF, INAGR

show discoveryissues

Th e B ARUE BOEM, B, EMIREVLIANTZEIZBR A, XENRHIRIEEANE
T~

Bl fﬂi
g3

<{froot>

Teaf-A#
show di scoveryi ssues

Check 3 HW Modules Check
Test0l1l Fans status check PASSED
Test02 Power Supply status check FAILED
[Warn] Operational state of sys/ch/psuslot-1/psu is: shut
[Info] Ignore this if it is a redundant power supply

Check 5 System State
Test0l Check System State PASSED
[Info] TopSystem State 1is : in-service

Check 8 Infra VLAN Check
Test01l Check if infra VLAN is received PASSED
[Info] Infra VLAN received is : 4093

Check 10 IS-IS Adj Info
Test01l check IS-IS adjacencies PASSED
[Info] IS-IS adjacencies found on interfaces:
[Info] ethl/54.30
[Info] ethl/51.31
[Info] ethl/53.32

Check 11 Reachability to APIC
Test01 Ping check to APIC FAILED
[Error] Ping to APIC IP 198.51.100.1 from 198.51.100.64 with MTU 1450 failed.

WREEEER , ANECERTEENESER — TF,\\\LHEHE*EPH RInsERELRIE  BER Y
ANTLEPSUXAR |, &I AA M NARRK, BARBEL T IRABRENHE , M2
ETEHANRETE,

BRICETSHT

Ao ERARRICET K. WHEHWERERHTE , BN ESH D 5 TELF, KREHFER
R, EES|IEMRGEFRR,



show version

<tfroot>

spine-A#
show ver si on

Software
BIOS: version 05.53

kickstart: version 16.1(3f) [build 16.1(3f)]
system: version 16.1(3f) [build 16.1(3f)]

kickstart image file is: /bootflash/aci-n9000-dk9.16.1.3f-cs_64.bin <--- modular spine image

PE: version 6.1(3f)
system image file is: /bootflash/auto-s
Hardware

cisco N9K-SUP-A+ ("supervisor™)
Device name: spine-A

Last reset at 983000 usecs after Wed Mar 11 17:31:09 2026 JST

Reason: reset-requested-by-cli-command-reload

show module

BT a5 SARIE LA R Ay BN E P T

<tfroot>

spine-A#

show nodul e

Mod Ports Module-Type

1 32 32p 40/100G Ethernet Module
2 32 32p 40/100G Ethernet Module
3 36 36p 40/100G Ethernet Module
22 0 Fabric Module
23 Fabric Module

0
24 0 Fabric Module

26 0 Fabric Module

27 0 Supervisor Module
28 O Supervisor Module
29 0 System Controller
30 0 System Controller

Mod Online Diag Status
pass
pass
pass

w N =

N9K-X9732C-EX
N9K-X9732C-EX
N9K-X9736C-FX
N9K-C9504-FM-E
N9K-C9504-FM-E
N9K-C9504-FM-E
N9K-C9504-FM-E
N9K-SUP-A+
N9K-SUP-A+
N9K-SC-A
N9K-SC-A

ok
active
standby
standby
active



22 pass

23 pass
24 pass
26 pass
27 pass
28 pass
29 pass
30 pass

FERRTHE &+, XREFER, EEEIENRERHR[OEE  ARYHBEIEL.

THNEBRE : RREBFERERHFER, EE5|ERERBREREMRRERIZH,

show environment

<{froot>

spine-A#
show envi r onnent

Power Supply:

Supply Mode' Output Capacity Status
1 N9K-PAC-3000W-B 1031 W 3000 W ok

2 N9K-PAC-3000W-B ow 3000 W shut

3 N9K-PAC-3000W-B 992 W 3000 W ok

4 e N/A W ow Absent

Power Usage Summary:

Power Supply redundancy mode (operational) Non-Redundant(combined)
Total Power Output (actual draw) 1523 W

Total Power Available for additional modules 1793 W

Fan:

Fanl(sys_fanl) N9K-C9504-FAN Status: ok
Fan2(sys_fan2) N9K-C9504-FAN Status: ok
Fan3(sys_fan3) N9K-C9504-FAN Status: ok
Fan4(sys_fan4) N9K-C9504-FAN Status: ok
Fan5(sys_fan5) N9K-C9504-FAN Status: ok
Fan6(sys_fan6) N9K-C9504-FAN Status: ok

Temperature:

1 ATOM processor(1l) 32 normal
3 Homewood 1instance 2(3) 78 normal
22 LAC instance 1(2) 70 normal
27 x86 processor(4) 36 normal

b RVFEERSTHREF RE , BME—IPSUE KA , Mm% —MEE N Absent. BLER TTRE
AR THFEDBARZITHERER,



show diagnostic result module all

<tfroot>

spine-A#
show di agnostic result nodul e al

Current bootup diagnostic Tevel: bypass
Module 1: 32p 40/100G Ethernet Module

1) bios-mem--------——--——————————- >
9) mvl4p-eobc-snake-----------—---—- >
39) Tcfc-conn------—--————-————-———- >
43) tahoe-mem---------—--—————————- >

Module 22: Fabric Module

10) mv110p-snake------------------- >
42) fclc-conn-----=----—--——--cc- >
43) tahoe-mem-----------------—-——- >

Module 27: Supervisor Module (Active)

24) ssd-acc----------—--—--—-—————- >
32) nvram-cksum--------—---———————- >
35) eobc-mon-------—--———--———————- >

Module 30: System Controller
11) bcm28p-snake------------——-———- >
41) pcie-bus------------------——- >

EESRETE , K THEEMNER E. BUNBIALF, JREBFERNERE S| BHEL—
EPEI L.

APICE.EZP 5

BIFMALCLIEL S |, TR IAPICILHT REFED HEN RMNA LHENREXEK, XRBAER
RAFBERBEN, SREMEXN, RRFREERSERNKREE.

show version

<#froot>

apic-A#
show versi on

RoTe Pod Node Name Version



controller
controller
controller
leaf

spine

Y el el

1 apic-A 6.1(3f)
2 apic-B 6.1(3f)
3 apic-C 6.1(3f)
101 Teaf-A n9000-16.1(3f)
201 spine-A n9000-16.1(3f)

ERERGTTE 28T , 625 L &R UE 2 &35 M 3L & B AR A — B

show faults leaf <node-id>

<#froot>

apic-A#

show faults | eaf 101

Code
Severity
Lifecycle
DN
Description

Code
Severity
Lifecycle
DN
Description

Code
Severity
Lifecycle
DN
Description

: FO532
: critical

raised

: topology/pod-1/node-101/sys/phys-[ethl/11]/phys/fault-F0532
: Port is down, reason being Link Not Connected(Connected),

used by EPG on node 101 with hostname leaf-A

: F1451
: minor

raised

: topology/pod-1/node-101/sys/ch/psuslot-1/psu/fault-F1451
: Power supply shutdown.

: F1699
: warning

raised

: topology/pod-1/node-101/sys/time/prov-198.51.100.10/status/fault-F1699
: NTP configuration on Leaf leaf-A is not synced to NTP server

tamEEER RN eSS E = — HEPGHERMNEARAO, PSURSHMEtEESL

show faults history leaf <node-id>

<#froot>

apic-A#

show faults history |leaf 101

ID
Description
Severity
Code

: 8589940065

: Port is down,
: minor

: F1394

reason:Link Not Connected(Connected), used by:Fabric



Action : modification

Life Cycle : raised

ID : 8589940026

Description : TCA: dingress drop packets rate value 233 raised above threshold 200
Severity : warning

Code : F112128

Action : creation

ID : 8589939383

Description : BGP peer is not established, current state Idle
Severity : cleared

Code : F0299

Action : deletion

ERAEIERAR R ES BB ERENBRSEAX DT K,

T RXBKHMOQUERY

<tfroot>

apic-A#
noquery -c topSystem -f 'top. System name=="spi ne- A"’

# top.System

dn : topology/pod-1/node-201/sys
name : spine-A

role : spine

state : in-service

oobMgmtAddr : 198.51.100.201

version : n9000-16.1(3F)

SER L E R ATEIAT RNAPICHE R E 5& IEE R EHE R TR T E.

WS HERR TE R

1. ER AL L1z 1Tshow version ARIFACIHER,, B, EEETHRBEMEERE,

2. 1217show module AR IR FE LIRS, MASFFHE L |,

3. 1&21Tshow environmentARKIEPSU, K& MBRERS

4. & 1Tshow diagnostic result module all A3 1 35 B B9 Bx AL12 B o

5. FERMH R E | iE1Tshow discoveryissues AL I 323 & 25 7] 3% 14 M I AERE 4B IE X R,
6

. EEAPIC L , i=z1Tshow faults leaf <node-id>E{show faults spine <node-id> , LAMENT 2 55&

B XS KB,
7. REETHEZZE BB EBETHEN®S , flfshow lldp neighbors, show ip
route vrf all, show ip ospf neighbor vrf all, show interface ethx/y trunk=Zshow vpc brief,



w=LER

R ARBREELH L P ERHINME

@& : show environmentZshow discoveryissuesik & PSULL F < R ZS o

BITRE  FPSURSER—HEFERENMESITHTREXRTLR.

BERR : T SXBREMEARIEF , —IMPSURHERE.

FRRFR  RIEEFIPSUREFZNREXNSRITERTEE , SUFHEANEER D,
RN EEER , BNTEBEIAPICTAMEKRE

@& : show discoveryissuesfF 1 RERNIRFH , BAPIC pingle &E XK,

BERE  RIUFEEMEMREERM R , STENHEANEEAPICHER,
ZETRE  WIAT SMIS-ISFERR, VLANER R HEIFE R ESNAPICH K E,

BARE : TRAUEARBNESTIREFRSUAMA |, BeHHERE2HER AR THRYE

BRGTR  EAAPICEEARNT QEEREXRRFENEREEREMAXHN ., BEMRXNERREE

WERARZFAEHILT —FRSFERE LR

« SERERFERE |, HETMAERNLL BN KK,

- EEFEAMNPSU, ANBERESRZBENTRERERE,

« show discoveryissuesTE R iFE 5 & RIFLAPICAIA M KB T A M.

- APICHFEA LIERETRE HIMMHRAERE, FRiE. BFDHBGPHE , B3 EFHEMAIBE
A
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o ACI¥RIERE R I PEHERR — ¥ 18 RIRAEREIS &
o ACIR¥RIERE RIS HERR — i8R F iR
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https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218031-troubleshoot-aci-fabric-discovery-init.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218031-troubleshoot-aci-fabric-discovery-init.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218036-troubleshoot-aci-fabric-discovery-devi.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218036-troubleshoot-aci-fabric-discovery-devi.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_01.html
https://www.cisco.com/c/zh_cn/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_cn/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_cn/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_cn/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_cn/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_cn/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/l4-l7-configuration/cisco-apic-layer-4-to-layer-7-services-deployment-guide-61x/configuring-l4-l7-route-peering-61x.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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