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o RXHEERESPANEDE £ Fabric > Fabric Policies
o I BISPANELE £ Fabric > Access Policies
« SPANZICPURLE TE Fabric > Access Policies
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BES [ BRAPICHEHERRIER P AR HI RN, AR Z] T Troubleshooting Tools and Methodology > Using SPAN
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BERBIZEBM,
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# ASPAN(ERSPAN)

RN


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html

Destination
SPAN LEAF _101 LEAF 102

Terank: SPAN I . L f 1
AF- SPAN Y1008 r "
EFG: SRAN — e
EF: 192,158 354,124 E b‘r_ | b‘r_ | L_r_ | H
w2y k2N 2N

1:32 AERSPANKI R HIFRFH

B & Al

EfZE, Fabric> AccessPolicies> Policies > Troubleshooting > SPAN

- HRAESPANBIRA" , AF1%E$EF 02 sPAN Destination Group(DST_EPG) &I,
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System Tenants Fabrig Virtual Metwaorking Admin COperations Integrations
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FEELD SPAN Destination Groups

= Manme Dascription Destination

DD DN @D

SPAN Destination Group

2: 0125 BIERSPAN B #r4A R B
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EELUTER
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SPAMN Destination Group = DST_ERG Q

3:fl & 17 R ERSPAN B R4

Hrp



BFrEH.EPG ( A4AERNHBERSPAN )

B #REPG: 3R Hl B #7448 in A3 7 /AP/EPG

BH% IP : BFRARIIP

RIP : XA LAREMIP, MREATR , WET RN T RIDATRENLAL. a0, 5I&
: 192.168.254.0/24 on node-101 => src IP 192.168.254.101

RID:BRNRE N1, ATHEERSPANIRA IR IRFIHIES

Frame 1295 114 bytes on wire (912 bits}, 114 bytes captured (912 bits) on interface \Device\NPF_{487CCA2E-2D84-: A
Ethernet » Src: Cisco f8:19:ff (@@:22:bd:f8:19:Ff), Dst: VMware b7:809:69 (88:58:56:b7:09:69)
Internet Protocol Version 4, Src: 192.168.254.181, Dst: 192.168.254.1
% G@eneric Routing Encapsulation (ERSPAN)
Flags and Versicn: @x1@88
Protocol Type: ERSPAN (8x88be)
Sequence Number: 387
% Encapsulated Remote Switch Packet ANalysis Type II

BBEL ..vh vaae e = Version: Type II (1)
. BEAL 1868 1616 = Vlan: 394
181, suus vuns waas = £05: 5
B = Encap: Originally 882.1Q encapsulated (2)
@ = Truncated: Mot truncated (B-j
...... B8 Gapa a8al = SpanID: 1
GO0 BEBE BBBE .... .... c..0 cees suas = Reserved: @
............ 2060 0000 /P8 @188 B1l1le = Index: 70
~ IEEE 882.3 Ethernet v
< >

4:7EWireshark® Z RiGIDH ERIEE

‘QE

R BEXERID , BE LA LT Wiresharkid 885 : erspan.spanid == <Flow ID>

o 8% sPaN source Group(SRC_GRP1) , AR E T“SPANJRA” | ARFIEFBIESPANIRA” :




el APIC (Fab-2)

System Tenants Fabr sorking Admin Operations  Integrations

Policies

SPAN Source Groups

5: 01215 RIERSPANIR A #Y B& 42

EELTEER :

sl APIC (Fab-2)

System Tenants a - Virtual Networking Admin Ooperations ADDS
.i reate SPAN Source Group
Name: | SRC_GRP1

Description

.
Admin State: [ Disabled

Filbar Group:

Dastination Growg: DST_EPG

Create Sources

| skes Both

6:BtEaccess ERSPANJRLH

= MamE Derscription Destination Labal

Wame Direction Source EPG

SHUNCES

Intearations

- QOO0

0 & %
Admin Stale Session Mode

ac

el

BOL

pe

[
Source Paths
Pod-1/Node-101/ethi



Hep:

Admin State : B A

B #R4A: &R SEr 82/ B 474 (DST_EPG)

- ER—EH , REMSEE+)LFMED —SPANIR.
« BEUTSHEL 0 sPaN source(SRCT):

ic Create SPAN Source (]

A SPANM Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Note: If a source doesn not have a filter group assigned
to it, it will receive a filter group from its source group (if it exists).

Mame: | SRCT

Description:
: ' I
Diraction: Bath Incoming Dutgaing J

Filter Group:

Span Drop Packets: |_|

Ty pe: EPG ‘ Routed Quitside :)

Add Source Access Paths

Source Access Path

Cancel Submit

7:Be & 17 R ERSPANJR
He
FmE o ABEL TR 2 B##ITIEE £ A, FHINE

RE : ALUARLTI : £ ( BANERKD ) . EPG ( MBNEPGHHBSHENED , BNE
BREPGHE ) S/NERERH ( L3outREAMEND )

EAREIH , EREARNERRKO,



« REMS RN FEE. EEUTER

Create SPAN Source

A SPAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Mote: If a source doesn not have a filter group assigned
Associate Source to Path (]

Path Type: Direct Port Channel | Virtual Port Channel VEC Component PC

Mede: SITEZ-L101 (Node-101)

Fath: | ethl1N

8: 812215 RIERSPANR B %

Hep .

BRARRE  f£iwO (£ ), BEEROBEE, ELUKOBEE (EBHETN , BREREER
VPC ) MIVPCHHPC ( RRVPCH — N3 , EERET R ) ZEFHTIER

TR ERERTR (REHRIVRAEETTR101)

BZ . REOQ (REHRINRHG, eth1/1)
15 (8] A #: SPAN

I RAI
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iw
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P
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1
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- o I oo W Fac3 |

1

aih 101 v !

& #

wiare 101 e e e -

|

9: 7 #h 32 A SPANKY R BIFR 1

B & R

SEMZE, Fabric> Access Policies > Policies > Troubleshooting > SPAN

- BB STHESPANBIRA” , AF1E#EF B E sPAN Destination Group(DST_EPG) RV &R,
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System Tenants Fabric Wirtual Metworking Admin Operations ntagrations

Access Palicies

SPAN Destination Groups

= Nama Description Destination

wreate SPAN Destination Group

10: 8 Z A #th 17 A SPAN B FR4E BV B8 12

EELTEER :

Create SPAN Destination Group =
Mame: QST _GHRE

Dascription

Destination Type: [ EPG Access Inerface

D D

11: 25375 RISPAN B FrE W Bt &



i

\

BAREREARED ( XA EERMSPAN )

55

BAR . WO
R A101 (REHI)

R . eth1/45 (RITBEHIH)

~
SEE - BAMRAOLTENAEMESKB@GIMEPG, L3outHinfraZbE) , N , 251K

f= -
W : F1559

R HEEI : HTSPANM BiRis AT L2 , FHIb T E NSPANELE B A#R4HDST_GRPHY
B#:DST_GRP, A BB AWM AEPG, L3Outsh Bt EVLANIEE

R B Frim O REPGH — 37 , MR G ERVIREEAERSPAN,
o BIZspaN source Group(SRC_GRP1) , A E H“SPANIRA” , A EEFE“BIESPANIRA" :
R ~000C000

Virtual Metworking Admin Cperations Integrations

SPAN Seurce Groups

O & %
= Marre Dgscription Destination Label SOUNCES Adimin Stale Session Mode




12: 812 7 #h 175 (0] SPANSR 4R #9 BR 42

EELTER:

at]anfus e "
clsco APIC (Fab-2)

System Tenants ' Virtual Metworking Admin Operations ADos

f-.:...c..’ SPAN Source Group

Name: | SRC_GRP1

Description
Admin State: :\. Disabdgd m
Filter Groug:

Destination Growp: DST_EPG

Create Sources

| sren Bath

13: 8 2 A #1157 R SPANJR A

Hep .

Admin State : B A

BFrdl: iR w021 B #R4E(DST_EPG)

- EE—ESF , REMNSEEH)FMED —NSPANIR,

« EEUAT S EL B spaN source(SRC):

Marme Direction Source EPG

Intearations

a

—_—
Source Paths
Pod-1/Node-101/ethi

Cancel



;¢ Create SPAN Source D

A S5PAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Note: If a source doesn not have a filter group assigned
to it, it will receive a filter group from its source group (if it exists).

Namea: | SRC

Description:

-~
Direction ncoming | Outgoing jl

Fitter Growp:

Span Drop Packets: []

‘\
T','pe.m EPG | Routed Outside _,J'

Add Source Access Paths

Source Access Path

14: B B 7 i1 175 [ SPANIR #9 25 IR
Hr .
@ : EIncoming, OutgoingEibothJ5 6] 2 B i %

RE  AILLEARLUTI : T ( BAMBIHREOD ) . EPG ( SBBANEPGHMEBSHENED , BNE
BREPGRE ) S/EBEEH ( L3outF EARER ) o

EAREH  EREANGRE . ABUEMNRHTRBEEREER -—TRY , ZEERSS
x#.

« REMS R+ RINREFEE. EEUTER



¢ Create SPAN Source

A SPAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Mote: If a source doesn not have a filter group assigned
Associate Source to Path D

Path Type: Direct Part Channel Virtual Port Channe VPC Component PC

MNode:  SITEZ-L107 {Node-101)

Path: ethif

Cancel Submit

15: 81 2 7 1 15 (0] SPANIR 3§ 2
Hrb .

BERA . £iw0 (£1)), EEROEE. EROEE (EFRIIETN |, BEEREEK
VPC ) MVPCHAHPC ( REVPCH —/1N X3 , BB ET R ) ZEH#TIERE

AR A5 I SPANAR R X 1R EE #lus O BIE

TR EERTR (BEHRINVRAERETR101)

BE . REO (REHRINTRA, eth1/1)

AR X TA#SPAN | AFER— &M EEE B frEAMFREAQ,



- BRNEORELTUPKRES , BFSEENTEPGL.

- YHEHUROEE(VPC)EORERNRKON , TEEAAR#HSPAN
BR , E—MERFE. EE—REHRWILL |, ERHVPCRPCHK A KN IR % O 7] LAED
B N SPANR, LA SPANT A FvPCik A ERHRE,
B2 , iETES —ABKH LR T A (Cisco Bug ID CSCvc11053), #B& , @33 Cisco Bug ID
CSCvc446431E2.1(2e). 2.2(2e)FM¥x KMRAH RN T X “VPCAHPC” LSPANMI X #F, X
, FEAE AR M AR AT SUFE R VPC R A BV OEE B E 9 SPANIR. X A FEAE A M X
vPCl% O EHY R E A SPAN,

- BEF-ARH EIROBENE NEORSEREBIE S 75 (LB FCisco Bug ID
CSCvc11053),

« PCHIVPCTEEAEARMSPANK BARIK 0. M4.1(1)FF s , PCEAEZAR#tSPANA B 3% 0o

7 SPAN(ERSPAN)

I RB

Destination
SPAN
Terank: SPAMN
AF: SPAN
EFG: BFAM
EF: 192168254, 124

— ath 145

ath 11
wiare 101

[= =

= | |
Terank: SFARM
AP GPAN S
EPG: EPGI
EF- 10100101, 124

16:3 FFERSPANMH R HI#R M

Be i R

E’rﬂﬁf:o Tenant >


https://tools.cisco.com/bugsearch/bug/CSCvc11053
https://tools.cisco.com/bugsearch/bug/CSCvc44643
https://tools.cisco.com/bugsearch/bug/CSCvc11053

> Policies > Troubleshooting > SPAN

- BRI SPANBRRA” , ASF1%E#EF 8| E sPAN Destination Group(DST_EPG) Ry &I,

Wi APIC (Fab-2) - QP OOHOOO
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= Mame Dwscription Dnestination

17: 812 FERSPAN B #r4A RV BE 2

HEUTEER :



2 Create SPAN Destination Group [ ]

18: 812 FERSPAN B4R

Hep .

BFREPGREMH, ( BIABERT , RAEREERSPANME—HF/ ) . RENBIRLIRHIAPHIEPG
B#r IP : BFR&IwAYIP

RIP : XA BAREMIP, MREATR , WET RN T RIDATREXAL. Hlan, B1&
: 192.168.254.0/24 on node-101 => src IP 192.168.254.101

FID:BINRE N1, ATRFBERSPANILHHREBIRFIBIEE. £ EHEUMRIDES , EFHAccess
ERSPANR & REV R RS IE IR

* B ZspAN source Group(SRC_GRP1) , BB HE HSPANIRA" , AFEFE“BIZESPANIRA" :



l|I:I|I5'cII|3I,' APIC (Fab-2)

SPAN Source Groups

= Mams

19: 0] 270 7 ERSPANIR 4 #Y 3% 2

EHELUTEER :

51 Create SPAN Source Group

Mame: SRC_GARM

Admin State; [ Disabled
.
Destination Group: DST_GRP
Create Sources

Mama Direction

20: 823 FERSPANIR4A

Hep .

Admin State : B A

Operations Apps
PAMN ¥
Dascription

Source EPG

Imtegrations

Dastination Labssl Sources

= QP OOROOO

ur

g E R
Admin State



B AR %% S50 0122/ B 454 (DST_EPG)

- EE—EP , REMSEEA)VFMELD —NSPANTR,
« EEUAT S EL B sPaN source(SRC):

51 Create SPAN Source Group (]
Descriplion =
Create SPAN Source (<]
Mame: SRC1
Descripticn
Creat Dirgcticn NoMming | Outgaing ‘
Mam Cource EPG:  ERGI —

D

21: 8|2 FERSPANJREPG

Hr
75 1E : fElncoming, OutgoingZboth7s 6] 2 81 $%

JREPG : A ER—HF AMFIBEEPGZ B TiE#E, ( REFHINRHIFEPGT)

R EERESPAN(ERSPAN)

wirRpl



Source
SPAN

upbnk: 100 eth 145-50
upbnk: 102 @ih 14250

Degt;lﬂh-:iun LEAE 101 " ath 114550

Terant: SFAN oth 145/ \ P, - .
AP SPAN wiare 1008 5 o
EPG: RN — '

EF- 182,168 254,124

LEAF 102

ath 11
wiane 101

22: X #r 5B ERSPANKY R R M

(=N

%ﬂﬁ:go Fabric > Fabric Policies > Policies > Troubleshooting > SPAN

- HRK/ESPANBIRA" , A% 02 sPAN Destination Group(DST_EPG) &I,
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Sy atad Tenants Wirtual Neltworking Audrin Oparations Apps Intagratiaons

SPAN Destination Groups

= Mpme D sCerigbicen Drestination

A 23: 8122 EFFERSPAN B ARA R B
EELUTEE :

i Create SPAN Destination Group [}

Mama: DST.GRP

Description:

Destination EPG: | SPAN @ SPAM SEAN

I'.'-
SPAM Version: [ Version 1 m

Enforce SPAN Version: ||

Dastination 1P | 192.168.254.1

Fource IF/Prafi: | 1921682540724

Flow 1D: [1 -
TTL: &4
MTLE 1518 ’

248X A FEFERSPAN B #R4H

Ho .



B#REPG:REBIRE B R LK IGWIEF . APHIEPG
Bi5 IP : BARKRIRHIP

RIP : XA RAEMIP, MREAR , MIRT RNTRIDATRENLMAL, Fli, 5IR
: 192.168.254.0/24 on node-101 => src IP 192.168.254.101

AID:ERINRE N1, A TFRIBERSPANIRL A REIRFIBIER. £EHEULRIDE |, FHAccess
ERSPANH & REVIR R IEHIR,

o B2 sPAN source Group(SRC_GRP1) , AR EHSPANIRA" , AFEFR“QIESPANIRA” :

el
ciseo

APIG (o - @ OOWOOO

Description Destination Label Sources Admin S1ate

25: B 2 A # A FEERSPANIR 4 1Y B £%

EHEELTEE :



4 Create SPAN Source Group ]

Marme: | SCR_GRP

Description;

-
Admin State; [ Disabled
-

Desiination Group: | DST_GRP i}
Create Sources

_h+

Mame Direction Source Paths Source Modes

Cancel Submit

26: 02 R B FERSPANIRA

He
Admin State : BH
BARd: R LT QRN BHR4E(DST_EPG)

« HEWEI—ESR , REMSZEAGH)AED TR MSource,
s BB TS EIABIER source(SRC1):



> Create SPAN Source < ]

Name:  SRC1
Description;

~

Direction: (L] nooming Outgoing )
Span Drop Packens: []
./-

1 Association: | VRF Bridge Domain
Bridge Domain; | BD1 ] F

b

Add Source Fabric Paths

Sowurce Fabric Path

Cons X o X

27: 8T F ERSPAN 3T A5 B % 13

Hep .

5@ : fEIncoming. Outgoing=both 7 6] 2 [B] &%

KEK . EVRFEMHFE < BHITIER (ER G , EFRHERBDRHITHEIR )

« RTINS MR ERFER, HEEUTER



: Create SPAN Source [ I

Mame: SCR1

Description

“
Direction Incarming | Dulgoing (_.I

Span Drop Packets: []

Eridge Domain: BD1 |‘|_._I-5 d

Add Source Fabric Paths

§ +

Saurce Fabric Path
Pod-1/Mode-101/athi/49
Pod=1/Mode-101fati /50
Pod-1/Mode-102/ath1j49
l Pod-1iNode-102/e¢thi50

0K, |

28: 7 R HEREERSPAN B 2 R B8 22

Hep .

TR :BETR

BO: THXERERKRBEET QI LITHERE (EARFF , ERAIHERFMV4N E1TEEERE )

SPANZICPU

EACI 6.2.12 81 , ACIEH R A ZIFHA#SPAN ( X#tim A0 Hres ) 2EEEA AT H
CPUﬁ#‘ED(sup- etho) , XESI LR T TS E IR,

RN



N £ 1
Destination lr
SPAM
CPU
LEAF 103

29:SPANZICPURY R BIFRFH

B iE Pl

%ﬂﬁ.fzo Fabric > Access Policies > Palicies > Troubleshooting > SPAN

- ARIESPANBFRA” , AB LR AR IEIISPAN Destination Groupo



tieo  APIC (Fab-: -~ QOO0

SPAM Destination Groups

= Mam Depcripion Dastination

30: 81 SPANZEICPU B #fRA R BR

BEELTER:

Wirtual Networking Adrmin Operations InteEgrations
Create SPAN Destination Group (<] .
SPaNI Descr |.'"- .. : ::' |'I... —

= Mam

Access Interface

31: 8 SPANZICPU B #74

Hr .

BFRRE  HREO

EEFRE . w0



BEAR 1k Esup-eth0o

o RBRIFREIAHSPANTE 2 P RMEFLE

HHFEERTRESR

https://video.cisco.com/detail/video/6389779606112

PR il

BT A Z#FHSPANEICPU:

- FX2 (R¥)
- FX3 ( F3L)
« GX (RRH#HEF)
- GX2 (M%)

» HX(Ararat)

Wi RR/ACL

15 Bl SPANBER 3T 15 B SPANR E A ACLITE RS,

b Zh8E Al RFSPANSS TE R B S & & A /% HSPANIR
HFEESPANRERERERN , B/ AT URFSPAN Acli A 2R,
Rk AR SPANFRE 7 SPANIRA /IR A #5th Zh e

TR A AR ERE

-Spanif : WIEREAA T SpanR FEXWAIEEZEOD LHNHRE,


https://video.cisco.com/detail/video/6389779606112

SPAN Scurce - SRC D

ol Creats SPAN Filler Group

32: F T 1E 15 [B)IR R 35 AN 3E 2% A9 3 T

-SpaniR4A : JiBEFA ( Hlaix ) BF iRt SpanRAEANSpanR T EXHWAIEZEO LNRE,

SPAN Source Group - SRC_GRP c

33: A T 17 HIRA AR I IS B AV 1L T

MR ESpanfRE AR 5I IS4 ( Hliny ) KBk , NERZIEEFAH (y) RIS E I FESpaniRE FFrE
O WA

— EREANANTEREABINATZRAPNAER.

— HERMN AN IERASGER T1ZR.

— BIERRA R A TIREA AR IZRARIR , WA TR ERAML K.

— MIBRER ERRAKNTRERE , B3R RREARRARSIERA.

— MIBRBI A TIRARVTIERRE |, BN ML B4R S ZRA W PR A TR I BRiZS IR RR 4

EOIEYIESR , TUERANTER :
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SR SPAN Source Group - SRE_GRP

= Mo 10 LT

35 EGUIRRIEATE

« #ZCLI APICH :

BRI FERE BB R AT B SPAN/ &1

show monitor summary

BERRBTREXE -

show monitor access session all
show monitor tenant session all

show monitor fabric session all

o ECLUERRALA :

show monitor session all

-

SITE2-L101# show monitor session all
session 11

name : SRC_GRP1

description : Span session 11
type : erspan

scale-mode : filter

version : 2

oper version : 2

state : up (active)

erspan-id : 1

granularity :

Sassion 1D

Acministrateng State

Oparationad State

=D



vrf-name : SPAN:SPAN

acl-name :

ip-ttl : 64

ip-dscp : ip-dscp not specified
destination-ip : 192.168.254.1/32
origin-ip : 192.168.254.101/24. >>>> node ID 101
mode : access

Filter Group : None

source intf :

rx : [Ethl/1]

tx : [Ethl/1]

both : [Ethl/1]

source VLANs :

rx :

tx :

both :

filter VLANs : filter not specified
filter L30uts : filter not specified

REAPTRIANRERBERR , URR, BRBRAFMFRED (MRExHMxPFIH , WF@EER
BERNRE )
EEFBRAEERSER , BMNERKEspan2EID , RBSITU TSRS :

Bl

SITE2-L101# show system internal span-mgr session 11

SSN id 11 name "infra_SRC_GRP1_DST_GRP_DST_GRP" ptr 0x562a21a24b70 Admin UP nSrcsUP 1 Dst ERSPAN UP
Scale mode FILTER
vrfName SPAN:SPAN vnid 2752515 SrcIP 192.168.254.101/24 DstIP 192.168.254.1/32 flowId 1 ttl 64
vrf_id 5 table_id Ox5 vrf_vnid 2752515 (0x2a0003) slot 0 urib_nh_reg 1 epm_registered 1
Spine Proxy NH: RESOLVED nh_is_fabric 1 nh_dtep_ip 0xa00e042 nh_flag 1 nh_if_idx 0x1a031009 nh
Local NH: NOT Resolved ep_valid 0 ep_mac 00:00:00:00:00:00 ep_vlian 0 ep_if_idx 0x0
ep_flags 0 ep_tun_if_idx Ox0 ep_nh_mac 00:00:00:00:00:00 ep_nh_dtep_ip 0x0 ep_nh_ifid
COOP NH: NOT Resolved coop_valid O coop_tep_ip 0x0
Span Offset 255
Filter Group ID: O
(src-name, flt-grp-id) associations:
Src name: "SRC" Filter Group ID: O
SRC: id 17 ptr 0x562a21a22170 ssn_id 11 mode Access type Port dir ING-EGR vlan 0 if_idx
vlan_type INVALID hw_vlan O hw_vlan_up DOWN if_up UP is_fex 0 is_pc 0 slot -1 pc_mb
Per SSN Summary: SSN 11 n_srcs_per_ssn 1 srcs UP 1

Summary: nSSNs: 1 nSSNs UP: 1 nSrcs 1 nSrcs UP 1

WA ENERSPANZ13E



ERSPANKRZS (38 )

ERSPANEZEE SN BE TG EKR R FIZE BIR. GREA T HR. GRERK LERSPANAYIHY
KA H0x88be,

Finternet TIRESH(ETF) XA , ERSPANRMRA# IR AR E TR 2IRA,
ERSPANE=fEH, — =, =, WWRFCEXRHIZFIERSPANFKHE, 4 , ltGRE REFC1701t8

BBTF 7T HENERSPANEH,
LT REMEBNBIEEKR

ERSPANZE#| ( FHBroadcom Trident 26 )

Ethernet IP GRE Ethernet P

header header header header header Feytead
) 1 2 3
01234567890123456789%012345678%90]1
s ek T T e e e s et L T e e e e e aat T O L
1010101000000 000000000 | 00000 Protocol T}'po (0x8Bhe=ERSPAN) |
+ + + + + + + + + + + + + + + + + + + 4+ + + + + + + + + + + + + +
R | ¥ YO0 s

36:ERSPANR A GREFR k

a0 | wiresharkE REA TSR -

Frame 1: 186 bytes on wire [B48 bits), 186 bytes captured (842 bits) om interface \Device\WPF_{4870C42E~ 20844078

Etherngt II, Src: Claco TE:19:0F (00:22:bd:fE:19:01), Dst: Veare B7:09:60 [(D9:50:56:b7:09:69)
Internet Protocel Version 4, Sre: 192, 165,294,100, Dst: 192, 168.254.1
Generlic Routing Encapsulation [ERSPAN]
Flags amd Versios: Socbbea
Protocol Type: ERGPAN (OxSbbe)
Encapiulated Remcte Switch Packet AMalyiis Type I

Ethernet II, Srci Cisco_foid8red (ZBiaciSerfcidoced), Dst: PVST+ (@1rB@i8cicciccicd)
BOZ.1¢ virtual LAM, PRI: 5, DEI: @, ID: 362

Legical:=Link Contral

Spanning Tree Protocol

37:FEwireshark 5 3 1iF i 4


https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://www.rfc-editor.org/rfc/rfc1701

RBEIFFEAGRERL LN FIIFER. EEEFEAERSPANIRL ( IR ZERSPANSEIIAIN , N
B3R K M IEEGREHR K ) » Broadcom Trident 2/X X i lkERSPANE # |,

ERSPANSE &I
header header header header header header ayen

38:ERSPANRZNIIHY GRER 3k

Wireshark =415 :

Frame 129: 114 bytes on wire (912 bits), 114 bytes captured (312 bits) om interface \Device\WPF_{487CC42E-2084-4
Ethernet II; Srci Cisco_fBil%:ff (@d:i2ibd:fB:19:FF), Dst: Veare_b7:09:69 (80:50:56:b7:89:49)
Internet Pretocol Version 4, Sre: 102.168,354.101, Dst: 192.168.154.1

* Generic Routing Encapsulation (ERSFAN)

Pretocol Type: ERSPAN (0:xBEbe)

[v Encopsulated Remote Switch Packet AMalysis Type II ]
BOL . vn sess saas = Werslonr Type II (1)

vo OO 1RNMY 1910 = Wlan: 594

o T T T = 005 %

cael B sans saas = Encap: Originally 892.10 encapsulsted (2)
ven s@en rmere reae = Trancated: Mot truncated (0)

-sss -.B@ PODD B231 = SpaniD: 1

D000 000 B ... a.as sus waan ® Aegerved: @

............ DOBE D00 00D 0100 2118 = Imdex: T8
~ IEEE B82.3 Ethernet

39:#Ewireshark §1 38 iiF fR Z<

MRFHFERASKHME , MAHMRERSPANRK A, ERSPANTRX ERRAFERA TR
ERSPANZE R, 7ZACIH , H2026F4 308 , TXiFEAII,

ERSPANZRE FACI SPANSKE



EEIREHMETTR]LE , 8DACI SPAN ( R¥sERF, A, P ) EEIMTRENFESHH

E1To

« 1 ASPANMFH = SPANTE &M L HBroadcomith /v (T2: Trident2) LiZ1T
« RIIEFESPANTELeaf EBINS(NorthStar)th b 5 Spine L BIALP(Alpine) &/ L& 1T,

Hik , BT Broadcoms & H KRR

« 5 EISPANFIE 7 SPANE AERSPANE # |
S—%HE , NSHALPR X #FIE, Al

« RIRIERFSPANSEFIERSPANSE R

EE2RHESRAN TR L , FIBACI SPANERIAE HERSPANZE &I,

MRFEAREFSPANHSPANRAEE —RME_RTILEBEER , WERSPANBFIR&ANEBRT
AW NERSPANZER FIIIZKIEE, {BER , Wireshark— X REEfEID H A —FPERSPANZK R, BRIk
BRT , BREBEERSPANE R, MMRZHAERSPANE RIS | Wireshark T & f# 1
ERSPANZH||, &S REHEAXNAEEWireshark EFIERSPANKE I ER 4,

NG K BEBE |, LA AESPAN B #74E L BLEERSPANKEL,



SPAN Destination Group - DST_GRP

F‘r'O[)E‘I’TiES
Mame; DST_GRP

Description:

Destination EPG: uniftn-SPANfap-3PANfepg-SPAN

) i’
SPAN Version: |
N,

[ Enforce SPAM Version: ||

Destination IP: | 192 16

Source IPfPrafix: 19216
Flow 1D: |1 *:
TTL: &4
MTL: 1518

DSCP: | Unspecified

40: i T SEHESPAN R S HY 1% 1

. SPANKRA ( BRANERARZA2 ) : IXIGHI RERSPANZEH ||

« SKFESPANRRA (IEFEHAKRESF ) | XFFRESPANSEREBLMAMY , BABRET [REHA LT
X B ERERSPANSRE,

BIAMBERT , SPANARA A ARA2 | MSEHESPANIRARIEF, XERBMERT REXE
ERSPANE & |IFY 2T E & AR AT Eéiﬁﬁﬁﬁééﬁuua’JERSPANo MRETILRTAZF
ERSPANZEHIIFEE14% ( RIERIEFESPANERSL ) |, EREIREIZKA] , BJ RiEFEnforce SPAN
Version, E it , ERSPAN B #rUk IJ&%%?AE’JERSPANO

TRUA T EAMBESSPANNENMNES

SPANRR

% KFESPANRRAS | 14CRT K B2NRT R




2/ |Fige CIES e
2% |Bike oy edEE]
ESE S EEEEd] I
MR 1 Bk CIEE e
A0 AT AR RS IVXLANR 2k

IVXLANR K A B #rim 048879, H Itk , #NR7EWireshark LXfUDP B #rim 04887981 & 1
VXLAN , T a] LA RS iVXLANFR 3k F1VXLAN,

1. BFHRE LERIVXLANEEHIES,
2. &finZE, Edit> Preferences> Protocols > VXLAN
3. fE % A48879 7w 0 10:

4. R Applyo




Ml Wireshark - Preferences - O X

usglp A
USBLL
Ve VXLAN UDP port(s) |4789,8472,48879
vCou
vICP
Vines FRP
VITA 48
VLAN
VNC
VPE
VPg
VRRP
VSIp
VES Maonitori ]
VELAN [
VELAN (GPE) !
WASSP
WML
WCCP WS ;
Web5ocket .
WHOQ |
WHOIS
Wi-Fi DPP
Wibdax (wrnx
WildAX ASN
WikAAX MAC v
L >

Virtual eXtensible Local Area Network

ok ][ concel | [ apply || Hep

A1 IR H0 B B Wi O SR TS IVXLANGR 3L

WAERFIR O ENAPICZRAIFEBERES. XEREITEIIVXLANIR K3 1TH
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BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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