FEACIHELERS A EH N EAITHESFER

CED

AN BWMEAEBRUNA R P ONEMIREAC)FEE. RiF R4 B EIEF(syslog) H Xt Hit
ITHESRR, TERTENRETER. £ANARKEMIREZHERAPIC)EENR(MO)EEL
WIZIAE , UM TAPICHESIZR MM M £ T RN SR ER R TER.

>t

o

ACIRZE HETEHEKEIES, 53hIMICisco NX-OS®#HTE , ACIHHE M iogging server B8 = T 33 # 41
EZBCLIGT. FIERE BEEEETAPICHIHIEEI TN RBREMET SBAPICEKEESE Ko

REAM
ACIHHMRE B LT REBUTHEN R :

« Syslog Destination Group(sysogGroup)-FTE R4t A S BN TR BaR. ©EREDEEEN (ACIT
NX-OSER ) Mt RIBFED.,. EANEBE—NRZSMEEBIF, i XHBIRMZEF & B iR

« Syslog Profile(sysiogrrof) — #2240 4% Bl & ERAS ML H tHI ( UDP, TCPSSL ) W BFRAR
FRo

- Syslog Remote Destination(sysiogRemoteDest) — X3k — MZEFEsysloghkFEaH BARAN F R, 2
FATHERRFSHBNRSHBIPHRENE, wA, TEMILIRR. RGBT RENEELRRA
(EPG),

« Syslog Local File(sysogrile) — BRI F 4 , BHIRNREBTEEBEASIRREETL LN
Ivar/log/external/messagesZN 3t ST 44

- Syslog Source(sysogsrc)-Bif NI W12 K BE ., FRHIAEMLERER (Fit, B4, HE, 21F

) %ﬂ%ﬁ?‘iﬁ ) LX&JEH%%%E@J E*/fsyéongeﬂGroupéﬂo

REBERERER

ACHER M MEZRISEE |, ZHBET IR RERRSEATHEE ¢

- BH ﬂ:lﬁ.jr'g%H]%monCommonPol(uni/fabric/moncommon,) — RREETE, BEATAERENSHHNESR
BREE , TASMEIRREFETNAENTR (M MET R ) MATFZRHIZR(APIC),
BMEFIE AR, BRIMBSRIREM, LT Fabric > Fabric Policies > Policies >



Monitoring > Common Policy.

* ﬁ?ﬁ%ﬁ&ﬁ%}?%WﬁmonlnfraPoI(uni/infra/moninfr&default,) — WIREREBE ., ARIREFERNRERR
Si8&  XpEKFRO, F, NBEAGEFMXERER, L TFabric > Fabric Policies > Policies >
Monitoring > Default.

« 17 (8] 5 28 58 B& monFabricPol (uni/fabric/montab-default,) — T3 [B) ( EMiRHE ) SEE. NEMEGRINAEHE
RREEAE  EARA, REEMKT REF(FEX)RZME YL (VM)IEHESEH, 1 TFFabric >
Access Policies > Policies > Monitoring Policies > default,

- AR %.}’:?%m%monEPGPol(uni/tn-common/monepg-default,) — HFEE. "HEAFEEXNRERRERE

- RIRH (EPG)., MABLEXHMIRS . fE[Tenant] > Monitoring Policies > defaultty & 0
PR3,

N g EAUEERERSAAREENRIES BN CREENERRLENXIRERTE
BE , ARSHBIMENTR. RTBAKKI , AR ERIRERMT R EIZREE , UE
NEENRBXEWHITEREN RS, ST UAEABARKRRREBEREETEENTE

o

REBTHEBR

SHARNIRE Naci ( BIAME ) B, ACIRS: B ZHREERFC 316448 :

TIMESTAMP SOURCE %FACILITY-SEVERITY-MNEMONIC: Message-text

fHlan -

Apr 10 08:25:33 apicl %LOG_LOCALO-3-SYSTEM_MSG [F0022][soaking][inoperable][major] [topology/pod-
1/node-1/.../fault-F0022] LDAP Provider unreachable

HEENBREZIZMXNKRNACIHERD, LanEABIRA(BIL |, saking, retning, cleared), =BT
DETDN) , FHEEFERERY.

B =MH S TR T AT ik %

« aci (BN ) — BFARFC 3164091, BUATAZHEE,
« nxos - NX-OSER#EX. MRRFZALEFLAZTENX-OSKERWEE , BEAL®BS.
- ERRA HE(APIC 5.2(8)RESMA) — FFERFC 5424118 , EEBFEF A ERER B

o



FeEMERREY

REAETEMFERR— MO (&FE) 27 ( &RFATE ) WEMF, TRERTREBSTE
MR B SACIEFREBEBRE(ITU)™ EMARIE Z B YRS

REBETEM| ACIITUL 3! iR
0— &2 — RETAA
— BIR R EEVAIREE R
2 — K BX mEER
3 — iR Minor ( B ) BB iR&H
— 2% BE BERH
5 — @4 THE/CER | EEEEENER
6 —EEH |— RIEEMHEE
7 — @i — A = 4
1% % I

ACIZ# =z B RE5 B SE il

- UDP(BRI\) — B TR BEAPIChRZA . #RAERY BN ZI BN Y 1% 3%

« TCP — MAPICHAS5.2(3) R EE AR M, B HEEEENEZMREH]AIEER,

« SSL — MAPICIRA5.2(4) R ESRAT A, EATLSEMEMZELH. 8 MACITT R (APICH
R ) RETLSEFim , A XEIRE B ERF BN HILERE, RS[IEBLALELT
APIC , Hibt 3 Admin > AAA > Security > Public Key Management > Certificate
Authorities,

N B NREREARETSSLER | HEAPICKEE N FRESSLAMRA  NERDHNAE
K E HUDP, BIR RS A LIRSS th 7T LU S UDPIE /S, B8R,

[

UTHSRMREIREEACIRERE. TRABLSER , SMEMNAPICEHIBRNAH M ETRIER
REHEHRK

S} HERSGBEEBIRA



System  Tenants Fabric Virtual Networking LGOI Operations  Integrations

AAK Schedulers | Firmware | External Data Collectors | Config Rollbacks | Impert/Export

e '|: D © Syslog Monitoring Destination Group - syslog_dst_grp O

Palicy Operational Faults History

(] R

Property

Mame: syslog_dst_grp

Lacal File Destination

Admin State: enabled

Severity: information

Console Destination
Admin State: enabled

Severity: alerts

BRAENREATHENREMEURZERR. BXUBLKEA , ANERESIRIEEN RS
HERZA G At d,

S EIAdmin > External Data Collectors > Monitoring Destinations > Syslog. % % % &5 SyslogFti%
#Create Syslog Monitoring Destination Group,

EESHNFE—R (AEEXH ) LEENTRE :

« Name — #IRMRB S , syslog-Dest-Groupl o

o 1N (aciBRIA , FRERFC 3164)Finxoso

o IR — enabledo

o i 4 B AR E IR Senabled — ( HE= ) o XefEE Ekﬁuglvar/log/external/mwg&s/l\g_ﬁﬁiﬁ
B RE , HEANTAREHREXREE , BEEERS /L EHE,

o I8 34 B FR ™ E Minformation—o

. BHABNEERSdsbled — ( BEWATEFHE ),

B Nexto HE= L , RHEZIEE B IRXE RN+ RINZERS B SRS .

HIR 2 1 ANINZE B AR



System  Tenants Fabric Virtual Networking LGOI Operations  Integrations

ulers | Firmware | External Data Collectors | Config Rollbacks |  Impori/Export

Policy Faults Histary

Narme

f£Create Syslog Remote DestinationX} iFE P E=fE R 4% A KRS

o EH — REBERSESFNIPHELL, FRIPHUTIEENE, NREAENE , BABRES
WwHNOOB)EE#ZO A LAIARIIE A RS (DNS)IRSG 2. HMEHMHE R 4£ KRS A EE B
, REEET  EZ L B BVDNS RS 88 Al sE T 3£ B AT

o BIRE — enabledo

o =8 M —information ( HE ) ° ﬁ%tﬁiu&tﬁi@&ﬂ&%%ﬁm%{&imiﬁo

o ¥m A (5142R7A)0

o ®HE—ioca7 ( BRIN ) o FIIRE N 5B E NacceptMroutefIsysloghR % 25 Y 1% He B PLBL

o EHi(upBRIN)e A TipT AR (FEEAPIC 5.2(3)RE SRA)HINZFZ A (FEEAPIC 5.2(4)5
ESRAUR L& FIAPICHIE ),

« BEEPG — R AIHRIRE HERZ B[N EEEPG, X TFOOBER : uniltn-mgmt/mgmtp-default/oob-
defalt N FHHNEE , BEBREYENHHNEPG, LFETEENZ,

BHOK , RFE EHFinisho

N B TS ERERENEE - ERE. SABFTUETRNFEHRE. &k
4% 58 ML

\|

SR 3 ARMEFERRR T CERSEBSR



System Tenants Fabric Vi

| Networking Admin Operations Integrations

mventory | Fabric Policies |

SELnin Callhome/Smart Callhome/SNMP/Syslog/TACACS Q
Monitofi -
ﬁl‘g;::lg AL s Sl-]rl;::: I{\ Callhome Smart Callhome SNMP / O
- Name Include Min Severity Destination Group
Audit logs
syslog Events warnings syslog_dest_grp

Faults

ESBRARBEENRERGH ( XREFRD, <. FIBAHFNXEER ) RERG AR, X&
BRETRRANEFNERAEZRKR (F45 ) BITH TR

S M ZElFabric > Fabric Policies > Policies > Monitoring > default > Callhome/Smart
Callhome/SNMP/Syslog/TACACS,

EEMERLS |, FSource TypelRE N Syslog. EH+IABIERS AER

« Name — HIRMEB PR , syslog-Source-FabricHllo

o BDEEM—informaion ( BNATREELEE ) -

* Include — RE., EHNBE. HE , W EZFNEHEHRsession,
Bir — EBRESR1POIZEN B Ir4,

B & submit,

S|4 BEEBAKERE (RERREAE



System  Tenants Fabric Virtual Networking Admin Operations  Integrations

Inventory | Fabric Policies

Policies

Callhome/Smart Callhome/SNMP/Syslog/TACACS 0
Callhome Smart Callhaome SNMP Syslog TACACS Faults History
¢ 2 W
~ Name Include Min Severity Destination Group
Audit logs
syslog Events warnings syslog_dest_grp
Faults

BRYEZRREEARSUENREASES , ROUCE BB RERFFHARAET RAMRHER
o WHPFHRERSL A SREET BARE,

SR STHRAEFE> ST HRAE R SR B> SR > M 1> B R SR . FESyslogBfa T |, R LisyslogiR 2 F 5
15 R elZAY B Rd.

NS Hl%%\éﬁsyslogiﬁﬁﬁﬁ D N&lesl ogRsS/stemDeﬂGroupE’f} MO uni/fabric/moncommon/systemslsrc/rssystemDestGroupo

SRS EHRIGERREE T 8 ZRS B SR



System Tenants Fabric Virtual Networking Admin Operations Integrations

Access Policies

Policles Callhome/Smart Callhome/SNMP/Syslog o
Mu‘gl:j::? AL = S;;'::: 'f Callhome t SNMF O

~ Mame Include Min Sewerity Destination Group
Audit logs

syslog Evenls Warnings syslog_dest_grp
Faults

EZBRAFRNRBREGH(GREO, XREET RER(FEX)IREMEDIL(VM)EHIRSEM4EER
SET, XBIKETRAWERENBHEZRRKE (84D ) HBITHR.

S ZElFabric > Access Policies > Policies > Monitoring Policies > default >
Callhome/SNMP/Syslog.

fFSource TypeiR E N Syslog, £+ , EESTRIBRMWIRE :

« B — 530 sysog-Source-Accesso

o &/NEEM(MIn Severity)—informationo
* Include — RE., SHMWE,
BFrdH — EFHER B ARE,

B & submit,

65 (A ) : WEAFACLARIRRN R QSN EEH



System  Tenants Fabric Virtual Networking Admin Operations Integrations

Fabric Policies |  Acc
Policies System Messages Policy - default 0

(> Quick Start .
Paolicy Histary

Properties
Description: | Pelicy for system syslog messages

Facility Filters: ® +

Facility Severity
Yealz aleris

1
t
|
alerts
L
t
t
|

MREEAZERS AERSESHZDEREREIACL permitsideny$i3EE H FE(ACLLOG_PKTLOG_PERMIT /
ACLLOG_PKTLOG DENY) , M ARG HEHERE LR RENEEL™EM,

S finE|Fabric > Fabric Policies > Policies > Monitoring > Common Policy > Syslog Message
Policies > default, #EFacility filterFllZ&kH , %E#F syslog facility H fFMin Severityi& & Hinformation, X
& DNsyslogFacilityFilter 'y M Ouni/fabric/moncommon/sysmsgp/ff-syslogo

) EE  EFESRACLATNEL BEIRERERGEAETRSSR , XITHERATONEY
: (1)syslog source minSev&4 A &information,(2)remote destination severity 472
information,(3)Syslog Message Policy syslog facility filter minSev# 4y information, (4) 247
EERYIEREFE LB ALogiE®. HREMB=15&M4 , ACLAFHEERB KM IR
(MARXKBAPIC) , Rt eilE £ HIMERH LY /var/1og/external /messages o S [E
ACLEIEE B EEFRZ CoPPBRH : deny logsBR1A 500 packets per second(pps),permit
logsBR1A 8300 pps per leaf,

N g FRpEEEAR FX SRR EALoglET RSB KANHELAK. NFEEA
HiERMATHFABEFEER.

EHREMETREZHRERE, RORGATHENGEARFFREREES R , MARME
R E



KUl B A4 MBL B XX+

TEAPICmoguery ¢ sydogGroup LIBITAIA B R BEEH R EHEEM -

<tfroot>

apicl#
moquery -c sysl ogG oup

Total Objects shown: 1

# syslog.Group

name : Syslog-Dest-Group

dn : uni/fabric/sTgroup-Syslog-Dest-Group

format 1 aci <--- aci or nxos

includeMilliSeconds : yes

includeTimeZone : yes

remoteDestCount 1 <--- must be >1; 0 means no remote dest added

R A LT E R R EE X4 (4H 5 B BB AR S moquery -c syslogProf):

<ffroot>

apicl#
nmoquery -c¢ sysl ogProf

Total Objects shown: 1

# syslog.Prof

dn : uni/fabric/sTgroup-Syslog-Dest-Group/prof

adminState : enabled <--- must be enabled; disabled stops ALL forwarding for this group
transport : udp

port : 514

/

EEREEXHCEANEMERE ,

WH
i
N

<ttroot>

apicl#

noquery -c¢ syslogProf -x 'query-target-filter=eq(sysl ogProf.adni nState,"disabl ed")

LA ERBRELIRIZE B EERSNM , BEREAHT2EREMARERTRE,



R B AR

Jiﬁ'moquery -C wsjogRemoteDestJ'Z{gﬁiIEﬁ/l\ﬁ*iﬂﬁ%%%mIE

<tfroot>

apicl#
noquery -c¢ sysl ogRenot eDest

Total Objects shown: 1

# syslog.RemoteDest

host : 10.1.1.100

dn : uni/fabric/s1group-Syslog-Dest-Group/rdst-10.1.1.100

adminState : enabled <--- must be enabled

epgDn : uni/tn-mgmt/mgmtp-default/oob-default <--- must not be empty
forwardingFacility : local7?

operState : unknown <--- normal; ACI does not probe syslog servers
port : 514

protocol : udp

severity : information <--- lower values = less restrictive

FEHRIEEUT=NEMS .

o BIERAS —E;EenabledE’Jo MREZR , MBFEZERFFI2RBTAAR.

« epgDN:FEENZE, ZE3R N R epgDnif KB FE T & BEERSAERENED , RS EHEEFR
IR AERE,

- operState: KA MW ERTHE , HAXRREEE, ACIT2EFMNRSE HERSI[H A4

o

KIERE BHER

Jﬁ'ﬁ'moquery -C wslogSch;{ﬁﬁikfﬁﬁT:E:J: J-.Eﬁﬂ E’J%_?ﬁ%ﬁ%_lt .

<tfroot>

apicl#
noquery -c¢ syslogSrc

Total Objects shown: 2

# syslog.Src

dn : uni/infra/moninfra-default/slsrc-Syslog-Source-Fabric <--- fabric monitoring policy (fa
minSev : information <--- must match or be Tower than remote dest severity

incl : audit,events,faults



# syslog.Src

dn : uni/fabric/monfab-default/slsrc-Syslog-Source-Access <--- access monitoring policy (ac
minSev : information
incl : audit,events,faults

FINRA TR AV IR R T

« T #9 “uniffabric/moncommonCommon Monitoring Policy”/R , A F B E BN ERENIE T 2
FIEXNREIRER,

o TR — unifinframoninfra-default X IR AEPF IS IR IR BE | A T RILAEFRITIR ( XfasERFEwmA, .
HFE ) o

o BUT Wy uniffabric/imonfab-defaultiif — TH B MR R EE , AT ARRBINR (FREwE, FEX, VMEZEH
) o

% iF ¥ ECommon Monitoring Policy system syslogiR B 4 # :

<tfroot>

apicl#
noquery -d uni/fabric/noncomon/ systensl src/rssystenDest G oup

Total Objects shown: 1
# syslog.RsSystemDestGroup

dn : uni/fabric/moncommon/systemslsrc/rssystemDestGroup
tDn : uni/fabric/sTgroup-Syslog-Dest-Group <--- must point to your dest group

ﬂu%%E’%EACL H /:E\'\Lai ) 18 EFH LT ngﬁiﬁ%\éﬁ H Efﬁ,g\%mﬁiﬁﬁﬁﬁ%?zmoquery -d
uni/fabric/moncommon/sysmsgp/ff-wslogi’ri :

<#root>

apicl#
noquery -d uni/fabric/nmncomon/sysnsgp/ ff-syslog

Total Objects shown: 1

# syslog.FacilityFilter

facility : syslog

dn : uni/fabric/moncommon/sysmsgp/ff-syslog

minSev : information <--- must be information for ACL logs; default is warnings



W UE A #h B A4

b B A 3 3 varloglexternal/imessages B A R4t A EH B EEEAIREE T R LERNREEAR
, EMEFTE R RIZE RS R R WI . EAPICHAH R LRET

<tfroot>

apicl#
cat /var/log/external /messages | tail -20

Apr 10 08:25:33 apicl %LOG_LOCALO-3-SYSTEM_MSG [F0022][soaking][inoperable][major][topology/pod-1/node-
Apr 10 08:30:02 apicl %LOG_LOCALO-6-SYSTEM_MSG [F0022][retaining][inoperable][cleared] [topology/pod-1/n

<#froot>

leafl#

cat /var/log/external /messages | tail -20

Apr 10 09:47:14 Teafl %LOG_LOCALO-6-SYSTEM_MSG [E4208077] [oper-state-change][info][sys/ipv4/inst/dom-Pr
Apr 10 09:51:15 Teafl %LOG_LOCALO-6-SYSTEM_MSG [login,session][info][subj-[uni/userext/remoteuser-admin

MREXHANZHIRENTRLER , WF2ERULELERER. IRXHTERR , BZEREH
SRSRRXBEYCER , MEBEETER (BfnE. MEHHXE ) , MAREEEK.

¥ iF 5Sysloghr 5588 89 ATk 14
MAPIC ping sysloghg%5as , ARIEBN EEM KR IP IR

<tfroot>

apicl#
ping -c¢c 3 10.1.1.100

PING 10.1.1.100 (10.1.1.100) 56(84) bytes of data.

64 bytes from 10.1.1.100: icmp_seq=1 tt1=251 time=0.8 ms
64 bytes from 10.1.1.100: icmp_seq=2 ttl1=251 time=0.8 ms
64 bytes from 10.1.1.100: icmp_seq=3 ttl1=251 time=0.8 ms

ERMHIETFTRBRIL |, ERTF-VIRERNipinglEEVRF. REFENREBASERSENEEREPG , &



managementﬁﬁ T%ﬁ#ﬁ’ig}mgmt inb A THA -

<{froot>

Teafl#
i ping -V nmanagenent 10.1.1.100

PING 10.1.1.100 (10.1.1.100): 56 data bytes
64 bytes from 10.1.1.100: icmp_seq=0 tt1=59 time=1.324 ms
64 bytes from 10.1.1.100: icmp_seq=1 tt1=59 time=0.622 ms

--- 10.1.1.100 ping statistics ---
2 packets transmitted, 2 packets received, 0.00% packet Toss
round-trip min/avg/max = 0.622/0.973/1.324 ms

<#root>

Teafl#
iping -V ngnt:inb 10.1.1.100

PING 10.1.1.100 (10.1.1.100): 56 data bytes
64 bytes from 10.1.1.100: icmp_seq=0 tt1=58 time=0.833 ms
64 bytes from 10.1.1.100: icmp_seq=1 tt1=58 time=0.608 ms

--- 10.1.1.100 ping statistics ---

2 packets transmitted, 2 packets received, 0.00% packet loss
round-trip min/avg/max = 0.608/0.72/0.833 ms

IR pingREFT I INIPAIA Y | EFHINEE RFUDPHTCPHR 514, Interneti 5 S
(ICMP)M R4t B EERA TR AL

B HERR

ﬁj\

if

pi3

T

\\_I

HRGEATHERERZERS SR, BEAUATZHH

No messages at remote syslog server

|

- Step 1: Check /var/log/external/messages on APIC and a leaf

| I File is EMPTY or not updating

| | - No messages are being generated at the source. Proceed to configuration checks:
| | - Is a syslogSrc configured and Tinked to the destination group?



- Is minSev set to information?
- Does incl include audit, events, and faults?

|

|

|

| L. File HAS CONTENT (messages are generating locally)

| -~ Problem is in forwarding to the remote server. Continue to Step 2.
|

Step 2: Check syslogProf adminState
L- adminState = disabled - Enable it. This stops ALL forwarding from this group.

Step 3: Check syslogRemoteDest adminState
L adminState = disabled - Enable it. This stops messages to this specific server.

L- epgDn is empty — Set the correct Management EPG (00B or in-band).

-
|
|
-
|
|
- Step 4: Check syslogRemoteDest epgDn
|
|
I~ Step 5: Verify network reachability
| Run on the APIC: ping -c 3 10.1.1.100
|  ping FAILS - routing/firewall issue; verify 00B routing table and firewall rules
| L ping SUCCEEDS - IP reachable; check firewall for UDP/TCP port 514 specifically
Messages from some nodes or object hierarchies are missing
L- Check Common Policy — is it linked to the destination group?
L Verify: moquery -d uni/fabric/moncommon/systemslsrc/rssystemDestGroup
L— Not Tinked - Configure Common Policy (Step 4) for fabric-wide coverage
L- Also check Fabric and Access policy sources for hierarchy-specific coverage

Messages arrive but important events are missing
L- Check syslogSrc minSev AND syslogRemoteDest severity
L- Both must be information for full coverage; the more restrictive of the two applies

BB
B 1 ZRRSHFERBBRERATHE

Al KRG AT EREANMZREEERE | BRBHEIEZERSER. APICTIRIRM
/var/Iog/externaI/me&agesJ:m$iﬂz1¢@'§§iﬁﬂg§ Ho

REKE :

<ttroot>

apicl#
nmoquery -c sysl ogRenot eDest

# syslog.RemoteDest

host : 10.1.1.100

adminState : disabled <--- PROBLEM: remote destination is disabled
epgDn : uni/tn-mgmt/mgmtp-default/oob-default



BEARR : ZREBREERE Ndsbledl Do MREFECIRBETERRIEZARS , EELEFHH
ZRATERABNREHEA WIS HIXHER.

BRI R  SiElAdmin > External Data Collectors > Monitoring Destinations > Syslog > [group
name] > Remote Destinations > [server]. 4miBIZiE B 45 HFAdmin Stateik & Fenabled.

FR2: REAEEREARENHEER

R BEEATEZEREEREERS , SR NEAT RERER.

BERSE :

<ttroot>

apicl#
noquery -c¢ syslogProf -x 'query-target-filter=eq(sysl ogProf.adn nState,"disabl ed")

Total Objects shown: 1

# syslog.Prof

dn : uni/fabric/sTgroup-Syslog-Dest-Group/prof
adminState : disabled <--- PROBLEM: group profile is disabled
transport : udp

BEARR : EFydogrrot AR H BN BIRE, YEREAN , TLEMZREBIFRSHE , HFL
MEAT REREE.

fERA R . SAEIAdmIn > External Data Collectors > Monitoring Destinations > Syslog > [group
name]. REELE X HH HAdmin Statei® & Fenabled,

B 3 : ROBH — N B RS REEE

FIE  REFLT R :RR‘I%{ RBREG AT E ST ERBRERS T |, BIEEIR BRSNS R E 2
EBRTERETREAE]

BERSE :

<tfroot>

apicl#



noquery -d uni/fabric/mncomon/ systensl src/rssystenDest G oup

Total Objects shown: 0

BREERBRERSGS B SRAEED Br4A,

BRARE : & W2 KB (uniffabricimoncommon) IRt S FF B B X E MM IR EE TR R R EEE ,
B MEBIFFAT RMEHER. MRRET , WRFER GRS E X HRAER S 17 12 R IR IR & F It
PRV, AR AR P W 128 BR B (unifinframoninfra-default) B 25 3 MR AB RE R R , 177 (] W 328 3R B8 (uni/fabric/monfab-
defaut) BT R RN R , ERMEB I RUBHARBEANREECTEES

FRRF R« SMBIIRIERE> TIRAERE R >R > 5 12> B A KR, ESyslog® o T , FRE
syslogfﬁ’ﬁiﬁﬂ Bird, £/ Eﬁmoquery -d uni/fabric/moncommon/wstems]Src/rssystemD&stGroupﬂEIE"E|7:|<tDnj:E' rﬁjj@
HY B R4,

R4 FEMRHEE — ROTAHER

A BEHRIEREAERS R , ERDEEMEN. FRATKEHALFRFENH, NI
FEHENEAKE,

RERE :

<ffroot>

apicl#
noquery -c¢ syslogSrc

# syslog.Src

dn : uni/fabric/monfab-default/slsrc-Syslog-Source-Fabric

minSev : warnings <--- PROBLEM: only warnings and above are sent; info events filtered out
incl : faults <--- PROBLEM: audit and events are not included

<#root>

apicl#

moquery -c sysl ogRenot eDest

# syslog.RemoteDest
host : 10.1.1.100
severity : warnings <--- PROBLEM: remote dest severity also too restrictive



BARR : REAEIRRKEEAR | TR(minse) FIZFE B R (severity) o {RFR R B BN IS ESHI BB 4
o zzu%J’it'fi—ﬁbﬁiﬁlﬁimmmaﬂonﬁg ,1%%3&7%’%\4%1&%#0

fRRFZE : YmiEsyslogiRHFMin SeverityiIRENEE. , HEIncludeF B i Faudit, eventsH
faults. 4miBIE7E B #r 3 1¥ Severityi& & Jinformation.

=5 RENZEREB RS BEEEEPG

|]:T_|Eﬂ L&HE%%&*”&EU{EH%\JL /L,\/ﬁzl.:\o E*fféﬂaﬁﬁﬁ y J\iﬁﬁﬁ_‘EEFﬁ ) ;’FE.Z'Ki&H/L,\IFF
BEREF.

BERSE :

<tfroot>

apicl#
noquery -c¢ sysl ogRenot eDest

# syslog.RemoteDest

host : 10.1.1.100
adminState : enabled
epgDn : <--- PROBLEM: Management EPG 1is empty

BARR : MR EEEEEPG , APICHIRBRHFFEFEA BN BEOXRKERSEALTHE, HE
BER , BEXEREL,

BRAR : REBZEBE , AR EYNEEEPG, X TFOOBER , i i%$Runi/tn-mgmt/mgmtp-default/oob-
defailte X FHRER , HBEBEEZINTREPG,

7R 6 HBIRNEEEPG (FTRETH)

R . REBTERASRMEIEHMMNELET RER, REBERSFAERBZLIOOBERE M , 8
iz#2 B #r 5| T REPG,

BERSE :

<tfroot>

apicl#



noquery -c¢ sysl ogRenot eDest

# syslog.RemoteDest
host : 10.1.1.100
epgDn : uni/tn-mgmt/mgmtp-default/inb-In-Band <--- in-band EPG selected

WMRAEBIOOBM KL H R4 BERSER , WHEANEPCLSHHEEMNFREORL , MAEZEF
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BARF R . REBIZRE B R HEManagement EPGE B uni/tn-mgmtmgmtp-defal/oob-defauite. MAPIC
bashping -c 310.1.1.100% UF LAFEIAOOB H] iA 14,

BZE7: BAEBLEREAERE

FIE : A B EXHEAPICHIEH TR EBERE , BEILEW , WsysloghRS52RHIICMP ping L
, BRBHB RIS R

Z1TKE : MAPIC ping sysloghRS5 25 LA IEIPAIIA M

<tfroot>

apicl#
ping -c 3 10.1.1.100

PING 10.1.1.100 (10.1.1.100) 56(84) bytes of data.

64 bytes from 10.1.1.100: icmp_seq=1 tt1=251 time=0.8 ms
64 bytes from 10.1.1.100: icmp_seq=2 ttl1=251 time=0.8 ms
64 bytes from 10.1.1.100: icmp_seq=3 ttl1=251 time=0.8 ms

PingfZh , ERZEAFHEREIEX, ICMP(ping) B , MUDP#% O5144FE Lk,

BRARR : EEMEMsysloghk$ 28 Z BIH B X EHRACLE LLUDPI®R O514 ( IRECE T TCP{E %

, MPFEIETCP 514 ) o ICMPHIUDP R34 H) — |CMP4§i§‘aTEﬁM%€ﬁ:i¢FUDP 514, Lo, 84
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T RN REEERES,
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%% 8 . EEIACLAVFAEL B ERENE

B : & Rpermitsldeny##EE H FACLLOG_PKTLOG_PERMIT(/ACLLOG_PKTLOG_DENY) 7 EliXsyslog iR S5

o

RERE :

1. WiIF R4 B ER™ E M Rinformation?
<#root>

apicl#
moquery -c¢ sysl ogSrc

# syslog.Src
minSev : information <--- must be information; any higher value drops ACL logs

2. BE 2 B #5™ E M Rinformation?
<#root>

apicl#
moquery -c sysl ogRenot eDest

# syslog.RemoteDest
severity : information <--- must be information

3. WiFSyslogiH B R B& 1% & T IEEF™ E M Rinformation?d :

<#root>

apicl#

noquery -d uni/fabric/nmncomon/sysnsgp/ ff-syslog
# syslog.FacilityFilter

facility : syslog
minSev : information <--- must be information; default is warnings which drops ACL logs

4. B_LlEEEAHL/If%EJ:FFHIog?a T SMEEF> /] >EF> [&E] >8> [£/] >k
%ﬁ Eﬁl}\j: J T\*E*L/}f\%ﬁ% E EIJ E /CA o
<#root>

leafl#

show | oggi ng i p access-list internal packet-l|og deny

<ffroot>

leafl#



cat /var/log/external/messages | grep ACLLOG | tail -20
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ﬁﬁﬁg\%ﬁ()ﬁ\minw severity s ZREBERHREA Fwiﬁ%ﬁﬁkHﬁlﬂﬁflggg(syslogFacilityFilter at
uni/fabric/moncommon/sysmsgp/ff-sysiog)) , MACL H & E E S EE T R AERETT = 2 B 52 B E Finformations
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BARR : X2 EHNEHHERE, i5SFICisco Bug ID CSCwj23752, Efm& BirEA S AR
S HEFE KKK, FEAPICHRZA6.06)RESRAFIEE T Z A,

R R AREIAPICARA6.0(6c) REBIRA . FNZHMMAN —FERTE , BHEREGEH
BREAHERMENENERCREE  REERXKREBTR,

#HE 10 IZREAESHAPIC GUIEE

A& : APIC GUIZ'E , 7+ BAPIC CPUNARE., MREEEREREDEAEFEACLERIER , £
BABEEMREBTER , FHEERRNAPICEBEEFTHNR , &R EX B eventRecordo

*EZIKJ? & : ZCommon Policy Syslog Message Policy severityi& & Hinformaionf , FMEEM RS
AEEE ( @EAREACLAZE ) BBLTEAPICeventrecord P E o X ERAPICHEEH S HGUIEE

BRI

- EEEREHEZEASEACLERIER. NEHEHRREFTEEATE.
« MRACLHERIRFMSIREEFFIRA , B 1EFabric > Fabric Policies > Policies > Monitoring >
Common Policy > Syslog Message Policies > defaultff & £: B & 5E BRBE ™ E MR B Naertso


https://tools.cisco.com/bugsearch/bug/CSCwj23752
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