EACIRAEFEREE, KiFCallhomeFH Xt Hit
1T FEHERR
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RREH
= HERR AN IO UF

i

RN B 1ECisco ACIHRE H B E Call home,

PN

VI

CallHomeZIRER P ENTEL MR RN B XXM EFIRNEZEA , SFEZHERNTRHERE
#r. BB CallHome B iRl B XX L BRZIEL S MM |, ZBAREEXH T UEBRER
HERANMAEREZ,

FToRFM
o RIERESFNUT42NRESRA L,

o FIEXIRIERFRZ NI EFRSMTP/HE FHE 4IRS 231 N K IEREE,
o ARV RRIREEREIRZ FISMTP/EE FBR 4 BR S5 28 2 B Y @S TCPix 0 25,

BB IR
515 . BREIAPIC,
- EAEERFZIEHFAPIC,
%24 : Bl CallHome B #r4.,
- SIAEAPIC >EE >/ IBIRIESR> U2 B R



System Tenants Fabric Virtual Networking | Admin IOperations Apps Integrations

AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks | Import/Export

External Data Collectors A (=0
OO Callhome
CP Quick Start
~ [@m Monitoring Destinations
~ Name Admin State

= callhome
> [l Smart Callhome
> [ SNMP
> [ Syslog
> [ TACACS
> [ Callhome Query Groups

- G ¥ EHCallHomeX X | RiFkEFEA|ZECallHome B #54.,

System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations

AAA | Schedulers | Firmware | External Data Collectors | Ceonfig Rollbacks | Import/Export

External Data Collectors T (=N ()
WIC€I®] callhome
C» Quick Start
[l Monitoring Destinations
~ Name Admin State

B callhc
Create Callhome Destination Group
; = Smert wanisine
> [ SNMP
> [ Syslog
> [ TACACS

> [l Callhome Query Groups

3L MAFMENEHAEE.
THEHRTAMENEARESR

« Name - CallHome B ¥R B

« Admin — 8 B IlLi%EIN

« 0O — 25 SMTPEEMANKAOS,

« SMTPRRSS25- SMTPARSS 23 IDNSE FAsRkIP b it

o KA NERHE — 3330 KB RE [ BT R R 44 Y BB F R 4 tth b
- BIEEPG - cobHAEEPG , AR EATHSMTPIRS &5
o BRXERAERHE — $ZURHB 4R Y B 7 BB 44 3 1t



[Create Callhome Destination Group| ®

STEP 1> Profile 1. Profile 2. Destination:

Mame: Call_Home_Destination_Group

Description: optional

Admin State: enabled

Port Number: | 25 o
SMTP Server: | smtp.cisco.com
Management EPG: | default (Out-of-Band) =

Secure SMTP: []

From Email: frommail@cisco.com
Reply To Email: replaytoemail@cisco.com
Customer Contact Email: | customercontactmail@cisco.com

Phone Contact:
q., +1-011-408-555-1212

Contact Information:
Street Address:
Contract Id:
Customer Id:

Site Id:

« EF—ILE, BTN IZBIR B4R ( BCallHome B ERIWMAA ) o
- BE+HERFTR

- BN — BIREWR

- BERS — UREZER  NEREF2BEREMER

- Level — FEAZXFBEMRAEENTERR. REABUWNHHERENERRES. TH
RETEEMERIIE.

- BB THRF — AR IS BB 4 B9 SE PR B IR 44 b 1k

- B — MRBNFUHRBFETAUELE , MFREERNEXAR, BRI TUBHITRER
RIEelzEnER,

- Maximum Size(Bytes) — BB FEREHMI R AR/, WRFMEN"(Format)iZEHami=
xml , MHETEEIEE K |, Hib100-200KBHIBE R EFE M, RO LAGE A LB F3## 1738
&, EEFEN AN, X Fshort-txti&= |, © %02 ORI K/ E N 10KB,

- fFARFC — RIFTE/Z ALLIEE,



Create Callhome Destination Group

If you enable the RFC Compliant flag, messages will not be backward compatible and might have issues with Microsoft
Outlook on OSX.

Name Admin State Level Email

Format Maximum RFC
Size (Bytes) Compliant

Create Callhome Destination Group

STEP 2 > Destinations lyRreiile

If you enable the RFC Compliant flag, messages will not be backward compatible and might have issues with Microsoft
Outlook on OSX.

m +
Name Admin State  Level Email Format Maximum RFC
Size (Bytes) Compliant
Il Destination1 enabled alerts actualmail@cisco.com xml ~[1000000 & | I

Cancel

 RMNIULGIEMEHREMNEFR , B A ¥ L CallHome B #r4H Hik R Create CallHome
Destination>R 812 E %1 B #r.



Severity levels

LEVEL KEYWORD LEVEL DESCRIPTION
emergencies 0 System unstable

alerts 1 Immediate action needed
critical 2 Critical conditions

errors 3 Error conditions

warning 4 Warning conditions
notifications 5 Normal but significant condition
informational 6 Informational messages only
debugging 7 Debugging messages

$4%5 : BlECalhome&EifA

« SMFIAPIC >EB>HIBHIRUNERS> CallHomeEHA

Fabric

System Tenants Virtual Networking Operations Integrations

Apps

AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks

Import/Export

P
External Data Collectors fD G © Callhome Query Group - Callhome_Query

C» Quick Start

> [ Monitoring Destinations

~ [l Callhome Query Groups

- A% T CallHome Query Groupsfolder 3 i% % 12 CallHome Query Group,



Create Callhome Query Group ()

Mame: | Callhome_Query

Add Queries

Mame

Query Type DN or Class Name  Query Target Response Subtree  Response Subtree
Include

- EXERANEN , R ES+sign I BZEHRTE Lo

- B —EHWER

- KA _ U EERHNRERIEZESE, BREEET ASHEN.
- DN=Class Name — SN RV B, XMEEEZNERME | ELFEPHRTEE

ﬂ?é’*“ﬂ’]ﬁ%%%"\iﬁ’ﬁﬁj% TIRANEMAS, FAPICZRIHNRA4F  FEERFE
o MEBAIRTTIR , X2EFIMERN ., WREEddnforType , MIFRAT AT LA "Eﬁ&)\ ‘Whole

universe” =% “All fabrlc objects"FHER,

- B — EBEEWRENNREAMVNETE FRER. BIERT FH,
- FH — EBRMATINERREIN FRER, RELIEFXE
- Include — BEFIREIHNRER, RELIBiEH,



Create Query (X

Name: Callhome_Query

DN or Class Name: | uni

Target: ( children self
Response Subtree: children full

Response Subtree Include:

add-mo-list
audit-logs
config-only

count
custom-path-hop
deployment
deployment-records
ep-records
event-logs
fault-count
fault-records

faults
full-deployment
health
health-records
local-prefix
no-scoped
pending-deployment
port-deployment
record-subtree
relations
relations-with-parent
required

state

stats

tags

tasks

5P RIRIEME ISR KA B CallHome R
ERE T CallHome BFrFMEW , AT UABRE RIEBIEIERIE,



o SMEIAPIC >3 5B RE> R IR AE R R BE >R BE> 5 12
 H{RTE“Monitoring Object” ( WX R ) FHRIFIFAIERALL" , HIF“Source Type” ( REH
) % & “CallHome",

Monitoring s Sourcal —
Otjexct T

Lavel Destination Group

- REAERRANNIE+ZR
- Z ¥ — CallHomeJ& # #:(Callhome_Source)
- O — EREREANER
BB — FRRIRENSEHTES (EERIIBTESES )
- BFRA — Bk |, EFE 2B tIEA CallHome B #74
- BifA — 4k |, EFE 2B tIER CallHomeZE 4

« R Submit,



AR REFEKE , BRAATLEY N E Y SN R 62 £ 348 CallHomelR H £ A 24
CallHome B #r4 M E RO 1L 15 45 SR %

%6 : PRI ZKEECallHomelR
EART R | BRAFELE AR5 B KBS LA 8] Z CallHomelR o
S EIAPIC >3 B B> 17 7] SR G >R RE> W 15

« FEMonitoringXX R | HITFHRBIFRIALIERER, ITFRIAKE , RECallHome/Smart

CallHome/SNMP/Syslog/TACACS M #3%
- F{RTEMonitoring Object T 15l IR A IEIFALLH FSource Typeik &} CallHome,



Callhome/Smart Callhome/SNMP/Syslog

Moeoring ) s Source
Object Type
Include Leval Destination Group Query Group

- TEBERRALRSERS
- B¥ — i ACallHomeR & #R( Access_cal | Homre)
- O — EREREARNER
- Level — i K RIENEHTEM ( EERIESHA )
- Destination Group — b4k FA11%E#F 2 B 8] 2 # CallHome B #r4
- BiRA — ARIER Z 822 CallHomeZE#4A



Create Callhome Source S

Name: Access_Callhome

Include:

Audit logs
Events
Faults
Session logs

Level: alerts

Destination Group: Call_Home

@ @

Query Group: | Callhome_Query

|7 RITRXEFERE , RNLIAKEF X EE B HRLFIDEYEBHER.

RS Bk B A 362 UE

1. SMTPAR S 883 10 1E

EWINAPICHIA MR ZI9 A B TCPH 02575 B SMTPARS 88 , iE M 1TpingHMtelnetillix.
1.1 Pingill iz}

FERAUTHSREZSMTPENKEARR EEBME

EAPICE :



<ffroot>

API C # ping X.X.X.X

FERRM AL

<#root>

Leaf # i ping x.X.X.X

1.2 TelnetMi ( #HH25)
ETUATHEURIESMTPE O252 BT F B a3k .

FEAPICL :

APIC # curl -v telnet://smtp_server_ip:port

Example :
APIC# curl -v telnet://X.x.x.x:25

ERM L

Leaf# icurl -v telnet://smtp_server_ip:port

Example:
Leaf#icurl -v telnet://x.x.Xx.Xx:25

2. CallHomef &% iE

BIFAPICHI A M 3l £ CallHome L E R B IE#,
2.1 CallHomefE & 3 36 i
BREENHERE T EBNEOMNSEH

FEAPICL :

<{froot>

Api c# nmoquery -c cal | homePr of



AR TR L

<{froot>

Leaf # noquery -c cal | homePr of

2.2 CallHome B #r¥&IF
RUF B PRSMTPIRS S5 FiIm A R B RE LT :

FEAPICL :

<tfroot>

Api c# nmoquery -c cal | honeDest

ERM AL

<{froot>

Leaf # noquery -c cal | homeDest

3.4 % CallHome B FHF -1& 5

FEBAPACIZHIERE T | CallHomes BM=H S ERFWAPIC2R B, MBAPIC2RTA |, XL
8 AT AL B R S, B8 IACallHome S Y SORREH | EEARSEEE O L5 8 cepdumpo

3AMAPIC ( FERTIE )

MBEHETHRNEIE , 1§Fbondo.330F N AT H ANEIEHVLAN:

Apic# tcpdump -i bond0.330 port 25

MR AL

fE Fkpm_inb3E O B I2EZ HSMTPRE :

Leaf# tcpdump -i kpm_inb port 25



AEREERT , MEERDEEHKIFCallHome, SMTPEEMEIEERZE , RIMNATEE

I R R I QR B4R
ER LA T SERA 1T FEHRRR
ERN RIFEN R R ERE,

4151 ZECisco ACI GUIF S &m0,

A2ERETZAAARBRENREFHENERPITT (BESRAATREBEARRTNES ) o

NN
asco  APIC
System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventery | Fabric Policies | Access Policies

Lt Layer 1 Physical Interface Configuration - 101/eth1/1

13-
leaf1 (Mode-101) 101/eth1/1
| Interfaces
eth1/1
o Enable
- g ethi/z
y % ethl/3 Disable
/4 Turn On Locator LED
/ Turn Off Locator LED Layer 1 Physical In
IE eth1/6 Reset 101/eth1f1

f
I;_ sih Deploy Static EPG

100

Save as .,
Post ...

Shara

Open In Object Store Browser

ABEXNREFHENEERF , REEHEX RKEKE AT 2 P L FR(DN).

afret]n :
clsco  Object Store

Class or DM or URL Property Operation

Select an Option

1 object found  Show URL and response of last query @

11 Physlf

dn ¢ topology/pod-1/node-101/sys/phys-[eth1/1] > T wl A -

4412 5IDNfE , JHIEAPIC CLIHAETU TS UBEAXNRWIFMAEE

Operational

Value



-

apic# moquery -d "topology/pod-1/node-101/sys/phys-[ethl/1]"

A5 HEE— PR THREET , FHEnonPo1DnF R,
Bl

monPo1Dn : uni/infra/moninfra-default

e B S R R A T i O X R B Y5 2 5K BE A 29 J# 5 #R(DN),

4.6FEARBIH | EIRFEER : uni/infra/moninfra-default

X&BInfrafl~ THERIANGERMENAZED,

4 7TEWRCallHome A B H R IAEAMEER , WHITUATRE
#ikCallHomeE B & Infratl F° T 77,
B4R s 122 SR A& (451 AP 21 o nf r a- def aul t ) 8532 IE#AEL & Ry CallHome B B 3L #,

CallhomesSmart Callhome/SNMP/Syslog

~Hame  Incha e Level Destination Group Quary Group
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