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FE1: BEFRCIMC GUI,

ACI Fabric
6.0(5h)

APIC2 APIC3

B BURE. WHMERKVMIEEAPIC,

S ZElLaunch vKVM > Click on it > One more window tab is going open > Click on hyperlink

<#root>

A [ Chas Summary

Server Properties

Product Name:  APIC-SERVER-M2
Serlal Number: FCH232IV0AG
PID:  APIC-SERVER-M2
UUID:  BOSBCOTF-4ASCAEBI-A0C-BEEGZCFDM9BF
BIOS Wersion:  C220M4.4.0,1c0.0T 11181559

Desgeription: | ACILab - PODOM -

Asset Tag: | Unknown

Chassis Status

Powaer State:

Owerall Server Status:
Temperature:

Onarall DIMM Status:
Power Supplies:
Fans:

Locator LED:

Crwvarall Storage Status:

[<H<N ]

eBBdB

a

Cisco Integrated Management Controller (Cisco IMC) Information

Hostname:  bgl-acild-apicd

IP Address: 10,197 204.113
MAC Address:  6C:AB0S:88:27:10
Firmware Varsion:  4.1(2g)
Current Time (UTC):  Wad Jul 3 14:58:10 2024

Local Time:  Wed Jul 3 14:58:10 2024 UTC +0000

Timezone: UTC

Server Utilization
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© O NetSeeure  BiEpe:f/10.197.204.113:2068 cert_chick_redireet tmiTredinest_url=htips: (10,197,204, 113 tmlfkvrriviewer, html *r 0 8

[ Personal [ Cises [ Toals [ ACI [ ciscolive @ ACHintersight APR... [ AC1APIC & Node .. (£} Managel: Login Cizta Mexus 9000 Cisco Nexus 9000...  [F] How to attazh to L »

vKVM server certificate has Been accepted. Click ThiSink to confinue Toading thi: vEVM client application:
htpsd 10,197 204,11 3:humlkvm Viewer himl

B=% . RLFHAPICUAREEZTHAPICIRA (BRI LMEREMELRREFELRNSH , 11X
WMEBFAT, MIEKFID, TEPHSE )

BEWL . HRICFHAPICE , FRERZE (B LLEFIBAPICHRAN5.2.5¢ )

apic3# acidiag version <== To check the APIC version
5.2.5c

BHE . ERGLERTEMENMBEFIAPIC,

acidiag touch clean <<== Commands to remove all configuration and reboot the devices
acidiag touch setup
acidiag reboot

FART . WE sam_exported.config\ IETEZTHAPICHIREULE S , UEZEAPICHIB{LEER,

apicl# cd /data/data_admin

apicl# pwd

/data/data_admin <=== Location of sam_exported.config file
apicl# 1s -1 | grep sam

-rw-r--r-- 1 root root 349 Jul 3 07:32 sam_exported.config

apicl# cat sam_exported.config
Setup for Active and Standby APIC
fabricDomain= bgl-aciO4

fabricld= 1

systemName= bgl-aciO4-apicl <== APIC1 hostname , change based on APIC3
controllerID= 1

tepPool= 10.0.0.0/16

infraVlan= 3967

GIPo= 225.0.0.0/15

clusterSize= 5

standbyApic= NO

enableIPv4=Y

enableIPv6= N

firmwareVersion= 6.0(5h)



ifcIpAddr= 10.0.0.1

apicX= NO

podId= 1

standaloneApicCluster= no

oobIpAddr= 10.197.204.114/24 <== APIC1 00B IP, Change based on APIC3

SR7. FRSROPBENITFEDNHRILIFTHAPIC,

Press Enter at anytime to assume the default values. Use c
at anytime to restart from the beginning.

Cluster configuration
Enter the fabric name [bgl-aci®4]:
Enter the fabric ID (1-128) [11:
Enter the number of active controllers in the fabric [3]1:
Is this a standby controller? [NOI1:
Enter the controller ID (1-3) [3]:
Standalone APIC Clus ? yes/no [nol:
Enter the POD ID (1-254) [11]:

c
r
3
[

]

Enter the controller name [bgl-aci®4-apic3]:
Enter addr pool for TEP addresses [10.0.0.0-161:
Note: The infra VULAN ID should not be used elsewhere in your environment
and should not overlap with any other reserved ULANs on other platforms.
Enter the ULAN ID for infra network (1-4094) [39671]:

Out-of -band management configuration
Enable IPvb for Out of Band Mgmt Interface? [NI1:
Enter the IPv4 address [10.197.204.116-,241:
Enter the IPv4 address of the default gateway [10.197.204.11:
Enter the interface speeds/duplex mode [autol:

admin user configuration
The admin user configuration will be syncronized
from the first controller after this controller
joins the cluster.

The above configuration will be applied

Warning: TEP address pool and Infra ULAN ID cannot be changed later,
these are permanent until the fabric is wiped.

Would you like to edit the configuration? (ysn) [nl:

HIR 8 MAPICO1 GUIfF A FEAPIC3

S finF|System > System Settings > Controllers > Cluster as Seen by Node



tsco APIC (FAB4) QP OOOOOO

Admir

Tenants Fabric Wirtual Netwarki Operations

Controllers

Cluster As Seen By Node
General
Fabric ID Fabric Domain Name Controller Time Deviation (msec) (0
1 bgl-acid 106369
Current Size Discovery Mode Target Size
3 Permissive 3

Shrink In Progress
Mo

]
=
]
=
]
-]
—
-]
=
=]
=

BHREEEMHN =S, KiEDecommission

<tfroot>

Active Controllers

Filter by attributes el

D 4 Host Name P Admin Operational Health Failover Serial SsSL
State State State Status Number Certificate
1 bal-aciO4-apic 10.0.0.1 In Service @ available Fully Fit No Appliance 1 FCH2322V05( yes
2 bgl-aci04-apic 10.0.0.2 In Service @ available Fully Fit No Appliance 1 FCH2323V09 yes v
3 bgl-aci04-apic 10.0.0.3 In Service @ available Fully Fit No Ap Commission ree
10 ~ Rows
Replace
Reset
Standby Controllers

Open In Object Store Browser

Filter by attributes Save As ) ] o

FRIOBIETRNEEREARS , EERANFLRS” , FRFHEMERBE R,



Cluster As Seen By Node

General

Fabric ID

Fabric Domain Name

o]

Controller Time Deviation {msec) ()

1 bagl-aci4 1106368
Current Size Discovery Mode Target Size
: Permissive 3
Shrink In Progress
Mo
Active Controllers
Commissien
Replace
o % HostName P Admin State Operational State  Health State Failover Status Serial Mumber Reset
trgl-acidd-apicl 10.0.01 In Service @ available Fully Fit Ma Appliance failove FCH2322VW056G Open In Object Store Browser
2 bgl-aci04-apic2 10.0.0.2 In Service ® available Fully Fit Mo Appliance failove FCH2323V09wW  Save As
3 | 0.0.0. Out of Service @ unregistered Unknown Mo Appliance failove yes
10 Row Page 1 of 1 1-30f 3

SR 10 MLEPBBREBENAPIC3 , RAEENRFLEFHWAPIC3,
HI 11 FFAPICREFN ARG , MBEFAPICIH BIRFEREBL, BHAITIERRER 176K

MEEIRO,

HIR 12 FF10-150% , UMEHRAPICH LB R, BECIMC KVMBIEHAPICRAREBEARNA

DEREFRRET. ( BFRMEHFrescue-user)

FPR 13 MAPIC01 GUIZEHEAPICO3,

S finFSystem > System Settings > Controllers > Cluster as Seen by Node

REREZFANHN = 2> HCommission

<#root>



Cluster As Seen By Node

General

Fabric ID
1

Current Size
3

Fabric Domain Name
bagl-aci4

Discovery Mode
Permissive

o]

Controller Time Deviation {msec) ()

1106368

Target Size
3

Shrink In Progress
Mo

Active Controllers

Commission
i Atk
Replace
o] %  HostName P Admin State Operational State  Health State Failover Status Serial Number P
1 bgl-acidd-apicl 10.0.01 In Service @ available Fully Fit Mo Appliance failove FCH2322V05G Open In Object Store Browser
2 bgl-aci0d-apic2 10.0.0.2 In Service ® zvailable Fully Fit Mo Appliance failove FCH2323V09W Save As
3 bgl-acidd-apic3 0.0.0.0 Out of Service @ unregistered Unknown No Appliance fallove yes
10 Rows Page 1 of 1 1-30f 3

F14%5 - RMEHRE/IBWAPICHRERWCIMC IPH#bit, AFRE. BB, RIVGERx SN, St
Validate, —BUFR TN,

WMAAPICER, BEEZRE ( KEMEMFAREANEFIZE ), PODID, wAEE MU RIPVARK
, RiE REHApply. ( MIBEXLESHEERNETETFTIHWAPIC)



Commission

Controller Type

Controller Type

[ Physical | Virtual ]

Connectivity Type

IPvE

(3 Enabled

CIMC Details

IP Address *

10.197.204.113

Username *

admin

Password *

[ — S J

Cancel Y



CIMC Details

IP Address =

10,197 204113

Username #

admin

Password »

ﬂ Validation Success

Commission

General

Name =

bgl-aci04-apic3

Admin Password *

Controller ID =

3

Pod ID+

K

1

Serial Number

FCH2322V0AG



HB 15 WEFF10-150 % , UEFEFS.2(5¢) APICRRASFFETAPICR N2 32k 55 BF

apicl# acidiag avread

Local appliance ID=1 ADDRESS=10.0.0.1 TEP ADDRESS=10.0.0.0/16 ROUTABLE IP ADDRESS=0.0.0.0 CHASSIS_ID=8c

Cluster of 3 Tm(t):1(2024-07-03T07:52:20.791+00:00) appliances (out of targeted 3 Tm(t):3(2024-07-03T09
appliance id=1 address=10.0.0.1 Tm(t):1(2024-07-03T07:33:50.078+00:00) tep address=10.0.0.0/16
appliance id=2 address=10.0.0.2 Tm(t):3(2024-07-03T12:40:59.116+00:00) tep address=10.0.0.0/16

appliance id=3 address=10.0.0.3 Tm(t):101(2024-07-03T13:18:17.965+00:00) tep address=10.0.0.0/

F® 16 IEAPICE B L FHAPICHEKEI6.0(5h) , FHFeHAMBER D, B EMEETT
30045 , HBXRREL R avreadtii B .



apicl# acidiag avread

Local appliance ID=1 ADDRESS=10.0.0.1 TEP ADDRESS=10.0.0.0/16 ROUTABLE IP ADDRESS=0.0.0.0 CHASSIS_ID=8c

Cluster of 3 Tm(t):1(2024-07-03T07:52:20.791+00:00) appliances (out of targeted 3 Tm(t):3(2024-07-03T13

appliance id=1 address=10.0.0.1 Tm(t):1(2024-07-03T07:33:50.078+00:00) tep address=10.0.0.0/16

appliance id=2

appliance id=3

EWIFEHALETT

=ABIRF | FERBHER ,

address=10.0.0.2 Tm(t):3(2024-07-03T13:24:30.725+00:00) tep address=10.0.0.0/16

address=10.0.0.3 Tm(t):102(2024-07-03T13:42:57.550+00:00) tep address=10.0.0.0/

svc_ifc_appliancedirector.bin.log3 ¥

{Ii& : /var/log/dme/log

svc_ifc_appliancedirector.

4411 |2024-07-03T13:
4411 |2024-07-03T13:
4411 |2024-07-03T13:
4442||2024-07-03T13:
4442||2024-07-03T13:
4442||2024-07-03T13:
4442||2024-07-03T13:
4442||2024-07-03T13:
4442||2024-07-03T13:
444212024-07-03T13:
4442|12024-07-03T13:
4442|12024-07-03T13:

444212024-07-03T13:

03:

03:

03:

04:

04:

04:

04:

04:

13:

13:

17:

17:

20:

02.

02.

02.

02.

02.

02.

03.

03.

59.

59.

55.

55.

25.

BREATARIEAPICHIIBAPIC LY

bin.Tog | grep "ApplianceAutoUpgrade.cpp"

014060877+00:

014069812+00

014078887+00:

025327143+00:

025434226+00

025661541+00:

001492232+00:

001598593+00

287332478+00:

287418460+00:

430111171+00:

430203755+00:

430436301+00:

00| |appliance_director| |DBG4| || |# Registered APICs:3]||../applian

:00| |appliance_director| |DBG4| || |# APICs its version is same clus

00| |appliance_director| |DBG4| || |# APICs its version is different

00| |appliance_director||DBG4| || |Try to upgrade Appliance3||../ap

:00]| |appTiance_director| |DBG4| || |ImageFile: /firmware/fwrepos/fwr

00| |appliance_director| |DBG4| || |[Running rsync -8 -avzk --timeout

00| |appliance_director| |DBG4| | | |Done: Copy auto_upgrade script t

:00| |appliance_director| |DBG4]| || |Running rsync -8 -avzk --timeout

00| |appliance_director||DBG4| || |Done: Copy iimage file to remote
00| |appliance_director||DBG4| || |Running ssh -p 1022 -i /secureda
00| |appliance_director| |DBG4| || |[Run remote upgrade done||../appl
00| |appliance_director| |DBG4| | | |Decommissioning Appliance 3|]|../

00| |appliance_director| |DBG4| || |Commissioning Appliance 3]||../ap

S8 17 MR BEFAPICHER KM |, NIBEE K EHE,

B 18. W FAMBIER |, B LA ITEF EF N REFAPICHRINEIACIZ #5817 %X T
, NTIIR A EFTAL L B3IAPICH R,

MRXESRTEMREE |, FRETechsupport BEH KRR ERITACLUIRE# — S B,
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