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SVI1192.0.2.1 # [Eth1/50

Router ID 192.168.0.1

OSPF Peering >

SVI192.0.2.50 ¥ |Eth1/2
NX-O§  RouterID 172.16.0.1
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——
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OSPFXI FHLIEZE R

OSPF 2 A LA7ECisco ACITSNERER 2R 2 A /B VI Z — BRIACIZ P E R AT , fim
OSPFXHE ( BFEET ). HEMARTEI, BESODRIEARHEARLUED,

L3OutBFEHRBIPIGET, RRVBEERE (TREENXH ) MEFOBERE (EOREXH) .
OSPFHEXZHEERNER M EHTEHE , MEEEREF &, F—ITELENKBANEX
(VRAHZTREE , flNTELIOutE 5 LERENXFHIDMX X, F-NSHREZORINSHK
, BIENOSPF helloFREREOEH (S, X A(P2P)).

BT REACHL AR S\ IR 88 2 B2 M OSPF&R X RAVE XK :

1. OSPF X 13| D3 Y 2470 PLfig

2. OSPF & H 251D 247 M —

3. RABRBMBEMMTU)ATE (BRIABER T , RIRAEREFHEIZE 9000 , KZFCisco
IOS®/NXOSH H 1% & 7 1500)

4. OSPF 57 UF 2 £A M B A ITEL ( (RAERA )

5. OSPF Hellol&] f& A Dead|&] & 24 75 Pt #it

6. OSPF M £& 35 &Y 2470 PTig

BEBFMANE T 5XFEHEPUACI L3OutHE X AR B2 FIE DI,


https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html

MRIEFABLIOURBENHEMELRER , FSEHK B,

OSPF4RIEHEHR-EHRER

TIOSPFREXRZAIREAERMRER , RIFARIIEAER,
ST PingIZEBAwEN, SEHTHRIAEREEAIZHENIPRAMY , XROSPFHIIMNEEER

o

iping -V <vrf> <remote_end_IP>
example:
BL-301# 1iping -V abcl:vrf-1 192.0.2.50

BoE RUEARESHK :

1. OSPF X 15 ID N3¢ &Y 2440 PLfig

2. OSPF & H 251D 2475 Mk —

MTUEE ( BRINVER T , RIEFEFEFEIZE 9000 , M AZECisco IOS/NXOSHTHH IR E
#1500 )

. OSPFE U A MR A ITHE ( (R FEH )

. OSPF Hello&] FE%DDeadIEﬂI‘mMUﬁEEE

6. OSPF M £& 3 B 2470 T fig

i E R R RHEER M.

w

[S 203

<ttroot>

BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/link-up/admin-up --> 13out SVI

109 192.168.0.1/32 protocol-up/1link-up/admin-up --> Router ID SVI
BL-301#

show i p ospf interface vlian 1

Vlanl 1is up, line protocol is up
IP address

192.0.2.1/ 24

, Process ID default VRF

abcl:vrf-1

ar ea backbone

Enabled by interface configuration



State P2P,
Net work type P2P

, cost 4

Index 84, Transmit delay 1 sec

1 Neighbors, flooding to 1, adjacent with 1
Timer intervals:

Hell o 10, Dead 40

, Wait 40, Retransmit 5
Hello timer due in 00:00:03

No aut hentication

Number of opaque 1link LSAs: 0, checksum sum O
BL-301#
show int vlan

1| egrep "MIU

MTU
9000
bytes, BW 10000000 Kbit, DLY 1 usec

BL-301#

show i p ospf vrf abcl:vrf-1 | grep Routing

Routing Process default with ID

192.168.0.1

VRF abcl:vrf-1 -->

Router 1D

ETFAAERBERNEAREE , HEAUANNNZELHRSHED,

HEBROSPF &R H & - i [=

<tfroot>

[+]From the border Leaf we can identify the state of the neighbor state
BL-301# show ip ospf neighbors vrf

abcl:vrf-

1



<<EMPTY>>

[+] You can check the associated faults to the VRF.
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,"

abcl:vrf-1
"Y' | egrep "code|rule|dn|descr|lastTransition"

<<EMPTY>>

BLEZSEREREETIHE , BREH LA sES HI — N FE 18 % F1385(protocol-ospf-
adjacency-down) , &REAZLBE LIXETHEMNRLE FEERES

E_HEFH moquery -c faultRecord -f 'fault.Inst.code=="F1385"" -x 'query-target-filter=wcard(faultRecord.dn,"abc1:vrf-1")' | grep dnis < SRR 51
[l: AL}

&2 FAmoquery -c faultRecord -f ‘fault.Inst.code=="F1385"" -x 'query-target-filter=wcard(faultRecord.dn,"abcl:vrf-1")' -x ‘query-target-
filter=wcard(faultRecord.created," 2024-01-01")' | egrep "dn" | we -| S8 SR EEM44 E B BN BB TR,

SR AT TEOSPFIE O LA K A #th M A2 Bl B A9 I Po

<tfroot>

[+] Identify the IP applied on the external device from the ARP associated to the interface
BL-301# moquery -c arpAdjEp -x 'query-target-filter=wcard(arpAdjEp.ifld,"

vl anl

")' | grep "ip
ip :
192.0.2.50

BRTQLENEFTERE

B TR SR B0 AR AR A B AR STRALE R A(SVI) |, BRI Atcpdump3k R F# TR E,



AR A, ERAVFEEE A CPUTH N2 T M 457 2 /Y O kpm_inb,

<#froot>

[+] Capture asingle OSPF hello packet using TCPDUMP coming for local BL OSPF IP 192.0.2.1

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb

tcpdump: listening on kpm_inb, link-type EN10MB (Ethernet), capture size 262144 bytes
192.0.2.1 > ospf-all.mcast.net:

OSPFv2

, Hello, length 44
Router-ID 192.168.0.1,



Backbone Area

Aut henti cati on Type: none (0)

Options [

Ext er nal

]

Hel lo Timer 10s, Dead Tiner 40s,

Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP 192.0.2.50
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb
tcpdump: Tistening on kpm_inb, Tlink-type EN10OMB (Ethernet), capture size 262144 bytes

192.0.2.50 > ospf-all.mcast.net:

OSPFv2

, Hello, Tength 44
Router-ID 172.16.0.1,

Backbone Area, Authentication Type: none (0)

Options [

Ext er nal

]

Hell o Tinmer 10s, Dead Ti ner 40s,

Mask 255.255.255.0, Priority 1

Wireshar k3 IIE

ST LATEWireshark E 3 3ROSPFRI 4 E THOSTHY R 2 A H# 17 5 47

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X X X_OSPF.pcap | tcpdump -r - host any
BL-301# tcpdump -xxxvi kpm_inb 'proto ospf and (host <<X.X.X.X>> or host <<Y.Y.Y.Y>>)' -w /data/techsupport/Node-X XX_OSPF_HOST .pcap

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X XX_OSPF_HOST .pcap | tcpdump -r - host X.X.X.X



5t Fpcaptiizk , &7 LUE T R 3 F A Analyze > Apply asa Column3R £ Fi Wiresharkis £ 25
ospf.area_id = FHRIRXIFHID

ospf.auth.type =S\ EE BN S HMIERE R HFILE

ospf.hello.hello_interval =lARERFHIMTU

ospf.hello.router_dead_interval =5A% 257 [&] #9 dead &l FR Bl B

ospf.srerouter = RouterlD

B HERR B

BEBROSPR&B IR : XD ILE

MEXEIDF}0.0.0.4289 APICE. B , SfiEIFabric > Tenants > Networking > L 30uts > <<L 3outName>> > Policy > Main.

.22 L3 Outside - Site2-L30ut-OSPF-Leaf301

» (C» Quick Start
- B8 aber
B Application Profiles
v [ Networking
. [ Bridge Domains
> [ VRFs
> [ L20uts
- [ L30uts

- &N Site Dut-OSPF-Leaf301

Enable BGP/EIGRP/OSPF: [] gap [ OsPF

OSPF Area ID:|| 0.0.0.42

OSPF Area Control:

] Send redistributed LSAs into NSSA area
Originate summary LSA
y E Dot1Q Tunnels D Suppress forwarding address in translated LSA

& Contracts OSPF Area Type: Regular area

= Policies OSPF Area Cost: |0 i
> [ Services

= Security

> [ SR-MPLS VRF L30uts

i 7 iR OSPFX I D 0.0.0.42

M e

<ffroot>

[+] Check OSPF interface details to confirm current area

BL-301# show ip ospf interface vlan 1 | grep area
|P address 192.0.2.1/24, Process | D default VRF abcl:vrf-1, area

0.0.0.42

Or



BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | grep area
area :

0.0.0.42

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1,

Area
0.0.0.42

, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1,

Backbone Area

, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

MIERIR R

<#froot>

NX-OS# show logging log | tail -n 100 | grep ospf-bootcamp
2023 Dec 28 15:17:09 NX-OS %0SPF-4-AREA_ERR: ospf-bootcamp [22263] (301-13-abcl) Packet from 192.0.2.1 on Ethernet1/2 received for wrong are

0.0.0.42

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

RF R | FOSPFXIH EBL L#Y0.0.0.08 = F MK/ IR E £#Y0.0.0.42EF

BEBROSPRABIR IR : XIS BFITE

EACIGUIA , FARXIEEE (NSSATART ) #TERER , SHZEIFabric > Tenants> Networking > L30uts>" L 3outName" > Policy

>Main,



eleel L3 Outside - Site2-L30ut-OSPF-Leaf301

(C» Quick Start
-~ [ aber
-
= Application Profiles
~ [l Networking
> [m Bridge Domains
> [ VRFs

Enable BGP/EIGRP/OSPF: £ | OSPF
. [ L20uts [ BGP M oser

OSPF Area ID: | 0.0.0.42

-~ [ L30uts

S 30ut-OSPF-Leaf301

OSPF Area Control:
,7| Send redistributed LSAs into NSSA area
i Originate summary LSA
; E Dot1Q Tunnels | Suppress forwarding address in translated LSA

> @@ SR-MPLS VRF L30uts

> [ Contracts OSPF Area Type: Regqular area Stub area

- [ Policies OSPF Area Cost: |( &
» [ Services
= Security

NSSAE R T X ELE .

Mz SRR

<#root>

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

nssa

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

NSSA

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1



or

BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

stub

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

none

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

Ext er na

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

MIERIR R

<#froot>

[+] Check OSPF interfaces con vrf



NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/1link-up/admin-up
Eth1/2.1120 192.0.2.50 protocol-up/1ink-up/admin-up

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

RF R  ELOU L EH AR OSPFXIFER |, FMASRIRZE T 1K ITEL,

OSPF&RIZHIFEHERR - EEMAETID

EENRBHEEIDSMEIEFROSPFABIEX R, FEACIRERERF |, BLEOSPFEEHEFIDE , M E A MESID 1Pt 6|2 E, BT
it A FHE , A Y RESREN , FeeSEANZEOIPESE,
ERFIF | B LB IASFERR N ASRIDEBEIR,

MACI GUIH , S ZEFabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Configured Nodes > topol ogy/pod-Y /node-
Xo

abc1 Node Association

> (C» Quick Start
: Eg abc1
& Application Profiles
~ [l Networking
E Bridge Domains Node ID: topology/pod-1/node-301
. = VRFs Router ID:}(172.16.0.1

> [ L20uts Use Router ID as Loopback Address: [v] 5
~ [l L30uts Loopback Addresses:
~ &N Site2-L30ut-OSPF-Leaf301 . P
~ [l Logical Node Profiles

v E node=-301

~ [ Configured Nodes
E topology/pod-1/node-301
> [ Logical Interface Profiles

> [ External EPGs

= Route map for import and export route control

K B 4B B R & #Y 3% A 87 DEC B 45 iR



Mid e

<#root>

[+] Check OSPF interfaces associated with the VRF
BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/1ink-up/admin-up
109

172.16.0.1

/32 protocol-up/1link-up/admin-up

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-1D

172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP

BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48

Router-1D



172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

MIERIR &

NX-0S# show logging log | tail -n 100 | grep ospf-bootcamp
2024 Jan 4 13:55:36 NX-0S %0SPF-4-DUPRID: ospf-bootcamp [22263] (301-13-abcl) Router 192.0.2.1 on 1int

BRFR  EHMRZ LERTENEKBERID,

abc1 Node Association

> (C» Quick Start
ﬁ abcl
= Application Profiles
- [l Networking
> [l Bridge Domains - Node ID: topology/pod-1/node-301
. B VRFs Router lD:|| 192.168.0.1 ||

. B L20uts Use Router ID as Loopback Address: E [
[ L30Outs 4 Loopback Addresses:
ﬁ Site2-L30ut-OSPF-Leaf301 - IP

~ [l Logical Node Profiles

E node-301

- @l Configured Nodes
E topology/pod-1/node-301
> [ Logical Interface Profiles

> [ External EPGs

> [ Route map for import and export route control

M Aai1RE LERTREERID

BEBROSPF4BIEHIE : MTUTRTEL

TEM/NOSPFIE4BER I BRIE M I A BE H 5T (/BN £/ ) IEEBE B35 (DR)/BDRIE% /5 | B HSR HRBIExstartiR S, EIRE



T, 184BER BB 2 M active/standby X R , F 18 TE 7 XHRDBD IR E B 5 F B9 4 4 B 43 B #4387 (DBD) 7 511 5

A active/standby xR 2 JG (B E R & B HASIDA IR AT Nactive) , BB ATk BlexchangeRES. EIHREBT , AT
DBD H#iFE , XEHESHWR T HENMERRSEIREE, BHSTSAEHEBRRSERBES , XERFESNPEBEREMNVEER
REBEELSA)

WMRABBER AR IEOMIMTUIRE T TE , N3 A 3757 EExstar/ExchangeiR7S . XRAAMTURAKBEHABZSRIE—PMRTHER
MR LRENMTUNEIES , Rt EEER L2 ZEES,

M P BRIA KRB BRYAPIC GUIER B , S E Fabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface
Profiles > OSPF Interface Profile,

RIANBR T , ACIRHRAEM N EIZEEAMTUIRIE 90001+ 21500

BINMERT , ACIRIRIEEFEIEEOMTUIRE N000M T 21500, HTACIEEESHMTU , At EH#EEIRENIBRHEEN
DBDHFEBH Z R BINX LHIES,

MEABEHBEERERBEHMTU , T LZHKEBACIHDBDHRESHACK , #EEFH A MABDBDRES , HRE
Exstart/Exchangeth 7.

Mid AR

<{froot>

[+]From the border Leaf we can identify the state of the neighborship relation
BL-301# show ip ospf neighbors vrf abcl:vrf-1

OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1

Neighbor ID  Pri State Up Time Address Interface
172.16.0.1 1
EXCHANGE
/ - 01:10:05 192.0.2.50
VIl anl

[+] You can check the associated faults to the Tenant:VRF / OSPF interface
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,"

abcl:vrf-1



\/if-\[

vl anl

\]1")'" | egrep "code|rule|dn|descr|TastTransition"
code :

F1385

descr

OSPF adj acency is not full, current state Exchange
dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vianl]/adj-172.16.0
lastTransition 1 2023-12-28T12:26:23.369-05:00
rule : ospf-adj-ep-failed

title : OSPF Adjacency Down

code

F3592

descr

OSPF interface vlianl ntu is different than nei ghbor ntu

dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vlanl]/fault-F3592
JastTransition 1 2023-12-28T12:26:23.369-05:00
rule : ospf-if-mtu-config-mismatch-err

[+] Identify the MTU applied on the OSPF interface
BL-301# show int vlan 1 | egrep "MTU"

MTU

9000

bytes, BW 10000000 Kbit, DLY 1 usec

[+] If the default configuration is on place there will be a missmatch with the 1500 default
BL-301# show ip ospf event-history adjacency | grep "neighbor mtu"
2023-12-28T12:24:31.986149000-05:00 ospf default [20751]: TID 21885:0spfv2_check_ddesc_for_nbr_state:49

nei ghbor ntu [

1500] is smaller than if ntu 9000

[+] Or if the Tocally configured MTU is lower tham external router
[2023-12-28T14:05:48.495659000-05:00:T:ospfv2_check_ddesc_for_nbr_state:478] abcl:vrf-1DBD from 192.0.2

nmu [1500] is large than if nmtu 1200

WRERVERIR TR -



o MIEHFHAKREZELHMTU

YEWRE-ROMTUR , BTERYRA AR  ARETRNEZARFIZRES , #FETRETSHRERRME. Flm, XAyE
BO, KRENHE, KHEHMR,. ARE.

& EFabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile 30 PR

Logical Interface Profile - leaf301 int orof 0
svi 0e
Palicy Faulis History
Palicy Faults History
Routed Sub-Interfaces Routed Interfaces s Floating SV
O 2 .
O L
Iom: 1/Node-301 feth1/50 - 192.0.2.1/24 OOITEOFE,. 1500 vian-1120 Loca

MTUEZ & 79 1500

o XBXOSPFEOFREEAFMMTURB G EHEIER,

YOSPFHIEEE KT , AHIIMTURREE, YMTURMBE/LNETN , RESFERKME , BRERMIER 7 £KDBDHIER
LSAEE , REEH T NN EFESENRES.

PEIBERHNRETRE , BEFRNEARELBIRATA,

S EFabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile
> Associated OSPF Interface Policy 1B Ff7Ro

OSPF Interface Policy - default [n]]

Policy Faults History

Interface Profile - OSPF Interface Profile

o X R

= © €D

MTUZBRBL &

HEBROSPFABIZ M FE : BP0 IE A ITE

B LEOSPFHE A B RIE , MEZ S RBRBHELHEE. OSPF BRI L2 K" ( ®E” ), “ME"H'MD5, HHRIEH



E‘none” RNOSPFAER H R RIE , ©RMING E. HAMESFORIEN , ATBYMENAXE N tH. WREM MD5 F4KIE
,MOSFLBEEMELE,

THR OSPF XFH =R TEXREMN FHEIE.

ZHEHRIUE — XHAXRE 0, RIFERBEESRAPIEEHRIEFE ., XHEXZRINER,

R S MR- BMAER1 | EERAMENHENESR,

MD5 SHKIE — XMHEHE 2, EfEA MD5 MEO .

SHRIELERE, ER , WRERE , NHBNE LWAENERARSAERAEBN O ST HRIESE,

MACI GUIEfn E Fabric > Tenants > Networking > L30uts > "L3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface
Profile HEFRRo

ac Interface Profile - OSPF Interface Profile

(C» Quick Start
B aber
B Application Profiles
B networking
= Bridge Domains Name;

Description: optional

Associated OSPF Interface Policy. default L
OSPFvZ Authentication Key:
Confirm OSPFv2 Authentlcation Key:

OSPFv2 Authentication Key 1D: 1 £

OSPFv2 Authentication Type: I': MDS authentication Mo authentication

Simple authentication \
A

SPF Interface Profile

B External EPGs

il Route map for import and export route control

2 i EMD5E & 8 & {318 iIF

MCLI :

<#root>

[+] Check Authentication type configured
APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType

sinpl e



[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:

sinple (

1)

Simple text password: cisco
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1
or

[+] Check Authentication type configured
APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType

[+] Capture a single packet TCPDUMP for local BL OSPF IP

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1



192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:

MD5 (2)

Key-ID: 1, Auth-Length: 16, Crypto Sequence Number: 0x026c0a34

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1

192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48

Router-ID 172.16.0.1, Backbone Area, Authentication Type:

none (0)

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Live OSPF trace Decode for VRF
BL-301# log_trace_bl_print_tool /var/sysmgr/tmp_logs/ospfv2_1_trace.bl | tail -n 250 | grep abcl:vrf-1
[2024-01-04T16:23:29.650806000-05:00:T:0ospfv2_set_authentication:70] abcl:vrf-lout pkt on Vlanl:

auth sinple text: key cisco

or
[2024-01-04T16:24:22.794682000-05:00:T:ospfv2_set_authentication:96] abcl:vrf-lout pkt on Vlanl:



auth nd5: key cisco

, key id 1 Seq 40635829 (time 1704403462)

MIERIR R

NX-0S# show logging log | tail -n 100 | grep ospf-bootcamp

2024 Jan 4 16:55:01 NX-0S %0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from
or

2024 Jan 4 16:55:20 NX-0S %0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from

BRAR  EESHRIE,
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MACI GUIEf EFabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile
> Associated OSPF Interface Policy 1B FFRo



Interface Profile - OSPF Interface Profile OSPF Interface Policy - default 0 9

Policy Faults History

O i %

Matwork Type: | Brosdeast specited )
Mamw | m y,

Description: | option

B & Y Hello/Deadit i 25

Mz SR

<#root>

[+] Check OSPF 1interface configuration

BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State P2P, Network type P2P, cost 4

Timer intervals: Hello

20

, Dead

42

, Wait 42, Retransmit 5
Or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | egrep "deadIntvl|helloInt

deadl nt vl . 42



hel | ol nt vl . 20

nwT T p2p
Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPolName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl

42

heTloIntvl

nwT T p2p

[+] Capture a single packet TCPDUMP for local BL OSPF IP

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1

192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)
Options [External]



Hell o Ti ner 20s

Dead Tinmer 42s

, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-ID 172.16.0.1, Backbone Area, Authentication Type: none (0)

Options [External]

Hello Timer 10s

Dead Ti nmer 40s

, Mask 255.255.255.0, Priority 1

MIERIR R



<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/Tink-up/admin-up
Ethl/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2.1120 | grep hello

ip ospf hello-interva

10

[+] Check OSPF 1interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2.1120 | grep Timer
Timer intervals:

Hell o

10

Dead



40

, Wait 40, Retransmit 5

RRA R . IEELOSPFitAYES.
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o THEMBRMESHTOSPFR LA MO ERIAER
o TIEBMEERERERIIGE2RT B
o TTEMEEBAE—MNM0oMhedloM40H deadit 1SS ( SP2PHEE )
o OSPF/ ML EEFHDR/BDR,
J=SOB=}

o P2POSPFR%EK R T4 DR/BDRAX R

o P2PRREEEF —/MOBhelloF40% deadit Bt 27

o PPRSRBERTM A EZMBENRKER

MACI GUIEfn EFabric > Tenants > Networking > L30uts > "L3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile
> Associated OSPF Interface Policy Z1@FTRo



Interface Profile = OSPF Interface Profile

jon Ky I

EEE BHRIEENMERE

B FERM

<#root>

[+] Check OSPF neighborship relation

BL-301# show ip ospf neighbors vrf abcl:vrf-1

OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1

Neighbor ID Pri State Up Time Address
172.16.0.1 1

I NI TI ALI ZI NG DROTHER

00:06:42 192.0.2.50 Vlanl

[+] Check OSPF 1interface configuration

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl"™)'

deadIntvl : 40
heTloIntvl : 10
nwT :
bcast

or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")'

deadIntvl : 40

sl L T 2 r W - )
\

OSPF Interface Policy - default 08

Interface

| egrep "deadIntvl|helloInt

| egrep "deadIntvl]|helloInt



heTloIntvl : 10
nwT :

unspeci fied

Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPolName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl 1 40

helloIntvl : 10

nwT :

bcast

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl : 40

helloIntvl : 10

nwT :

unspeci fied

[+] Whether it is bcast or unspecified the interface will show as Broadcast
BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State DR, Network type

BROADCAST



, cost 4
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 48
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

Desi gnat ed Rout er

192.0.2.1

Neighbor List:
172.16.0.1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

MAEBIRE

<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show 1ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/Tink-up/admin-up
Eth1/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2 | grep network
ip ospf network



poi nt -t o- poi nt

[+] Check OSPF 1interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2 | grep type
State P2P, Network type

P2P

, cost 1

RifsHEL

EAXHFEIATXERS , RENTREZREITHREIER,

:l'%_/\\\ ﬁ% E B’\J
%Cl?&:‘rﬁ show ip ospf neighbors vrf <<TNT:VRF>> WEVRF L HARERE R
show ip ospf interface brief vif <<TNT:VRF>> KEESVRFXERHIOSPF#

A

mogquery -c faultinst -x 'query-target-filter=wcard(faultInst.dn,"<<TNT:VRF>>")'

0] LUK B VRF BY #8 o< #

mogquery -c ospflf -x 'query-target-filter=wcard(ospfIf.dn,"<<TNT:VRF>>")'

BEEVRFXEWTE
OSPF#EOFHAEER

mogquery -c ospflf -x 'query-target-filter=wcard(ospflf.id,"<<vlanX>>")'

KEOSPFEOEE




moquery -c arpAdjEp -x 'query-target-filter=wcard(arpAdjEp.ifld,"<<vlanX>>")" |
grepip

MEEOXBKNARPREN
RATAEIRZHIP

log_trace bl_print_tool /var/sysmgr/itmp_logs/ospfv2_1_trace.bl | tail -n 250 | grep
<<TNT:VRF>>

VRF#I S5 8YOSPF BR ER A 55

tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /dataltechsupport/Node-
XXX_OSPF.pcap | tcpdump -r - host any

IR EIE Wireshark £ 9 #7#Y
OSPFR&E

tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /dataltechsupport/Node-
XXX_OSPF_HOST .pcap | tepdump -r - host <<X.X.X.X>>

HWIRHOSTHHRERE , KA
{E1EWireshark #1745 #r

tepdump -xxxvi kpm_inb 'proto ospf and (host <<X.X.X.X>> or host <<Y.Y.Y.Y>>)'
-w /data/techsupport/Node-X X X_OSPF_HOST .pcap

HIRHOSTHISRCHIDST4F
ERE , LLEEWireshark k
waiin

tcpdump src host <<X.X.X.X>> -vv -e-i kpm_inb-c 1

AAEFEENRHIRENHFR
&P

ACI APIC

mogquery -c ospflfP -x ‘query-target-filter=wcard(ospfI fP.dn,"<<TNT>>V/out-

<<L 3outName>>")'

KEBREN S HRIERE

moquery -c |3ext.RsPathL 30utALtt -x 'query-target-
filter=wcard(I3extRsPathL 30utAtt.dn,"<<TNT>>\/out-<<L 3outName>>")'

BEL3oUtIEREE

mogquery -c faultRecord -f 'fault.Inst.code=="F1385"" -x 'query-target-
filter=wcard(faultRecord.dn,"<<TNT:VRF>>")'

K& HPEF1385 protocol-
ospf-adjacency-down# ¥ f&
i .18 3%

mogquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfI fP.dn,"<<TNT>>\/out-
<<L3outName>>")" | grep tnOspflfPolName

&L 3out AIRER B E LK<
EROSPF O %M




moquery -c ospflfPol -x 'query-target-

filter=wcard(ospflfPol.name," Custom_OSPF_Interface Policy")'

KEHELKRBKOSPF# O
KB FHESR

NXOSZ |[show ipint bri vrf <<VRF>>

B

K EOSPF#Ocon vrf

show run ospf al | section EthernetX/Y

KEOSPFEE

show ip ospf interface EthernetX/Y

KEOSPFEMNBESH

HXER

X .
. HE 1T



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218046-troubleshoot-aci-external-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218046-troubleshoot-aci-external-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218046-troubleshoot-aci-external-forwarding.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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