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BRACHRHSNMPYT, v2cHIv3XHE , BEERELEMB)REM (BB ) . SNMPHRERYX
BT REIMIBREAE =77 R A BB MK RACIHEH M £ T MU RAPICIE IS,

B2 , ACITXZESNMP writedi 5 (Set)o

SNMP R BEE R = T 3IRVLARAPICHEE #1858 LI M AFZE1T. BTFHNMACHREZEHEECH
SNMP3:{E | EIAPICEZEH AN ZNMAPICHAER Y 2T LR, BR , SNMPREREIZ R EAN
ACIR i 5B B 1Y M5 1R SR B

BIAER T , SNMPERUDPE 0161317451 , A 01627 TRAP,
T #ESNMPSEE

ACIFFSNMPHY — MRIZE AR S Z T UMFENEERESNMPE R -
1.2k
2. B INE HF & (VRF)ES

Global Scope R EHLFEMIB , flanft/EFHFRivEOK, EOXRL|, EOEWH, BEORSE,
VRF Context Scope $EMIBIREUSFE TVRFEIER , fla0IP#hut FE& B MXE S,

Cisco ACI MIB Support ListH 124 T Z ZHHAPICH Rk ERE Rk l£ B AMVRFIEEMIBHY TS
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https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/aci/mib/mib-support.html
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AR HAIEESNMPIRE |, HlaNISNMPHE X KB MSNMPZE - iim4H R #E .

BLESNMPHY 5 — & R 0|2 L ERISNMPIRIERF KM, EOIESNMPRIRIERE R , HEME

APIC Web GUIE : Fabric > Fabric Policies > Policies > Pod > SNMP.



System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies Access Policies

Policies (@IS Pod - SNMP

~ Name Admin State Location

default Enabled Cisco Systems,

Modify the default policy

Right Clik for create New SNMP Policy
Create SNMP Policy /

18 0] LA B 2 57 B SNMP SR B S48 S BRIASNMP 5 B
M , SNMPXREEFR A New-SNMP |, EAISNMPRRZAV2e , Rtk A FEN FERR

Community PoliciesF1Client Group Policies.

Community Policy NameZERE X BEFE AWSNMPHE X FZ/HFE, ERMNNHFH |, New-1, BELE
AXHANMNEXFHREE S HIREML,



Create SNMP Policy (%]

Name: |r~1.f-.~,--£.|~4r.-1 P I

Description: | optional

e
Admin State: '.\ Nisabled

Contact:

Location:

Community Policies: m +

Mame Description

SNMP v3 Users: }
Mame Authorization Type Privacy Type
Client Group Policies: 4
Mame Description Client Entries Associated Management
EFG
Trap Forward Servers: 4
IP Address Part

DD
Cancel L Submit 4

B - SNMPREEN B, WEMALUR1B64NFREFFH,
iEA- SNMPREEHHER. BiRA ATLAROR128 )N F R M F F /.
EIHIRS — SNMPREHNEBRS. RETUEHHER, REZWT :
« enabled — BB ARSEEH
- disabled — EE RS ERE
FINME R disabled,
BRR A- SNMPREEHERRAE R

fIE- SNMPEREERILE



SNMP v3FHIF — SNMPRAFEEXHRATRAF SSNMPREEMERE , ATYHENERNIRE,
#HXFERE — SNMPAE X BB S 4 AL 115 R B B Sl R K ITHE B LU 1T #8,
B PimE KR

T—HRAMEFiRARK/EEN S, FF kA R/EE XN B R E LR/ FRBEB M
APICHI SR AEFF TR AL IR ENSNMP IR

p——
Create SNMP Client Group Profile (%]
Name: [ New-Client |
Description: optiona
Associated Managemsn'f default (Out-of-Band) I =
Client Entries: 'ﬁr -
- Name Address
Example-snmp-server I !
D)
P
I '

Name — B IRAREXHNER. LB TUR1B4NFRBEFFH,
Description — B inA Bl B XX EH. BRI L 20E128 N F R FF R/,

KEEELIRAEPG)-Ti5 R VRFIWAIRAM AT 2 #E . XENKRAKERFBRKEN255/1ASCIIZF
o RMIANEBHEATAEEFHEEPG,

EFF iRk B — SNMPE /- imBe & XX 4IP3 it
AT, &P umtE SRS/ BB SRR & P o

FEClient Group Policy/Profiled , AKX HIENEEEPG, BUMBREEFNEEEPGER
AFSNMPHRE (UDP#O161M162 ) WAEER. XHHBFERTRIANTAEEEPGH TET

o

RE-—IRENENEFHEZ B AATBEIPHENFMIGFEIKERACI SNMPHIE. — AT
EXBEIPHENFMAEE :



- BFEEMNIP:192.168.1.5
- BAFM : 192.168.1.0/24

AR TRERFRFBPHEMAC0.0.0KRAWMEFM ( MREAVE FMAESNMP
MB , RFEFEFHFBEEZE) .
HER2.FFSNMPERREE N A TPod R4 ( SHRIEFFERIRA )

ENAMEE , HFSHMEAPIC Web GUIBEE ; Fabric > Fabric Policies > Pods > Policy
Groups > POD_POLICY_GROUP ( X 4 Y BRIA{E ) -



System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies |

Policies Pod Policy Group - default

Name: default

Description: | opltiona

Date Time Policy: | default [
Resolved Date Time Policy: default
ISIS Policy: | select a value
Resolved ISIS Policy: default
COOP Group Policy: |select a value
Resolved COOP Group Policy: default
BGP Route Reflector Policy: | select a value
Resolved BGP Route Reflector Policy: default
Management Access Policy: |select a value
Resolved Management Access Policy: default
SNMP Policy: | default || @

Resolved SNMP Policy:
MACsec Policy:

Resolved MACsec Policy: s
fabric

Create SNMP Policy

EAEMERTD , B2EFISNMP Policyl FE. MTHFIRF , BEHUIZMNSNMPEREEHRRE
E&O

S B3 T FPod R EH SPod Ll & 3 4 < Bk

P, EARIAPOdE E X H AL, Fit , HSMEAPIC Web GUIEEFR ; Fabric> Fabric
Policies > Pods > Profiles > POD_PROFILE ( A4 HIZRIAE ) »



System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

Policies Pod Selector - default

S
MName: default
v B Pod Profile default Description: option

E fault

B Switches ype: AL

> [ Modules Fabric Policy Group_m

> [ Interfaces
> [ Policies

B Annotations

FLEBER |, ECE 2 RMIBRYEARSNMP,




AR R, SNMPEREMFIELESR (HR1-3) HE=HK , FECRAEAER
MIBSEE . X AFXEMACIT RFAPICHITSNMPZIH.

H R4 B EVRFIESE E

— Bt XZHEXRKIVRFER , ZBEAXZHRFEEZRTRNEREESNMPEHE, Rit
, MIREFLRME FHBEMVRFIERSNMPEEE , MFZIEFNSNMPH X FRFEH,

EARFR , et 2N XFRE (EE15F ) Bl(New-1) , HVRFETIEEEANew-1 , Xt
ExampleBEX P EAVRF-1BEXVRF, At , HSMEAPIC Web GUIREE
; Tenants > Example > Networking > VRFs > VRF-1 (right click) > Create SNMP Contexto



Fabric Virtual Networking

ALL TENANTS [ Add Tenant \ IELHERSSEE Ml name or descr

Example

> C» Quick Start
”'Eﬁ Example
> [ Application Profiles
v [ Networking
> [l Bridge Domains
“ BE VRFs

VRE-1
]

> [l L30. Create SNMP Context

»



Create SNMP Context

Context Name:

New-VRF-SNMP

Community Profiles:

'New—1

Name

Description

Create in Step 1.

L I\ J\A NS | " \

_|_

L— 1\, JA\A NS | s A

BREER , BuLESER SEVRF, S$MEIVRF EMPolicyi AT+ H B TR EEKKIFRE

IENAMSNMPIEREE

System  [EELEDTE Fabric Virtual Networking Admin

ALL TENANTS Add Tenant | Tenant Search: EERSReCE SE

Example OAO

EZHVRFEHSNMPIER ,
I VRFH & Z M BRSNMP1IE R

£ AGUIBLESNMPRE B

¥ VRF - VRF-1

Operations Apps Integrations
commaon Example | mgmt
Summary Policy Route Control Operational
Create SNMP Context
Context Name: MNew-VRF-SNMP
Community Profiles:
< Mame Description

Stats

BRI LABUHIEF O ZSNMPIEREIEE (EREFFERY ) , A



SNMP TRAPEE# BN ] £ X BISNMPAR S 25 (SNMP B #r/M A BB R K (NMS)) , —B X EHE
IEH ( EEXMEM ) , ACITI R/APICE 2 & 3XSNMP TRAP,

SNMPFaRHE T 17 [R/3 e 5B fr /A0 P G 42 SR BE T AV RBSEE B o ACIR S X510 BHZEWRER

AR MRZE LTS ER1-3,SNMP TRAPSELE R B MY, FFR2.7ESNMP TRAPEL
B, B (BEAREREAAEF ) NEEREEEX,
EHEACIHFEESNMP TRAP , lRT LT HREVES TR, 2M35\ , EFER NS R,
HBR1.EESNMP TRAPARSS 27

jgltt , iﬁ%ﬂﬁiAMC Web GU“%"@ , Admin > Eternal Data Collectors > Monitoring Destinations > SNMPo



System Tenants Fabric Virtual Networking Operations Apps Integrations

AAA | Schedulers | Firmware | External DataCollectors | Config Rollbacks | Import/Export

External Data Collectors ® (_:D @)

C» Quick Start
~ [ Monitoring Destinations
= callhome

art Callhome

Create SNMP Menitoring Destination Group

1y Groups

Create SNMP Monitoring Destination Group (]

STEP 1> Profile 1. Profile 2. Trap Destinations

MName: [SNMP trap-server I

Description: | optional

,
[



Create SNMP Monitoring Destination Group (X

STEP 2 > Trap Destinations 1. Profile 2. Trap Destinations

(I

Host Name/IP  Port Version Security/Community Name v3 Security Management
level EPG

Previous Cancel

" Nescrintinn

s Create SNMP Trap Destination (X ]
Host Name/IP: | ]
P Port: 162 &

Version:

Security Name: | o

Management EPG: |select an option

default (In-Band)

mgmt/default

default (Out-of-Band)
mgmt/default

Cancel

EAHA/P - SNMPBERA B #RH9 E 4o
iw 0- SNMPREBF B AR IRSIw O . SEE R0 ( RIEE ) 265535, BIAEN 162,
R — SNMPRAFH B #7 X 15 CDPRR A, RRARFT AR

- v — ERAMRFHRCE#THF FHRIE,

.« v2c — ERMRFRFRTETHAF BRI,



- V3-ATREEENETIVENTEREDI , BIES S HRIEMMBEMEL LAY, REX
RENRETHHE,

AMINMERV2c,
Z2EHH- SNMPIEMBHIRZ2EH (#HEXKEH ) . EFEIEQ@HS,
V.32 2R 5| — SNMP B #REEERISNMPV3Z £ R 5. RAITUR :
* auth
* noauth
* priv
ERIAE A noauth,
EEEPG — AT HRIZEENHISNMP B FR EE L inH 1 & o

HIR2.AE (G R/RAERAS ) BI2KEE T EESNMP TRAPR

R MERN T =ZANEE 0 2 R R

- A —#AlRO, FEX. VM#ZHIZR
- R — XIBEEFIRA, <. HFE. XS
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AR BUNEREE—IHEINNEREAS  WERBEENFTEHRTEE.

RT3 R R BE T E L SNMPIR

Rk, HEEMZEAPIC Web GUIEER : Fabric > Access Polices > Polices > Monitoring > Default > Callhome/Smart
Calhome/SNMP/Syslog/TACACS.



Access Policies

Policies

CalhomesSmart CallhomesSNMP/Syslog

e stination Group

AR EALERBE SRR (MRERE ) MARMIANGRER | SELLER
ARINKEE, EUUEEERENGEENR ; BREXEEHAN.



IRT2. 2 IR AEPE SR T T LSNMPIR

R, FEMZEAPIC Web GUIEER ; Fabric > Fabric Polices > Polices > Monitoring > Default > Callhome/Smart
Callhome/SNMP/Syslog/ TACACS.

Fabric Policies:

Callhome/Smart Callhome/SNMP /Syslog/TACACS 0

AL Source . A N
= Name Destination Group

Create SNMP Source -]
L

SHMP-trap-server
fabric
v o

Create
Desting

3 Rl
Suabamy
=D =D

R EFHF KRBT E L SNMPIR

Ak ) BESMZEAPIC Web GU|E§?¥ , Tenant > (Tenant Name) > Polices > Monitoring > (Custom monitoring policy)
> Callhome/Smart Callhome/SNMP/Syslog/TACACS.

IETETE | oo | Exseple
Callhome/Smart Callhome/SNMP./Syslog 0
| re— = oo [ ) :
1 [ )
« Mase Create SNMP Source @ stinaticn Group
Dest Geoup:

SHMP-trap-server
fabric

: Submit ]

oAl

{# Fsnmpwalkés 3 1T R E

B, MENEH RN 2 HEE FRISNMPEIE, & Asnmpwalkds & 7 UMEEIX — <

; snmpwalk -v 2c -c New-1 X.X.X.X.
LD TRR

snmpwalk =Z 3£ MacOS/Linux/Windows t Bysnmpwalk AJ $1T 3 #
-v =15 E EFE AN SNMPRR A



2c=15E fEFASNMPJR A 2¢
C=HEERELXFRH
New-1=1t X 7 £f 5 f T i2E £ RSB Bl SNMPE
XXX x=F R SARA A T SN E EIP sk

MEER

$ snmpwalk -v 2c -c New-1 x.X.X.X
SNMPv2-MIB: :sysDescr.0 = STRING: Cisco NX-0S(tm) aci, Software (aci-n9000-system), Version 15.2(8e), RE
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.12.3.1.3.1626

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (45013216) 5 days, 5:02:12.16

SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:

EEDRW G TRET

snmpwalk 4t £z

R

ZCh

v A WN PR

:sysContact.0 = STRING:
:sysName.0 = STRING: Teafl
:sysLocation.0 = STRING:
:sysServices.0 = INTEGER: 70
:sysORLastChange
:sysORID.1
:sysORID.?2
:sysORID. 3
:sysORID.4
:sysORID.5 = OID:
:sysORDescr.
:sysORDescr.
:sysORDescr.
:sysORDescr.
:sysORDescr.

.0 = Timeticks:
0ID:
0ID:
0ID:
0ID:

(3) 0:00:00.03

SNMPv2-MIB: : snmpMIB

SNMP-VIEW-BASED-ACM-MIB: :vacmBasicGroup
SNMP-FRAMEWORK-MIB: : snmpFrameworkMIBComp1iance
SNMP-MPD-MIB: : snmpMPDComp1iance
SNMP-USER-BASED-SM-MIB: : usmMIBCompliance
STRING:
STRING:
STRING:
STRING:
STRING:

The MIB module for SNMPv2 entities

View-based Access Control Model for SNMP.

The SNMP Management Architecture MIB.

The MIB for Message Processing and Dispatching.

The management information definitions for the SNMP User-based Secur

A EAE Elsnmpwalk B Zh F BARER T4 E TREAMES . MRk
, BRI EORR, WHAE,

IM1E , HEFEASNMPH X ZFENew-18 ZVRFIERSNMPEIE. LLRTRIZHSNMPIER. VRFHY
New-VRF-SNMP,

HTERNTREMNSNMPESRHRFERERNH X FRENew-1 , FAHIEEEMNFRINSNMPEL
BHISNMPIE R, BEEFAsnmpwalkiBEZXRIEEIFESNMPIER ; shmpwalk -v 2¢ - New-1@New-VrF-

SNMP 10.X.X.X.

1

£ FACLI Showsr 5

EAPICL :

show snmp

show snmp policy

show snmp summary

BALEE , EABESNVPERARE , EEAUTHS :



show
show
show
show

snmp
snmp
snmp
snmp

clientgroups
community
hosts
engineid

ERBAL

show
show
show
show
show
show
show
show
show
show
show

shmp
shmp
shmp
shmp
shmp
shmp
shmp
shmp
shmp
shmp
shmp

| grep "SNMP packets"

summary
community
host
enginelD
context
user

internal dump-internal-Tog

internal globals

internal trace log

£ FCLI Moquery® ¥
EAPIC/R#RHLL -
moquery -c snmpGroup
moquery -c snmpTrapDest
moquery -c snmpRtDestGroup
moquery -c snmpPol
moquery -c snmpClientGrpP
moquery -c snmpCommunityP
moquery -c snmpRtSnmpPol
moquery -c snmpClientP
moquery -c snmpRsEpg
moquery -C snmpSrc
moquery -c snmpCtxP

fEACLI catin s

ZEAPICE

cat
cat
cat
cat
cat
cat

#The SNMP destination group, which contains information needed to send tra
#A destination to which traps and informs are sent.

#A target relation to SNMP destination group. This group contains informat
#The SNMP policy, which enables you to monitor client group, v3 user, and/
#A client group, which is a group of client IP addresses that allows SNMP
#The SNMP community profile, which enables access to the router or switch
#A target relation to an SNMP policy that contains site information and ge
#The client profile information.

#A source relation to the endpoint group VRF through which the clients can
#The SNMP source profile, which determines the fault information, severity
#The SNMP context profile, which enables you to specify a context to monit

/aci/tenants/mgmt/security-policies/out-of-band-contracts/summary
/aci/tenants/mgmt/security-policies/filters/summary
/aci/tenants/mgmt/node-management-epgs/default/out-of-band/default/summary
/aci/admin/external-data-collectors/monitoring-destinations/snmp/*/snmp-trap-destinations/summary
/aci/fabric/fabric-policies/pod-policies/policies/snmp/summary
/aci/fabric/fabric-policies/pod-policies/policies/snmp/*/summary



cat /aci/fabric/fabric-policies/pod-policies/policies/snmp/*/client-group-policies/*/*/summary

cat /aci/fabric/fabric-policies/pod-policies/policy-groups/summary

cat /aci/fabric/fabric-policies/pod-policies/pod-selector-default-all/summary

cat /aci/fabric/fabric-policies/monitoring-policies/monitoring-policy-default/callhome-snmp-syslog/all/
cat /aci/fabric/fabric-policies/monitoring-policies/common-policy/callhome-snmp-syslog/snmp/*/summary
cat /aci/fabric/access-policies/monitoring-policies/default/callhome-snmp-syslog/all/snmp*/summary

HUEHEER

¥ &Esnmpdiiiz
EXRBEYL

ps aux | grep snmp
pidof snmpd

FEAPICL :

ps aux | grep snmp

MRASRER , ERREBDTACURBEZHE,
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