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(D @D (@J User Management - Security
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Management Settings Security Domains Roles RBAC Rules Ii’uL‘hc Key ‘-Ju|-;=_':-\_|c-1':"|i|

Key Rings Certificate Authorities |
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~ Name Description FP (Wl Create Certificate Authority



User Management - Security

Create Certificate Authority Q me

Mame: | [ ]

Ke!

Description: |optional

ate
Certificate Chain:

Cancel
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User Management - Security 0

Management Settings Security Domains Roles RBAC Rules IPuinc Kuif Mana;icmaml
Certificate Authorities JWT Keys

O X A~
+ Mame Description Admin State Trust Point M
ACI_Wildcard Completed ACI_Root ML
default Default self-signed 5_.. Completed MOD 2048
n Tanante Fahric Virtial Matiarkinn . TR Cooratinae Arne Intamraticne
Create Key Ring S I
Mame: | |°
Description: | optional
M
Certificate: e
Ke
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Modulus: '.\ MOD 512 MOD 1024 MOD 1538 MOD 2048

Certificate Authority: | select an option

Private Key:

Cancel
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User Management - Security [
Management Settings Security Dromains RBAC Rules I Public Key Management
Certificate Authorities JWT Keys
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- Name Description Admin State Trust Point Modulus
default Default self-signed $SL Cert omplete MOD 2048
I Clsco_test Started Cisco MOD 2048
Dolete

reate Certificate Request

! Create Certificate Request e

Subject: ]
Alternate Subject Name: i
1
-
Lacality:
State: t
Country:
I Organization Name: )
r
Organization Unit Name:
Email:
i
Password:
el

Confirm Password:

Cancel

FE : BE, WACSRHLAA(CN),

B LAfE F B B A 5 A Cisco APICHI T2 BREH B (FQDN) , BEEIRIUERF , BEEBEWE A LR
ARBIEB# , HEAlternate Subject Name=F & #ii AFi B Cisco APICHIFQDN(tE#59 SAN -
Subject Alternative Name) , E 1 Z I ¥ 28 EREIESANF B R Y FQDN,

ZREXTTEN : VT, WAFTEERAPICHIFQDN , 4l



DNS:apicl.example.com,DNS:apic2.example.com,DNS:apic3.exampl e.comE\?,DNS:*exampl €.C0Mo

HE , MRHBESANEEIPH U |, EEH L THEA 5 ACisco APICHIIPH#EE : 1P:192.168.1.1.

AEE BN ERFEAREREREE RS ER(ONS)BMHIPv4ttl, FXiFIPvettt,

BEZRENCAALNEREERRTER , MEMALIUEH,
2 5 Submitik4l,

HPR4FRMCSRHFH RIEFICAALR

Eﬁi*ﬁ ':F' ) %mgAdmin > AAA > Security > Public Key Management > Key Ringso

M B BB RAR R A ERFRET. FHRPHRNEFRCSR,



3

Email:

Request:

Loeality:

State:

Country:
Organization Name:

Organization Unit Name:

Password:

Confirm Password:

Key Ring - Cisco_test

Policy

————BEGIN CERTIFICATE REQUEST——

MIICVDCCATWCAQAWDZENMASGALUEAWWEYWRKZjCCASIWDQYIKoZIhvecNAQEBEQAD
ggEPADCCAQoCggEBAMHgbgupbdkD5vhnKHT94tFMIbcbXg/ fTHAKpbKBQAQK fCKRI
XJ44LG1fcO76GO0XCctSMWDDMBNZX rdNTQKy1EWaZ+8VoI3zbc55Vmuy /@uXvI1RP
w+F62r9ubd43HDS+vCUKIj9sISM1ImY6wQF9Zd88dKEVOIPZ4 xkedwlDQQc+t jAeZH
1Bj@LxTa2¥Y22Mal46+GXoI6vP /WB31KhdfnfgioKEreqQRiZkOmZRITVI/bYMLjw
q80mvcSUdBuz jKOndm8EwWweydBUz43ZU0Bgj SmDahWk8oBIPxzABIRBS oXyWwTGRY
AmValLt5KaeTt8z@dLSMARRY1s5958a,/D5qdxTTGECAWEAABAAMABGCSqGSIb3DQEB
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Key Ring - Cisco_Test

Policy

MName: Cisco_Test
Admin State: Started
Description: | aptiona
Certificatef ———-— BEGIN CERTIFICATE--——-

MIIDszCCApugAwIBAQIBAjANBgkghkiGOwABAQSFADBYMOSwWCQYDVOQQGEWIVUZEL
MAKGALUECAWCQREXFTATBgNVBACMDER LZmF1bHQgQ2 L@e TEXMBUGAIUECQWDQ21z
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Modulus: ( MOD 512 ‘ MOD 1024 MOD 1536

Certificate Authority:

Private Key:
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System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Policies Management Access - default

C» Quic

Y
Allow Credentials ),l
k.
Request Throttle J
HTTPS
Admin State: Enabled
Port: | 443 ¥
Allow Origins: | htlp://127.0.0.1:8000

Allow Credentials Enabled

S35L Protocols:

DH Param: |

Request Throttle

Ky Ring: I Cisen_Test

Oper KeyRing: unifuseraxt/pkiextfeyring-Ci

State
CHACHAZ0 Enabled
DHE-R5A-AES128-5HA Disabled
DHE-RSA-AES256-SHA Disabled
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Paolicy Faults History
—
O 2 W~

m =

aes256-gcmi@open
chacha20- X
poly1305@&openssh.com

KEX Algorithms: 519-sha256 *

Rlibssh.org
diffie-hellman-group1-shal
diffie-hellman-groupl4-shal
diffie-hellman-group14- X
sha2sé
diffie-hellman-groupl6-shasi2
ecdh-sha2-nistp256 »
ecdh-shaZ-nistp384 =
ecdh-chaZ-nistp521 « |

MACS: i] hrmac-shal
2 hmac-
Z| himac-sk
55H access via WEB
Admin State: Enabled
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Fabric Policies

Policies Pod - Management Access

g

~ Name HTTP
HTTP State HTTP Port HTTP Redirect

al Netw

rations Apps ntegrations

Policias Peod Policy Group - default

Date Time Policy.  default @
Resolved Date Time Policy: default

1515 Policy:

Resolved I51S Peolicy: default
COOP Group Policy: select a value
Resalved COOP Group Policy: default

BGP Route Reflector Policy:

Management Access Policy:

Resolved Management Access Policy:

—
SHMP Policy:

Resolved SMMP Policy: default
MACsec Policy: fabric

Resolved MACsec Policy:
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HTTPS
HTTPS State HTTPS Port

enabled

Policy

Show Usage

SSH State

Faults History
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