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Tenant:VRF

tnlvl

Segment / pcTag
2129920 / 16386
Enforcement: Ingress

L30ut-1-EEPG — pcTag 16390
L30ut-2-EEPG - pcTag 32771

EPG - pcTag 49156
BD - pcTag 49155

L3out-1 -1 1 L30ut-2

172.16.1.0/30 172.16.2.0/30

[_l."—
L
‘Hostl
IP: 192.168.1.1/24

GW: 192.168.1.254
MAC: aaaa.aaaa.2222
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@ External EPG - L30ut-1-EEPG 0 e

Palicy Operational Health Faults History

——

General Contracts Inherited Contracts Subject Labels EPG Labels

o £ %

Name: L30ut-1-EEPG
Alias:

Annotations. e

Global Alias

Description:

peTag: 1639

Contract Exception Tag:

Resolved VRF: unifin-tnifct-v
QoS Class: | Unspecified
Target DSCP: | Unspecified
Configuration Status: appled

Configuration lssues

Y
Preferred Group Member: m: )
Py

.’.
Intra Ext-EPG Isolation: | Enforces
.

Subnets:

+

~ P Address Scope MName Aggregate Route Control Profile Route Summarization Policy

I 0.0.0.0/0 External Subnets for the External EPG I

Wrir
KHE“ A O SR RYVRF
330 SR B 5 KA

MERER o REE RO , KFHLIOUEMEZHRE , HFEEE0.0.0.0/0 F M HEKH]
FIHIH B 53K (pcTag) 15,

X RVRF "v1"(MEXID 2129920)K IFit 4302 LHY 25 KA

Leaf - 302# show zoning-rule scope 2129920

rmmmmee- o o o o o o R ommmm-
R +

| Rule ID| SrceEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane

Action | Priority |

rmmmmee- o o o o o o R ommmm-
R +

| 4107 | 0 | 0 | inplarp | uni-dir | enabled | 2129920 | |

permit | any_any filter(17)

| 4106 | 0 | 0 | inplicit | uni-dir | enabled | 2129920 | |
deny, | og | any_any_any(21)

| 4105 | 0 | 49155 | inplicit | uni-dir | enabled | 2129920 | |

permt | any_dest _any( 16)

| 4108 | 0 | 15 | inplicit | uni-dir | enabled | 2129920 | |

deny,log | any_vrf_any_deny(22)
| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG _to_L3Out |
permit | src_dst_any(9) |

| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L30Out |
permit | src_dst_any(9) |



B FL30ut-1-EEPGHIEPG(49156) 2RI &R , Z&E THNHM

- AN41125E A FML30Out EPGREEPGHIAAERE , H0.0.0.0/0 LPMAFEPG, HREIR
VRF PcTag(16386)FEPG(49156)Ky 2 3192,

- MM41115EHA FMEPGA1¥0.0.0.0/0 LPMEIL30Out EPGHIRE. REIZEPG3 51(49156)H
System PcTag 15355 452

B SREHagX — A

EEIﬁ':VRFkﬁﬁﬁa’—ﬁﬁlxl_ “AQ” ( BRINE ) |, BREFEHT S3018ESFEARH T 2302/8F /2
XHAN, XLEFERH TR rETRHST A I BT =,

Leaf-301# show zoning-rule scope 2129920

ocmoanannas S - S R R R R S S R -
______________ +

| Rule ID| SrcEPG| DstEPG | FilterID | Di r | operSt | Scope | Name | Action |
Priority |

ocmoanannas S - S R R R R S S R -
______________ +

| 4105 | 0 | 0 | inplarp | uni-dir | enabled | 2129920 | | permt
any_any_filter(17) |

| 4107 | 0 | 0 | inplicit | uni-dir | enabled | 2129920 | | deny,log |
any_any_any(21) |

| 4106 | 0 | 15 | inplicit | uni-dir | enabled | 2129920 | | deny,log |
any_vrf_any_deny(22) |

| 4108 | 0 | 16387 | inplicit | uni-dir | enabled | 2129920 | | permt

any_dest _any(16) |

ocmoanannas S - S R R R R S S R -
______________ +

*No entry for 16386 to 49156 , or 49156 to 15*

EPGZIL30ut ELAM

MEPG4#192.168.1.1 ping L30ut-1-EEPG/E EMIPR Y

Host# ping 10.1.1.1 count 10000 int 1

PING 10.1.1.1 (10.1.1.1): 56 data bytes

64 bytes from10.1.1.1: icnp_seq=0 ttl =252 tinme=1.063 ns
64 bytes from10.1.1.1: icnp_seq=1 ttl =252 tinme=0.92 ns
64 bytes from10.1.1.1: icnp_seq=2 ttl =252 tinme=0.963 ns

I ABH302 (EPGM3x ) EEPGEILIOUtREMELAMEFIA :

1. BIESEETMEARRIPH B #5IP:JRIP:192.168.1.1 , H#YIP:10.1.1.1
2. 72 (sclass)2EPG PcTag249156
3. B#R2(dclass) R4iPcTag 15 , B310.1.1.0/24 %K BB EEL30ut-1-EEPG L&Y
0.0.0.0/0-F
4. T R302 (LA TR ) ENA TR,



Leaf - 302# ereport

Capt ured Packet

Quter L2 Header

Destinati on MAC : 0022. BDF8. 19FF
Source MAC : AAAA.AAAA.2222
802.1Qtag is valid :yes( Ox1)

CoS : 0( 0x0)
Access Encap VLAN 1 192( 0xC0 )

L3 Type | Pv4
I P Protocol Nunber o I CWP
I P CheckSum : 63781( O0xF925 )
Destination IP : 10.1.1.1
Source IP : 192.168.1.1
Contract Lookup ( FPC)
Contract Lookup Key
I P Protocol I CWP( 0x1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 43014( O0xA806 )
sclass (src pcTag) : 49156 ( 0xCO004 )
dclass (dst pcTag) : 15( OxF )
src pcTag is fromlocal table 1 yes
Contract Result
Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81875

( show sys int aclqgos zoning-rules | grep -B 9 "Idx: 81875" )

A L% Aereportizfit i an & , BMEXS a5 F Y Zoning-Ruled# 1T H I ILE



nodul e- 1( DBG el am i nsel 6) # show sys int aclgos zoning-rules | grep -B 9 "Idx: 81875"

Rule ID: 4111 Scope 6 Src EPG: 49156 Dst EPG: 15 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 46 | hw_index = 45 | stats_idx = 81875

Curr TCAM resource:

=== SDK I nfo ===
Result/Stats Idx: 81875

L3OutE|EPG ELAM

TIREVE FEL AR T K302 L L ARY R M, HVRFEREEEEIREN ADQN , XRMHER,

Leaf - 302# ereport

L3 Type . I Pv4

DSCP 0

Don't Fragnent Bit : 0x0

TTL . 254

I P Protocol Nunber oW
Destination IP : 192.168.1.1
Source IP : 10.1.1.1

Contract Lookup ( FPC)

I P Protocol I CWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port : 60691( OxED13 )
sclass (src pcTag) : 16386( 0x4002 )
dclass (dst pcTag) : 49156 ( 0xCO004 )
src pcTag is fromlocal table : no

derived fromgroup-id in i VXLAN header of i ncom ng packet
Unknown Unicast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop ¢ no
Contract Loggi ng : no



Contract Applied : yes

Contract Hit : yes

Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

H—ZWIE

nodul e- 1( DBG el am i nsel 14) # show sys int aclqgos zoning-rules | grep -B 9 "Idx: 81874"

Rule ID: 4112 Scope 6 Src EPG: 16386 Dst EPG: 49156 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 47 | hw_index = 46 | stats_idx = 81874

Curr TCAM resource:

=== SDK Info ===
Result/Stats |dx: 81874
nodul e- 1( DBG el am i nsel 14) #

SKHE“H 0" SRRy VRF
33 540 5 AW

HVRFEREXMEIRE N HA M , L3Outty&RAMNEL R M T IMFELRABZH TR LEE, Hit
, B A0SR, WEEXHEFANTCAMZHE, LEEFRIRIAME , MRER , BTIAEE
o

B ARM T QBB EXAN , FMRAEE—

Leaf - 302# show zoning-rule scope 2129920

- - o S T T T T .
R T T T — +

| Rule ID| SrceEPG| DstEPG | FilterlD | Dir | operSt | Scope | Narme

Action | Priority |

- - o S T T T T .
R T T T — +

| 4107 | 0 | 0 | inplarp | uni-dir | enabled | 2129920 | |

permit | any_any filter(17) |

| 4106 | 0 | 0 | inplicit | uni-dir | enabled | 2129920 | |

deny, | og | any_any_any(21) |

| 4105 | 0 | 49155 | inplicit | uni-dir | enabled | 2129920 | |

permt | any_dest _any( 16) |

| 4108 | 0 | 15 | inplicit | uni-dir | enabled | 2129920 | |
deny,log | any_vrf_any_deny(22) |

| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |

permit | src_dst_any(9) |

| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |

permit | src_dst_any(9) |

- - o S T T T T .
R T T T — +

BREHSX — A

B OV REESRRE , AN RI01ER S A2 XA



Leaf - 301# show zoning-rule scope 2129920

R - - S - - - T S
R T T T T —— +

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Narme

Action | Priority |

R - - S - - - T S
R T T T T —— +

| 4105 | 0 | 0 | inplarp | uni-dir | enabled | 2129920 | |

permit | any_any filter(17) |

| 4107 | 0 | 0 | inplicit | uni-dir | enabled | 2129920 | |

deny, | og | any_any_any(21) |

| 4106 | 0 | 15 | inplicit | uni-dir | enabled | 2129920 | |
deny,log | any_vrf_any_deny(22) |

| 4108 | 0 | 16387 | inmplicit | uni-dir | enabled | 2129920 | |

permt | any_dest _any( 16) |

| 4109 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |
permit | src_dst_any(9) |

| 4110 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |

permit | src_dst_any(9) |

R - - S - - - T S
R T T T T —— +

EPGZIL30ut ELAM

MK #£192.168.1.1 ping L3OUt/SEHI R L& R :

Host# ping 10.1.1.1 count 10000 int 1

PING 10.1.1.1 (10.1.1.1): 56 data bytes

64 bytes from10.1.1.1: icnp_seq=0 ttl=252 tine=1.319 ns
64 bytes from10.1.1.1: icnp_seq=1 ttl =252 tine=0.962 ns
64 bytes from10.1.1.1: icnp_seq=2 ttl=252 tine=0.958 ns
64 bytes from10.1.1.1: icnp_seq=3 ttl =252 tine=1.093 ns

IEIB FRARMTT K302 EWELAMIE "R R M ARt H £, Ak, ©3RELT System PcTag 13
, UATFREPRPH T —MHT A :

Leaf - 302# ereport

Capt ured Packet

I P Protocol Nunber . 1 CWP

| P CheckSum 1 26943( 0x693F )
Destination IP : 10.1.1.1
Source IP : 192.168.1.1

Contract Lookup ( FPC)




I P Protocol o ICWP( 0x1 )

L4 Src Port : 2048( 0x800 )
L4 Dst Port : 27360( Ox6AEQ )
sclass (src pcTag) : 49156 ( 0xC004 )
dclass (dst pcTag) ¢ 1( Ox1 )
Contract Result

Contract Drop : no

Cont ract Loggi ng 1 no

Contract Applied : no

Contract Hit 1 yes

Contract Aclqos Stats | ndex : 81903

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81903" )

BRFEHT 2301 EWELAME R R EMATRHT R, ©XEiEF T System PcTag 152, XEWKE
0.0.0.0/0 L3Out¥M % B EICERMNH KA :

Leaf - 301# ereport

Capt ured Packet

I nner L3 Header

I P Protocol Nunber o I CWP

Destination IP : 10.1.1.1
Source IP ¢ 192.168.1.1
Contract Lookup ( FPC)
Contract Lookup Key
I P Protocol I CWP( 0x1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 40498( O0x9E32 )
sclass (src pcTag) : 49156 ( 0xC004 )
dclass (dst pcTag) : 15( OxF )



src pcTag is fromlocal table : no

derived fromgroup-id in i VXLAN header of i ncom ng packet
Unknown Uni cast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

nodul e- 1( DBG el am i nsel 14) # show sys int aclqgos zoning-rules | grep -B 9 "Idx: 81874"

Rule ID: 4110 Scope 6 Src EPG: 49156 Dst EPG: 15 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 47 | hw_index = 46 | stats_idx = 81874

Curr TCAM resource:

=== SDK Info ===
Result/Stats |dx: 81874

L3OutE|EPG ELAM

ERiRESR , FEAXRRERNES

2

Leaf - 301# show endpoint ip 192.168.1.1

Legend:
S - static s - arp L - local O- peer-attached
V - vpc-attached a - |ocal-aged p - peer-aged M- span

B - bounce H - vtep R - peer-attached-rl D - bounce-to-proxy
E - shared-service m- svc-ngr

-4
VLAN Encap MAC Address MAC Info/ Interface
Donmain VLAN | P Address IP Info

-
.enpty.

IJtI: R‘H:Jtl:uu, , REEKRRB A TR EH T R301 , XABRXNAFECEET —MEH

Leaf - 301# ereport

Capt ured Packet




Quter L3 Header

I P Protocol Nunber o I CWP

I P CheckSum : 25157( 0x6245 )
Destination IP : 192.168.1.1
Source IP : 10.1.1.1
Contract Lookup ( FPC)
Contract Lookup Key
I P Protocol o ICWP( 0x1 )
L4 Src Port : 0( 0x0)
L4 Dst Port : 33570( 0x8322 )
sclass (src pcTag) : 16386( 0x4002 )
dcl ass (dst pcTag) 1( O0x1)
src pcTag is fromlocal table 1 yes
derived froma local table on this node by the | ookup of src I P or MAC
Unknown Unicast / Fl ood Packet > no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : no
Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81903

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81903" )

MR, SRR T I RARMH T R302:

Leaf - 302# ereport

Capt ured Packet

I nner L3 Header

I P Protocol Nunber o I CWP

Destination IP : 192.168.1.1
Source IP ¢ 10.1.1.1




Contract Lookup ( FPC)

I P Protocol o ICWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port : 61057( OxEE81 )
sclass (src pcTag) : 16386( 0x4002 )
dclass (dst pcTag) : 49156 ( 0xC004 )
src pcTag is fromlocal table 1 no

derived fromgroup-id in i VXLAN header of i ncom ng packet
Unknown Unicast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

nodul e- 1( DBG el am i nsel 14) # show sys int aclqgos zoning-rules | grep -B 9 "Idx: 81874"

Rule ID: 4112 Scope 6 Src EPG: 16386 Dst EPG: 49156 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 47 | hw_index = 46 | stats_idx = 81874

Curr TCAM resource:

=== SDK | nfo ===
Result/Stats |dx: 81874

WMRBFRH T L3018 — ML IRIRA192.168.1.1 , MNZEEZT | L NAKEK,

TP HERR

7R — T R

R —VRFHEBE ZML3OutshY , TR FEA0.0.0.0/0FMF“HATBEPGHIATBFM"#ITEE , N <
AVFREEIMEE TSR B #7.

Ak, iI§HEL30ut-2-EEPG T $100.0.0.0/0F M , i FM&5L30ut-1-EEPG{ T [E —VRFH,



L30Out-2-EEPGLEREA[A , AEBRIIMITMINER THRERREBLBESR :

Name = Tenant Tenant Alias Contract Type Provided / Consumed QoS Class

BR , MEPG%1#192.168.1.1FIL30ut-2-EEPG /5 B #510.2.2. 28 pingi& 1E R B T HY .

Host# ping 10.2.2.2

PING 10.2.2.2 (10.2.2.2): 56 data bytes

64 bytes from 10. icnp_seq=0 ttl =252 tine=0.881
64 bytes from 10. icnp_seqg=1 ttl =252 tine=0.801
64 bytes from 10. icnp_seq=2 ttl =252 tine=0.877

2.2.2:
2.2.2:
2.2.2:
64 bytes from 10.2.2.2: icnp_seq=3 ttl =252 tine=0.827

333 P

Policy t Histony
Contracts nherit Suk il EPG Labels
C K-
State Label Subject Label
AT — -
XEENN

R ¥ B Mpolicy-mgral R & E RIHVRFA K E10.2.2 20 REH 5 B R % PcTag 15

Leaf - 302# wvsh_lc -c "show forward route 10.2.2.2 platform vrf tnl:vli"

Policy Prefix 0.0.0.0/0

SDK | nf or mati on:
vrf: 7(0x7), routed_if: OX0 epc_class: 15(0xf)

Leaf - 302# wvsh -c "show system internal policy-mgr prefix"
Requested prefix data

Vrf-Vni VRF-1d Table-Id Table-State VRF-Nanme
Cl ass Shared Renote Conplete Svc_ena

Addr

2129920 7 0x7 Up tnl:vl



0.0.0.0/0 15 Fal se False False Fal se

2129920 7 0x80000007 Up tnl:vl
/0 15 Fal se False False Fal se
Leaf - 302#

FEL RARM T K302 LAVELAMBUEE i R4t PcTag 150 KA HITE R

Leaf - 302# ereport

Capt ured Packet

------------------------------------------------------------------------------------ ... 1P
Protocol Number : | CWP I P CheckSum : 14444( 0x386C ) Destination IP : 10.2.2.2
Source IP s 192.168.1.1

Contract Lookup ( FPC)

I P Protocol I CWP( 0x1 )

L4 Src Port : 2048( 0x800 )

L4 Dst Port © 33134( Ox816E )

sclass (src pcTag) : 49156( 0xC004 )

dclass (dst pcTag) : 15( OxF )

src pcTag is fromlocal table 1 yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Unicast / Fl ood Packet > no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81875

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81875" )

nodul e- 1( DBG el am i nsel 6) # show sys int aclgos zoning-rules | grep -B 9 "Idx: 81875"

Rule ID: 4111 Scope 6 Src EPG: 49156 Dst EPG: 15 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 46 | hw_index = 45 | stats_idx = 81875

Curr TCAM resource:




=== SDK | nfo ===

Result/Stats | dx: 81875

VRF“v1"HyZoning-Rules & & /REPGHIL3Out-2M £ B :

Leaf - 302# show zoni ng-rul e scope 2129920

R - - S - - - T S
R T T T T —— +

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Narme

Action | Priority |

R - - S - - - T S
R T T T T —— +

| 4107 | 0 | 0 | inplarp | uni-dir | enabled | 2129920 | |

permit | any_any filter(17) |

| 4106 | 0 | 0 | inplicit | uni-dir | enabled | 2129920 | |

deny, | og | any_any_any(21) |

| 4105 | 0 | 49155 | inplicit | uni-dir | enabled | 2129920 | |

permt | any_dest _any( 16) |

| 4108 | 0 | 15 | inplicit | uni-dir | enabled | 2129920 | |
deny,log | any_vrf_any_deny(22) |

| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG to_L3CQut |

permt | src_dst _any(9) |

| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |

permit | src_dst_any(9) |

R - - S - - - T S
R T T T T —— +

Leaf - 302#

B FL30ut-2-EEPGRELE 70.0.0.0/0F M , HLtArE X F R RERE A System PcTag 157 3K

T93%,

Zoning-Rules ID 4111F14112#4% 2 A L30ut-1-EEPGE AT £40.0.0.0/0 F M H REEPGEAN S

GR

mTLEE , B A FRELIOU-2-EEPG!
FRIRTTR — ST Ao ¥F

BRFIEUATH  WIRITA TR -

%

P2

1. BAEWEBNVRFXE—L30ut EPG L {£F0.0.0.0/0F M

2. MRTEE , ER—VRFH A EMLIOUtsFERABEFMN, XAFRERIME—HIL30uUt PcTaglE

EREK,



:

RIFX L E WA RBEARY -

1. #Z£L30ut-2-EEPG L , ¥0.0.0.0/0 F M &#:710.2.2.0/24 F N

2. F£L30ut-2-EEPG L , R &R
3. #EPG L , ERHERNEE
THE , IR R T R302 EMENXLEEHR

. 34F10.2.2.0/24 , H—E Ak policy-mgraT & 5L30ut-2-EEPG PcTagiE 1£%32771
- H—“Zoning-Rules ID 4109% B 1t% B A FMEPG PcTagigH49156L30ut-2-EEPG

PcTag#&H Y 32771

. B —~/Zoning-Rules ID 4110%& B 1% B R ML30ut-2-EEPG PcTagZIEPG 3277185

49156

BT 55 & B B Mpolicy-mgrT 8 , 8 R10.2.2.29 8 T 32771#L30ut-2-EEPG PgTag:

Leaf - 302# wsh_lc -c "show forward route 10.2.2.2 platform vrf tnl:vli"

Policy Prefix 10.2.2.0/24

SDK | nf or mati on:
vrf: 7(0x7), routed_if: Ox0 epc_class: 32771(0x8003)
attributes: SUP_CP DST_POL_IC SRC_POL_IC

Leaf - 302# wvsh -c "show system internal policy-mgr prefix"
Request ed prefix data

Vrf-Vni VRF-1d Table-1d Table-State VRF-Name
Cl ass Shared Renote Conpl ete Svc_ena

Addr

2129920 7 0x7 Up tnl:vl

0.0.0.0/0 15 Fal se False False Fal se
2129920 7 0x80000007 Up tnl:vl
/0 15 Fal se False False Fal se
2129920 7 0x7 Up tnl:vl

10.2.2.0/24 32771 Fal se True Fal se Fal se



AR O REHT S302 L EES XHMID 4111714112 , A HL30ut-1-EEPGIE
0.0.0.0/0F%M , HHSEPGthFEESREXR., B2 , L30ut-2-EEPGREFABELEFFEAHIXL
AN, RAEREINEEALIOU PcTagM AR RS PcTag 1531793 -

Leaf - 302# show zoning-rule scope 2129920

R - - S T R R -
S T +

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nare

Action | Priority |

R - - S T R R -
S T +

| 4107 | 0 | 0 | inplarp | uni -dir | enabled | 2129920 | |
permit | any_any filter(17) |

| 4106 | 0 | 0 | inplicit | uni -dir | enabled | 2129920 | |
deny, | og | any_any_any(21) |

| 4105 | 0 | 49155 | inplicit | uni -dir | enabled | 2129920 | |
permt | any_dest _any( 16) |

| 4108 | 0 | 15 | inplicit | uni -dir | enabled | 2129920 | |
deny,log | any_vrf_any_deny(22) |

| 4112 | 16386 | 49156 | default | uni -dir | enabled | 2129920 | tnl: EPG to_L3Cut |
permt | src_dst _any(9) |

| 4111 | 49156 | 15 | default | uni -dir | enabled | 2129920 | tnl: EPG to_L3Cut |
permt | src_dst _any(9) |

| 4109 | 49156 | 32771 | default | bi-dir | enabled | 2129920 | tnl:EPG_to_L3Out
permit | src_dst_any(9) |

| 4110 | 32771 | 49156 | default | uni-dir-ignore | enabled | 2129920 | tnl:EPG_to_L30Out
permit | src_dst_any(9) |

R - - S T R R -
S T +

MEPG=ZE#lping L30ut-2-EEPG/ERIS\EF B ¥REID

Host # ping 10.2.2.2
PING 10.2.2.2 (10.2.2.2): 56 data bytes

64
64
64
64
64

bytes from 10.

2. icnp_seqg=0 ttl =252 tinme=0.854
bytes from 10. 2.
2.

2.2:
2.2: icnp_seq=1 ttl =252 tinme=0.669
bytes from 10.2.2.2: icnp_seq=2 ttl =252 tine=0.716
bytes from 10.2.2.2: icnp_seq=3 ttl =252 tine=0.669
bytes from 10.2.2.2: icnp_seq=4 ttl =252 tine=0. 666

3333 3

IEiL BB M5 K302 EicmpiE R ELAMIE RiZFEIME N 32771 - L3Out-2-EEPGHIPcTag.

Leaf - 302# ereport

Capt ured Packet

Quter L3 Header

I P Protocol Nunber : | CW

I P CheckSum : 4095( OxFFF )
Destination IP : 10.2.2.2
Source IP : 192.168.1.1



Contract Lookup ( FPC)

I P Protocol o ICWP( 0x1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 49837( OxC2AD )

49156 ( 0xC004 )
32771( 0x8003 )

sclass (src pcTag)
dclass (dst pcTag)

src pcTag is fromlocal table 1 yes
derived froma local table on this node by the | ookup of src IP or MAC
Unknown Unicast / Fl ood Packet > no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit : yes

Contract Aclqos Stats | ndex : 81873
( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81873" )

ereportiEfitfVaclqosii T & REREIAE P — N2 XA |, 4551 M0 ID 4109:

nodul e- 1( DBG el am i nsel 6) # show sys int aclgos zoning-rules | grep -B 9 "Idx: 81873"

Rule ID: 4109 Scope 6 Src EPG: 49156 Dst EPG: 32771 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 48 | hw_index = 47 | stats_idx = 81873

Curr TCAM resource:

=== SDK Info ===
Result/Stats | dx: 81873



XFHEE
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