B 8 A A [B] 5% %
HEHR TERE
BGP#E H fz 51 28 R B&

HUEHERR TR
SNMP
HUEHERR TR

b))

MBZO PR S5 E — Pod K g

AR AT BEACI Pod R B I 3 Lt 1T E FEHEBR AV T IR

FRER.

AXHEPHARREA BRUNAN P ONERIZEHESR (F=R ) % , LER

% — POD& M — BGP RR/H HiMlatE/SNMP £ &=,

Pod:R kg

EFPodRIEAE RS L NABGP RR, HHIMES AR SNMPEEERS . PodRAEE—HE
ACIX# B Y B AT BEAR R AYPOd R B, IXEPod KRG U T AKX , ERRZBAMHRIAE

ACIR R FERE R IFREL,

Pod SR kg

PodZK B ZTEFIHRE
A HA A% (8] Yes

BGPEgH = 5185 Yes

SNMP ( BRSSP B EE NI ) Yes

ISIS 7o

COOP 7o

B0 7

MACZ £ Yes

BMEEENMACIR IR , B EEREPoIRMBAMPodEEX o XATHET ZPodEES L

REBE. WEREATARAAACIEERE,

FEERNMAXLEESHPodRKR , AR MBI E(REEBMA,

EEMZO R


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

R SR e ) SR A

B E B EACIIRAERE PR EXBEM. MNRIEIES , BIRISAPICHIRRAL A M BE R —
, RIEREREEANTPRACIRREFEHH T REDS B — NS W R EE R

NTETREBELS UNTPH&“%E?M iBF  FEMBAXRNTRIEEE . XAYUEEER
FTEARST AEE U REEY AEEATH.

BB RR THERE

1. RIERBEENTREE U FWMAFAETR
EEHEP —TTREEM

dse APIC - Q Q@ & O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALL TENANTS | AddTenant | Tenant Se-an:h:_l common | Ecommerce | mgmt | Infra

mgmt

Static Node Management Addresses
C» Quick Start 5T Q.X'o
ﬁ g « Node ID Name Type EPG IPV4 Address  IPV4 IPV6 IPVE
B Application Profiles Gateway Address Gateway
eaf101 Out-Of-Band default 10.48.176.70/24 10.48.176.1
al 1 del .48 10.48.176
pine2 det ) 10.48.176
pine202  Out-Of-Band  default y
4301 defau ) 76
i l sfaul 1 148176
P ne ut-Of-Band a 0.48 8176

B Managed Node Connectivity Groups

2.BIENTPIRESBRRECEBAINTPRHARF

MRBZMNTPRHEERF , WEABREREREPED —NMEHEFFICHEENER , T
BT Ro

NTP1#R 4t /IR S5 E37E B AN M Pod K g T



|

APIC

- Q@ Q C O O

CisCo
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
Inventory | Fabric Policies Access Policies
Providers - NTP Server 10.48.37.151 0 o
Policy Operational Faults History
—

0O X %K.
= Interfaces Host Name/IP Address =
= Folicies Description:

1 Preferred
Minimum Polling Interval: 4 £
Maximum Polling Interval: 6 &
Keys: +
-~ Key
Show Usage
b Global

ERSAIR R TR A M ER
TRERT —NRE, Eh HEREERXERERNUTC,
“RGRE TH B A ER R

clsco - QO C OO
admin

clsco AP|C

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integratic

QuickStart | Dashboard | Controllers | System Settings | Smart Licensing | Faults | ConfigZones | Events | AuditLlog |
System Settings 2 z

Y 9 Datetime Format - Date and Time 0 o

= Quota

Policy History
em Alias and Banners —
APIC Connectivity Preference: O +

System Response Time

Fabric Security Display Format: ([llsle=1} utc )

Time Zone: Coordinated Universal Time

Offset State: | disabled

BD Enforced Exception List
Global AES Passphrase Encry]
Control Plane MTU o
Endpoint Controls
Fabric-Wide Settings

Remote Leaf POD Redundanc
Port Tracking

Date and Time

System Global GlPo

Intersight

Show Usage

APIC Passpl

4 WA REUNTPRARFNZETRSRE



MTEMTR , “BHRE"(Sync Status) 3 5 & ~“ERH FZFENTPAR S 25" (Synced to Remote NTP
Server), HEE , ASRAEBUSE] . Synced to Remote NTP Serverfl g EEJL 2 $9 BT A, RAS

NTPRHARF/RFRBRE I RS

.(Itlllf:élc;' AP|C admin e o& e e

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Intearatior

inventory | Fabric Policies | Access Policles

Fofcies @@@ Providers - NTP Server 10.48.37.151 O 0

C» Quick Start "
Policy Operational Faults History
= Pods |:
= Switches | Deployed Servers History Fauits
= Modules
+
B Interfaces o X
~ Name Switch VRF Preferred | Sync Status
= Policies
B Pod 0.48.37.15 Node-10 management True Synced to Remote NTP Server
B Date and Time 10.48.37.151 Mode-103 management True Synced to Remote NTP Server
E Policy default 10.48.37.151 MNode-104 True Synced to Remote NTP Server
Bl NTP Server 10.48.37.151 10.48.37.151 e svnced to Remote NTP Server
E ShMP Node-102 management True Synced 1o Remote NTP Server
B Management Access
10.48.37.151 Mode-201 management True Synced to Remote NTP Server
E ISIS Policy default
= Switch management True VE
B Interface m g
= Global
= Monitoring
WA , ATLLEAPICHI RNl EERACLIAERIESNTPIRS S IEBAT AR,
APIC - NX-OS CLI
THEHHW refld"5IRIEE R E RNTPRS 28 T XK.
apicl# show ntpg
nodeid remote refid st t when
poll reach auth delay offset jitter
1 * 10.48.37.151 192.168.1.115 2 u 25
64 377 none 0.214 -0.118 0.025
2 * 10.48.37.151 192.168.1.115 2 u 62
64 377 none 0.207 -0.085 0.043
3 * 10.48.37.151 192.168.1.115 2 u 43
64 377 none 0.109 -0.072 0.030

apicl# show clock
Time : 17:38:05.814 UTC Wed Oct 02 2019

APIC - Bash



apicl# bash
admin@apicl:~> date
Wed Oct 2 17:38:45 UTC 2019

R

fF F“show ntp peers’tn S HEAENTPIRERFE B C EBHIX IR,

leafl# show ntp peers

10.48.37.151 Server ves None management

leafl# show ntp peer-status
Total peers : 1

* - gelected for sync, + - peer mode(active),
- - peer mode(passive), = - polled in client mode

remote local st poll reach delay vrf
*10.48.37.151 0.0.0.0 2 64 377 0.000 management

LA ZRHEREEE , RN CEFBENTPRSHZEEXGEATRS.
EU T THRRIEAE/ BN BEIHE | UBRACIT R ANEEIINTPARS 5.

leafl# show ntp statistics peer ipaddr 10.48.37.151

packets sent: 256
packets received: 256

BGPESH R 4 B R

ACIR R EREFE R M M £ T R 2 B A ZHIYBGP(MP-BGP) , EE4k#tbii | #FHIBGP VPNv4RX
MAE G HES (VEETIL30uts ) BMKMWEF KA, AN TEHEELMRBGPHEHRI , TTFTRE
MM U BB VPNV4 B4R 2 5 B 3 #0 5E BE A 9 E A -5 =

WMR%EBGPHH X 585(BGP RR)EK , A AERMEY LAIEBGPXRYS| , ¥ BT SEIBGP
VPNv42iE, EZPodEBEF , BINMPodELPEE—ERENBGP RRIWET , HAXRBREEFEEZH
EFUETATR,

Hit , BGP RREMEREMNACIIRE P — ML ENE E. BGP RREIEITSACIIRIEREAT
BAXRY EHBGP#HERASN,

R TERE

1.®EBGP RREBREEE TASNHED - ETF
AT RIS R B APodEBE.
RGR R T WBGPHE R 5 88 SR Mt



gt AP @ C OO

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

QuickStart | Dashboard | Controllers | System Settings | Smart Licensing | Faults | ConfigZones | Events |

Svaient setings @ @ @ BGP Route Reflector Policy - BGP Route Reflector % o G

= Quota
Policy Faults History
APIC Connectivity Preferences =

System Alias and Banners 0 # nee

System Response Time

Global AES Passphrase Encrypt] Name: defauit

BD Enforced Exception List Description:

Fabric Security

Control Plane MTU Autonomous System Number: | 65001 o

Endpoint Controls Route Reflector Nodes: i

Fabric-Wide Settings Pod Node Node Name Description

| i
Port Tracking 0 2

201 bids acil2-spine
System Global GIPo 20 bdsol-aci12-spinel

Date and Time 1 202 bdsol-aci12-spine2

Intersight -

APIC Passphrase

BGP Route Reflector Show Usage Reset m

2. ¥iFBGP RRIEEM R E M A EPodKIA T

EPodRBEAE T M ERIABGP RRERE, EIfESRE NZE , BRIABGP RREKBE R E N Pod K HE4H Y —
=85 M A

#EPodE R4 T B A FBGPEE i [ 51 88 SR g




)i
cisco

System

Inventory |
olicies

C» Quick Start
= Pods
= Policy Groups
=
= Profiles
I Switches
= Modules

= Interfaces

= Policies
B Tags

APIC

Tenants Fabric

Fabric Policies |

GICIC,

Virtual Networking

Access Policles

Pod Palicy Group - All

Name: Al

Description:

Date Time Policy:

Resolved Date Time Policy:

ISIS Policy.

Resolved ISIS Policy:
COOP Group Policy:

Resolved COOP Group Policy:

L4-L7 Services

8]

d

aei

admin e o&’ @ @

Policy

ptional

efault

select a value

defauilt

select a value

default

Admin

Operations

Faults

BGP Route Reflector Policy:

d

efault

3. WiFPod KA R TN AEPodE B XH T
Pod K B&4A £ Podiic B34 T N A

Show Usage

O

Apps

00

History

+

p



afra]i APIC

cisco

System Tenants Fabric Virtual Networking L4-L7 Services

Inventory

Policies

C» Quick Start
= Pods

| Fabric Policies | Access Policles

®®© Pod Profile - default

= Policy Groups

= Profiles

E Pod Profile default Name: default

B defa

[ Switches

= Modules

= Interfaces
— GIES
— RENS

ult Description: |optional

Pod Selectors:

» Name

default

QGO0

Admin Operations
Policy
Type Blocks
ALL ALL
Show Usage

ABFIET , AR ITIBCPHEREEEFACEYNVPNARELTEETT

spinel# show b

BGP Process In
BGP Process ID
BGP Protocol S
BGP Protocol T
BGP Protocol S
BGP Memory Sta
BGP asformat
Fabric SO0
Multisite SOO
Pod SO0

gp process vrf overlay-1

formation
26660
tarted, reason: : configuration
ag : 65001
tate : Running
te : OK
asplain

S00:65001:33554415
S00:65001:16777199
S00:1:1

Information for address family VPNv4 Unicast in VRF overlay-1

Table Id
Table state
Table refco
Peers

7

Redistribut
None

4
Uup
unt : 9
Active-peers Routes Paths Networks
6 0 0 0

ion

Wait for IGP convergence is not configured
Additional Paths Selection route-map interleak_rtmap_golf_rtmap_path_advertise_all

Is a Route-

Nexthop tri

reflector

gger-delay

Aggregates

0

Apps Integratior

00

Faults History
o X %

e

Palicy Group

All




critical 500 ms
non-critical 5000 ms

Information for address family VPNvé6 Unicast in VRF overlay-1

Table Id : 80000004
Table state : UP
Table refcount : 9
Peers Active-peers Routes Paths Networks Aggregates
7 6 0 0 0 0
Redistribution

None

Wait for IGP convergence is not configured
Additional Paths Selection route-map interleak rtmap_golf_ rtmap_path_advertise_all
Is a Route-reflector

Nexthop trigger-delay
critical 500 ms
non-critical 5000 ms

Wait for IGP convergence is not configured
Is a Route-reflector

Nexthop trigger-delay
critical 500 ms
non-critical 5000 ms

WMEFR , HRHMET T K/ZBERMP-BGPUFEEVPNVATIVPNveith it &5, IPv4itit RHIXA T
KM R EHMP-BGP,

WA ERAUTHSEUMEE FHHEHT L2 EHBGP VPNv4ARIVPNVE 2 iE,

spinel# show bgp vpnv4 unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address family VPNv4 Unicast
BGP router identifier 10.0.136.65, local AS number 65001

BGP table version is 15, VPNv4 Unicast config peers 7, capable peers 6
0 network entries and 0 paths using 0 bytes of memory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP community entries [0/0], BGP clusterlist entries [0/0]

Neighbor \Y% AS MsgRcvd MsgSent TblVver InQ OutQ Up/Down State/PfxRcd
10.0.136.64 4 65001 162 156 15 0 0 02:26:00 0
10.0.136.67 4 65001 154 154 15 0 0 02:26:01 0
10.0.136.68 4 65001 152 154 15 0 0 02:26:00 0
10.0.136.69 4 65001 154 154 15 0 0 02:26:01 0
10.0.136.70 4 65001 154 154 15 0 0 02:26:00 0
10.0.136.71 4 65001 154 154 15 0 0 02:26:01 0

spinel# show bgp vpnvé unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address family VPNv6 Unicast
BGP router identifier 10.0.136.65, local AS number 65001

BGP table version is 15, VPNv6 Unicast config peers 7, capable peers 6
0 network entries and 0 paths using 0 bytes of memory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP community entries [0/0], BGP clusterlist entries [0/0]

Neighbor \Y% AS MsgRcvd MsgSent TblVver InQ OutQ Up/Down State/PfxRcd
10.0.136.64 4 65001 162 156 15 0 0 02:26:11 0
10.0.136.67 4 65001 155 155 15 0 0 02:26:12 0
10.0.136.68 4 65001 153 155 15 0 0 02:26:11 0



10.0.136.69 4 65001 155 155 15 0 0 02:26:12 0
10.0.136.70 4 65001 155 155 15 0 0 02:26:11 O
10.0.136.71 4 65001 155 155 15 0 0 02:26:12 0

AE iR H A “Up/Down’%l, ENFIH—NRREBIBGPAIEWIFLENE, BEEE , ERHA
B, “PfixRcd’FI E RE/NBGP VPNv4/VPNVEXS E4 70 , E 7 ILACIZ#5ERE i R B EL30uts , A
Jtt&ﬂﬁuzﬂ: R B&E AN /B8R

5.3 FHEHHRWITIBCGPHBREE EEZITCEYNVPNATI HFLTE

leafl# show bgp process vrf overlay-1

BGP Process Information

BGP Process ID : 43242

BGP Protocol Started, reason: : configuration
BGP Protocol Tag : 65001

BGP Protocol State : Running

leafl# show bgp vpnv4 unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address family VPNv4 Unicast
BGP router identifier 10.0.136.64, local AS number 65001

BGP table version is 7, VPNv4 Unicast config peers 2, capable peers 2

0 network entries and 0 paths using 0 bytes of memory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP community entries [0/0], BGP clusterlist entries [0/0]

Neighbor \Y% AS MsgRcvd MsgSent TblVver InQ OutQ Up/Down State/PfxRcd
10.0.136.65 4 65001 165 171 7 0 0 02:35:52 0
10.0.136.66 4 65001 167 171 7 0 0 02:35:53 0

PR ESHEE RHWBGP VPNVASEHEZ TACIRI BT EEN BT AKE, X5FXFTF S
AE, AR ENBIINEMsMEHNEMRARSNETTTANAE.

SNMP

SN —TFF AR BRI D R AISNMPIIRERI 4S5 E 75, ACIRHRAEREF HISNMPIIRES SNMP
WalkIhREELSNMP TrapZhatc. XEBMEZERX 5| 2SNMP WalkiZ#UDPi% 0161 LA O
SNMP3#i & , MSNMP Trap#Z &4 HSNMPRE , SNMP TrapfR$ 25 EUDPI% 0162 0147,

ACITTREMAREEREFTET REEEPG (FATHI ) RHLENER , UATFRERI
Rt , XtEA T AOSNMPRE,

RITF A B#H AACITT R (APICHIZEN, ) WAOSNMPHRE (SNMPBiE ) » BRAEELD
SNMPRE ( SNMPEERY ) | BARXSHARE S HEE Y B2 M2 SR M A M 2 SR R oc R ( Hln
, RRESEE, BEaF ) o

AFIEFR LN BACIZIFHLESNMP MIB, EETEERRICCOMUL LA TR K E
. https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-

support.html

R THERE

1. SNMP Pod$E il — Wi R EEIR T &/ ik d K
BRELE —ISNMPEFIREENFFInAREN - , MITEHNRSBEMR.


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html

PodZ B — SNMPEBE — & P i Kk

Tenants Fabric L4-L7 Services

System

Virtual Networking

Inventory | Fabric Policies | Access Policies

icies
Policies [ SNMP Policy - default

C» Quick Start

Name: default

Description: |optional

B Date and Time
= snve
E ault

= Management

B isis
—
B Interface
= Global

= Monitoring

Contact

Location:

Client Group Policies

licy default

[ Troubleshooting

PodZK B — SNMPRBE — &P i Kk

Admin

Admin State - Enabled

Operations Apps Integrations
Policy Faults History
—
0 X %K.
+

Description  Chent Entries Associated Management EPG

55.0.153 default (Out-of-Band)

SNMP Client Group Profile - snmpClientGrpProf

009

Name: snmpClientGrpProf
Description: |optional
Associated Managergsg default (Out-of-Band) 2

Client Entries:

a Name

Policy History

O + K.

Address

ServerQ1

10.155.0.153

2. SNMP Pod¥i — RIIREZLVEE T —MLXHERE



Pod# M — SNMPERE — XSk

ystem Tenants Fabric

inventory | Fabric Policies |

Policies @ @ @
(C» Quick Start :
B Pods
= Switches
= Modules
B Interfaces
[— S

B Pod
B Date and Time
B shwP
E default
= Management Access
E ISIS Policy default
B Switch
= Interface
= Global
= Monitoring
B Troubleshooting

Virtual Networking L4-L7 Services Admin Operations Apps Integration

Access Policles

SNMP Policy - default O 0
Paolicy Faults History
o i+ K.

Community Policies: ks

~ Mame Description
my-secret-SNMP-community

Trap Forward Servers: At
« |P Address Port

3. SNMP PodEl — RiIIEEBRARFRBRBAH"

System Tenants Fabric

inventory | [Fabric Policies |

Policies @ @ @ |

Cl— Quick Start
B Pods
= Switches
B Modules
> [l Interfaces
= Policies
= Pod
= Date and Time
B SNMP
B defaut

B Management Access

B 1sis Policy defautt
B Switch

- [ Interface

= Global
- [ Monitoring

. [ Troubleshooting

Virtual Networking L4-L7 Services Admin Operations Apps Integration

Access Policies

SNMP Policy - default O o
Policy Faults History
o + %
Name: default

Description: |optiona

Admin State:

Contact:
Location:
Client Group Policies: m +
« Mame Description Client Entries Associated
Management EPG
IsnmpC.‘ilentGr:)Pro! 10.1565.0.153 default (Out-of-Ban... _

4. FEEF — BIFOOB EPGRABRH A VUDPIKO161MO0BEE

OOB EPGE R ZIAPICHMRZHOOBE R im OMERE., At , e2EWrrE# AOOBKw A HE.



BRI RANERSEFIELENEERS M AR ZSNMP, Pl ERTEELER

SSH ( TCP¥®H22) . &AM , FTTEMEMASSHEF MM,

BHAVSSH, HTTPRIHTTPSHIHLE , AIBF LA E£8E.

%= 3 ==
IR ,

XAEATAPIC , BN EA]

0o

History

]

didke APIC Y- X-X- XX,
. admin
cisco i
System Tenants Fabric Virtual Netwaorking L4-L7 Services Admin Operations Apps Integrations
ALL TENANTS | AddTenant | Tenant Search: — | common | mgmt | Ecommerce infra
Out-of-Band EPG - default
Policy Faults
—
Name: default
Tags:
Configuration lssues:
A Configuration State:
Ciass ID
QoS Class: Unspecified
Provided Out-of-Band
Contracts:
008 Contract Tenant = Type QoS Class State
TP =walk-c c ngmt oobb = pewalk- ontract Unspecified  formed
Show Usage

5. 8= — BIIOOBERRERHFE , H HREAB AUDPEE D161 iE 2

@A — OOB EPG — R HtIWOOBEE

ara]n ~
A APIC
System Tenants Fabric

ALL TENANTS | Add Tenant

mgmt

C» Quick Start

ﬁ mgmit

B Application Profiles

= Standard

= Taboos

= 'mported

= Filters

B Out-Of-Ba

@ sn
B snmp-wal

[ Policies
B Services
= Mode Management EPGs

B External Management Network Insta.

Virtual Networking

=K X-X-X:-X:

L4-L7 Services Admin

| Tenant Search:

| common | mgmt |

Contract Subject - snmp-walk-oob-subject

Name: snmp-walk-oob-subject

Description:

Reverse Filter Ports: [ /]

(=]

MName Tenant

snmp-walk-filter

mgmit

Operations

Ecommerce | infra

Policy

State

formed

Show Usage

Apps

Integrations

Faults

Gener

Action

Permit

al

O

+

+

00

History

Label

s

ETHEH |, HIEXTNAFUDPIRA161, EFARFUEMAE R FEHUDPIK A 161 IEEENE
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E#EN. SEETUREERAAHBEFHRINTIEBENERAEE, ERNOREG , AEEERL
, IXETXFUDPiIm 0161 B E T &S EL IR 850

dsce APIC - Q@ QO C O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Saatch:_l common | mgmt| Ecommerce | infra
mgmt ™ I

Filter - snmp-walk-filter I O o

Policy Faults History

C» Quick Start

0 + %K.

MName: snmp-walk-filter
Alias

Description

Tags

Global Alias:
Entrias: +
Name Alias | EtherType |+~ ARH P Match  Stateful Source Port / Range Destination Port |
Flag | Protocod JOnly
Fragme

From To From To

6.HEH/ — BIENBEEMEXLIRBHREREHAOCOBEENAR TN

HAER B B P 4% SR I Bt B S (ExtMgmitNetinstP) R R EF W “FR EXLWASR , FEFRES
OOB EPGHA RiA M BRS. Hitt , ExtMgmtNetinstPfEF FHOOB EPGIRtHE —O0B& R, X& R
FUDPI% 016188 R. BtI , ExtMgmtNetinstPiZ 5 iE Al BE £ FAOOB EPGIR /Y IR Y S iF T
SEE,

HEH " — ExtMgmtNetinstP , #54#EHNOOBA B FM



dsco APIC - Q@ Q@ C O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
y Q f PE Q

ALL TENANTS | AddTenant | Tenant Saarch;_l commoen | mgmt | Ecommerce | infra

External Management Network Instance Profile - extMgmtiNetinstP Q 0
Policy Faults History
&
Consumed Out-of-Band - ”
Contracts:
CQut-of-Band Contract Tenant Type - QoS State
Class

snmp-walk-00b-contract  mgmit oobbre-snmp-walk-oob-co Unspecified formed

ement EPGs

nt Network Instan

Subnets:

Show Usage

WERMR , FERETCIDRNFRERTE. BFERTRHEN24 TN, ERFMZKE SFESNMP
PodKEEHELERISNMPE Finsk B ( FSHEPodEK M — SNMPXRREE — ZFinERE ) o

WEIFTR | FERCEAMAMENAS T , Ut Et S BN EERSHIUE,
7. B R A 1Ttcpdump A R R BV I BISNMP Walk¥ g2 — UDPi% 0161

WERSNMP Walk#iE 28I O0Bw A AR Y, , XEWREME L ENSNMPRIE TOOBHY K
/§ﬁﬁEEﬁEEEO lﬂlﬂ: , J\XIEE_ ;EélﬂlggﬁﬁEjﬂ_Eo

HHF 2 ETepdump® B ELinux shellfLinuxMEi& %, Eit , B4ERBLUT REIHERED
“eth0” LIVEIEE ., EARRHIFR , SNMPEFFIRIEEXTOID .1.0.802.1.1.2.1.1.1.0311TSNMP Getig
Ko

leafl# ip addr show ethO
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mg state UP glen 1000
link/ether f4:cf:e2:28:fc:ac brd ff:ff:ff:ff:£ff:£f£f
inet 10.48.22.77/24 brd 10.48.22.255 scope global eth0
valid_1ft forever preferred_lft forever
inet6 fe80::f6cf:e2ff:fe28:fcac/64 scope link
valid_1ft forever preferred_lft forever

leafl# tcpdump -i eth0 udp port 161

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth0, link-type EN10MB (Ethernet), capture size 65535 bytes

22:18:10.204011 IP 10.155.0.153.63392 > 10.48.22.77.snmp: C=my-snmp-community

GetNextRequest (28) .is0.0.8802.1.1.2.1.1.1.0

22:18:10.204558 IP 10.48.22.77.snmp > 10.155.0.153.63392: C=my-snmp-community GetResponse(29)
.150.0.8802.1.1.2.1.1.2.0=4
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