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EP BB b, XA NP5 507910.1.1.1/24F110.1.1.2/24, MACHz31E 53 57900:00:10:01:01:01H
00:00:10:01:02,

i

N\ />
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BD1 (no BD subnet)
No unicast routing

EP A EPB
10.1.1.1/24 10.1.1.2/24
MAC: 00:00:10:01:01:01 MAC: 00:00:10:01:01:02
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ETROBEHFRREARATHIRESE -
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2R E  RHRRILEACLE: REFREH KRN B ISRV S THLK, REEXTH
RRBZEICOOPH I Li,
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Summary Paolicy Operational Stats Health
—

Client End-Points Configured Access Policies Contracts Controller End-Points Deployed Leaves
Y
MAC IP = Learning Hosting Reportin: Interface Multicas! Encap
Source Server Controlle Address
Name

EXMERT , RimANBEE REGUIF ., GUIERENIHIMACH L, TATEESIRRERENEDO
PYSESES 'TEZIWIJEF & ERRL T #2EVLAN 25019,

it A2 MACIR IR EREIREUPHEIE |, Ry 2 &K B EEBDRAIEH.

BZAALRRERGTNFEIRS, MRERRTERI , MACIEHZBRHED KR —NKE LK
R BE .

BT EARHIF LR EMACIRIREBEZIHN , AL EH#EERENE2RZBREN T —MNUEHEER
=460,

EHE2E 2 ERBRNVBEHRTFRE

ABQEHIREP MAC# S

XFE—BDHHE2ERFH K , ACIHHXZE I IRMACH BIE B IEMACH 1TH K. MACH: it REBDSE
ERZEIH,

| eaf 1# show endpoint mac 0000.1001.0101

Legend:

s - arp H- vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - local-aged m - svc-ngr

L - local E - shared-service

o e m e e e e e e e e e e ee e S T SRS [ R,

-+

VLAN/ Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info

o e m e e e e e e e e e e ee e S T SRS [ R,

-+

4/ Prod: VRF1 vl an- 2501 0000. 1001. 0101 L



ethl/3

A E@mHREUATER
- MAC#k1£0000.1001.01018E vrf Prod:VRF1H f¥encapsulation vlan-25017E i A ethernet
13 LAIREN ( A HAFEHL ) o
BHSE LR PR VLANAE S, tEAL 5B VLAN IDR A EBVLAN,
A OB BIFEMACKRIRE R

RIRBFFEMACEH ( EHEFE ) -

| eaf 1# show endpoint mac 0000.1001.0102

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - |ocal -aged m - svc-ngr
L - local E - shared-service
L T Fomm e T R LT dommmeeeea
-+
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Donai n VLAN | P Address IP Info
L T Fomm e T R LT dommmeeeea
-+
7/ Prod: VRF1 vxl an- 16351141 0000. 1001. 0102
tunnel 4

L EmbREUTER -

- MAC#:1£0000.1001.0102 R EA 2T

. M#EOtunnel 43K &1,

- BEEEHEVXLAN-163511413REL , ZHEX N T MHFERIBD_VNID ( VXLANFILEID ) o
BTk , A “show interface tunnel <x>"fr SR ZERZEZ O B 5

| eaf 1# show interface tunnel 4
Tunnel 4 is up
MIU 9000 bytes, BWO Kbit
Transport protocol is in VRF "overlay-1"
Tunnel protocol/transport is ivxlan
Tunnel source 10.0.88.95/32 (1 00)
Tunnel destination 10.0.96. 66
Last clearing of "show interface" counters never
Tx
0 packets output, 1 minute output rate 0 packets/sec
Rx
0 packets input, 1 minute input rate 0 packets/sec

Hit , BETFEHEZFERIRTEP IP 10.0.88.95 ( £ Bt4loopback0 ) BIVXLANA |, H &IAE B
TEP IP 10.0.96.66,

HBINRIP:

| eaf 1# show ip interface loopback 0 vrf overlay-1

IP Interface Status for VRF "overlay-1"

100, Interface status: protocol-up/link-up/adm n-up, iod: 4, node: ptep
| P address: 10.0.88.95, |P subnet: 10.0.88.95/32
| P broadcast address: 255.255.255. 255



| P primary address route-preference: 0, tag: O

BMTEP IP 10.0.96.66 AT SAR A T H A —I1 :

- B—MEHHPTEPH# L ( 7] £ Facidiag fnvreadie & )

- VPC VIP(RJFE“GUI">“3TIR 4B RE"> 15 [F] R BE "> SR BE "> SR> B il D BERRINE HEE
(BZATENEE )

 ETRGALWREIP, 7E£E TR LM “show ip interface vrf overlay-1"5 & 31 SLi# 1750
iF,

S XVPCRHF A
Virtual Port Channel Security Policy - Virtual Port Channel default @ 0 o
Policy Faults History
o + %,
Explicit VPC Protection L
Groups: -
« Name Domain Policy Switches Logical Pair ID Virtual IP
default 101, 102 3 10.0.96.67/32
1 | 1
1 fault 1
od2 faul 1 4
A O HH R HLEIS B FRRH

AAREHIEMERBIVXLANF | HHAZBE#RIPIRE ) 10.0.96.66 , X 28I E K “show
interface tunnel 4" a5 & H 5| K R2IE B #5IP. © A MFFEHIVNID(vxlan-16351141)F H &= F|
VXLAN® | B8 E#“show endpoint mac 0000.1001.0102" 854 4 R

BRIFVRFEEB-1HHIS-ISEHABERIENE !

| eaf 1# show ip route 10.0.96.66 vrf overlay-1
I P Route Table for VRF "overlay-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10. 0. 96. 66/ 32, ubest/nbest: 4/0
*via 10.0.88.65, Ethl/49.10, [115/3], 2whd, isis-isis_infra, isis-l11-int
*via 10.0.88.94, Ethl1l/50.128, [115/3], 2whd, isis-isis_infra, isis-l11-int

Kt , FEFEAeth1/49F1/50 ( ETIIRNAIIRIER L1748 ) BIBFRHWECMP ( EMZRE
) B,

ETHR



FTFLEWVRFEEB-1KRBARET , THKHE10.0.96.66 7 @M IHLEMH4R) K, X2
10.0.96.66 2 M 32 #41.103F1 104K VPC VIP:

spi nel# show ip route 10.0.96.66 vrf overlay-1
I P Route Table for VRF "overlay-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10. 0. 96. 66/ 32, ubest/nbest: 2/0
*via 10.0.88.91, ethl/3.35, [115/2], 02w05d, isis-isis_infra, isis-l11-int
*via 10.0.88.90, ethl/4.39, [115/2], 02w05d, isis-isis_infra, isis-l1-int

spi nel# show 11dp neighbors | egrep "1\/3 |1\/4 "

| eaf 3 Et hl/ 3 120 BR Et hl/ 49
| eaf 4 Ethl/ 4 120 BR Et hl/ 49
H O HHEREP MACZT]

EXFERT , BMTEPRVPCY , Rtk BiE 2 Eikleaf3sileafd, ESH THAV T H,
Leaf4 R E RRLUNH H . RIRENRE—VPCHH—Eo , AL WEBER M Rkl B EL

o

H O EF2EREBNK RS ETREMACHLE | ZRMACH 47 5 IR B H #9VNIDIS R K
BDHIRE, X A BATE 4t 3k AP R T HHIE

RMACH# 317 FVXLAN-SH HIBZiE2616351141,

R&iE263 ATEP IP 10.0.88.95 , Ellleaf1:

| eaf 3# show endpoint mac 0000.1001.0101

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - |ocal -aged m - svc-ngr
L - local E - shared-service
L T Fomm e T R LT dommmeeeea
-+
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Donai n VLAN I P Address IP Info
L T Fomm e T R LT dommmeeeea
-+
136/ Prod: VRF1 vxl an- 16351141 0000. 1001. 0101
tunnel 26

| eaf 3# show interface tunnel 26
Tunnel 26 is up
MIU 9000 bytes, BWO Kbit
Transport protocol is in VRF "overlay-1"
Tunnel protocol/transport is ivxlan
Tunnel source 10.0.88.91/32 (1 00)
Tunnel destination 10.0.88.95
Last clearing of "show interface" counters never
TX
0 packets output, 1 minute output rate O packets/sec
Rx
0 packets input, 1 minute input rate O packets/sec



| eaf 3# acidiag fnvread | egrep "10.0.88.95"

101 1 | eaf 1 FDO20160TPA 10. 0. 88. 95/ 32 | eaf
active 0
H O BHEMACER

“show endpoint’ &5 5 #iA B 5RMAC £ fEport-channel 1/5E3* 3/ , 3 B 2 VLAN-2501

| eaf 3# show endpoint mac 0000.1001.0102

Legend:

s - arp H- vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - |ocal -aged m - svc-ngr

L - local E - shared-service

R TP e LT R e

-+
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info

R TP e LT R e

-+

135/ Prod: VRF1 vl an- 2501 0000. 1001. 0102 LpV

pol

X R R Z WU B FFleaf312 O port-channel 1 ERIACIHRAERE |, HEZEVLAN ID 2501, &AL
GUIB Tenant Operationali£ I+ T #%ZIBD VNID,

BIEREEE TRRIMCOOP EPER R IEWRA T AWML iR

MEMBETHRLEZLZCOOP EPEIRE. AILAEABD VNID/EN % 4H 5 AEP MACHE It R &
COOP EPE M,

HHRENBREMACH I 2 MBEE T —210.0.88.955R &Y |, iZ T —BkRleafINTEP IP, kN , SRS H
HE REIEREREFFEX R BVNID 16351141,

spi nel# show coop intermal info repo ep key 16351141 00:00:10:01:01:01

Repo Hdr Checksum : 24197

Repo Hdr record tinestanp : 10 01 2019 10: 16: 50 278195866
Repo Hdr last pub timestanp : 10 01 2019 10:16: 50 283699467
Repo Hdr | ast danpen tinmestanp : 01 01 1970 00: 00: 00 O
Repo Hdr danmpen penalty : O

Repo Hdr flags : IN_OBJ EXPORT ACTI VE

EP bd vnid : 16351141

EP mac : 00:00:10:01:01: 01

flags : 0x80

repo flags : 0x122

Vrf vnid : 2097154

Epg vnid : O

EVPN Seq no : O

Rermot e publish tinestanmp: 01 01 1970 00:00:00 O

Snapshot timestanp: 10 01 2019 10: 16: 50 278195866

Tunnel nh : 10.0.88.95

MAC Tunnel : 10.0.88.95

I Pv4 Tunnel : 10.0.88.95

I Pv6 Tunnel : 10.0.88.95

ETEP Tunnel : 0.0.0.0

R iEleaf3Mleaf4HVPC VIP 10.0.96.663K itk 7 £ # B #sMAC. [EEt5IH TEP BD VNID



16351141 , ©5EHEKNBDAEX M,

spi nel# show coop internal info repo ep key 15302583 00:00:10:01:01:02

Repo Hdr Checksum : 16897
Repo Hdr record tinestanp : 10 01 2019 11:05:46 351360334
Repo Hdr last pub timestanp : 10 01 2019 11:05:46 352019546
Repo Hdr | ast danpen tinestanp : 01 01 1970 00:00:00 O
Repo Hdr danpen penalty : O
Repo Hdr flags : IN_OBJ EXPORT ACTI VE
EP bd vnid : 16351141
EP mac : 00:00: 10: 01: 01: 02
flags : 0x90
repo flags : 0x122
Vrf vnid : 2097154
Epg vnid : 0O
EVPN Seq no : O
Rermote publish tinestanp: 01 01 1970 00:00:00 O
Snapshot tinestanp: 10 01 2019 11:05:46 351360334
Tunnel nh : 10.0.96. 66
MAC Tunnel : 10.0.96.66
I Pv4 Tunnel : 10.0.96.66
I Pv6 Tunnel : 10.0.96.66
ETEP Tunnel : 0.0.0.0

f FIELAM Assistantf ELAM#§

ELAM Assistant/2 — X Zh8E58 KAYACIRN A , A BARI{LACIR A E R EELAMBEIRRIINIT o

A EZ NN T 2 EEREZELAM Assistantfifi k85, EItb , ATAERM, HH3MAEH 4 FH
TRERERES.

REMNELAMBHRSE RNT, WM | HKiESEleaf! (¥ 4-101) Hleaf3 ( H5-103 ) LN,

ELAM Assistant — 3

e Capture a packet with ELAM (Embedded Logic Analyzer Module)

ELAM PARAMETERS

Name your capture: L2-only
Status Node Direction Source IfF Parameters VxLAN (outer) header

.i node-101 from frontport any £ '_ .‘. src ip 10.1.1.1

(=) astip 10.1.1.2

J

(w node-103 from SPINE any +) (=) srclp 10.1.1.1

(=) astip 10.1.1.2
(& Set node-104 from SPINE any (+) (B) secip 10.1.1.1

(=) dstip 10.1.1.2

leaf1(node-101)MRFERUATAR :

. Captured Packet Information#i i #8 A E3E 2 Aeth1/3B EB EHHIMACHIPE R,
- BEARREEEREEEeth1/49 L X ZITEP IP 10.0.96.66,
ELAM Assistant — leaf1(node-101) — iR BIEGER



Basic Information

Device Type LEAF
Packet Direction ingress (front panel port -= leafl)
Inconming Iff gth1/3

L2 Header
Destination MAC 0000.1001.0102
Source MAC 0000.1001.0101
Access Encap VLAN 2501
Cos 0

L3 Header
L3 Type IPvd
Destination [P 10.1.1.2

No Vx
Source [P 10.1.1.1
IP Pratocol 0x1 (ICMP
DscP 0
258

ELAM Assistant — leaf1(node-101) — BiRE®% X EL

Forward Result

Destination Type To another ACI node (or AVS/AVE)
Destination TEP 10.0.96.66 (VPC (103_104))
Destination Physical Port eth1/49
Sent to SUP/CPU instead no
SUP Redirect Reason (SUP code) NONE

Contract
Destination EPG pcTag (dclass) 32770 (Prod:App:EPG1)
Source EPG pcTag (sclass) 32770 (Prod:App:EPG1)
Contract was applied 1 (Contract was applied on this node)

Drop

FEH AR EARMH3 (TTR-103) £, MEILLTAR :
Fleaf SV HRBIBESEE S , ©Meth1/493 A, AEMIPHUFALTHRE :

- JRTEP:10.0.88.95
- B#RTEP:10.0.96.66
- VNID:16351141(BD VNID)



ELAM Assistant — leaf3(node-103) — RN BB IE R
e

Basic Information

Device Type LEAF
Packet Direction egress (spine LC -> leaf)
Inconming I/F eth1/49
L3 Header (Outer VxLAN) l
L3 Type IPv4
Destination IP 10.0.96.66 (vPC (103_104))
Source |P 10.0.88.95 (bdsol-aci32-leaf1)
IP Protocol 0x11 (UDP)
DSCP 0
TTL 3
Deon't Fragment Bit 0x0 (0x0)
L4 Header (Outer VxLAN)
L4 Type IVXLAN
DL (Don't Learn) Bit 0 (not set)
Src Policy Applied Bit 1 {Contract was applied on the previous node)
Dst Policy Applied Bit 1 {Contract was applied on the previous node)
Source EPG (sclass [ src pcTag) 0x8002 / 32770 (Prod:App:EPG1)
VRF/BD VNID 15302583 (Prod:BD1)

BREEREEETREERABEEI LER , BrIRUAAM1/12,



Forward Result

Destination Type To a local port
Destination Logical Port Po1l
Destination Physical Port eth1/12
Sent to SUP/CPU instead no
SUP Redirect Reason (SUP code) NONE
Contract
Destination EPG pcTag (dclass) 32770 (Prod:App:EPG1)
Source EPG pcTag (sclass) 32770 (Prod:App:EPG1)
Contract was applied 1 (Contract was applied on this node)
Drop
Drop Code no drop
fEACLIM A O #HELAM

BUWEMELAM Assistant , BN E &L TEITELAMBERNRE, B2 , LA BFEACIBRYL LEA
CLIm A RELAMIE &, THEHRMMAHITIHERENRE,

ERFR R AR FBIHRA O ENHIER. BXELAMEIINEHAEE , TSR TR H5.

- EARRBIF | ASICR tah” FERRM ( BHESER —EX") o

- “in-select 6" A TR K B3 BVXLANT K T TR % O M BE .

. “out-select "HREFXEHLIER (EEEHERT ) -

- EEYeset'mn T AR Z BN E AL R BRERE 5 BR

- BNEIX ZHFHER , ELAMDBEEEIPIRL, Eit | “ipv4 src_ip’M“dst_ip’ Al A FiR Bt % 25,

modul e- 1# debug platform internal tah elam asic 0
nmodul e- 1(DBG el am) # trigger init in-select ?

10 OQuterl4-innerl4-ieth

13 CQuter(12[13]14)-inner(l12]|13]14)-noieth

14 CQuter(l2(vntag)|!l3|14)-inner(12[13]14)-ieth
15 CQuter(12[13]14)-inner(12]13]14)-ieth

6 Quterl 2-outerl 3-outerl 4

7 I nnerl 2-innerl 3-innerl 4

8 Quterl2-innerl2-ieth

9 Quterl 3-innerl 3

nmodul e- 1(DBG el am) # trigger init in-select 6 out-select 1

nmodul e- 1( DBG el am i nsel 6) # reset

nmodul e- 1( DBG el am i nsel 6) # set outer ipv4 src_ip 10.1.1.1 dst_ip 10.1.1.2
nmodul e- 1( DBG el am i nsel 6) # start

EERRBRIIBED , FREELAMRES. NRFEARSR , NBREHRICERGNHES

o



nodul e- 1( DBG el am i nsel 6) # status
ELAM STATUS

Asic 0 Slice 0 Status Triggered
Asic O Slice 1 Status Arned

T—/NfHEREM ereport i T ERRR, MHIFERK , REHANEWET X, BFEEIE T8
MRS SREFERHNHEREPHEMIBERUEONER . XM4HEEBSIRMELAMAY T E B,

| eaf 1# 1s -al /var/log/dme/log/elam 2019-09-30-03m-23h-14s.txt
-rwrwrw 1 root root 699106 Sep 30 23:03 /var/log/dme/l og/ el am 2019- 09- 30- 03m 23h- 14s. t xt

“ereport’ AT RIFHFEIR B EHER , UREEREUNMH —# (FEMEEMAC, FEMBRIPE
)

nmodul e- 1( DBG el am i nsel 6) # ereport
Pyt hon avail abl e. Conti nue ELAM decode with LC Pkg

ELAM REPORT
Trigger/Basic |Information
ELAM Report File : /tnp/ 1 ogs/ el am 2019- 09- 30- 03m 23h- 14s. t xt
I n-Sel ect Trigger : Cuterl2-outerl 3-outerl4( 6 )
Qut - Sel ect Tri gger . Pktrwsideband-drpvec( 1)
ELAM Capt ured Devi ce . LEAF
Packet Direction : ingress
Triggered ASIC type : Sugar bow
Triggered ASIC instance 0

Triggered Slice 0
Incom ng Interface 1 0x24( 0x24 )
( Slice Source ID(Ss) in "show plat int hal |2 port gpd" )

Capt ured Packet

Quter Packet Attributes

Quter Packet Attributes : 1 2uc ipv4d ip ipuc ipvduc
Opcode : OPCODE_UC

Quter L2 Header

Desti nati on MAC : 0000. 1001. 0102
Source MAC : 0000. 1001. 0101
802.1Qtag is valid : yes( Ox1)

CoS : 0( 0x0)
Access Encap VLAN : 2501( 0x9C5 )

Quter L3 Header



L3 Type ;I Pv4

I P Version 4

DSCP 0

| P Packet Length : 84 ( = |IP header (28 bytes) + IP payload )
Don't Fragnent Bit : not set

TTL : 255

I P Protocol Nunber Dl awe

I P CheckSum : 51097( 0xCr799 )

Destination |IP :10.1.1.2

Source | P 0 10.1.1.1

Forwar di ng Lookup ( FPB)

Dst MAC Lookup was perforned 1 yes
Dst MAC Lookup BD : 522( 0x20A)
( Hw BDID in "show plat int hal 12 bd pi" )
Dst MAC Address : 0000. 1001. 0102

Dst MACis Hit 1 yes

Dst MAC is Hit |ndex : 6443( 0x192B)

( phy_id in "show plat int hal objects ep |2 nmac (MAC) extensions" )
or ( HT IDX in "show plat int hal |3 nexthops" for L3QUT/L3 EP)

{& A fTriage BBt

2R MAPIC CLIZT , T A TBETACIREBFERITERERE, EDEEAORH (FTR-101) .
RIPMBEIRIP, EUBERRT , ERHFE ($2F ) R, RILERATriageMFED,

EEE | fTriage LA B RPERBEXH, WABEXHFIEWRENFIE BEMELAMIFEE ., X
HEAUES —hBRBES. WHNEEREANT

api c1# ftriage bridge -ii LEAF:101 -sip 10.1.1.1 -dip 10.1.1.2

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "12181",
"apicld": "1", "id": "0"}}}

Starting ftriage

Log file name for the current run is: ftlog_2019-10-01-18-53-24-125.txt

2019-10- 01 18:53: 24,129 | NFO /controller/bin/ftriage bridge -ii LEAF:101 -sip 10.1.1.1 -dip
10.1.1.2

2019-10-01 18:53: 49,280 I NFO ftriage: nmai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fall back\\adm n

2019-10- 01 18:54:10, 204 | NFO ftriage: mai n: 839 L2 frame Seen on leafl Ingress: Ethl/3
Egress: Ethl/49 Vnid: 15302583

2019-10-01 18:54:10, 422 | NFO ftriage: nai n: 242 ingress encap string vlan-2501
2019-10-01 18:54:10, 427 | NFO ftriage: mai n: 271 Building ingress BD(s), Cx

2019-10-01 18:54: 12,288 | NFO ftriage: mai n: 294 | ngress BD(s) Prod: BD1



2019- 10-01 18:54:12, 288
2019- 10- 01 18:54:12, 397
snapshot for LC nodul e:
2019- 10- 01 18:54: 30, 079
00: 00: 10: 01: 01: 02
2019- 10- 01 18:54: 30, 080
2019- 10- 01 18:54: 30, 320
2019- 10- 01 18:54: 31, 155
2019- 10- 01 18:54: 31, 380
2019- 10- 01 18:54: 31, 826
dst TEPs ['10.0.96.66"]
2019- 10- 01 18:56: 16, 249
candi date |i st
2019- 10- 01 18:56: 21, 346
for lc: 1

2019- 10- 01 18:56: 21, 348
Asic :0 Slice: 0 Srcid
2019- 10- 01 18:56:54, 424
Egr ess:
2019- 10- 01 18:56:54, 424
snhapshot for LC nodul e:
2019- 10-01 18:57: 15,093
2019- 10-01 18:57: 21,394
Transit inst: ig infra:
2019- 10-01 18:57: 21,508
10. 0. 96. 66)

2019- 10- 01 18:57: 25, 537
in RB

2019- 10- 01 18:57: 25, 537

I NFO
I NFO
1

I NFO

I NFO
I NFO
I NFO
I NFO
I NFO

I NFO

I NFO

I NFO

32
I NFO

LC-1/0 FC 24/0 Port-0 Vni

I NFO
1

I NFO
I NFO

Fal se gl bs. di po:

I NFO

I NFO

I NFO

24/ 0 Port-0 to FC interface:

2019- 10-01 18:57: 30,616
2019- 10-01 18:57: 30, 617
24/0 LC-1/0 Port-0 Asic
2019- 10-01 18:57:49, 611
with | ngress:
2019- 10-01 18:57:49, 611
snhapshot for FC nodul e:
2019- 10-01 18:57:53, 110
1/0 Port-0 to
2019- 10-01 18:
type L2 frane
2019- 10-01 18:57:53,530
FC-24/0 Port-0 Asic
2019- 10- 01 18:58: 26, 497
pkt
2019- 10- 01 18:58: 26, 498
shapshot for LC nodul e:
2019- 10- 01 18:59: 28,634
candi date |i st
2019- 10- 01 18:59: 39, 235
Egr ess:
2019- 10- 01 18:59: 39, 350
shapshot for LC nodul e:
2019- 10- 01 18:59: 54, 373
2019- 10- 01 18:59: 54, 379
2019- 10-01 18:59:57, 152
2019- 10-01 18:59:57, 153
2019- 10- 01 18:59:59, 230
inst: eg infra:
2019- 10- 01 18:59:59, 231
dbg_sub_eg for vip
2019- 10- 01 18:59:59, 231
2019- 10- 01 18:59:59, 377
2019- 10- 01 18:59:59, 378

57:53,111

LC interface

Seen on spinel | ngress:

Et h1/12 (Pol) Vnid:

I NFO
I NFO

:0 Slice:

I NFO
I NFO
24

I NFO

I NFO

on egress LC on Node

I NFO

:0 Slice:

I NFO

I NFO
1
I NFO

I NFO

I NFO
1

I NFO
I NFO
I NFO
I NFO
I NFO

Fal se gl bs. di po:

I NFO

I NFO
I NFO
I NFO

11364

FC-24/0 LC-1/0 Port-0 Egress:

ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

ftriage: pktrec:490 leafl: Collecting transient |osses

ftriage: mai n: 933 SMAC 00: 00: 10: 01: 01: 01 DMAC

ftriage: wunicast:973 leafl: <- is ingress node

ftriage: unicast:1215 leafl: Dst EP is renote

ftriage: msc:659 leafl: L2 frame getting bridged in SUG

ftriage: msc: 657 leafl: Dst MACis present in SUG L2 tbl

ftriage: m sc: 657 |eafl: RWDVAC DI Po(10.0.96.66) is one of

ftriage: mai n: 622 Found peer-node spinel and IF: Ethl/1 in

ftriage: node: 643 spinel: Extracted Internal-port GPD Info

ftriage: fcls:4414 spinel: LCtrigger ELAMwith IFS: Ethl/1

ftriage: mai n: 839 L2 frame Seen on spinel Ingress: Ethl/1

d: 15302583

ftriage: pktrec:490 spinel: Collecting transient |osses

ftriage: fib:332 spinel: Transit in spine

ftriage: unicast: 1252 spinel: Enter dbg_sub_nexthop with

10. 0. 96. 66

ftriage: unicast: 1417 spinel: EP is known in COOP (Dl Po =

ftriage: unicast: 1458 spinel: Infra route 10.0.96.66 present

ftriage: node: 1331 spi nel: Mapped LC interface: LC-1/0 FC

FC-24/0 LG 1/0 Port-0
ftriage: node: 460 spinel: Extracted GPD Info for fc: 24
ftriage: fcls:5748 spinel: FC trigger ELAMw th IFS: FC
2 Srcid: O
ftriage: unicast:1774 L2 frane Seen on FC of node: spinel
FC-24/0 LG 1/0 Port-0 Vnid: 15302583

ftriage: pktrec: 487 spinel: Collecting transient |osses

ftriage: node: 1339 spi nel: Mapped FC interface: FC-24/0 LC
LC-1/0 FC-24/0 Port-0

ftriage: unicast: 1474 spinel: Capturing Spine Transit pkt-

spinel IFS: LC-1/0 FC-24/0 Port-0
ftriage: fcls:4414 spinel: LCtrigger ELAMwith IFS: LC1/0
0 Srcid: 64

ftriage: unicast:1510 spinel: L2 frane Spine egress Transit
LC-1/0 FC-24/0 Port-0 Egress: Ethl/3 Vnid: 15302583

ftriage: pktrec:490 spinel: Collecting transient |osses

ftriage: mai n: 622 Found peer-node leaf3 and IF: Eth1l/49 in

ftriage: mai n: 839 L2 frame Seen on |eaf3 Ingress: Ethl/49

ftriage: pktrec:490 leaf3: Collecting transient |osses

ftriage: mai n: 522 Conput ed egress encap string vl an-2501

ftriage: mai n: 313 Buil di ng egress BD(s), Ctx

ftriage: mai n: 331 Egress Ctx Prod: VRF1

ftriage: mai n: 332 Egress BD(s): Prod: BD1

ftriage: unicast:1252 |leaf3: Enter dbg_sub_nexthop with Loca

10. 0. 96. 66

ftriage: unicast: 1257 |eaf3: dbg_sub_nexthop invokes

ftriage: wunicast:1784 leaf3: <- is egress node

ftriage: unicast:1833 leaf3: Dst EP is |loca

ftriage: m sc: 657 leaf3: EP if(Pol) sanme as egr if(Pol)



2019-10-01 18:59: 59,378 I NFO ftriage: msc:659 leaf3: L2 frame getting bridged in SUG
2019-10-01 18:59:59,613 | NFO ftriage: msc: 657 leaf3: Dst MACis present in SUG L2 tbl
2019-10-01 19:00: 06, 122 | NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-
devi ce: n3k-3 and peer-port: Ethernetl/ 16

RAF2E 2B R B EEI R ITERE — BDAL TR

EAREIH , BEIMACKAH, AOHH LAY BIRMACE R RE REMH L.

| eaf 1# show endpoint mac 0000.1001.0102

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local-aged m - svc-ngr
L - local E - shared-service
o e m e e e e e e e e e e e e eemeaeaa- S Fom e e e e e B TSRS [ S
B
VLAN Encap MAC Addr ess MAC | nf o/ Interface
Domai n VLAN | P Address IP Info
o e m e e e e e e e e e e e e eemeaeaa- S Fom e e e e e B TSRS [ S
B
RIZL2AR A B IBHIBDIRE R T, EERREER

1. )k|:|ﬁﬂJrHRTi&E@?ﬁ;kﬁﬁ’éwuwvfﬁ BB —NFTAG ( MORI15) &
2. AORH-HAEHABD VNIDF I ZE A VXLANSIE S5, SA 28 B #5IP¥F2BD GIPo + FTAG,
3. TN EBMAIMERIGIAEREFZHE | HNFEEHEBDHEMH T o

WS NREE RATURENRNE,

ERBD GIPo

GUItREBDA T Z B iR ER A KL 225.1.5.48,

BD GIPo
Bridge Domain - BD1 0 o
Sumrmary Policy Operationa Stats Health Faults History

General L3 Configurations Advanced/Troubleshooting

< o +

Unknown Unicast Traffic Class ID; 16386

Segment

Multicast Address: 225.1.5.48

Maonitering Policy: | sclect a value ‘ “

First Hop Security Policy: | zelect a value | y

Optimize WAN Bandwidth: [

MetFlow Monitor Palicies:

« MNetFlow IP Filter Type NetFlow Monitar Policy

ELAM — A Q&M — ZtR



EFAELAM Assistant , EA OKH ENELAMIRE . X ERMEBDHIZ M | HIEFFE XML
1THERR (IkAbeth1/49, 1/50, 1/51F11/52 ) LiBH,

ELAMBIE — AOEH — BEEARAER

Forward Result

Destination Type Flood in BD
Destination Ports eth1/51, eth1/50, eth1/52, eth1/49 (overlay (Fabric uplink))
vPC Designated Forwarder (DF) yes

Sent to SUP/CPU as wel no
SUP Redirect Reason (SUP code) NONE

Contract
Destination EPG pcTag (dclass) 16386 (null)
Source EPG pcTag (sclass 32770 (n
Contract was applied 0 (Contract was not applied on this node)

Drop

Drop Code no drop

EERAOSHEZFENFTAGHE |, HHRZEIELAM Assistantty [R83R &

sug_l u2ba_sb_info.nt_info.nt_info_nopad. ftag: OxC

R+ <3 FEOXCHAR AN T BT , ERAFTAG 12,
LEIFTAGH

I;HTAG?E?l‘EEIS-ISi‘I'ﬁo RNEBNFTAGEHEZE— M, TEAFREAR S AHRIMVBRZEO NS
BEOyxR,

FRAUTHSERAFTAGH N, ETEMNRFIS |, Fi11Espine1 LEHAFTAG ID 125,

spi nel# show isis internal mcast routes ftag
IS-1S process: isis_infra

VRF : default

FTAG Rout es




FTAG ID: 12 [Enabled] Cost: ( 2/ 11/ 0)

Root port: Ethernetl/4.39
OF List:

Et hernet1/11. 11

Et hernet 1/12. 12

FEARBACIRIREETLH TENFTAGHINE —TUE '&ﬁﬁﬁ’—?—“ﬂ’]&zo “aci-ftag-viewer” Pythonfif
7K (https://github.com/agccie/aci-ftag-viewer) Al L E &I ZIAPIC L, © —IR4E KT T
FTAGH M

UTHEERT ZPodXREREHPod1HHFTAG 128 , HASIEIPNI&ZEZ ENFTAGH M.
XRA , MBEREMNH1013 AACIZIRIER | ©FLT AT RIZAR S H 5 HE LT B2,

adm n@pi cl: t np> python aci_ftag viewer.py --ftag 12 --pod 1

HHH R R R R R R R R R R R R R R
# Pod 1 FTAG 12

# Root spine-204

# active nodes: 8, inactive nodes: 1

HHH R R R R R T R R R R R R R R R

spi ne- 204
+ U1l - 1/52 leaf-101
+ U2 - 1/52 | eaf-102
+- U3 -------- 1/ 52 | eaf-103
+ U4 - 1/52 | eaf-104
+- 1/49 -------- 1/ 4 spine-201
| + 1/11 ...... (EXT) Eth2/13 n7706-01-Mil ti pod- Al
| + 1/12 ...... (EXT) Eth2/9 n7706-01- Ml tipod- A2
I
+ 1/50 -------- 1/ 4 spine-202
| + 1/11 ...... (EXT) Eth2/14 n7706-01- Ml ti pod- Al
| + 1/12 ...... (EXT) Eth2/10 n7706-01- Ml ti pod- A2
I
+- 1/51 -------- 2/ 4 spi ne- 203
+ 2/11 ...... (EXT) Eth2/15 n7706-01- Ml ti pod- Al
+ 2/12 ... .. (EXT) Eth2/11 n7706-01- Ml ti pod- A2
+ /11 ... .. (EXT) Eth2/16 n7706-01- Ml ti pod- Al
+ 112 ..., (EXT) Eth2/12 n7706-01- Ml ti pod- A2

ELAM — HA&H — Z3tHR

EXTBERT , 2 ARELTIRACIRREFEANEMNMEH, At , ©FEiXleaf3Mleafs , ©I1HE
=VPCX, XHMMHT REHEFETBENAIVPC, ﬂﬂiﬁi%iﬁﬂﬁ?&ﬁ@ , VPCS(‘HXJE#—AH
HRZ A REE X E B Fr. EENEHFAVPC DFEH ( VPCIEEMEEZSR/EM ) .

XA ERMH T R EERAATHABR[EELAMFRE,

nmodul e- 1# debug platform internal tah elam asic 0

nmodul e- 1( DBG el an) # trigger reset

modul e- 1(DBG el am) # trigger init in-select 14 out-select 1

nmodul e- 1(DBG el am i nsel 14) # set inner ipv4 src_ip 10.1.1.1 dst_ip 10.1.1.2
nmodul e- 1( DBG el am i nsel 14) # start

leaf3%i H -

nmodul e- 1( DBG el am i nsel 14) # ereport | egrep vpc.*df


https://github.com/agccie/aci-ftag-viewer

sug_lub_latch_results_vec.lub4_1.vpc_df: Ox1

leafd i -

nmodul e- 1( DBG el am i nsel 14) # ereport | egrep vpc.*df
sug_lub_latch_results_vec.lub4_1.vpc_df: 0x0

FE LR F | leaf3R “vpc_dP FERIRE T E0x1” , Mileafd N “vpc_df FERIZE T“0x0". EIt , 1§
EN R BETRleal3, leaf3FHVPCHER LMY Z IR T X 2 B FREP,

AAB2ERRERBRNAEFRTERE — EHREFHBD

FIHMN a7 R EBDA TRANREEANFE2EARAMEBRE, EXMBERT , MRAORKRHTH
EEAMACHLE , N & FHFESH R ETERNLEMACH L, T RN BIRMACHITCOOPE
o

MBEHRK (WMTFAR) , ETSFNABEIRIPEE NFEEEB#r ( 1:4:10.0.96.66 ) , HFFHHEXE
% Zlleaf3-leaf4d VPCXY,

spi nel# show coop internal info repo ep key 15302583 00:00:10:01:01:02

Repo Hdr Checksum : 16897
Repo Hdr record tinmestanp : 10 01 2019 11: 05:46 351360334
Repo Hdr last pub timestanp : 10 01 2019 11:05:46 352019546
Repo Hdr | ast danpen timestanp : 01 01 1970 00: 00: 00 O
Repo Hdr danpen penalty : O
Repo Hdr flags : IN_OBJ EXPORT ACTI VE
EP bd vnid : 16351141
EP mac : 00:00:10:01: 01: 02
flags : 0x90
repo flags : 0x122
Vrf vnid : 2097154
Epg vnid : 0
EVPN Seq no : O
Rermot e publish tinestanp: 01 01 1970 00:00:00 O
Snapshot timestanp: 10 01 2019 11:05:46 351360334
Tunnel nh : 10.0.96. 66
MAC Tunnel : 10.0.96.66
I Pv4 Tunnel : 10.0.96.66
I Pv6 Tunnel : 10.0.96.66
ETEP Tunnel : O 0.0
L

. 0.
MRERKY ( RIREACIRREFEFARA ) , ETRHEFRAERE,

spi nel# show coop internal info repo ep key 15302583 00:00:10:01:01:02
Key not found in repo

B2RERRE

TERES TACIRRAERFRFE2RREBAIRENERITN

ACIRIIEREB2B % RIT A



Reaches

Forward
remote

o remote Does spine know

CETRGET ! Dst MAC?
floods it loat

Forward Forward
to local to remote
port leaf

Hardware
proxy

Is Dst MAC on What is BD config?
local leaf? (L2 Unknown

Does leaf
know Dst MAC?

See later
section




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



