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VM NETWORKING L4-L7 SERVICES welcome, admin

ACCESSPOLICIES

|
o

E i inerfac
Global s
g:n HELP
Mo
8 B Troubleshoot Policies Access policies govermn the o ic. The system provides default access policies. Access policies enable configuring
E-pxjs various functions or protocols 0 creale new access policies according to their requirements. The APIC enables
i and interface: polici

3B Physical and External Domains
Acce: that do not connect to a spin itch. External-facing interfaces connect to external devices such as virtual machine
contro ders (FEX). Access policies enable configuring port channels andvirtual port channels, protocols such as LLDP,

Using the Configure an interface, PC, and VPC wizard link below, you can apply a common template te a number of interfaces, We recommended that you create the policies
that you will apply, such as COP or LLDP paolicies, before launching the wizard. You can also create the policies as you complete the wizard

Quick Start

Configure in-band management access

Configure ce, PC, and VPC

Menitor access port stalislics

3. R & E+ER , MBI,

See Also

Physical Interface (Link Level)
CcopP

LLDP

LACP

LACP Member

Spanning Tree Interface
SPAN

On-demand Diagnostics
Attachable Entity Profile
QoS

DHCP Relay



CONFIGURE INTERFACE, PC, AND VPC

CONFIGURED SWITCH INTERFACES ( o Gick o sot i ol
) iable row o eg

+ [X

SWITCH INTERFACE POLICY
PROFILE SWITCHES SELECTOR INTERFACES TYPE GROUP

VPC SWITCH PAIRS

VPC DOMAIN ID SWITCHB

—

4. B FHAdvancediZfll , f£Switchs ( R##l ) T 8t/ B+ HEFFEXFIERH KT ( 26

5.

R ERH101) , B0 FEATR,

CONFIGURE INTERFACE, PC, AND VPC

Seleet Switches Ta Configure Interfaces: ) Quick dvanced

CONFIGURED SWITCH INTERFACES
POLICY Sitch IDs Switch Polkcy Group |

SWITCH INTERFACE -
PROFILE SWITCHES SELECTOR INTERFACES TYPE GROUP |ml |
v

101 leaft leaf

Switch Profile Nare:
Swch ‘Wpe:ﬂ [ 102 leaf2 leaf
Fexes: [
ek Switch Port(s) It Connects To
0 Click "+ to configure switch
— interfaces

VPC SWITCH PAIRS

P il |l | el
VPC DOMAIN ID ~ SWMITCHA SWITCH B CACACAC 0]

Switch (" Access Port P Fabric Port ). Only the access ports can be selected.

s INTTETEE

BEERATHER . ESwitch Profile NameFE&H |, I AFEXEEXHFHN B ( EXRFIH R

1B JT

fex101) o TEFEXZD , WAFEX ID ( XFRFEXEHRS ) MM EiEEEZFEXM IR OFIX
(1/17-18)o B HEHo

6. Click Save.
7. B & “Submit’,
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2EEMM S BIRT |, &5FF ZISwitch Policies > Profiles. £ S BRI FFEANFEXN B,
R EE R PR B if_selector=ARF & Y < Bx 1% O Bl B S 1

PROPERTIES
Mame: fex101
Description: | GUT Interface Selector Genersted Profile: fac1ol

Switch Selectors: 3
— NAME BLOCKS POUICT GROUP

fex101_selector_1 101

Associated Interface FEINE
Selactor Profiles:

U1 Intesface Selector Generated PortP Profile: fex101

Associzted Module Selector JERIEES
Profiles: R
DESCRIPTION

R R AR
4]

?

SEEORM>EENXH4T  ZNEIEERNIEORERZF : name_ifselector, XBEITEEE
FHFEXKHEEES , Heh/asERMT B FEERIFEXH O (ERBIHO17-18% ) ,



SYSTEM TENANTS C VM NETWORKING La-L7 SERVICES OPERATIONS

5 | ACCESS POLICIES

Lo Interface Profile - fex101_ifselector

(Ol

PROPERTIES
Name: fex101_ifselector
Description: | GUI Interface Selactar Generated Porte Profile: fex101

Intesface Selectors: ]

POLICY GROUP

| FexCardicl HEER ] FesgndleP101

4]

Emes

ERE Frvvsical and Eernal Domains
™

AETMERK A= | BERRERE"  RARETE R,

S5EEMMNSMERT , SMEPod 1 >TREKET BER. ZNFEFEXMFEXHFHAERERELE
B,

REEMNECRETCTIERSPERTHNE ( KA15% ) 2B —EBifE. NREREXE
JH:FEX;EE:EEEE Ux?ﬁ&%ﬁfﬂl‘: REACIRHREERENINI F 4% , MACITTRES T EF B4R ARFEX,
EXfERT , FEXEY 7 JL A 16 B 1 5% (WitET10%5 ‘f‘ﬂF)o EgsEsd  RFGREHATR
(SSH)E#ZE| l&“‘l‘#iﬁshowfex detail , BB FRHEH T H.

SYSTEM TENANTS ) E VM NETWORKING L4-L7 SERVICES

INVENTORY | - A

CAON FEX - Fex 101

B Quick Start
B Topology

B [ol¥]
«
+| e PROPERTIES

R Fabric Extenders D: 101

€ Desciiption: Fabric Extender 48X1GE + 4x106 Module_—=»
ki Interfaces

Operationzl State: Online

- Model: N2K-C2248TP-1GE
- Processes :

ES M soan Sessions Vernlior: Cisco Systems
N Fools Revision:

BRI rules Serial: $5114280VQE

ER e pod2-leaf2 (Mode-102)
BB pod2-leaf3 (Mode-103)
ER e podz-leaf4 (Node-104)
E pod2-spinel (Mode-201)
B podz-spine2 (Node-202)
- Fabric Membership
. Unmanaged Fabric Nodes
Bl Unreachable Nodes
M Cisabled Interfaces and Decommissioned Switches

Connected Interfaces: 1/17, 1/18

— TYPE

% {54k FFabric > Inventory. Expand Pod 1 > Leaf1 > InterfacesH &Y , 4§ & ElLeaf1 LHYE O 5
&, ZIIRRMNF i Efex_idM/x4mESHFEXN EHED, FEX IDREELSRSPIEENIDS ., x2
FEX EEYHIF,



alialn TENANTS VM NETWORKING L4-L7 SERVICES

INVENTORY | FA 5 | ACCE

= .
iventory L) Physical Interfaces
=
[ pod2-leafl (Hode-101)

R chassis ~ INTERFACE SPEED LAYER MODE SWITCHINGSTATE  USAGE
eth101/1/31 inherit sritched trunk: enabled EFG
ethi1/1/32 inherit switched trunk enabled EFG
eth101/1/33 inherit owitched trunk enabled EPG

i interfaces eth101/1/34 inherit switched trunk enabled s

[ I Physical Interfaces.

r—— eth103/1/35 inherit switched trunk enabled EPG
G ethfz thi03/1/36 inherit smitched trunk. enabled PG
A ethif3

[ ethif4 eth103/1/37 Imherit snitched trunk enabled EPG
LA ethl/s eth101/1/36 imherit switched trunk: enabled EFG
03 ethyjs

D ethys7 eth101/139 inherit switched trunk enabled EPG
G ethi/a «th101/1/30 inherit snitched trunk enabled EPG
3 ethtfs

1 etht/10 ethi0y/1/41 inherit snitched trunk enabled EPG
A ethi/it eth10yf1/42 Inherit switched trunk: enabled EFG
3 ethyj1z I

) ethija3 ' [ etz inherit sritched trunk enabled PG
G ethifis ethi0/1/44 inherit switched trunk enabled EFG
0 eth1/15

3 ethi/i6 ath101/1/45 inherit switched trunk anabled EPG
G eth1/17 |

AR NRREFEARINFEXEN R O RENTEEORFSIHET KD, Hkt , KRHXEFEX

OPERVLANS

OPERATIONS

4748

CONFIGUREDVLANS ~ BUNDLE INDEX

unspecified
unspecified
unspecified
unspecified
unspecified
unspecified
unspecified
unspexified
unspecified
unspesified
unspecified
unspexified
unspecified
unspecified

unspecified

Y ERWENEOZ/RES IXIYN/Z, B, FEX 1014H101 £ 5w O 158F5101/101/1/1,

EACLI LI
B SSHIERZ R M (pod2-leaf1) , HERU T o SHITRIE :
. show fex

- show fex detail
ACIH O REE B[ FHMG T HEIFEX, MR ZX#E |, BHED -

pod2- | eaf 1# show fex

FEX FEX FEX FEX
Nunber Descri ption State Model Seri al
101 FEX0101 | mage Downl oad N2K- C2248TP- 1CGE SSI 14280VQE

TERUFEXE , BHER .

pod2- | eaf 1# show fex

FEX FEX FEX FEX
Nunber Descri ption State Model Seri al
101 FEX0101 Online N2K- C2248TP- 1GE SSI 14280VQE

pod2- | eaf 1# show fex detail

FEX: 101 Description: FEX0101 state: Online
FEX version: 11.1(3f) [Switch version: 11.1(3f)]
FEX Interimversion: 11.1(3f)
Switch Interimversion: 11.1(3f)
Ext ender Model : N2K- C2248TP- 1GE, Extender Serial: SSI 14280VQE
Part No: 68-3601-05
Card Id: 99, Mac Addr: c4:71:fe:42:d7, Num Macs: 64
Modul e Sw Gen: 22 [Switch Sw Gen: 21]

pi nni ng- node: static Max-links: 1
Fabric port for control traffic: Ethl/17

op
full
full
full
full
full
full
full
full
full
full
full
full
full
full

full



Fabric interface state:
Ethl/17 - Interface Up. State: Active
Ethl1/18 - Interface Up. State: Active
Po7 - Interface Up. State: Active

Fex Port State Fabric Port
Et h101/1/1 Up Po7
Et h101/1/2 Down Po7
Et h101/1/3 Down Po7
Et h101/1/4 Down Po7
Et h101/1/5 Down Po7
Et h101/1/6 Down Po7
Et h101/1/7 Down Po7
Et h101/1/8 Down Po7
Et h101/1/9 Down Po7

Et h101/ 1/ 10 Up Po7
Et h101/1/11 Down Po7
Et h101/ 1/ 12 Down Po7
Et h101/ 1/ 13 Down Po7
Et h101/ 1/ 14 Down Po7
Et h101/ 1/ 15 Down Po7
Et h101/ 1/ 16 Down Po7
Et h101/ 1/ 17 Down Po7
Et h101/ 1/ 18 Down Po7
Et h101/ 1/ 19 Down Po7
Et h101/ 1/ 20 Down Po7
Et h101/ 1/ 21 Down Po7
Et h101/ 1/ 22 Down Po7
Et h101/ 1/ 23 Down Po7
Et h101/ 1/ 24 Down Po7
Et h101/ 1/ 25 Down Po7
Et h101/ 1/ 26 Down Po7
Et h101/ 1/ 27 Down Po7
Et h101/ 1/ 28 Down Po7
Et h101/ 1/ 29 Down Po7
Et h101/ 1/ 30 Down Po7
Et h101/ 1/ 31 Down Po7
Et h101/ 1/ 32 Down Po7
Et h101/ 1/ 33 Down Po7
Et h101/ 1/ 34 Down Po7
Et h101/ 1/ 35 Down Po7
Et h101/ 1/ 36 Down Po7
Et h101/ 1/ 37 Down Po7
Et h101/ 1/ 38 Down Po7
Et h101/ 1/ 39 Down Po7
Et h101/ 1/ 40 Down Po7
Et h101/ 1/ 41 Down Po7
Et h101/ 1/ 42 Down Po7
Et h101/ 1/ 43 Down Po7
Et h101/ 1/ 44 Down Po7
Et h101/ 1/ 45 Down Po7
Et h101/ 1/ 46 Down Po7
Et h101/ 1/ 47 Down Po7
Et h101/ 1/ 48 Down Po7
£ AAREST APISFEXGE R H

A 70 Ex.x.x.x/api/mo/uni.xmlfy EXMLAEEFFEX101 R i 2w O 1/17-18 LR H1 ( 3101 )

<infralnfra>
<i nfraNodeP descr="QU Interface Sel ector Generated Profile: FEX101" dn="uni/infral nprof-
FEX101" nane="FEX101" owner Key="" owner Tag="">



<i nfraLeaf S descr="" nane="FEX101_sel ector _101" owner Key="" owner Tag="" type="range">
<i nfraNodeBl k from ="101" name="si ngl e0" to_="101"/>
</infraLeaf S>
<i nfraRsAccPortP tDn="uni /i nfral/accport prof-FEX101_ifsel ector"/>
</i nf r aNodeP>
<i nfraFexP descr="CGU Interface Sel ector Generated FexP Profile: FEX101l_FexP101"
dn="uni /i nfralfexprof-FEX101_FexP101" nanme="FEX101l_FexP101" owner Key="" owner Tag="">
<i nfraFexBndl G p descr="GUJl Interface Sel ector Generated FexBundl eP Profile"
nane="FexBndl eP101" owner Key="" owner Tag="">
<i nf raRsMonFexI| nf raPol tnMonl nfraPol Name=""/>
</i nfraFexBndl G p>
</i nfraFexP>
<infraAccPort P descr="GUJl Interface Sel ector Generated PortP Profile: FEX101"
dn="uni /i nfralaccport prof - FEX101_ifsel ector" name="FEX101_ ifsel ector" ownerKey="" owner Tag="">
<infraHPortS descr="" nane="FexCardl101" ownerKey="" owner Tag="" type="range">
<i nfraRsAccBaseG p fexld="101" tDn="uni/infra/fexprof-FEX101_FexP101/fexbundl e-
FexBndl eP101"/ >
<infraPortBl k fromCard="1" fronPort="17" name="bl ockl" toCard="1" toPort="18"/>
</infraHPort S>
</infraAccPort P>
</infralnfra>

2. B BFEX HIF
UM ER , ACHRM AIBABRIFEX HIF , B2 , HEEBFEX HFWMER MR , BIINARTX.
EARRHIF  FFEX 101 O1M2EEBA1FIRUAKAMERE.

1. & #¥Fabric > Access Policy. ‘S E#EH , SMEEOER>EEXH4HER

fex101_FexP101, (MFEXEZEIFHE |, 2 EHFSIBIET , A XRETEANR, kX RS
BN B FexP<fexld>MIFEX, EI{EB#EH , RHFEXMEO R[N +RA -

m FAULTS || HISTORY
|_ncrions |
PROPERTIES
Name: fex101_FexP101
Description: GUI Interface Selector Generated FexP Profie:
fex101_FexP101
FEX Policy Group: FexBndleP101
Interface Selectors For FEX: x]
= NAME TYPE POLICY GROUP BLOCKS

g n r

ol Do susmt [ reser |

2. ZCIEBNIROERRED . FX: ESRP , ERABEENRO. ik, AEEN
EOIDRFEX 101 LMHIF , MAREAYEREHIHEO, a.ENameFEBYF , M AEEREN RO
HPAM , MR - Fex101_access_port_select,
b.fE#EOIDsFEA , AAEHBEMNZOID , b4k : 1/1-2 B Fibut KiX—IRBEES,

c. M\ O K BE4H (Interface Policy Group) FRIFI&RF , R 2B EMN 1 FIRKAKREZEORE (R
N1Gig)KuE, ERIRER LR thim O A B R F KK,



d.# &H“Submit”,

CREATE ACCESS PORT SELECTOR /%

Specify the selector identity
C:jzlne: |Fex101_acc955Jort_select ]:D

Description:

< nterface IDs: 11/1-2 - |

d values: All or Rangss, For Example:
1/13,1/15 or 1/22-24

Interface Policy Group: |k.e|ect an option |V|
141 test
CcDP
inband
L2 ext
LLDP _ACT
micAcessPortPolicyGroup

n3k_pol
MN3K_Puolicy
UCS3_B_SERIES
VM

Create Access Port Policy
Group

S
(s e |

EAGUIR TR

ERGEREE=F |, SHBIPod 1 > LeafX ( BEEFEXMIEM ) > Interfaces. EFFEX HIF |, kA
Fﬁ'ZI'_\o



s Tu T
[Jethif4s

[Aethif4s |9||;|

[ ethif50

Clethy/st PROPERTIES

[Jethi/s2 DotlQ Ether Type: 0x8100
[ ethi/s3

S ethos Layer: switched
[Hethi/ss Mode: trunk

[ ethifsa il Switching State: disabled
[ ethi/s7

Load Interval 1: 30

m

Load Interval 2: 300

Load Interval 3: 0

" Eee Lat: variable

[ eth101/1/3 Eee Lpi: aggressive

gej‘ 10 1-"_1-"_4 Eee State: not-applicable
eth101/1/5

Clethi01/4/6 Backplane Mac: 50:17:FF:F3:1D:02

[Heth101/1/7 Last Link 5t Change: 2014-07-03T10:19:22.880+00:00

g e? ij iiz Oper Router Mac: 00:00:00:00:00:00
eth101/1f

o ethi01/1/10 Oper Mdix: 255

[ ethioi/1f Oper Mode: trunk
th 1011/

Ldeth o Oper Speed:

[ ethi01/1/

Clethioi/1/ Oper State:

[ ethi01/1/ Oper State Reason: connected
th101/1/

ety -_- Reset Counter: 1

[ ethi101/1/17

Lo BT R A A Nearbran Crands 4

g

SR AR TIHEENRIESRE,

IR HERR

B 8RB X L E BV EHEERE B
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