BEERACI A RYPBREIBE
B =%

kN
FREAM
EX
R
BE
PBR 183
BIEFEEM
HE2ER
%88 NPodXIRIERE P ) &2 ANVRF

AR STHS AT B WA FE B AN Pod R I 4B R AR A B T SR BE A9 E 7€ [0 (PBR)XY AR F 8 AR O 9 B A iR B
(ACNHIRE 3 1T B PEHERR

TR

X
RFAXME , BUAT BT EBH —RMIA :

- ACHER : ThRISHEE, Ki8%3. AREML3out
fiE R R4 ¢

e FEHERR SR > R FEACIMRZAR6.0(8f) LB ATHY |, 5 = ANexus IR HINIK-CI3180Y C-EXHINIK-
C93240YC-FX2,

ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTENRS , FERRETRAERSHIBERRE,

RE

- BD:M#rig
- EPG:4& w4



« K IDAFREPGHI#RIC

« PBRT & : A FPBRE#RHILA-L7RE

- HBREFEEES  HRAFKNPBRT K/ZEO

- RUEFEESE  AORMARKHPBRT fZO

PBR/ £183%
version FEIEE
2.0 (1K) - RSEIEHPBRIIEE,
s ZTRETRBHNEER(PBR)X &
SHREEMA . ppras s
3.2(x) « ZURIKHERZFRET B NIEPBR,
4.0(x) o ZURIFER TN KB X EPBR,
4.2(1) - MEXFATUERAPBRT RN & DK,
4.2(3) - EAGUIMService GraphtE ik 2 {2 it Filter-from-contracti& i,
5.0(1) « BRETRNAERHEEIREZHFL3OUts,
' « B1R/FE2EPBRIER X FE ) — FHEB/ECMPEE,
- I , PBRE#R AT LML TL3OUtH,
5.9(1 o IBAILAEHAHTTP URIBREERS T 2o
2 . FERRBSBEEMRAMR,
« X#EFABPBRT Amaciit,
6.0(1) - ETFNENXNHKRIEEE D (PBR)
BiHEFEEWM

- PBRAENEYEMELREZE S EH

« PBRALAFEL3Out EPGHIEPGZ 8], EPGZ B SAKL30ut EPGZ EfEA., MREL20ut EPGRZ
SR -5 , WFAZEFPBR

- BRIACIZPod. ¥ [ MZERH AR FPBR,

- BRIACIR R FERE 247012 iR S5 85 FIPBRT S HY M 3¢

o LA-L7TERMNEEHZER (BKHEX ) THE



o FEXZRHF ZFHFPBRT &

. PBR%,\\\%E?FHWM‘EE

- ME, FRREAXIEPBRT SZIAMACH I,

o BIEPBRY S M#FE LS AE T GARPH N

o« @IEARP., UAMABREMNEMIEIPHREMNE N IATESRAEHTFPBR

« PBRY R AT LATEVRFEH| 2 B RE —NMVRFEHIHN. XN Tt , FEEFEE=/VRFLEHA
PBRT R , I HRERIRMBVRFAEE

b B /=
B a?s{E/%\

BXELAMAFtriagefE 258 |, 558 2 1EBRKDCN-3900bH #ICiscoLiveiZ B,

L4, PrEELE 15 F & A LAFECisco Application Centric Infrastructure Policy-Based Redirect
Service Graph Design White Paper§ # 2,

Z R ENPod R P ENVRF
R 4

YR F:
Leaf101 Leaf102
_ BD: Cons-Connector BD: Prov-Connector
BD: Prod-Consumer BD: Prod-Provider Subnet: 192.168.100.1/24 Subnet: 192.168.200.1/24
Subnet: 10.10.100.1/24 Subnet: 10.20.200.1/24
EPG: Prod-Consumer EPG: Prod-Provider Connector: Consumer Connector: Provider
pcTag: 49155 pcTag: 49156 pcTag: 16387 pcTag: 49157
. = -
. =
10.10.100.10/24 10.20.200.20/24 192.168.100.10/24 192.168.200.20/24
aaaa.aaaa.aaaa bbbb.bbbb.bbbb 0050.56b7.d05d 0050.56b7.bf94

| VRF: Prod |

R HERR
S| WE
UEERFHEXEEEREN , ACIRERKE, EHAKER , EAPBREINTEZEIRF HISFER

f= -

F1690:BLEXR , REMT :


https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKDCN-3900b#/session/1655424228564001Qh2m
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKDCN-3900b#/session/1655424228564001Qh2m
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html

- IDZBEARK

HHERTERES T RNEHEVLANAA A, flin, £52%18%FE A/ Virtual Machine
Manager(VMM)13 3< BX #9VLANt AR 7] 8E5% B o] A B9 31 2 VLAN,

DRR - BIFPHEIRZFFEANEANNVLANG, NIRZEIRRFIFOAETYEBER , EERLEHEN
VLANELE . XL64i% & AJ £ Tenant > Services > L4-L7 > Devices and Fabric > Access Policies
> Pools > VLAN T # Zl,

MRk, IREZERZEOMTELENH BT PREERIENESXIEN , FRARE A4
Ui FIE T

General
Name: TZ-PBR-Device
Allas:
Service Type: Firewall

Device Type: VIRTUAL

Trunking Fort:

VMM Domain: ViMware/UCS-VCENTER

Promiscuous Mode: [ ]

-
Context Aware: | Multiple m

| - R
Function Type: \_ GoThrough GoTo L1 L2 JI

« R EILDeviYiRE LT

WHERRZEBEZFAUAEMNATRIEEM, i , 8% E 55Service GraphXE & [E
FEPCE A iR B IR R IR AR

PR BINTRERRBEENL, RZFEAEXERBRESRABHR. RSBEMHANBRSEFHNT
HEMEERS ZEREERESZNERZMHSF, AT Tenant > Services > L4-L7 > Device
Selection Policy T % El 1t I,




Pronerties

AR BERSEERE , ACIRTASE NIREPGEFEMFE ., B4 ANPBREAEERERE
St M, X tiE A TREEERES.

« ARIXEBD
LR R AT B RS T REFFEE(BD). flM , RFEFREH REEBD,



PR BREERBEEREPIEEBD , ALEER[EWER, LEEML T Tenant >

Services > L4-L7 > Devices Selection Policy > [ Contract + SG ] > [ Consumer |12 7].

Properties
Conne clor Mame: consumaer

Cluster Interface: TZ-PER-Cluster @

Ty
Associated Metwark: Bridge Domain L 30w

Bridge Domain: Cons-Connector

Fraferred Contract Group: Exclude

- LIFECIfEX , # BLIIEBLRHICIf
o RERBIEEFEND

XLEHERPBRESEFHEZEDSEXR,
PR ARBIRIETR(4-L7)RBZRETSEENEFAZORES, KEENT

Tenant > Services > L4-L7 > Devices > [ Device ] > Cluster Interfaces,

Logical Interface - Cluster Interface - TZ-PBR-Cluster

Devicn InkpeTace

T W]

« REEERRBEITR
EHERTRECERSBTNRSHE LBUEEER |, B AKNAPBRERE.

PHE BARPBREBAERFIEBERBREPEE. WEE M TTenant > Services > L4-L7
> Devices Selection Policy > [ Contract + SG ] > [ Consumer |32 ).



Logilcal Interface Context - consumer

Properties

Conndctor Mame: ConSums

Cluster Interface: | TZ-PER-Cluster @

X ~,

Associated Network Bridge Domain L30ut )
Bridge Domain: | Cons-Connacton &

Freferred Contract Group: Exclude

Parmit Logging

L3 Destination IVIP)]:

L4=-L7 Policy-Based Hedract

L4-L7 Service EPG Policy
Custom QoS5 Palicy
F0759:graph-rendering-failure — “Fo7&3EBI{L A < tenant >BYBRZ B, Function node < node >
configuration is invalid."
HTYETREMNEELR , TEXFLEEHFHRSE.
HERRAFEES LRFH BB E M,

e, EHBREELR , HETRER R, AEEIRNER, XRHETACIEERERE
FRERKN 2 NI R

DR PECHRENEAEMREF N ERENT,

FO0764:configuration-failed — “L4-L7 Devices configuration < device > for tenant < tenant > is
invalid.”

HTPBRIRZRMNEBLR , TEXRFHLIEEES RS E,
L RRAFES ERRFRRNEE R,
DYPR  FECRENEMEMGREHF BN ERE],

FO772:configuration-failed - "LIf configuration < cluster > for L4-L7 Devices < device > for tenant <
tenant > is invalid."

HTPBRIRZFEHZOLENEELY , TEXMLEEESWERSHE.



LR RKRAFES ERRFHERNEE R,
DR PECHRENTMEMREH A FERENT

S5 2« R B RA RS
BRI BRI B RO BRI B A | SRESHTEARE -

- ELEEBEMER(VRF)XNR,
- BRAEERANMEBD)N R, RARBIPHRIEFEZI WA HESKE | BB

o

« KIRAEPG)NR , EA TELMPESE,
o EKRE  RIEHFRRBEEESERETE , UREPCLRERREE[AHE,

EXEEBNEPGHNED EWIANL RS | BERIL R ( BN ITTERM ) FHRH BTG S

<tfroot>

show systeminternal epmendpoint [ ip| mac ] [ X.X.X.X | eeee.eeee. eeee ]

<ffroot>
Leaf101#

show systeminternal epm endpoint ip 10.10.100. 10

MAC :

aaaa. aaaa. aaaa
i Num IPs @ 1
IP# O : 10.10.100. 10

::: IP# 0 flags : ::: 13-sw-hit: No
Vlan id : 57 ::: Vlan vnid : 10865 :::

VRF nane : TZ: Prod

BD vnid : 16056291 ::: VRF vnid : 2162692
Phy If : 0x16000008 ::: Tunnel If : O
Interface :

port-channel 9

Flags : 0x80004c05 :::

sclass : 49155

: Ref count : 5



EP Create Timestamp : 02/18/2025 15:00:18.767228
EP Update Timestamp : 02/18/2025 15:04:57.908343
EP Flags : Tocal|VPC|IP|MAC|sclass|timer|

Leaf101#

LHSATFERMRELIE D RNEPGKRE M pcTag(class) , ARKREO, VRFEEEFMMACHUEE
g,

MBEFMERS B Arm LB |, B ARER EAPIC EHATIH S

<#root>

show endpoint [ ip | mac ] [ X.x.X.X | eeee. eeee. eeee ]

<tfroot>

APIC#

show endpoint ip 10.10.100. 10

Legends:
(P):Primary VLAN
(S) :Secondary VLAN

Dynamic Endpoints:
Tenant : TZ
Application : TZ
AEPg : Prod-Consumer

End Point MAC IP Address Source Node Interface

AA: AA: AA: AA: AA: AA 10. 10. 100. 10
Tearned,vmm
101 102 vpc VPC- ESX- 169

vlan-2673 not-applicable 2025-02-18T15:16:40.
Total Dynamic Endpoints: 1

Total Static Endpoints: 0
APIC#

FEGUIF |, AT LA S MBI #E(Operations)> EPRERER 7 RIEPER ERERThAEE , A TR IRGEIENERE,



System Tenants

Fabric

Virtual Networking

Admin Operations

Apps

Integrations

Visibility & Troubleshooting | Capacity Dashboard | EP Tracker | Visualization

EP Tracker

End Point Search

(101010010

Learned At
1/101-1/102, vPC: VPC-

ESX-1869 (I

earned,vmm)

Tenant
TZ

Application

TZ

EPG

Prod-Consumer

IP

10.10.100.0

FMANRR QM B frim QBENER |, BIETUEF B D EEPBRER,
|3 EEMEE

|

PBREKERSEERT. it , LHARFESEEFIRILMN B FR A L5 EME EService
Graph#tR. A L—HWENpcTagsfER , AT G TREBERES S FLIRLEPG)ERE

[a) 21 A 55 B

<#froot>

Ho

show zoning-rul e scope [ vrf_scope ]

FEoXANF , BIERIATHAN

1. JREPGE| B FEPGEXBM EE [4A
TEPGEIREPG
3. BAREPGEIBEBAXRBKEEMAMNREPG, AN ZANEEMERTE.

2. JEPBRY 5 &

4. B¥sPBRT

<{froot>
Leaf101#

show zoni ng

et +
| Rule ID |
et +
[ 4565 |
[ 4565 |
| 4973 |
[ 4564 |
et +
Leafl101#

2/
/\5\\ A

-rul e scope 2162692

+ ——— —+ — +

+ ——— — + — +

default
default
default
default

FEPGZX| B #REPG

+ ———— 4+ — +

bi-dir
uni-dir-ignore

uni-dir

uni-dir

+ ———— + — +

enabled
enabled
enabled
enabled

+ ————+ — +

2162692
2162692
2162692
2162692

+ ————+ — +

+ ————+ — +

__________________ +
Action |
__________________ +
redir(destgrp-8) |
redir(destgrp-9) |
permit |
permit |
__________________ +

ERIMEETREBNEAPBR)IEIEFAENS FEPGHpcTag , ESMETenants > [
TENANT_NAME ] > Services > L4-L7 > Deployed Graph Instance > [ SG_NAME ] > Function



Node - N1,

Function Node - N1 0

“ Mame Concrete Interfaces Encap

TZ-PER-Cluster

= Name Encap Class ID L3I0utPBR Service pcTag

- BRENTER

ZHAF S XAN, LiEdR. RITERNMEPCGEMMEREK, B UZ 2 EREFEACIHEHHAPIC L
WATIMA . HEAPICLZITR , EQWREMBRH R LN EANR , ¥ TAEKKEE , X0
REREJL 0 BhAYRTHE

MACIRRAR3.2FF 48 , contract_parserfflZf EMRGH HERKRH ETA, RFEMiBash shellfii A
contract_parser.pyo.

<#root>
Leaf101#
contract_parser.py --sepg 49155

Key:
[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14] [flags][contract:{str}] [hi

[7:4999] [vrf:TZ:Prod] log,
redir
ip tn-TZ/ap-TZ/epg-
Pr od- Consuner (49155)
tn-TZ/ap-TZ/epg-
Pr od- Provi deer (49156)
[contract:uni/tn-TZ/brc-
TZ- PBR- Cont r act

10

hit =81



destgrp-8
vrf:TZ:Prod ip:
192. 168. 100. 10
mac:

00: 50: 56: B7: DO: 5D
bd:uni/tn-TZ/

BD- Cons- Connect or

Leafl01#

o TRHESERE. FNMEREPG. EANGRBMNMBPITRFEARFE.

S$B4: BEEGA

BENMNATIXANNEERNEEDASE , T—PRBEEER B HRFRENIPAMACHE I, Jit

, BT TS
<{froot>

show service redir info group [ destgrp_ID ]

<#froot>
Leaf101#

show service redir info group 8

LEGEND

TL: Threshold(Low) | TH: Threshold(High)

| HP: HashProfile | HG:

HealthGrp | BAC: Backup-Dest | TRA: Tr

GrpID Name destination HG-name

TL T

operSt operStQual

8 destgrp-8 dest-[
192. 168. 100. 10
1-[vxlan-

2162692

] Not attached N 1
enabl ed

no-oper-grp O 0
Leaf101#
Leaf101# show service redir info group 9

sym no no

LEGEND

TL: Threshold(Low) | TH: Threshold(High)

| HP: HashProfile | HG:

HealthGrp | BAC: Backup-Dest | TRA: Tr



GrpID Name destination

9 destgrp-9 dest-[
192. 168. 200. 20
1-[vxTan-

2162692

] Not attached N 1

enabl ed

no-oper-grp 0 0 sym no

Leaf101#

HG-name BAC W operSt operStQual TL T

LT ERMNEBHEEEQHMNZEITIRAS(OperSt), L4-L7 PBREBDHEEMNIPHLE , URE
PBRY R M#HiEi<BXHIVRFIIVNID, BRI EEERWER BERIMACH L :

<#froot>

show service redir info destinations ip [ PBR-node IP] vnid [ VRF_VN D]

<tfroot>

Leafl01#

show service redir info destination ip 192.168.100.10 vnid 2162692

LEGEND

TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

Name

dest-[

192. 168. 100. 10
]-[vxT1an-
2162692

] vxTlan-

15826939

00: 50: 56: B7: DO: 5D
TZ:Prod
enabl ed

no-oper-dest Not attached
Leafl01#

bdVnid vMac vrf operSt operStQual HG-




Leaf1l01# show service redir info destination ip 192.168.200.20 vnid 2162692

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

Name bdVnid vMac vrf operSt operStQual HG-

dest-[

192. 168. 200. 20
1-[vxTan-
2162692

1 vxlan-

16646036 00: 50: 56: B7: BF: 94

TZ:Prod

enabl ed

no-oper-dest Not attached
Leafl01#

BT EREMAEE , WS EREENENILE , EVRFEH., BD VNIDHMPBRT R EE &
MACHb 1t



AE CFEEIFENR , IPAMACHUEMBRHFRAFEEN , XEKREEFI-TEETE
B B9 B8 /R E X HA (8] AT RE HH IR HERR AR iR o

HI 5 : PBRTRTEBRETRE

PBRE X BN ERENERRXEREFEPBRT Ro BN —MNERLRERLA-L7E T REEAE
Hf & AIMACHEIE 38 E T E ¥,

ERIEFELA-L7E TR B PEENMACHE UK ERY | FRITIR2FUMERAN G S, Lt
T AEEEN RS R AR A AT |, FET QR E A AL L3R A,

<#root>

show systeminternal epmendpoint [ ip| mac ] [ X.X.X.X | eeee. eeee. eeee ]

<tfroot>



Leaf103#

show systeminternal epm endpoint ip 192.168.100.10

MAC :

0050. 56b7. dO5d

: Num IPs : 1
IP# 0 :

192. 168. 100. 10

:: IP# 0 flags : ::: 13-sw-hit: Yes ::: flags2 :
dp-lrn-dis
Vlan id : 71 ::: Vlan vnid : 10867 ::: VRF name : TZ:Prod
BD vnid : 15826939 ::: VRF vnid :
2162692

Phy If : 0x16000008 ::: Tunnel If : O

Interface : port-channell9

Flags : 0x80004c25 ::: sclass : 16387 ::: Ref count : 5
EP Create Timestamp : 02/19/2025 12:07:44.065032

EP Update Timestamp : 02/19/2025 15:27:03.400086

EP Flags : Tocal|vPC|peer-aged|IP|MAC|sclass]|timer|

Leaf103#

Leaf103#

show systeminternal epm endpoint ip 192.168.200. 20

MAC :

0050. 56b7. bf 94

2 Num IPs : 1
IP# 0 :

192. 168. 200. 20

:: IP# 0 flags : ::: 13-sw-hit: Yes ::: flags2 :
dp-lrn-dis
Vlan id : 60 ::: Vlan vnid : 10866 ::: VRF name : TZ:Prod
BD vnid : 16646036 ::: VRF vnid :
2162692

Phy If : 0x16000008 ::: Tunnel If : O



Interface : port-channell9

Flags : 0x80004c25 ::: sclass : 49157 ::: Ref count : 5
EP Create Timestamp : 02/19/2025 13:51:03.377942

EP Update Timestamp : 02/19/2025 15:28:34.151877

EP Flags : Tocal|vPC|peer-aged|IP|MAC|sclass]|timer|

Leaf103#

WIFEPMR P IEZMMACHIt EE SRS EEMA TR BERMACHHEITHE, BIE 22 A HERR 48
AT IE |, LEERELSHNRERHSIPBRY = B R,

S8 6 BER.
« FTRIAGE

ATAPICHCLITE EE xR EMBERELAMIGEmRE. ZTEATAFEERERUERIR
FIENKH X, ERIFESNINT RLERTELAM , oM RNEREE. EREESRETS
RAMERAIN  WTELEEA.

<tfroot>
APIC #

ftriage -user admn route -sip 10.10.100.10 -dip 10.20.200.20 -ii LEAF:101, 102

Starting ftriage

Log file name for the current run is: ftlog_2025-02-25-10-26-05-108. t xt

2025-02-25 10:26:05,116 INFO /controller/bin/ftriage -user admin route -sip 10.10.100.10 -dip 10.20.200
Request password info for username: admin

Password:

2025-02-25 10:26:31,759 INFO ftriage: main:2505 Invoking ftriage with username: admin

2025-02-25 10:26:34,188 INFO ftriage: main:1546 Enable Async parellel ELAM with 2 nodes

2025-02-25 10:26:57,927 INFO ftriage: fcls:2510

LEAF101

: Valid ELAM for asic:0 slice:0 srcid:64 pktid:1913
2025-02-25 10:26:59,120 INFO ftriage: fcls:2863

LEAF101

: Signal ELAM found for Async lookup
2025-02-25 10:27:00,620 INFO ftriage: main:1317 L3 packet

Seen on LEAF101
Ingress:
Et h1l/ 45 (Po9)

Egress: Ethl/52 Vnid: 2673
2025-02-25 10:27:00,632 INFO ftriage: main:1372 LEAF101l: Incoming Packet captured with [



S| P: 10. 10. 100. 10, DI P: 10. 20. 200. 20
]

2025-02-25 10:27:08,665 INFO ftriage:

BD(s) TZ: Prod- Consuner

2025-02-25 10:27:08,666 INFO ftriage:

Cx: TZ:Prod Vnid: 2162692

2025-02-25 10:27:45,337 INFO ftriage:

traffic is redirected

é6é5—02—25 10:28:10,701 INFO ftriage:
traffic is redirected
to vnid:15826939
mac: 00: 50: 56: B7: DO: 5D
via tenant:TZ
graph: TZ- PBR- SG
contract:

TZ- PBR- Cont r act

ébé5—02—25 10:28:20,339 INFO ftriage:
Found peer-node SPI NE1001

and IF: Ethl/1 in candidate Tist
ébé5—02—25 10:28:39,471 INFO ftriage:
SPI NE1001

: Incoming Packet captured with Outer

S| P: 10. 10. 100. 10, DI P: 10. 20. 200. 20

]
2025-02-25 10:28:39,472 INFO ftriage:

SPI NE1001
: OQutgoing packet's Vnid:

15826939

2025-02-25 10:28:58,469 INFO ftriage:

SPI NE1001: Proxy in spine

main:480 Ingress

main:491 Ingress

pktrec:367 LEAF101:

unicast:1550 LEAF101:

main:975

main:1366

[SIP:10.2.200.64, DIP:10.2.64.97]

main:1408

fib:524

. Inner [



2025-02-25 10:29:07,898 INFO ftriage:

Found peer-node LEAF103

. and IF: Ethl/50 in candidate 1ist

2025-02-25 10:29:35,331 INFO ftriage:

LEAF103

: Incoming Packet captured with Outer

S| P: 10. 10. 100. 10, DI P: 10. 20. 200. 20

]

2025-02-25 10:29:50,277 INFO

00: 50: 56: B7: DO: 5D

2025-02-25 10:30:07,374 INFO

vl an- 2676

2025-02-25 10:30:13,326 INFO

Ctx TZ: Prod

2025-02-25 10:30:13,326 INFO

TZ: Cons- Connect or

2025-02-25 10:30:18,812 INFO
EP if(Po019)

same as egr if(Pol9)
2025-02-25 10:30:18,812 INFO

bri dged

in SUG

2025-02-25 10:30:18,813 INFO
2025-02-25 10:30:19,378 INFO
APIC #

+ ELAM:

ftriage:

ftriage:

ftriage:

ftriage:

ftriage:

ftriage:

ftriage:
ftriage:

main:975

main:1366

[SIP:10.2.200.64, DIP:10.2.200.64] .... Inner [

ep:128 LEAF103: pbr traffic with dmac:

main:800 Computed egress encap string

main:535 Egress

main:536 Egress BD(s):

misc:908 LEAF103: caller unicast:581

misc:910 LEAF103: L3 packet caller unicast:668 getting

main:1822 dbg_sub_nexthop function returned values on node LEAF10
acigraph:794 : Ftriage Completed with hunch: matching service dev

RAXNZESMB[ERELAMR— MM TE SRR ERGPEYBESRS , UBRBZX
EXFNBRBEIHM. HRENE , ELAMRSE RN EME. MR , ELAMEER , AR
SREEE XTI KRYASICHIZBBESHMAITHNFSHRRREK. ELAMEASICH )2
17, BREFSZMIRIBCPURHE B E IR,

WRBENGEN, LENRHBACIRREMENE AT EHEHR—H



https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217995-troubleshoot-aci-intra-fabric-forwarding.html#toc-hId--1379611329
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217995-troubleshoot-aci-intra-fabric-forwarding.html#toc-hId--1379611329

vsh_Tc [This command enters the 1line card shell where ELAMs are r
debug platform internal <asic> elam asic 0O [refer to the ASICs table]

B AR RN
trigger reset [ensures no existing triggers are running]
trigger init in-select <number> out-select <number> [determines what information about a packet is |
set outer/inner [sets conditions]
start [starts the trigger]
status [checks if a packet is captured]

ERIESBIE SO,

ereport [display detailed forwarding decision for the packet]

- RELW

BRRAFMEEREANRENREEZREE, FtriageI,E'—\TxEéﬁ%Tlttum&E’H% CHE, BR , AT#
THRAN DS SRIL , RATHEBELSERERE , B UENEHRINNE—SHTRARZES
HERHE R (ELAM)o

1. A|:|u.bgﬂiimﬁﬂx;‘ﬁﬁﬁﬂﬁﬂﬁfﬁﬁﬁt EhEBEHES AT RAETFVPCEOZRE
MIEVPCHEE LHEELAM, XE2L4EN , RABIIEEERNYBEOZRTHREN,



28

Leaf101

L

Leaf102 |

BD: Prod-Consyumer
Subnet; 10.10.180.1/2

EPG: Prod-Consumer
pcTag: 49155

10.10.100.10/24
aaaa.aaaa.aaaa

VRF: Prod

<#froot>

LEAF101#

vsh_|c

module-1#

debug platforminternal tah elamasic 0O



module-1(DBG-elam)#

trigger reset

module-1(DBG-elam)#

trigger init in-select 6 out-select 1

module-1(DBG-eTam-insel6)#

reset

module-1(DBG-eTam-insel6)#

set outer ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-eTam-insel6)#

start

module-1(DBG-eTam-insel6)#

stat us

ELAM STATUS

Asic 0 Slice 0 Status

Tri ggered

Asic 0 Slice 1 Status Armed

module-1(DBG-eTam-insel6)#

ereport

Trigger/Basic Information

Incomng Interface : 0x40( 0x40 )

>>> Et hl/ 45

Destinati on MAC : 0022. BDF8. 19FF >>> Bri dge-domai n MAC addr ess

Source MAC : AAAA. AAAA. AAAA



802.1Q tag is valid : yes( Ox1 )
CoS : 0C 0x0 )

Access Encap VLAN : 2673

( OxA71 )

L3 Type : IPv4

IP Version : 4

DSCP : 0

IP Packet Length : 84 ( = IP header(28 bytes) + IP payload )
Don't Fragment Bit : set

TTL : 64

IP Protocol Number : ICMP

IP CheckSum : 6465( 0x1941 )

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

IP Protocol : ICMP( Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 7345( Ox1CB1 )

sclass (src pcTag) : 49155( 0xC003 ) >>> Prod- Consuner

EPG

dcl ass (dst pcTag) : 49156( 0xC004 )

>>> Prod- Provi der EPG

src pcTag is fromlocal table : yes

>>> EPGs are known |ocally

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

ovector : 176( O0xBO ) >>> Ethl/52



Ovec in "show plat int hal 12 port gpd"

Opcode : OPCODE_UC

sug_luc_latch_results_vec.luc3_0.

service redir: Ox1 >>> Service Redir 0x1 = PBR was applied

RFBERENEE  SABETEIETREHNERH(PBR)EEM , ®HAservice_redinkM 23 A, 1t
A, BRI LA FKclassFldclassfBH, FEMFEZEF , KRV TR Bldclass, EZ , MIREPMEXAF
FHEBMES , NdclassEERIAR 1.

A, AOEOMBSRCIDEE , HOEOHNDEERE, BYEvsh_IcRIMTHTS , ATLUFIX
LE{E e N BlimIR O

<tfroot>

show platforminternal hal |2 port gpd

2REFNEESRIREAE TR , OF B MACH RS FIPBRT R, AT REHRE
EVXLANIRKF , EHEREREEAT THTELAMBEEEA LR 14R EBHABH =R,
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module-1(DBG-elam)#

trigger reset

module-1(DBG-elam)#

trigger init in-select 14 out-selec O

module-1(DBG-elam-insel114)#

reset

module-1(DBG-elam-insel114)#

set inner ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-eTam-insel114)#

start

module-1(DBG-eTam-insel114)#

stat us

ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Armed

Asic 0 Slice 2 Status Triggered

Asic 0 Slice 3 Status Armed

module-1(DBG-elam-insel14)#

ereport

Trigger/Basic Information

Incoming Interface :

0x48( 0x48 ) >>> Ethil/1

( S1lice Source ID(Ss) in "show plat int hal 12 port gpd" )
Packet from vPC peer LEAF : yes
Packet from tunnel (remote Teaf/avs) : yes

Destination MAC : 000D.ODOD.ODOD
Source MAC : 000C.0COC.0COC

Inner L2 Header



Inner Destination MAC : 0050.56B7.D05D >>> Firewal | MAC

Source MAC : AAAA.AAAA.AAAA

DSCP : 0
Don't Fragment Bit : Ox0
TTL : 32

IP Protocol Number : UDP
Destination IP : 10.2.64.97
Source IP : 10.2.200.64

L3 Type : IPv4

DSCP : 0
Don't Fragment Bit : Ox1
TTL : 63

IP Protocol Number : ICMP

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

L4 Type : iVXLAN

Don't Learn Bit : 1

Src Policy Applied Bit : 1
Dst Policy Applied Bit : 1

sclass (src pcTag) : 0xc003 >>> pcTag 49155 (Prod- Consuner)

VRF or BD VNID : 15826939( OxF17FFB ) >>> BD: Prod- Consuner

Opcode : OPCODE_UC

bky_eTam_out_sidebnd_no_spare_vec.

ovector _idx: Ox1F0 >>> Ethl/10



MBI ABEEE Y , BERMACHIU EEE RN AEAMACH, FEE , LITCOOPE#HK I
EMACH BiRAk s , ARNBREEE A BIRBYNMENEAD,

ZARILUBE AT TS, FIARFHEVNIDRIBE K EHMACH IR E T ER I ER

<#root>

SPINE1001#

show coop internal info repo ep key 15826939 0050. 56B7. DO5D | egrep "Tunnel | EP" | head -n 3
EP bd vnid : 15826939

EP mac : 00:50:56:B7:D0:5D

Tunnel nh : 10.2.200. 66

SPINE1001#

3.RERIRIRAP XEMACHEUE Y RSB M |, REH K EIPBRT Ko
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Spine1001 Spine 1002

iy

Leaf103

BD: Prov-Connector
Subnet: 192.168,200.1/24

BD: Cons-Connector A,
Subnet: 192.168.100.1/24" /

i
P

.h-
."'-F.

Connector: Consumer
pcTag: 16387

Connector: Provider
pcTag: 49157

192.168.100.10/24
0050.56b7.d05d

192.168.200.20/24
0050.56b7 .bf94

VRF: Prod

<#root>
MXS2-LF101#

vsh_Ilc

module-1#

debug platforminternal tah elamasic O

module-1(DBG-elam)#

trigger reset



module-1(DBG-elam)#

trigger init in-select 14 out-select 1

module-1(DBG-eTam-insel114)#

reset

module-1(DBG-eTlam-insel114)#

set inner ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-elam-insel114)#

start

module-1(DBG-eTam-insel114)#

stat us

ELAM STATUS

Asic 0 Slice 0 Status Armed

Asic 0 Slice 1 Status Triggered

module-1(DBG-eTam-insel114)#

ereport

Trigger/Basic Information

Incomng Interface : 0Ox0( 0x0 ) >>> Ethl/17

( S1lice Source ID(Ss) in "show plat int hal 12 port gpd" )
Packet from vPC peer LEAF : yes
Packet from tunnel (remote Teaf/avs) : yes

Destination MAC : 000D.ODOD.ODOD
Source MAC : 000C.0COC.0COC

Destination MAC : 0050.56B7. DO5D >>> Firewal | MAC

Source MAC : AAAA.AAAA.AAAA



L3 Type : IPv4

DSCP : 0
Don't Fragment Bit : Ox0
TTL : 32

IP Protocol Number : UDP
Destination IP : 10.2.200.66
Source IP : 10.2.200.64

DSCP : 0
Don't Fragment Bit : Ox1
TTL : 63

IP Protocol Number : ICMP

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

L4 Type : iVXLAN

Don't Learn Bit : 1

Src Policy Applied Bit : 1
Dst Policy Applied Bit : 1

sclass (src pcTag) : 0xc003 >>> pcTag 49155 (Prod- Consuner)

VRF or BD VNID : 15826939( OxF17FFB ) >>> BD: Prod- Consuner

IP Protocol : ICMP(C Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 50664( OxC5E8 )

sclass (src pcTag) : 49155( 0xC003 ) >>> Prod- Consuner EPG

dcl ass (dst pcTag) : 16387( 0x4003 ) >>> Consumer connector EPG

src pcTag is from local table : no
derived from group-id in iVXLAN header of incoming packet
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

Sideband Information



ovect or

64( 0x40 ) >>> Ethl/ 45

Ovec in "show plat int hal 12 port gpd"
Opcode : OPCODE_UC

A FHPBRT RREWITERERF , HAXIMNTAMNECHITRE , HEXRVRF, #EOH
VLAN, RE , 3R NELERUBIEES EHNACI

i

5Tl [T

Spine1001 Spine1002

BD: Prov-Connector
Subnet: 192.168.200.1/24

BD: Cons-Connector
Subnet: 192.168.100.1/24

Connector: Provider
pcTag: 49157

Connector: Consumer
pcTag: 16387

192.168.100.10/24
0050.56b7.d05d

192.168.200.20/24
0050.56b/7.bf94

| VRF: Prod



<ffroot>
LEAF103#

vsh_lc

module-1#

debug platforminternal tah elamasic O

module-1(DBG-elam)#

trigger reset

module-1(DBG-elam)#

trigger init in-select 6 out-select 1

module-1(DBG-eTam-insel6)#

reset

module-1(DBG-eTam-insel6)#

set outer ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-eTam-insel6)#

set outer 12 src_mac 0050.56b7. bf 94

module-1(DBG-eTam-insel6)#

start

module-1(DBG-eTam-insel6)#

st at

ELAM STATUS

Asic 0 Slice 0 Status Triggered

Asic 0 Slice 1 Status Armed

module-1(DBG-eTam-insel6)#

ereport

Trigger/Basic Information

Incom ng Interface : 0x40( 0x40 )



>>> Et hl/ 45

Destination MAC : 0022.BDF8.19FF

Source MAC : 0050. 56B7. BF94

802.1Q tag is valid : yes( Ox1 )
CoS : 0C 0x0 )

Access Encap VLAN : 2006( 0x7D6 )

L3 Type : IPv4

IP Version : 4

DSCP : 0

IP Packet Length : 84 ( = IP header(28 bytes) + IP payload )
Don't Fragment Bit : set

TTL : 62

IP Protocol Number : ICMP

IP CheckSum : 46178( 0xB462 )

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

IP Protocol : ICMP( Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 37489( 0x9271 )

sclass (src pcTag) : 49157( 0xC005 ) >>> Provider connector EPG

dcl ass (dst pcTag) : 49156( 0xC004 )

>>> Prod- Provi der EPG

src pcTag is from local table : yes

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no

If yes, Contract is not applied here because it is flooded



Sideband Information

ovector : 176( 0xBO ) >>> Ethl/52

Ovec in "show plat int hal 12 port gpd"
Opcode : OPCODE_UC

sug_luc_latch_results_vec.luc3_0.

service_redir: 0x0

5. RMRMMEREBEER/B TN LERINEES R , DHFEZIRE T TR, LR FEcoopE
REERLRS /B, e, FEESEQIEFREF I RSN ITERT R , FFit
EREBIET LACOOPEK., FT2MIIMIMWELAMMIT TREFET D KRB EKL B
R—HM, YPRIUIXLBNEPG pcTagft 0O , EEREBR(,

IP SLA

IP SLAR T IHMERME R ENSTRSNMERE. A THRRBEE LHKKETXNMNEREENR
XA E. FACIH , PBRAAIP SLAMLAERBERE, MRIP SLAEEERENMBERER
WATH , MIPBRATLVEET R R AT AN E AR R EN KB RE.

MIRAS5.2(1)FF3E , BELURIP SLAS AZIASMACEE | XX FPBRY a it ITHEH# B HERE —
IPib it IMACHELE VR IEE B A , ERASIE D , SXAEXPBRT SRHIMACH I ARE KX RE
i, HEEFRETERNEET B KK, EHIP SLART | 1t 5 #5468 A MACHE 31t £ Fp 2K 3 #75 IE
B, BREAXE , fUERATENZFRHEREEPBRYT A 2B EYE | XL 2 | ICMP, TCP,
L2PingMHTTP,

IP SLAKBEHYEMEEL TN TFAIR



~IP SLA Monitoring Policy - tz-ipSLA

Properties
Mame: 1z-ipSLA
Description:
SLA Type: m TGP L2Ping HTTE ::}
S5LA Freguency [S6C): |60 ™
Detect Multiplier: | 3 £
Request Data Size (bytes): 28 P
Type of Service: 0 £
Operation Timeout (milliseconds): 900 -+

Threshold (milliseconds): 900

Trafhc Class Valug: 0

IP SLASR B 4 B S 42 BR4H BR 53 EIPBRTI KUP,

Create L4-L7 Redirect Health Group

Namn:1344q

Description:

MREADSKIAMACHIERIP SLA | N FERFENZE , BRENFFEO:



Destination of redirected traffic - uni/tn-aperezos/svcCont/svcRedirectPol-TZ-PBR-Con.. Q €@

Policy Faults History

@) AL

Properties

P: 192168100.10
Destination Name:

Description:

MAC: | D0:00:00:00:00:00|

Additional IPv4/IPvE: |0.0.0.0
Pod ID: |1
Weight: |1
Redirect Health Group: | tz-HG @
Virtual Dynamic MAC of Service Mode: 00:00:00:00:00:00

Implicit Service VRF VNID: O

T © €D

—BETRRABI4-L7TET RN EEQREPHILIEREPBRT RIPXER , BiREREUE
NAFERBIP SLATT A, IBE4F EEMENR/INENILIEImH. WREPBRT SA TR
FREBELIREBD L , MWEANELZEFTiEThreshold Down Action®I &g , NTIELEED XK. tH
EXERESEERBASEPBRT &, MAEMHKE.

Threshold Enable: [
Min Threshold Percent {percentage): | 50 o
Ea

Max Threshold Percent (percentage): |0

ra T
Threshold Down Action: [ Dypass action deny action permit action )
e o

BITRREFENA-LTREFEEERRBHSMNA-LTREEEE R REHLIB P EXNAAR
IPHEE—E K REEAARNESTREAREE T,

Leaf101# show service redir info health-group aperezos::tz-HG

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

HG-Name HG-OperSt HG-Dest HG-Dest-OperSt

aperezos::tz-HG enabled dest-[192.168.100.10]-[vx1an-2162692]] up
dest-[192.168.200.20]-[vxTan-2162692]] up
Leafl1011#



EESEYS

s BRUNARAROHNEMSHBETRENEFORSEEITHRS
« ACIE4-TEETEMMNEEM(PBRIEABRITMIETR ( Cisco Livel&E R )

« HEBRMultipod PBR.ERYIP SLAEE



https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.cisco.com/c/zh_cn/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
https://www.cisco.com/c/zh_cn/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
https://www.cisco.com/c/zh_cn/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
https://www.cisco.com/c/zh_cn/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
https://www.cisco.com/c/zh_cn/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
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