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<tfroot>

iping -V[ tenant : VRF] -S[ SVI IP of the Client ] [ DHCP server |P]

<{froot>
Leaf101#

iping -V tz:VRFl -S 172.16.19.1 172. 16. 18. 100



PING 172.16.18.100 (172.16.18.100) from 172.16.19.1: 56 data bytes
64 bytes from 172.16.18.100: icmp_seq=0 tt1=64 time=0.912 ms
64 bytes from 172.16.18.100: icmp_seq=1 tt1=64 time=0.706 ms
64 bytes from 172.16.18.100: icmp_seq=2 tt1=64 time=0.643 ms
64 bytes from 172.16.18.100: icmp_seq=3 tt1=64 time=0.689 ms
64 bytes from 172.16.18.100: icmp_seq=4 ttl1=64 time=0.717 ms

--- 172.16.18.100 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet |oss

round-trip min/avg/max = 0.643/0.733/0.912 ms

HEPGTEER , DHCPE i MIDHCP AR ST 25 #R A AR HI N Ko, B IEIX LELL R
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<ffroot>

show systeminternal epmendpoint [ip | nmac] [ DHCP server IP | DHCP client MAC

<tfroot>

Leafl01l# show system internal epm endpoint ip 172.16.18.100

MAC : 0050.56b7.80cf ::: NumlIPs : 1

IP# 0 : 172.16.18.100

:: IP# 0 flags : ::: 13-sw-hit: No
Vlan id : 12 ::: Vlan vnid : 8535 ::: VRF name : tz:VRF1
BD vnid : 15400880 ::: VRF vnid : 2981888

Phy If : 0x1a02c000 ::: Tunnel If : O

Interface : Ethernetl/45

Flags : 0x80004c04 ::: sclass : 16402 ::: Ref count : 5
EP Create Timestamp : 09/11/2025 17:37:15.158380

EP Update Timestamp : 09/11/2025 19:17:41.261985

EP Flags : Tocal|IP|MAC|sclass]|timer|

Leafl01# show system internal epm endpoint mac 0050.56b7.33ee

MAC : 0050.56b7.33ee ::: NumlIPs : O

Vlan id : 25 ::: Vlan vnid : 8494 ::: VRF name : tz:VRF1
BD vnid : 15630228 ::: VRF vnid : 2981888

Phy If : 0x1a02c000 ::: Tunnel If : O

Interface : Ethernetl/45

Flags : 0x80004804 ::: sclass : 32780 ::: Ref count : 4
EP Create Timestamp : 09/11/2025 17:33:36.158122
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EP Update Timestamp : 09/11/2025 19:17:41.258478
EP Flags : Tlocal|MAC|sclass|timer|
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<ffroot>

nmoquery -c¢ dhcpRel ayP -f 'dhcp. Rel ayP. dn*"[ tenant nanme ].*[ DHCP Relay Policy name ]"' -x rsp-subtree=c

<tfroot>

APIC#

noquery -c dhcpRel ayP -f 'dhcp. Rel ayP. dn*"tz.*Rel ay"' -x rsp-subtree=children

Total Objects shown: 1

# dhcp.RelayP

name : tz-DHCP_Rel ay

<-- cut for brevity-->
dn : uni/tn-tz/relayp-tz-DHCP_Relay
<-- cut for brevity-->

owner : tenant
<-- cut for brevity-->
rn : relayp-tz-DHCP_Relay

# dhcp.ProvDhcp

epgDn : uni/tn-tz/ap-APl/ epg- EPGL



addr : 172.16.18.100

bdDef Dn : uni/bd-[uni/tn-tz/BD BD1]-isSvc-no

<-- cut for brevity-->

ctxDefDn : wuni/ctx-[uni/tn-tz/ctx-VRF1]

ctxDefStQual : none

ctxSeg : 2981888

descr :

dn : uni/tn-tz/relayp-tz-DHCP_Relay/provdhcp-[uni/tn-tz/ap-AP1l/epg-EPG1]
13CtxEncap : vx1an-2981888

<-- cut for brevity-->

name : EPG1

<-- cut for brevity-->

pcTag : 16402

<-- cut for brevity-->

# dhcp.RsProv

tDn : uni/tn-tz/ap-APl/epg-EPG1
addr : 172.16.18.1

<-- cut for brevity-->

state : forned
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<#root>

noquery -c¢ dhcpLbl -f 'dhcp.Lbl.dn*"[ tenant ].*[ DHCP Relay Policy nane]"

<tfroot>
APIC#

moquery -c¢ dhcpLbl -f 'dhcp.Lbl.dn*"tz. *Rel ay"

Total Objects shown: 1

# dhcp.Lbl

name : tz-DHCP_Rel ay



annotation :

childAction :

descr :

dn : uni/tn-tz/BD-BD2/dhcplbl1-tz-DHCP_ReTlay
extMngdBy :

TcOwn : Tocal

modTs : 2025-09-11T16:30:03.016+00:00
monPo1Dn : uni/th-common/monepg-default
nameAlias :

owner : tenant

ownerKey :

ownerTag :

rn : dhcplbl-tz-DHCP_Relay
status : modified

tag : yellow-green

uid : 15374

userdom : :all:
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<#root>

APIC#

noquery -c dhcpRel ayP -f 'dhcp. Rel ayP. dn*"tz. *Rel ay"'

Total Objects shown: 1

# dhcp.RelayP

name : tz-DHCP_Rel ay

annotation :

childAction :

descr :

dn : uni/tn-tz/relayp-tz-DHCP_Relay
extMngdBy :

TcOwn : Tocal

modTs : 2025-09-11T16:10:56.421+00:00
mode : visible

monPo1Dn : uni/tnh-common/monepg-default
nameAlias :

owner : tenant

ownerKey :

ownerTag :

rn : relayp-tz-DHCP_Relay
status : modified

uid : 15374

userdom : :all:

-X rsp-subtree=children rsp-subtree-cl ass=dhcpRt Lt



# dhcp.RtLbTDefToReTayP
tDn : uni/bd-[uni/tn-tz/

BD- BD2

]-isSvc-no/dhcplbldef-tz-DHCP_Relay

childAction : deleteNonPresent

dn : uni/tn-tz/relayp-tz-DHCP_Relay/rt1b1DefToRelayP-[uni/bd-[uni/tn-tz/BD-BD2]-1isSvc-no/dhcpibldef-tz-
TcOwn : Tocal

modTs : 2025-09-11T16:30:03.106+00:00

rn : rtlb1DefToRelayP-[uni/bd-[uni/tn-tz/BD-BD2]-1isSvc-no/dhcpibldef-tz-DHCP_Relay]

status :

tC1 : dhcplLb1Def

DHCP#E 2 iR BR
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<tfroot>

show dhcp internal event-history traces
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<{froot>
Leafl01# s

how dhcp internal event-history traces | grep -A34 -B70 "00 50 56 b7 33 ee" | egrep "(Rec.*pkt.*intf|ip

2) 2025 Sep 11 04:14:46.660433 _relay_handle_packet_from_pkt_mgr: 480 : Relaying the DHCP pkt on intf:
28) 2025 Sep 11 04:14:46.659985 _relay_add_circuitid_rmtid_msiteinfo: 3354 :

Add circuit id suboption

: if_index: Ethernetl/45 (1a02c000) , svlan: 24, option def id: 0 epg_vnid 8529.
31) 2025 Sep 11 04:14:46.659934 _relay_add_option82: 3151 : Mac addr 1is 28:6f:7f:eb:54:9f

32) 2025 Sep 11 04:14:46.659930 _relay_add_option82: 3147 : Adding option82 suboptions
35) 2025 Sep 11 04:14:46.659924 _relay_send_packet: 1975 :

gi address is 172.16.18.1

37) 2025 Sep 11 04:14:46.659921 _relay_send_packet: 1965 :

Hel per address is 172.16.18.100

38) 2025 Sep 11 04:14:46.659918 _relay_send_packet: 1956 :

Client and Server are in the sane VRF

39) 2025 Sep 11 04:14:46.659793 _relay_send_packet: 1898 : ifindex is Vlan24
40) 2025 Sep 11 04:14:46.659786 _relay_send_packet: 1833 : dhcp_relay_send_packet: relayback_ifindex is

42) 2025 Sep 11 04:14:46.659730 _relay_handle_packet_from_pkt_mgr: 447 :
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43) 2025 Sep 11 04:14:46.659728 _relay_handle_packet_from_pkt_mgr: 438 : ifindex is Vlan24

61) 2025 Sep 11 04:14:46.657274 _snoop_handle_istack_packet: 1763 :

ctx nane is tz: VRF1

64) 2025 Sep 11 04:14:46.657062 _snoop_handle_istack_packet: 1751 :

Smac = [00 50 56 b7 33 ee ]

65) 2025 Sep 11 04:14:46.657057 _snoop_handle_istack_packet: 1749 : Dmac = [ff ff ff ff ff ff ];
68) 2025 Sep 11 04:14:46.657050 _snoop_handle_istack_packet: 1737 : Logical interface: Vlan24
72) 2025 Sep 11 04:14:46.657044 _snoop_handle_istack_packet: 1721 : Physical interface: Ethernetl/45

86) 2025 Sep 11 04:14:46.657024 _snoop_handle_istack_packet: 1669 :

UDP src port 68 UDP dst port 67

88) 2025 Sep 11 04:14:46.657021 _snoop_handle_istack_packet: 1577 : destination ip address 255.255.255.
89) 2025 Sep 11 04:14:46.657018 _snoop_handle_istack_packet: 1574 : source 1ip address 0.0.0.0
95) 2025 Sep 11 04:14:46.656991 _snoop_handle_istack_packet: 1533 : Received pkt on Vlan 25 intf Ether
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show
dhcp
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). *packet" | head



<tfroot>
Leaf101#

show dhcp internal event-history traces | egrep "(failed|Drop).*packet" | head

53) 2025 Sep 10 04:14:26.685020 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet b
172) 2025 Sep 10 04:14:23.792669 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet
239) 2025 Sep 10 04:14:22.516679 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet
444) 2025 Sep 10 04:14:17.055216 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet
563) 2025 Sep 10 04:14:14.450437 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet
736) 2025 Sep 10 04:14:09.056993 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet
803) 2025 Sep 10 04:14:07.344467 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet
906) 2025 Sep 10 04:14:06.290135 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet
1025) 2025 Sep 10 04:14:03.770388 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet
1094) 2025 Sep 10 04:14:03.234017 _snoop_handle_istack_packet: 1881 : Drop DHCP DISCOVER/REQUEST packet
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<#root>

Leaf101#

show

dhcp

internal event-history traces
egrep

“(

fail ed| Drop

). *packet™ | head

67) 2025 Sep 10 05:16:52.336785 _relay_handle_packet: 1478 : dhcp_relay_handle_packet: DHCP UDP failed
68) 2025 Sep 10 05:16:52.336772 _relayback_response: 929 : dhcp_relayback_response : option 82 not pres
479) 2025 Sep 10 05:11:07.308085 _relay_handle_packet: 1478 : dhcp_relay_handle_packet: DHCP UDP failed
480) 2025 Sep 10 05:11:07.308073 _relayback_response: 929 : dhcp_relayback_response : option 82 not pre
891) 2025 Sep 10 05:10:22.312386 _relay_handle_packet: 1478 : dhcp_relay_handle_packet: DHCP UDP failed
892) 2025 Sep 10 05:10:22.312374 _relayback_response: 929 : dhcp_relayback_response : option 82 not pre
1303) 2025 Sep 10 05:09:37.309888 _relay_handle_packet: 1478 : dhcp_relay_handle_packet: DHCP UDP faile
1304) 2025 Sep 10 05:09:37.309874 _relayback_response: 929 : dhcp_relayback_response : option 82 not pr
1715) 2025 Sep 10 05:08:52.295721 _relay_handle_packet: 1478 : dhcp_relay_handle_packet: DHCP UDP faile
1716) 2025 Sep 10 05:08:52.295709 _relayback_response: 929 : dhcp_relayback_response : option 82 not pr
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