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YRR 1) SR B

Policies

Add Policy

All v | Search
Policy Description Groups Resource Groups Asset Groups Action

Policy name Policy description service-manager 00358b8be5a96

1 Items pel  Edit )

YR R ERIRE

1. #EPoliciesTNE A , MFTE R BEHY Action| Fi£1EMore OptionsE#r> Edit.
2. BT B EIE.
3. & 7 submit,

T B o e

EMIBREKEE , FHATUATERAE

=)
IR SR R

1. MPoliciesTTH , M KB HIActionFl % FEMore OptionsE#5> Delete, FIAE OBI&ITFH

o



Confirm Deletion

Are you sure you want delete "EMEA All" Policy?

T AR BR

2. B HMR,
gt

BPARKIE ( BlRE ) JLUEE“RF=A"Thae#t ToH, WRER , BPARAREF £ E RAsset
GroupZE , FRAFREBREEBRFIEN RS RTARINIERE, EBAXTUAEEE LIHRIE
i SR PR 61 3 R = 9 T 1) o

EpEBE~A , FHATUTERE
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Y

JE User Management »

lij} Resource Groups : ;

Asset Groups

& Admin [

BrEd
EFRIRE > BB, RAEMNE RAsset GroupsTi H,

BPABE=MRAEMNHETA : #5. ITNMERU.
BARATE

BARFEBHBPARFRIZNEE, BPARIIMAEMIRE ( MEHEHIER ) BRI AR IR B R~ 4
o XERFHMNEBPARAA , TEBIEIRFI=R,
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alvalie Business Process Automation

CISCO 1

Asset Groups

Add Asset Group

All v  Search

Group Name Group Type Source Action
1ddbc883f818a static nso-85

le17aea3cflab static nso-85 :
20fa0fd815¢cr8 static nso-85
2726bdddcdcOc static nso-85

359891607258 static nso-85

45744b5bb70ae static nso-85

57e9fc5e978a4 static nso-85 :

BARTA

BB HRTA

alvalie Business Process Automation

CISCO 1

Asset Groups

Add Asset Group

All v  Search

Group Name Group Type Source Action
1ddbc883f818a static nso-85

le17aea3cflab static nso-85 :
20fa0fd815¢cr8 static nso-85 :
2726b4ddcdcOc static nso-85

35f989f607258 static nso-85

45744b5bb70ae static nso-85 :
57e9fc5e978a4 static nso-85 :

AN =4

1. B RERE , SHRNASA, FIFRRE~R"ED,.



Create Asset Group

Group Name Show only selected assets
Name Ip Address Location Managed By Product Description
/T\‘?ﬁit e = nso-85 testing
nso-85 test
A Asset Selection criteria
nso-85 test
Name
m nso-85 test
nso-85 rtest
IP Address
nso-85
nso-85 test
Software Type
nso-85 Test device - Asset-FQIH
nso-85 Test device - Asset-LFv_33_36- Updated
Location
m nso-85 Test device - Asset-NBS_33_36
R IEFEIRE
2. % AGroup Name 3£ 2 Statici£ 1,
3. NBIRFPERIRE
4 MBKE , BEAAFEERERD P FZRERA
5. 3& FR T I R AY EIEAE
6. Click Save.
REBSHATA
Asset Groups
All v  test_a X
Group Name Group Type Source Action

test_asset static

1 View s per page 10

Delete

BARARBERE

1. NEFATUE , NFTERAHWIRES PEREZETIEIR> w8, Edit Asset Group® 04T
FF

o

N oxE . AMMAEATTRE.



Edit Asset Group

Group Name @ ) Show only selected assets

Name Ip Address Location Managed By Product Description
Asset Group
T ype nso-85 Aggregate device 10.105.52.29
nso-85 test

A Asset Selection criteria

Name 1 Items per page 10

IP Address

Software Type

Location

7N D/ BR 8 7=

2. P EBERFTER RN EIEE,
3. Click Save.

RBP4

Asset Groups

Add Asset Group

Al v test_a X

Group Name Group Type Source Action

test_asset static

1 View s per page 10
Edit

BRI RRIRAE

1. NEFARE , NATERFEANRES PEREZIRTER> PR, BIAEOBSTH,



Asset Groups

Add Asset Group
Al v test_a X
Group Name Group Type Source Action
test_asset static
1 View s per page 10
Edit
Sha
4
I BR 55 7= 4

Are you sure you want to delete 'US West Assets'?

il BREEIA

2. B #HConfirm,

A PNt |

N
T

PRRFARFE-IPRSNRFEEIMERTEL . BEFETUETIRE THE , flNBH, B
5, #5128 %. BPABSERNSERIREN R RBESITHBLER~BTHR~4,

eilf= 2 PoN |



alvalie Business Process Automation

CISCO .,

Asset Groups

Add Asset Group

All v  Search

Group Name Group Type Source Action
1ddbc883f818a static nso-85
le17aea3cflab static nso-85
20fa0fd815cf8 static nso-85
2726bdddcdcOc static nso-85
35f989f607258 static nso-85
45744b5bb70ae static nso-85
57e9fc5e978a4 static nso-85

NI =4

1. B RERE , SHERNASA, FIITRRE~R"EO,

Create Asset Group

Group Name Show 10 of 20,302 mat g assel Show only selected assets

Enter Group Name
Name Ip Address Location Managed By Product Description
Asset Group Dynamic
-85 testing
Type nso
nso-85 test
A Asset Selection criteria
nso-85 test
Name
Enter Name here m nso-85 test
nso-85 rtest
IP Address
Enter IP Address here nso-85
nso-85 test
Software Type
Entar Sofiwars Type hera m nso-85 Test device - Asset-FQIH
nso-85 Test device - Asset-LFv_33_36- Updated
Location
Enter Location here @ nso-85 Test device - Asset-NBS_33_36

R IEFEIRE

2. 1 AGroup NameH{JAsset Group TypeFEIRE J“Dynamic’s BRIAERT , AP RINEFR
BRFH#HLRMEIASP,

3. FABFERFINHEI D PRERIFERRICEFIR, MABIER , BFiRFHEESR , LT
FENHERTEFHENRET,

4. Click Save.

RESSBASRSA



Asset Groups

Add Asset Group

All v  dynamid X
Group Name Group Type Source Action
test_asset_dynamic dynamic
1 Iltems per page 10

®reA

1. NEFATE , NTERFANREIDEREZEMBIR> . Edit Asset Group® AT
Fo

View test_dynamic x
Asset Groups
Edit Delete
==
Al -
Group Name Group Type
. Managed
test_dynamic dynamic Name Ip Address Product Description Location By
NSO-170
nso-85
1 Items per page 10
=Y~
p
YRR
N osE . smmas Y8
AR RUNARFAT I HRmE
Edit Asset Group
Group Name )
Name Ip Address Location Managed By Product Description

Asset Group m NSO-170

Type nso-85

v Asset Selection criteria 1 Items per page 10

REETAH2



2. REZFEFRERFSERSM , LRV EF=H RN BREE =,
3. Click Save.

i
c|| sclo Susiness Process Aufomation © DeviceGroup test_ssset_dynamic updated successiully. X I

Asset Groups

Add Asset Group

) AN« dynamic x
Group Name Group Type Source Action

test_asset_dynamic dynamic

1 liems per page 10

TR A~A

T BR B 255 7= 4

Asset Groups

Add Asset Group

I B 3% 7= 4H.1
1. NEFHATUE , NFTERTAHWIRES FERE Z R EFR> #lBR.
View test_dynamic LRIRS

Asset Groups

Edit Delete
Add Asset Group

Al Searc
Group Name Group Type
. . Managed
test_dynamic dynamic Name Ip Address Product Description Location By
NSO-170
nso-85
1 Items per page 10

I B B8 7= 4R 2

2. BEMIER.



e - :
Iclls‘clol Business Process Automation @ No matches found

Asset Groups

Add Asset Group

) B e LA

RONETA

No Record Found

><]

@ DeviceGroup Dynamic_AssetGroup deleted successfully. X

(Al
N/

Dynamic_

RUNAFEARAERHBREEFAHBPARIN AT A, XERFABEEFEMHWebl 1/ FE L2
TE6IE, TEFEMABPAINFERXERSH, SERNAFEERSEFZFRASEH , BPARRIX

LER=4H,

Home / Admin / Settings

cisco  Business Process Automation

Settings

== ]

0
|D
O

O Qg oo

M

Controllers > Add

Select Tenant *

Platform Tenant (Defaul... ¥

s @@ Q O
103

Agents SMTP Support Password Settings Ticketing Data Purging >
Add
+ csv 4 Excel a v 0
Controller Name : Controller Type : Host : Sync Status : Actions
>
nso-65 (Default) NSO 4.7.3.2 Success o © /7 <
Sync-Device
o —
nso-80 NS0 5.2.0.2 Success L JECRV R |
S —
ansible-18 Ansible Success o £04 / f:j [
o —
nso-74 NSO 5.7 Success o © / < [ ]
S —
NSO_Pass_Through NSO 5.7 Success o L0/ / 0 [ ]
o —
nso-lIsa (LSA) NSO 5.7.7 Success o © /7 S0
S —
LSA NSOT (LSA) NS0 5.7.7 Success 00/ <0



\lteay,  Home / Device Manager / Add / nso-65 / NSO

cisco  Business Process Automation

Device Groups
Device Manager Credentials Device Groups

B OO

[ I <IN < I <

100

Select Tenant *
Platform Tenant (Defaul... ~

e @O Q O

device-group *
StaticSynced_Asset_Group

Selected(0
Search Q » ©

Device Group Name

00d5ac9225e3d

0151b7202b3d

02a0cecca524c

02ae12567f58f

02d761b4f4225

03627d6a0bd64

J 0000000

0391c6cb2d2b2 e

Cancel Save

REHILRE

N B AMNAEANEESR | TERERNB.

\lva]s,  Home / Device Manager

cisco  Business Process Automation

Device Groups
Device Manager Credentials Device Groups

Add
+ csv ¥ Excel

Name

StaticSynced_Asset_Group

Static_synced

REA

Select Tenant *
Platform Tenant (Defaul... ¥

admin admin eo o e
108

Select Controller
nso-65 v

S exr— R

¢ Tenant ¢ Actions
@/ 1
o/ 1

Tto2of 2 1< ¢ Pagelof1 > >l



il : :
ICIIS‘CIOI Business Process Automation Platform Tenant N @

Asset Groups

Add Asset Group

@ [ Allv  staticy X )
Group Name Group Type Source Tenant Name Action
StaticSynced_Asset_Group static nso-65 Platform Tenant

1 Items per page 10

g |

BIEARE

Asset ManagerN Aif2 5 & RBPAE BB RN EHUE. BPAEF MNREREEHN & fhiEiz
FIBSNEM B~ ETE, Asset Managerik i i P 1EIR & E TR LR 4E,

Ei5EAsset Manager , BEHITUATIRE -

1. BxXBPA,



Wy Service Catalog !

Business Process Automation

|

-]:I- Credentials

e : -:- ﬂs Upgrﬂde . -

LE R
LE R ]

& ¢ Configuration Templates* [}

Domain
) Ansible Templates []
¥ Service Center [
"s. Service Topology [f Name Cor

B Config Validator [} NS

e

2. EFENABER > B,



Hmm .
clsco Business Process Automation

..... 0o
iter
Controller T ey danaged Prad Soltw Saft
pe
H3O Nasma ControllerType  Ip Addross  Location By Product Description  Family Type Version
5
NS-CI6
NSO -85 AEPE 0G-XE 6.3
L3 comt o A~ EFS
WS- CIBED
50 15085 05 =X 1
BS NSO 5085 et ey OS 61250
¢ g A NS5O nso-8 (s
NSO g B t 05 -XE 3
NSO 8 3t 05 5.2(6)E2
M50 508 05 MHENEZ
WS- C2060CX
NSO L nest "‘, _w e 0% 2Bl
8C-L
Test devi
NSO & Test device - Assal
FOIH
Test device - Asset
NSO
= NES_33_36
pod
p; jb: A E
iy 23

Asset ManagerME D N BA= TSR MU LB BPAEBN A ~=IIKX, EEFRELEHR[E™ , &
EREFTENEGISRERTRRS. XN TRERS , BERFEHSFRIDIIES

N BEEHTRHBNET | BEBPATN—A RS EHE, EXIAEL | ESH
EHERRE,

Asset Managerfy It 5 7 & R E RN B = 1THAR B EEN T IRETIR,

BETHREROAFRERNEFLY , EFRMBPAEEN AR HNRGRHE, & RNESSHEUR
TAFARLNASHE (ETEENTHRKE ) MANETIRE:R,

BPARM LT IIERS :

o WA BRGEEIEBIW , %O, BEBO. REENXHEM(SD-WAN)E)
o PREGISRARE . IRITHIBFEA IR (Bl , NSO, DCNM, vManage% )

o PEHIEE ; ERIRFIZESIOIRIL

o BFEERETHARGR

BPAIL R £ Al SearchZ R AW RFZM T IR A~ FI RN AL,

PR RBRERERTIIR LS, EMRENTIESR | FEEMFLIRER LWRemove B R , HE



diClear AIMIBRFF BT IERR. WRTIERVAREEI 100 , WEN KB THLRB[ERFHBEA
—MERFE

alialie Business Process Automation
cIsco

Tral
— Assets T Filters: ~
Q Core
o Campus
Ees Data Canter
Secuity
o SO-WAN
Total Domain
Fiters s Al *  Search
{3 Contralier Type A Managed Product Product  Software Software
NSO Name ControllerType Ip Address  Location By Description  Family Type Version  Action
Ansible WS-
NSO nso-85 Aggregate C3650- 10S-XE 16.3.7
a Controlker ID ~ 48PS
Ws-
nso-146 NSO nso-B5  test C3650-  I0SXE 161256
nso-80 48PS
nso-85
ansible-57 NSO nso-85 test
NSO-Mock=33-1 WS-
NSO-Mock-33-001 NSO nso-85  test C3650-  I0S-XE  16.9.7
48PS
(®) Asset Graup ~ WS-
E NSO nso-85 rest C2960CX- 105 15.2{B)E2
Search Asset Group P

Cilt e

O

« RFEEGERP RS T SRR

- PRHIERSRE RS E R SIS R AR IR TR

- PREHIRRIDRSERHI R RE IR HSE

« REERBERSFATRRERES ATEHSE

ulilie Business Process Automation
€O

R Assets T Filters ~
Core
o
Campus
S Data Center
Security
@ SO-WAN
Total Domain
Filters lear A All v | Search
c Controller Type o~ Managed Product Product Software Software
NSO Name ControllerType Ip Address Location By Description Family Type Version Action
Ansible WS-
NSO nso-85 Aggregate C3650- 10S-XE 16.3.7
a Controller ID o~ 48PS
Ws-
nso-146 NSO nso-85  test C3650-  IOS-XE  16.12.5b
nso-80 48PS
nso-85
ansible-57 NSO nso-85 test
NSO-Mock-33-1 WS-
NSO-Mock-33-001 NSO nso-85  test C3650-  I0S-XE  16.9.7
48PS
() Asset Group ~ WS-
m NSO nso-85 rest C2960CX- 10S 15.2(6)E2
= SEalcn Aeset uroup AP-

pURiE--E i)

By



Asset Managerty [ EEBE RAFNEH R =5k,
RRBRE

ERFIIRUES , AFABRTEMRZERE (S0, RFERE) |, flHPing. EREE., EE
F, HRFELERF ( AHRERRBIRSHRE ) ZUHRIES, TERITEERFENAS NEKR
BPAE®E A,

FiRg LETRIFEMMEIE

cli cisco-staros

BREER

o —IR—MNEREZIEBRTERRZ L WMore OptionsB#r, RAFER— NI ETHIRENTH
Hl5k,

Ll Name « Search in Name

B LRI E R

- ZERBUMFEATFAFESMNMRZ LNITAENRE, EPAFRBFNEIRE , RERT
EZiRmER> REBRE,

N osE . mpsEsRRERE, Him , BIRSIRAIEE (Fla , BRINSO ) Xixga4E (Himn
, BEZRFEFNEL B ) MRS EEFRBFEHERE , R2FPR ; TRESEEHEF (Hlwn
Ansible ) T FiX L, BPAKKFEIZRHIZEINEE ( IEEMERZNEFIZR ) KBERS N
ZAGFRE,



CISCO ..

Business Process Automation

Assets

20302

Total

Filters Clear All £

# Controller Type ~

NSO
Ansible

£3 Controller ID ~

nso-146

nso-80

nso-85

ansible-57
NSO-Mock-33-1
NSO-Mock-33-001

@ Asset Group ~

Search Asset Group

iR

ping

Name

Core

Campus

Data Center

Security

SD-WAN
c llerType Ip Addi t By
NSO nso-85
NSO nso-85
NSO nso-85
NSO nso-85
NSO nso-85

Ping A T HEHERR, i 1% 2 1% 38 4 0 588 X2 e Bz B 1)

i
5co

Business Process Automation

“ Core
20302 o
2 Darts Cantar
fe SO-wAN

Filters

£ Controller Type ~

NSO
Ansibie

L} Controdier ID "~
nso- 146
nso-80
nso-B5
ansible-57
NSO-Mock-33-1
NSO-Mock-33-001

(® Asset Group ~

PingiR 7

MNaime

ControlerType  Ip Address

NSO

NSO

NSO

NSO

NSO

Ping Status

Device Mame

Connectfl F &2 5% iR & HEEH REERZIRS,

Descripti

Aggregat

test

test

test

rtest

Controller

Y Filters A

Device Actions Ping .

Export CSV Connect

Add Assets Fetch Host Keys

Update Assets Check Sync

Remove Assets Compare Config

Show / Hide Columns View Config
—— Sync From

aDr-|

Result

PING S56(84)
bytes of data.

64 bytes from iemp_neqel

ttls28) timesl. 73 ms

ping statisvics ---

1 packets transmitted, 1 received, 8%
packet loss, time dms

rtt min/avg/max/migy =
L.73M1.730/1.TR0/0. 000 ms



sl Business Process Automation
cisco

Assats

o Com Connect Status
ree Campus 3
N Data Center
Security
G SD-WAN
Device Name Controller  Result  Info
Tota Doma
nso-85 true (admin) Connected to
Filters
L3 Controller Type ~
NSO Name ControllerType  |p Address
Ansible
NSO
ﬁ Contraller ID ~
nso-146 NSO
nso-80
nso-85
ansible-57 NSO
NS0-Mock-33-1
NSO-Mock-33-001 NSO
lﬂ Asset Group ey
= NSO

ERRES
KEE M #4A

R ENZRIRFEIE TINSORFBRMAIA R B R RENBHE S EFEESNEBIEES,

Fetch Host Keys

Davice Name  Controller Raesult Infa

nso-65 unchanged

IREREAZ 4R

RERS

Check Sync ( RERS ) BERENSOER EREE(CDB) TN RERERESRBRERS.,



Check Sync

Davice Name Controller Result Infao

MGo-55 IM-SyTic

KERS

HREE

HREEREFNSO COBHFNEESFTLRE LNEITREH#THR, MNIIRPERRE , ARGk

£ Device Actions > Compare Config,

Compare Config

ios=xr=-122 (NSO-176)

devices {
device ios-xr-122 {
config {
interface {
MgmtEth 0/0/CEUG/O {
+ description mgmt;
}
GigabitEthernet 0/0/0/0 {
* description testl23;
}
GigabitEthernet 0/0/0/2 {
description GigabitEthernet0/0/0/2;
mtu 1500;
}

preconfigure {
GigabitEthernet 0/0/0/3 {
description "\"demo interface\"";

b }

EREE



EERE

View Config (BEEEE ) E-:—MHZIMFIERBNEE. BEEBRIIRPWZIMMEE |, BHEView
Config (EEHRE ) EOPREHREZ A

View Config

inso=-65)

devices device
config
103 :tallfned police cirmoda
igs :version 15 2
igs:service config
no ios:service pad
ios:service timestamps debug datetime msec localtime
105 :s5arvice timestamps log datetime msec localtime
igs:service password-encryption
isz:service password-recovery
ios:service seguence-numbers
ios:hostname cisco
105 :enable secret 9

igs:elock timezome EST 12 @

ne ios:cable admission-control preempt pricrity-voice
ne los:cable gos permission create

no los:cable gos permissilon updatae

ne foz:cable gos: permizsiion modems

ne ies:ip source-route

EERE

CE

Sync FromiZ#ENSO COBHHEERASRBENZTERER S, XtiEM FCisco Crosswork ™
4Ry %23 (CNC) 1 428,



=ync From

Dewvice Nama Controllar Hasult (3] =]

rso-65 (it

Sync ToREFINSO COBHFHEMEESZTZEENRERS, MRANEFMER , MKEHMR
B E LA CDBH BVIRE.

sync lo
Device Name  Controller Result Info
nso=65 trug
nso-65 brig
GiEZ
REACLI

RERABSITRECL)ATARSMA , RERATHS (B0, device show ) FELEHEEX R
REEMNRZ, AFATUBRMRTH S, HEREEENNAXINEEER , N\TMREBTENKE
XER,



EREEIRZFHTEACLIZIEE

1. fEAssetsTUH L , £Managed Byl # # 32 E B Direct-to-Device 1% & o
2. NATRIET AL iR %

alral Business Process Automation

cisco
S Assels s~
= Edit
a Core
SD-WAN View Config
= Data Centar
Security "
e Campus Fing
o peman Connect
Filters Clear All ¢ All:10.70 ! X | Direct-To-Device x | Clear All . Al v 10.10552.2 Dis r Devics
L3 Controller Type -~ Managed Product Product Software | —
. . Name ControllerType  Ip Address Location By Description Family Type nieractive
Direct-To-Device
NSO test-29-  Direct-To- Direct-To- . CISCO-
Ansible device  Device Device fest cleeetlos ios e ]
£} Contraller ID ~ 1 Items per page 10w
Direct-To=Device
nso-85
NSO-37
ansible-156
NS0-166
@) Asset Group Eal

RXEBEACLI

3. NFTE R WIRED P IERE ZETEFR> Interactive CLI, RE&SFE Rinteractive CLITE R,

stfranfe. ”
cIsco Business Process Automation

aitios_davica 138 || Direct-Ta-Davice x | Ciear Al Interactive CLI
: . o
3 Hame Deacription 1P Addreas Software Type  User Credentinl  Username Passward
Encer Daamass
@ los_dovice_dzd test_deac cinco-los

R EXCLIER



X

Interactive CLI

User Credential Username * Password * O
cisco o - ()
>
execute
REXCLIFZIE

4. AR P BMNEB,

~ EE O RETEER , RELIBEZETRIREMANZEIE24/N e, APIRZEIENREH
ALLESREFERARGEESHIAETE“EXPIRES_INTERACTIVE_CLI"# TR,

5. i AshowDkconfigip T , ARG ¥ dexecute, REMEEIAS R Rt EBEA,

_ & Execution of Device command is in progress »
*

o

Interactive CLI

%
User Credential Usemname * Password * L

cisco [.~] (]

=
_

» show running-config In Progress

Show= Configis &




Interactive CL|

User Cradential

%
Lisername * Password * L

adrmn

= show nenning -config

show running-config

|Command: show running-config
IRunning configuration last done at: Fri Dec 15 13:85:38 2823

ITim:

R EACLIZIE

6. L ERefreshBIFR A E B THAITRS. MITTRE , RERSHEXR N EBRL

7. B ERTEUNSIAERER TR,

8. 3 EDownload B ¥R 4 i W RLAR 179 LA o W B2 AP B AE AT B B3 R 4 A BRI AR 37 B2
Fho MABTHATHEAEK , ARTUXRAREAEA, FITERNKEAFEA.

N oEE Y REBRTREERENALSUIT X EEL,



mm
clsco Business Process Automation

~ Managed Product

Name ControllerType  Ip Address Location By Description

NSO nao-B5 test

RAFBEH

EERKNEGITESH @ T



9. %2 View Output of Long-Running Tasks B A BEFEREREZFN TR L. BEITH—IE
O, ErxmtHdETA (EAFMKREE ) BWiREIIX.

clsco=losxr-B7 clsco=losxr-86 cdt-mock-device-18004 %
EHRITHREDS
10. % DeviceBFr AT G A ERITHIRZ W THIEHAE R,
Interactive CLI
User Credential Username * Password * Y

CISCO O weann O

> interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEthernet1/0/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end

adminclircy78#

REACLIEIE
M. 8E , MITEES S UENREZEE , WTAT :

N B EHIRBERGANEZ A N LAERSNESHRERE.



Interactive CLI

User Credential Username * Password *

cisco @ e &

» show running-config

> show version

I

» show clock

» interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEtherneti/e/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end
adminclircy788

Interactive CLI3T Hf

12. HE , BREEARMIEEESHETEEXPIRES_INTERACTIVE_CLI” , LA Z S H
NHREH (BRANBRTRE24/08 , RAEEMER ) . XERTLUCIRZAFRRIFASHHN
REXRFERAREARCL , NTTEARITH S HENIBRERH.

N g HEBERGONFREARN. KRRAFGOS BN T,
CEZ 9

ERESFENEFMBIAAEFRAE, XHAJUREEMNZFRNRZRINEHEE , 0F5
5. B -BHESHMAREIIRNRERE, XAFEARGERLEERINGE , MARRIT
TENERHERRZRD,
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Sync Inventory Status

Device Name Controller Result
ios xr 13 Direct-To-Device true
— ol B A
B &7 =R
sluilie Business Process Automation
CISCO
- Assets
Core Sync Inventory Status
&
ww Campus
ki Data Center
o SD AN
Device Name  Controller Result
Total Domain
nso-85 true
Filtess nso-85 true
L} Controller Type ~
NSO Name ControllerType Ip Address
Ansible
NSO
I3 Controller ID ~
o-146 NSO
o-80
s0-85
ansible-57 NSO
NSO-Mock-33-1
NSO-Mock-33-001 NSO
(®) Asset Group ~
=] NSO

BRREHXEEEPONFMC)BH A K
RIRE

Discover Device ( K& % ) ThEE MR BIAELR IR % |, ZIEE SRR R LI (CDP)# Cisco
Internetworking Operating System(IOS)i R ZF g =K, RE ATLAMBPARRS 88 5 Thpingild H i@
HEZIEFRNRESFRETECEKNERRNERY., AFPATUEBREERLEEOPERNIFARF
BURBAXLERINWRE , RTHEAMRIAMZENFAEFEE. Ba , FERRRINRZXZFII

o
Heo

E i {TDiscover Devicelg{E :



1. MAsset Managerfy ] A& T I Fi8 %

alaln
¢||s¢|° Business Process Automation

Assets Y Filters v

| alt:ios_device_d2d x || Direct-To-Device x | Clear All Al X
o ) ios_device_d2d
i Name Managed By 1P Address Description Product Family Software Type Location Action
@ ios_device_d2d Direct-To-Device test_desc E
1 ftems p View
Edit
View Config
Ping
BRI BRE
T 1 23

2. fEAssetsTTHF , MNFTE IR & HIActionFl Hi%#FEMore OptionsE#5> Discover Device,
N g MBEFRRFBGEE  NEAREBTRTA,

ERERIRZNIR , ERAUMBPARS #RpingliR&E. FIHHBMNMIBZHREMRARES , W
REZID, Pk, F&HMRA,

Discover Device

4 devices were discovered

Device ID IP Address Platform Version

cdt-mock-device-10502 Cisco 3725, Capabilties Cisco 10S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10503 Cisco 3725, Capabilities Cisco 10S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10504 Cisco 3725, Capabiliies Cisco 10S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10506 Cisco 3725, Capabilities Eisco IOS Software, 3700 Sofiware (C3725-ADVENTER

ADD DEVICE TO INVENTORY

AN &
3. EBE—ANHZMNRE , RFHETHADD DEVICE TO INVENTORY,

#0EE

RAPAUEZNEERBRFPHEARERND, BEEHAUATSIRTAZHEE



Assets Y Filters ~

47728

Filters

L¥ Controller Type A Managed Product Check Sync
Name ControllerType Ip Address Location By Descriptic n
NSO
Direct-To-Device Compare Config
Ansible NSO nso-85 Export CSV
View Config
$¥ Controller ID A Add Assets
NSO nso-85 test
Sync From
Update Assets
NSO nso-85 test
nso-175 . Sync To
nso-179 Remove Assets
s NSO nso-85 test
nee-80 Backup Config
Direct-To-Device Show / Hide Columns
nso-85

nso-37 NSO nso-85 rtest CZYBUCX= 105 Sync Inventory

1. EB—NHEMEE , AEEREZSETEG> ROEE. T FFBackup Configuration& O
, HFSIH T EEENIRR
2. EBRREE , AR HOHBEIEEEMRE , ANFEEERHTER. —RALEERZ/MEZ.

Backup Configuration

ed De
r 3 x
Policy Narme * Latred
kup Detaul Pobey ) Backup Custom Labe o
Target Repo Max. Retention count Compress Encrypt

t Database

#EIE

3. B submit, BFE A LAF 3hBIS Asset Manager 2 F VR 1312,

N B RUNBTEANIEMRS  BATRHSEZRRIEN  TAEREHREREE
. BFEZHWMITHRIAZRIRZRE N ERFR[XH2051%F



EE5&ND

view backups device ( EEZMIRE ) BEL RARITRONALI1ER. %EHEMore Options B 5>
View Backups AEBFTIEEENEZF O A LIER, FHAEEERERZMEMFTHA , HPERTH
W& B A EIEF.

s1|1alie Business Process Automation

Cisco

v ¢ Compare Config

O Core View Config
T Campus Sync From
e Data Center
Security
[e] SD-WAN
Sync To

Backup Config

Clear All (¢ e Al « Search
- View Backups

r Type A Managed Product Software
Name ControllerType Ip Address Location By Description Product Family Type Sync Inventory

e NSO nso-85 testing 10S-XE 16.3.7
rib ~

NSO nso-85 test 10S-XE 16.12.5b
46
0
5 NSO nso-85 test
e-57
Mock-33-001 NSO nso-85 test 10S-XE 16.9.7
Mock-33-1

NSO nso-85 rtest 10s 15.2(6)E2
np N

NSO nso-85 108 15.2(6)E2

REREEDIRE



bnr-asr-117

F b

[ TR S e

T REVE G

EZHRDFF , TANZRHALEREFESENFARGE. AFAUESIROARIEZHRN
TTELTRAE -

&0 E1CFKIRIE iR
EEZOEE EEHEFMER DB TANZOEE
E4mERELR HEOERESETREFRZIANEEHITLER
EREMEE

ELES T , ARFANEREEBHNZOERE.



bnr-asr-11/7/

P hcirirew
Py T g ol

Badlig W

pll- AT 11w
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ok 1] i | R
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EEZHEE

B Pl
LE o

R P i
e

A LTl

et Do &
[T A TURT L T T
Tl "
roik e
-
© o Wetwe Machiap Condg
Coimpawe with et ol

EiFEE |, HikEMore Options®#5> View Backup Config. WEHFITHF—1&EQ , AR AILER

TEEFODEE.



Backup Configuration

! Last configuration change at 14:49:54 UTC Tue Dec 12 2023 by adain

version 16.9

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

platfora Issu reload Interface-sodule sequence @ 1 2 3 4 §
nd platfora punt-keepalive disable-kernel-core

platform bfd-debug-trace 1

hostrame F241-86-25.-A50.983.2

boot -start-marker

boot system bootflash:asr9@drspd-universalkd.16.89.95.5PA.bin

boot -end-marker

+

o L P
vrf definition Mgmt-intf 1:5

address-family Ipvd

exit-addresd-tamily

#0EE

Backup Configuration O Fr 24 AT %W

B0 EBIRE DU
s MEROEEES B BIR,
Tk THXAEANZHEE
g BoEREDERERE

BEYuEELER

ERBOT  HEFOEESRZFNYIESTEREERLITHER.,




Compare With Current Config
Dewice Mame - brr-ase-11 Controller Name ; N50-176

Bhineing Confg v Backie Conhg (VIMEI033, 53543 PU

i Bublding corflgeration. .. I
Corrant configoration | Ja byteo

asr condlgeearlon change at 14:40: 5 my adals

=
E4iELLR

Compare with Current Configid 0 B8 LA Fi&IN :

ESnkERELR DU
e B RZHEERE.

MEZPREBEE

¥ HiRestore BRI BREFNEENR. FENERITERE (EROEERBIRER ) FEIEER
B, AP EEDREEERETHE,

Are you sure you want to restore to this backed-up configuration?

REEERIA



clsco Busingss Process Autcmation

Bachup & Peawore

. N Curvent month
a Conhouration s

/ i

Fiters v O

frewice Indtabed fiy Start Time Statm W-Tasks  Gompletion(%) Milestone Duration Acticn
Cormeclier Type ~ —_— e 19,2 T RN a0 - 0 s, 0 hows
SO - . . . .
prvisr I s Dwe 18,2023, 12:11 P RLNMNG i1 w0 Vi Prehechs 1 0ty 22 heurs 0 minses
Contolier ~ [ Dec 12,2023, 357 PM FMRING. &1 W= & s, 12 hours 36 munces
B0 176 bradmin D 12,2002, 1:08FM COMPLETED do o 16418 0 ddays. 0 howrs 12 minunes
bradman Dee 1 1254 PW CANCELLED d0 s Enscute Hestore - 671 & days: 21 hours 26 minte
Pelicy Nama ~
-xr-131 n M 12,2000, 1290 M LM Vi Analytica [¥8- 1 1 hours 50 min
GEN_NSO_RESTORE S = e 12,3021, 12X NG 41 W & days 21 haw e
- poriper -1 acimin Dwc 12,3003, 10:76 AM RLPRaNG do s Foecutn Prectwcia- 2610 6 coyn. 33 hours 5 minutes

BLEMRE

N g NUBETEONEEMRS DATRHEXTHZIEN | TAETARE HREIRE
LUK PR R EL bR R Th BB

Hitbig e



e

Pl :
[ wew | Mamg - Search in Name

L

| At
Dgviceé Achons - i

: :
Export CSV

I :

| Add Assets o )

| Update Assets > ;

| Remove Assels

Show | Hide Columns

_—
HRE

BPABE B Z A MERRHBMNAN G~ EERRE , BRESHASIIR, A0, EHBMERE AR
RFEHRSBEE L,

N e EEREREERTRARIERE,

SHCsv



C::I Name -  Searchin

Loc: Den Export CSV \ Acti
Export SV
Add Assels )
47
Update Assets >
25!  Remove Assets y
24 _
show [ Hide Columns
2346,
SHCSV

SHCSVIATLES 2 RECSV)BRASFHA . BMINMBEAT , BESHIAMREHRNRES.

ESHABAR , BRESAERE  RENITSHERF,



AN = BT

Add AssetsR/E A% 7= 2N N2 g R HI8S

1. 1% ¥ Asset Manager/&#F#YMore OptionsE#x,
2. & Add Assets AT FF LA TR IEIN -

1. FHIEM
2. LEOAT

F L

Manualit B /e ¥F A P 8 F 3 A iR & BAER AR & .

1. NFEEF | BHEManual, FITFTAd AssetWE , B/ EHPRBRIREZFRMNBA2H=R,

Add Asset
Control ller Type* Controller Instance*
NSO Select Controller Instance ~
NSO-65
NSO-80
Lsa
R R
7 .

2. NTFHIBIRAPIERIRFIZTART ( HIIINSO ) AR ZIZHIZFRBAEH|, & Controller
Instancefg , @ A BE —1&EO , ARUUEERHRARZFAEE,

Add Asset

Controller Type* Controller Instance*
NSO nso-65

Name* Address*
test_test

Port** Descrij ption *
22 test

Latitud Longitude

Ent

Auth Group* D Type
522_test |

Ned Id * Protocol
ccccccccc ssh

Admin State *

unlocked

D G



REFHAER

Add Asset

Controller Type*

Direct-To-Device

Name*

demo-device01 (/]
Port**

o

Location (Latitude)

Enter Asset Latitude ®
Auth Group *

juniper 9 -
Protocol *

netconf ® v

WINER : Juniperi® & R4l

3. MAFTEHYE , ARG R ESave AR IR -

£ H R

Uploadi T A ¥F A P iEE & XA M— MRS NRE . BET, NIFCSVIXAHK,

Managed By*

Direct-To-Device

IP Address*

Product Description*

Demo details

Location (Longitude)

Enter Asset Longitude

Product Family*

juniper-junos

CANCEL SAVE



@ Name Search in Name

Device Actions ), etion
Export CSV

Add Assets by Manual

Update Assets ) Upload > oSV
Remove Assets >

Show [ Hide Columns

L ]

L

&> CsV

1. RBEZRIER> RINE>~ > £ > CSV, REHERFHAID AssetlWHE , A/ AT LAEZ
RHIEFRZ D IMEB 2 HI2R,

Add Asset ~ sample Template CSV

ssssss

ANIINSO& 7=

2. IEFEBIZRAERE (HIZNSO ) MiZEFIZRR B,
3. R CSVIX .
4. B SaveRFig & MCSVIH RN T 225,



N osrE . ETHCSVIHRA | EA®HE DAL ASample Template CSV ( RAUER
CSV) BE3E,

@ Name Search in Name

? Device Actions ) etion
Export CSV
Add Assets by Manual
Update Assets ) Upload > oSV
Remove Assets >

Show [ Hide Columns

L ]

CSV/Rfl

ERRE

REATRAFEFRESEE , flaIPitbit, e, iwOS5F., TNERHCSVEMIRE.

Mk

BEERE , AP URE - NS DMATIERE.



sl pysiness Process Automation
cisco Casen iipreal - BPA Dewwioper Subserpton - Not for Customes Use

— Assets T Filters
n ’ Campus
- . Core
SD-WAN
Security
@ . Data Center
Tota! Daemain
Filters Direct-To-Device ®  Clear All Al -
Q Controler Type ~ Managed Product Software
NSO Name ControllerType  Ip Address  Location By Description Device Actions Version Action
Direct-To-Device cdt-mock-
Direct-To- Direct-To- =
Ansible device- D;\' Dov Export CSV 16.12.5b
ice ice,
10502 1
£} Controller ID A cdt-mock Direct-To Direct-To Add Assets
device 16.12.5b
10503 Device Device
cdi-mock- Update Assets From Selection
- P Direct=-To= Direct=-To-
nso-1 vice-
Device Device
nso-179 10504 ' ' Remove Assets From CSV
- i k-
nso-80 e Direct-To Direct-Ta i
Direct-To-Device device Device Device Show | Hide Columns 161250
nso-85 10501
o nso=37 cdt-mock-
m . Aaira— Direct-To Dimet-Fo- e I 1R 17 &k

Witsg

1. NERIIRFPEFRE NN ERBENEE , ARERESETRR> EHAR > NER, R
SR AN A & RUpdate Asset Information W , EF B EFTEIRE

Update Asset Information

Name Description Address Port Latitude Longitude Controller Os Type Protocol Auth Group Device Type Admin State
ck-02-ad ck-02-add-n... x 8080 cisco-star... ssh 322_test cli unlocked
ck-02-cs. ck-02-add-n... 8080 NSO-65 cisco-star... ssh 322_test cli unlocked

BEHR-ER

2. BBEEEENREZEMY , AF¥E HUpdate AF #HiE 422 H IR RE R,
MCSV

BRI A VR P BE L X REH — N HZMRE

N osrE . EEcsVIHSER.



sss Mame Search in Name

‘ Device Actions S Action
Export CSV
Add Assets b
Update Assets >

From Selection

Remove Assets P From CSV

Show [/ Hide Columns

MCSV

1. ¥ More OptionsB#¥5r> Update Assets > From CSV, REBERAE REFHRZEENH,

Update Asset Infformaton . Sample Template CSV

T\

Drag and Drop files or browse files
Update asset from CSV

RO

2. ERERNE LETEEENNIREIIRNCSVIH.
3. B diSavefFiREMCSVI RN EI2 IR

A AR ETERAICSVX Y |, BREE DA LARSample Template CSVEE#EE,

i Bk 8 =



AR AR A B MBI B R . AT R S CSVER IR A,
N orE . RBENBEAENBRAS  FABENE AR,
M

BEEE , A M E R E R PR R - N RS AR E

alual Business Process Automation

<l Gt Irnbarrial - (P Dl Subiacrption - Nol for Customar Liss.
Assets T Filters ~
o ] Campus
ane Core
SO-WAN
- Sacurtty
& - Data Center
Tl Domain
Filters Direct-To-Device x  Clear Al Al
L Controller Type ~ Managed Product Software
. Device Actions i
NSO Name ControllerType Ip Address  Location By Description Version Action
Direct-To-Device cdt-mock-
Direct-To- Direct-To- ~5)
Ansible device- et == Oport GV 16.12.50
10502
£3 Controller ID A~ cdt-mock- Direct-To- Direct-To- Add Assets -
device- 16.12.5b
. Device Device
Lacal Update Assets
cdt-mock pat From Selection
\ Direct-To Direct-To
nso-175 device-
Device Device y
nso-179 10504 Remove Assets From CSV
dt-mock-
neo-80 ¢ Direct-To- Direct-To-
Direct-To-Device device- Devics Devics Show | Hide Columns 167250
nso-85 10501
nso-37 cdt-mock- ) -
(2] e I Direct-To- Direct=To- .. CISCO- R

MG 45 1 o A BR 2R 7

1. NERIRFPIEE—NRZINERENRE , AFEBREZRMER> BIBRER > NiEE, R
SihEEN 2 8 /RRemove Assets TH , HPF B EFTEIRE.

Remove Assets

Name Description Address Port Controller 0S Type Protocol
ck-02-csv-upload-04 ck-02-add-new-05 test 8080 NSO-65  cisco-sf taros ssh
ck-02-add-new-04 ck-02-add-new-050-hami 8080 NSO-65 cisco-staros ssh

“BBRE =R =

2. B Remove LA &=,

MCSV

BECSV , AP TUEY EEXHREF IS NRE. BE, NIFCSVIHEN,



™y .
C",fl MName Search in Name

’ Device Actions > Action
Export CSV
Add Assets 2
Update Assets > :
Remove Assets > From Selection
Show [/ Hide Columns From CSV

MCSV il BR 32 7=

1. %$%More OptionsE¥x> Remove Assets > From CSV, RZFEENI4 & RMIBRE = RH.

Remove Assets . Sample Template CSV

?\

Drag and Drop files or browse files
Remove asset from CSV/

RO HE

2. AR EE LZ 2 EMBRATIRE DI RICSVI .
3. B EiSave NI HIZR F MIBRIR & o

N orE . STRRMICSVIHE | EAHENS L ARSample Template CSVEELE,



& R/RRH 5

AUER R RMEULE REMFER, Edit Column&E AT,

1. R EZRmME > ER/ERE.



EDIT COLUMNS

Search

ControllerType

Ip Addrass

Managed By
Product Description
Product Family
Soltware Type

software Verson



w7

2. B ERSREREEERN MM ERATE S,
3. B Applyo

SCPE|ig&

Z2EHINI(SCP) IR R HBEBETAPIEAASEENE AN ITEVEAREZRENSEZREZ. Bl
, Cisco-i0s, cisco-iosxr, cisco-asa. NX-OS. arista-eosHljuniper-junosi® FIRERER B T
Ihek.

BEMITSCPEIRE , BIMITU TR

1. FEPostman N REFH I FIER , ARIERPOSTHENIERER, HF , o AMBBTHE
REREENHERSCIZERMNAPIER,
2. AN T FIRSCPENE R MIURL , HIRFE R R LB EFHBPARS SFIPHE U F BB o

ETRFZFREN TG B ZRBHRNXMHE

+ Cisco-ios:flash:/sample_file.txt

+ Cisco-iosxr:flash:/sample_file.txt

+ Cisco-asa:bootflash:/sample_file.txt

* Arista-eos:/mnt/flash/sample_file.txt

+ Juniper-junos:/var/tmp/sample_file.txt
3. i&fEraw > text , RIEFAAEXHHNAB U ASHE N0 AR EXHDH.
4. B #Send , S KT RTEPostmanfy g & Xig A | JRZSREB 79200,

N s MERETERTEA IR,

HRER POST
https://d2d-agent-service:5010/api/v1.0/d2d-controller-agent/device-
URL manager/scp?capabilityName=scp-to-device&amp;controllerld=Direct-To-
Device&amp;deviceldentifier=ios_device_d2d&amp;fileName=_&lt;file_named&agt;
RBILE ESHIRBNNERNE
0 57 % {/E B B I & #l Flflash:/scp_to_and_from_device_file.txt",

R
)



POST v /api/v1.0/d2d-controller-agent/device-manager/scp?capabilityName=scp- Send v
to-device&controllerld=Direct-To-
Device&deviceldentifier=ios_device_d2d&fileName=flash:/scp_to_and_from_device_file.txt

Params e Authg Cookies
capabilityName scp-to-device
controllerld Direct-To-Device
deviceldentifier ios_device_d2d
fileName flash:/scp_to_and_from_device_file.txt
Body Cookies Headers (5 Test Results & 2000k 450s 284B Save Response v
Pretty Raw Preview Visualize JSON ~ = m Q
1 1
2 "message": "File has been successfully copied to flash:/scp_to_and_from_device_file.txt",
3 "status": "success”
4 }

N orE . EESCPIIBEWATE T | NN RERARSASHISSH)IEO,
SCPE&%

SCP-from-device# BB T APIA AR BBENEZEERNERZEAIAFA AR ITtEY., B dicisco-

ios, cisco-iosxr, cisco-asa, arista-eos#ljuniper-junosi% & os-typez#FILIhEE,
BEMREZINITSCP |, BHITUTIRME :

1. FEPostmanH R B IR HIERGETHERNBERERE, HE , bl N “FEHAERHI"(Use Case) TE
REREENHRSCIEZEREMNAPIER.
2. Wi AW T PTIRAYSCP-From-Device JURL , H R 1R R FX B FE HBPARS &5 IP# it F S 45,

ETREFREN RO B REMMHSR

+ Cisco-ios:flash:/sample_file.txt
 Cisco-iosxr:flash:/sample_file.txt
 Cisco-asa:flash:/sample_file.txt

+ Arista-eos:/mnt/flash:/sample_file.txt

+ Juniper-junos:/bin/flash:/sample_file.txt

3. B#Send , EF MBI EPostmanfI N X &R , AR 7200,

N orE . HENETERTEA N

HRRE GET
URL https://d2d-agent-service:5010/api/v1.0/d2d-controller-



BEREKH GET
agent/device-manager/scp?capabilityName=scp-from-
device&controllerld=Direct-To-
Device&deviceldentifier=ios_device_d2d&fileName=flash:/

& B2 7R 431 ENRBEHNXHRAR

GET v https:// /api/v1.0/d2d-controller-agent/device-manager/scp?capabilityName=scp-fro

Params ® Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
capabilityName scp-from-device
controllerld Direct-To-Device
deviceldentifier ios_device_d2d
fileName flash:/scp_to_and_from_device_file.txt
Body Cookies Headers (6 Test Results @, 2000K 587s 2498 Save Response v
Pretty Raw Preview Visualize Text = m Q

1 Direct-To-Device Scp to device and Scp from device feature Sample data

£ MGET

N sxE . BHSCP-from-device HAEE R THE , AMHRE B ARSASHISSH)ED,

BEENDFCI® &

AT IREAEXEE Cisco NDFCIZZHE L,
SRR 7=

ERIEF | BT TIRE -

NDFC-212 x  Ciear All
Name Managed By IP Address Description Product Family Software T\ P Action
Lear-2 NDFC-212 935MJEWISLL

10

Upload

NIRRT FohRME

1. NFTE R HIRES P R E ZRTMER> HME~ > F3h,



Add Asset

Controller Type™ Controller Instance™
MNOFC MODFEC=212

Fakric * Ackdrass
[0eg ] [

Aurth Groug Rl ™

CANCEL

AN IR =

2. B AMEFEARRMAFRESRS , ARRERE.

2

N orE . FREERAENRA,
R =

NDFC-212 x Clear All D Al »

Name Managed By IP Address Description Product Family Software Ty o Action

Leaf-2 NDFC-212 935MJEWISLL

MR I BRF 7=

1. fEAssetsTUHE L , IR EM BRI R , AR/FEEMore OptionsB#5> Remove Assets > From
Selection, Remove Assets for NDFC& AT,



Remove Assets for NDFC

Name Controller Type Controller Instance Fabric Address Auth Group
Leaf NDF NDF 1 DC1
SR
z
fH BRNDFCHY & 7=
2. BEMIER.
HE L
==4
NDFC-212 x Clear Al
Name anag > Adie Device Actions 5 | Action
NDFC-212 D3ISMJEWIBLL
P

IR E4ECSVigE

1. 8B TUHEL |, MBEZIRT> RMNE~=> £4£> CSV, Add Asset® O3TH,
2. BRI HIZF R B FNIRFHIBE A,

3. EAHEMThBEMCSV TR INE =,

4. Click Save.

A AEE  ETERAICSVX Y |, BREE DA LARSample Template CSVEE#EE,



Add Asset

Caontroller Typa® Contrallar Instanca®

MWL NOFC-212

Drag and Drop files or browse files

CANCEL

TIERCSV
EIEvManagei& &

EEvManageRB SR BIHE LERBHEZHARNBEA, EUHIEF , Hr¥fEvManageiz #l
FEOE  MNMAERMNRZFHTOE, RE , MEL5BPARZRY , HERGHPHEBRNAFTA
o BEZEBEAMNMERNRERERZYE , R B tEEHRESBRENE, BIBR
vManageXIBPAZ BV LR , ZRA A EIL TEREBHXZT REEERK,

ERAME LEERE  BRITUATRE

1. BRI REREELANERIRREREZLHE  BRAGLESGE (Hl0, REZFB|F., IPibutF]
FAHMAEREMY ) MULERERX (FlW.CSVXH ) B,

. B FZElvManageiz #8543 O L5 [AIVManage 3 85

. S ZIBulk UploadZB4% o

R EEETIERERN.CSVIXUH &R R XM,

5. FRE P EATARE , WEE LEIREPHRITOH,

6. BIANFAFEEHBHIME LARE , AvManageZHIBR LN B AR ABEXB,

A OWODN



Update Asset Sarmnle Termmlate £o

Controller Typa® Contraller Instance®

vklanage

Drag and Drop files or browse filas

CANMNCEL

BRI

7. LERERE , RIEFTEIRZ EvManage R 5 IEFA L FHRIC,
8. HfRvManageiZ I MBI EMIFIESBPARERY |, FHEBR A EF=H LS TH —SER

9. HRIBPARSEETA~H K BRAAERZFEHILUEEE,
10. BFEKERRE  BREZFBRNRIH DA URBTEERE,

vManage MR & SHRICHEXRER , A B EBPARSGREY , EZREFRXLERBZLWERNATA
o XAWREFESEMNIFE , MEMRBFEZBIAEBPAR , AR SR EENRBAC,

BEEARE



shllal ]l
CIISC!‘.‘J Business Process Automation

A b

Jg User Management »

@ Resource Groups : ;

Asset Groups

r@@ Admin D’

KE PN ERIE

REEE R LS AAIMInE L R B EEBPAR A,
N oxE . EEANASEDFBPAL SRS RE.
AdminZ 2 a3 -

- AFSIZNEREAF , HYHEHsBREAFA

- A EBAFHMANER

- X EEBPARGHNEESE

- MEHIMEREEA T OIEMNEHINREER

« RE  FAREOEZEFIE (HIWNSO ) . HMEMBEFLZAEDIL(SMTP), ZERE, EiIERS
URARMBEENEE

- ABFZHAFP.MLDAPHRSGSERZAF (EEELDAPEKINEA )

- ALZHMLDAPRSESHBRTAHFAE ( EEELDAPEXNE A )

- IRCEE . EEATHRICBPA REFRIE

- BHSBRBERS RASKREEFF[NRSZEDY, RERERMNEMER

- RFE R EERSFSEHEMARS

- EEEEMRE  MEBRNEEELREE  WESHABRAEER
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Filter by Severity
All (438) Read (420) Unread (18) G Info, Success, Wamning,... ~

Clear Al )( MarkAllasRead )( MarkAll asUnread |
\ J\ AN J

Devices Synchronization successful Mark AsRead  Delete
Devices from NSO_226 synchronized successfully

Devices Synchronization successful Mark AsRead  Delete
Devices from NSO42 synchronized successfully

Report generated Download ~ Mark AsRead Delete

Executionld : 5d23374c42 1b592a6e6a4289

Devices Synchronization successful Mark AsRead  Delete
Devices from NSO_179 synchronized successfully

(D) User Task Created: Get Service Provisioning Parameters View Form
Workflow Name: NSO Service Provisioning Sample WF Unclaim Task
Workflow Key: serviceprovisioning:66 Mark AsRead  Delete

Process Instance Id: 191c6019-a17b-11e9-a54d-0242ac 150007
Task Id: 191ef832-a17b-11e9-a54d-0242ac150007
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Get Service Provisioning Parameters
User Task created of workflow NSO

Service Provisioning Sample WF
21 hours ago

View Form

Unclaim Task

Get Service Provisioning Parameters
User Task created of workflow NSO
Service Provisioning Sample WF

21 hours ago

Claim and View Form

@ View Dry Run
User Task created of workflow NSO
Service Provisioning Sample WF
22 hours ago

Claim and View Form

@ Get Upgrade Parameters
User Task created of workflow 10S
Software Upgrade Main WF

a day ago
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[J-  auth.user.password.expiry All user password expiry notifications -
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[J-  corereporting.pdf.status Notifications about the PDF generation status [ ]
[ nso.netconf.notifications NSO Notifications over Netconf »
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Profile
First Name * Last Name *
admin admin

workflow-admin

Manage API Keys
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Change Password
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1. %R User Profile®#5> Profile. ZRZiFEEN4A S RProfile @ H.,
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3. Click Save.
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satish_Key Active
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2. B Add User, New User& Q377 ,



New User
First Mame * A
test

Last Mame *

Username *
test

Email *

L
(\ Generate Password )
Password *

L0
Confirm Password *
®©
Select User Group(s)
+1 s

svcacct @ v

HMARTE, K, AFS. BFH4IDMBFIR4 , REEREB , REEEUser Group,
4. BHSave M RIBAF, MIIAMARN , REELASETR—FHEE,

MEMPFEO

mE AP

BREUTSREBASEARGE -

1. NEFE AP NRESIPEZEREEIR. Edit UserEO I,
2. BN ENTFE,
3. EFUEB , BRETHEREB, Change Password& O3] FF,



Change Password

Generate Password

New Password * 10

Confirm Password * 10

B EG

4. B HGenerate Password3 EX ¥ % %5 FConfirm Password,
5. Click Save.

EFNASIERSERAT , BITUATERE

1. MRAPKRDEBEMA , MeEREFERAFEFER, EPAMEHNEIRE,
2. MRAFEDEZRIA , NEFFSelect User Group(s) FERH LR FIENA LD E B,

3. FHSearchFBRERBEH, AEEMENNERE , NEHIRBEEIRTHRRER,
4. Click Save.
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Warning

Cancel

Do you really want to delete this user?
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1. MADmMIinTTE A , iE£FGroupstih, REFERISE RGroupsTHo
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+ csv A2 [¢]
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2. 2 Add Group, Add User Group& A3 7,
Home / Admin / Groups / at
Add User Group
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1. MGroupsTU | , iE&FFrEA B ActionsFIF DeleteB®Fr. REFEREHEHE,
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i Add Zone

Name

Description

Select ltem

[] Select All

Q_ Bearch

r 1 = wliaa iim

AINXEE QO

1. % ANameFDescription , ARAEMGroups TR 5| FRHPIEFFAFLHNEIEE, EFAF PRI
EXE , BHAFAMIAXHNEIBRIRFEXE,. EXFHAEE , FoHREEACNEERS

FIRBR o
2. B #Save A B2 X1,

YmiE X i
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Edit Zone >

Mame

Description
This is default zone

sernvice-manager
device-manager &

workflow-admin €
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FGA-test &
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mEXEED
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1. EXBRES , NFrEXENRESFEERRER. REFERESHR.



Warning

Do you really want to delete this zone?

Cancel OK

X

i B X 120
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EHEIRE
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- EFIZE
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Controller Name i Controller Type i Host i syncStatus i Actions
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12 3 4 5

NSO 5.2.0.2 » 00/ o0
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1. #£Controllersi£M 9 , #$HAdd. Add Controller& 03T F .

Add Controller

Controller Type *
Name * NSO

- Scheme * -
Host * Port * + Username *
Zone *
Password * Default v I Default Controller I LSA Node D Enable Pass-through

FONRAISED | NSO

Add Controller

Controller Type * Zone *
Name * ANSIBLE ~ Defauit
Host
Port
Scheme * ~ 80 4 Username
Passwor d

M Defaut Controller

whniEHI2EE O : ANSIBLE

fome / Admin / as / Add Gontroli

— e, Hom Setin
cisco  Business Process Automation admin admin e o o e
Add Controller

Conuroller Type *
Name DNAG ~ Zone *

Password *

1.3.3
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233
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Add Controller
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Isemame * Password *
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Smart-Account-Password
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Add New Item X

Scheme *
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Port *

Username *

Password *

Cancel
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Default Controller
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AT FEAE B SUEZ R IR FI2S

B WARBIRBR

- RHEERREMNTHIIRPIERE
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- BRE, TEEERM ?"“%U%E if ; FittUsernamefPassword ZERIEUIFBEHRE . Bid
HABPARFWEIESHEHEEHITIERE
- EFAYEBPAIRE A T A E BRI EMNSO , 259 FBpa-nso-utils-
3.x.xxx.xxx-zip/Ciscoutils/Nso-pass-through/Scripts X # 3% & & £ 894 7 “ext-auth-
BPA.py"# R IPythonfl & |, S0 TFFF7R :

¥ B bpa-nso-utils --  Folder
h README.md 64 bytes  Visual...ocument

¥ B ciscoutils -- Folder

B test -- Folder

I src -- Folder

B shared-jar --  Folder

B nso-pass-through --  Folder
v I scripts --  Folder

ﬁ ext-auth-BPA.py Python Script
package-meta-data.xml XML text
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Add RFS Node X

Host *

Port * s
Scheme * -
Username

Password

Cancel

AWIRFST R

3. Hi AHost. Port. UsernamefPassword,
4. EHIHMEFERfR , B dSave,
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o R

Direct-To-Device d2d-agent-service up °oR
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View Screen

Ansible Controller Agent Ansible

ansible-agent-service https

9287 Up
BEER®

1. FRETET , NTEEENRES P EREERITUEEHFMEE., View ScreenEF O3
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Check status

Capabilities

WA E R
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Ping Screen

Adapter Name  Status

Ansible Up
Controller
Agent
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Capability Screen

Capabilites
Ping

Connect

View Config
MNedMotSupport
device-edit

Edit GCT
Create GCT
gct-apply

get-dryrun

BRERF

3. HREMMET , NFTREFENRES IR NEER> 8 , AEFEFEHNFAE T AL,

SMTPiRE

BPAX#FSMTPRSFREE , TERJE B AEF R AER EE A REEFHB4FEA,

EEESMTPRE , BHIITUUTRE :

1. MADmMIinTTE A |, 1E#F SettingsiilE, R MERI 2 E RSettings T H
2. B SettingsTTH L FISMTPEIF o
3. M ALLTFMERLLEZEBISMTPIRS &S -

o EHWL:SMTPIRS SB[ ENSB
« ¥ A:SMTPIIFEY iR A&
+ username : A FEHEFISMTPIRFZ WA, A



o B EEFSMTPIRS BN 3RS
o KA AHBAFID: 5 A B M A KA BB 4BV BB 4EID
4. EIAMEF R , B dSave,

BERBHEMRE , TSR TEHAMENTD .

Home [ Admin / Settings
= el i i admin admin
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Settings

CONTROLLERS SMTP SUPPORT PASSWORD SETTINGS TICKETING

Host Part * Fram mail Id *

808D .
Usarnam

SMTP&EI =
XEFIRE
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(== R
XFRE

A BB ESHFURL , AEEAF BT R A N HREEHE, BREURLE , AFERT2ER—
N FEHEEM R F R,

1. % ANameF#URL , A5 ¥ HSave,
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Settings

Password security settings

Enable Expiry
Enforce password expiry for local non admin users

rrrrrrrrrrrr (days) Warn Before (days)
60 & 3

Login security settings

Failed Attempts Blocked Time (mins)
10 5

RIBIRE

BPAR BI TR Z B S BEMRY A 7~ B IE.

1. RIFPEEE Settings WEKIPassword Settingsit M+ LR B T RF | HNHZB S,
2. Click Save.

ZBSW B
B R EIH X A3t IEE IR A P 58 ) 22 6 B 5
I HA B /) RAPZBREEENRXBETH
Bo2H FRINESTBENEEREN B ZEK
RBH = PEIE A P B 2 BT L VY R = IR R
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FiE

Settings T H L Ticketingik Tl < R F AP EBPAR B EE N EE RS,

o ialy,  Home / Admin / Setings
= ' ‘ 0 R . d dmi
cisco  Business Process Automation acmin admin 0 O 9

Settings
CONTROLLERS SMTP SUPPORT PASSWORD SETTINGS TICKETING
Add
+ csv + Excel a v o
Ticketing Name = Ticketing Type = Host = Actions
| . Test REMEDY
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Add Ticketing Instance

Name *

Ticketing Type *

Scheme *

Host *

Port *

Username *

Password *

7 N SR SE 51

2. AR, EVMAFEIL,
3. N T HL 5K &R Ticketing Type. SchemeFPort,
4. Click Save.

Interactive-CLlI

Settings T E £ Minteractive_cli®B+ A AP BEEL A F AT ARIERBACHITH T,

FhikIm -

Cancel
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BUT™



Settings

< Hport

Password Settings Ticketing Data Purging interactive-cli i Mask_Sensitive_Info 'i +

( View Tree ) ( Expand All ) ( Collapse All )

| Interactive-cli-permission

[ Inclusion
|
[ Exclusion

Cancel Save

i & : Interactive-CLI

1. 8 BFAFTUEARERCLIERE EMTHGRFIIXR,

< port Password Settings Ticketing

Data Purging interactive-cli i Mask_Sensitive_Info i +

( View Tree ) ( Expand All ) ( Collapse All )

| Interactive-cli-permission

| Inclusion
' Inclusion

00

Keys Actions

show running-config /. @

show run ’. @

show clock / @
Tto3of3 IK < Page1of1 > >

as
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< View Tree > ( Expand All > ( Collapse All )

Interactive-cli-permission

Inclusion

Exclusion

Add List

‘ Exclusion ‘
00 ==

Keys Actions

>
reboot / @

»
enable 4 e

>
vlan / e

1to3o0of 3 IK < Page1of1 > >

BEBR

“~ EZE ;. B interactive-cli-full-access’f A F A A B EE LI E MBERAN, FMEHF
“interactive-cli-restricted-access’f i F & T AT EEFNRAPEN NS URE—FIRHB K

EENST.

) You do not have the required privileges to execute this p 4
command k.

X
Interactive CLI
User Credential Username * Password * O
admin @ e (/)

> show clock Completed
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Mask_Sensitive_Info

Settings 7T H £ FIMask_Sensitive_Infoik I+ S iF A 7 Bt B T Z /57 k10 65 F R 6000 BUBEIE,

ETENESGS , E88interactive-cli;HIt , FE R FTHRBMNA , BRBRBIESBERER.

< Support Password Settings Ticketing Data Purging interactive-cli 'i Mask_Sensitive_Info i =+ >

( View Tree ) ( Expand All ) < Collapse All )

( Mask_Sensitive_Info

] Listof Usecases

Add List

‘ List of Usecases

Keys Actions

>
interactive-cli 4 e
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> show run Completed

show run

ICommand: show running-config
IRunning configuration last done at: Mon Dec 18 12:41:31 2023
!Time: Mon Dec 18 14:47:47 2023

version 9.3(5) Bios:version

hostname N93H-155-FF

vdc N93H-155-FF id 1
limit-resource vlan minimum 16 maximum 4894
limit-resource vrf minimum 2 maximum 4€96
limit-resource port-channel minimum © maximum 511
limit-resource ud4route-mem minimum 248 maximum 248
limit-resource u6route-mem minimum 96 maximum 96
limit-resource m4route-mem minimum 58 maximum 58
limit-resource méroute-mem minimum 8 maximum 8
limit-resource vni_bd minimum 4896 maximum 4096

feature nxapi

feature scp-server

clock timezone IST 5 3@
clock protocol none vdc 1

$5$CAJIIMDSY/FyrN8NdP367.63w4IPIXVXPZBKS/GStKdT55PbdD4 role network-admin

ip domain-lookup

copp profile strict

snmp-server user admin network-admin auth md5 @x6a94@c28ef5040dd93a3fac6allebase
priv ©x6a940c28ef5040dd93a3fac6allobas5e localizedkey

rmon event 1 log trap public description FATAL(1) owner PMON@FATAL

rmon event 2 log trap public description CRITICAL(2) owner PMON@CRITICAL

show run: R &M I3z
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Settings

SMTP Support Password Settings Ticketing Test1 @ El | +
«D
¥ Csv + Excel Qa v o
Controller Name = (:*A:;Inllev'fype = Host = Al:c:i:ns, .
N Lol |
NSO © /7
N LolV N |
NSO ® ,¢ i
N Lol |
RE N INER
1. B HSettingsW A TNEBHIAIIE ¥R, FITFFAdd TabE O,
Add Tab X
Mame *
Test
Farm
(zeneric -
AN HIET =

2. AMBMHNRETHIIRPEREER ( #£Form Builderd 8|2 ) , RFEHRE. REMEA
SER—NMEEREWAERNIIETF,
3. REFRERBHARFRIMFAE,

& A LUBIAPIA R IR AV FRA B E R E

HOST>/bpa/api/v1.0/settings/custom-form/CustomSettings
Method: GET
Response
{
"_jd": "5cac5c60e462ba27e5d85a05",
"createdBy": {

"name": "admin",
"firstName": "admin",
"TastName": "admin",

"id": "b90306e7-7e55-447b-a531-df36ea55aae3"



1,
"formName": "CustomSettings",
"tabName": "CustomSettings",
"data": {
"Host": "10.1.1.XXX",
"Port": "8080"
1,

v': 0

ERERRHIH | CustomSettings 2R INEIR B N ARFNIENF,

WIEBRR

LN TR PR B T ARIZABRERE 0 AT MMIBR A £ 804E . AT RREY SR SEERIIT, =
. TERAEIER., EMERENTROKRSITE,

> T IAT

il
e

Settings
Controllers SMTP Support Password Settings Ticketing Data Purging +
@® Run now
Schedule
Analyze )
+csv ¥ Excel a v o
Last Executions = Execution Type = user = Actions
. 07/03/19, 10:21 AM Analyze admin ~
06/21/19, 11:21 AM Analyze
06/17/19, 09:20 AM Purge
06/16/19, 10:21 AM Analyze
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Settings

Controllers SMTP Support Password Settings Ticketing

Run now

P N
(®) Schedule

Start Date s Start Time
7/29/2019 12:06 PM o

hours

End Date = End Time
F/30/2019 12:00 PM o

BIEERIEE
N B WEMFRUN nowR iR | NERIEAFE. BTUEEEETERREERRE.

B RIBIEBR , EHITUTERE

1. % A Start Date#Start Time,

2. P EEITNEEE,

L REFELEREE TN/ NFRE,

4. % AEnd Date#End Time , &5 % & Schedule,

5. B HAnalyze & F AT MR IE RO E,

6. £HViewRHrEE LXETHEAE R,

7. ERIBRABIRET , EERBEMAINIT , RS2 EMHBRERR.

RAAImInA = 7] BUE 1T H 1T “data-aging-policy-definition.json” 3 4 1 & L B IEE Ko

-

{ "categories":{ "Process Templates Executions":{ "microservice":"core",

BREEREMATELMNT
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BT _to_delete: EMIBRAN EE L ie RN T AKE

MR FMEAR

BPAE A MR IMERWEIRZHIME AN, TAERAMNERINARFER A
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= alial dmin adin
cisco Business Process Automation samin admin
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B
Event Handler
x o
P £ R

2. % Network Topology TemplatesiEIl <., R £:F & ~Network Topology Templates 5T H.
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"service_schema": {
"telemetry:telemetry": {
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"containsMultipleServicePath": false,
"containsWhenStatement": true,
"subscription": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 3,
"interface-id": {
"deps": [
"/telemetry:telemetry/subscription/source-interface"
1,
"evaluated_when_entry": false,
"mandatory": true,
"isCustomElement": false,
"sort_order": 4,
"when": true,
"data-type": "String",
"namespace": "/telemetry:telemetry/subscription/interface-id",
"Tabel": "interface-id",
"nodeType": "Leaf"
1,
"source-interface": {
"isCustomElement": false,
"sort_order": 3,
"options": [
"HundredGigE",
"Bundle-Ether",
"FortyGigE",
"GigabitEthernet",
"TenGigE"
1,
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/subscription/source-interface",
"Tabel": "source-interface",
"nodeType": "Leaf"
1,
"destination-id": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 2,
"id": {
"deps": [
"/telemetry:telemetry",
"/telemetry:telemetry/destination-group"
1,
"key": true,
"Teafref": "/telemetry:telemetry/destination-group/name",
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/subscription/destination-id/id",
"Tabel": "id",
"nodeType": "Leaf"
1,
"keys": [
"ig"
1,
"namespace": "/telemetry:telemetry/subscription/destination-id",
"Tabel": "destination-id",
"nodeType": "List"
1,

"sensor-group-id": {



"mandatory": true,
"isCustomElement": false,
"sort_order": 1,

"interval": {
"isCustomElement": false,
"sort_order": 1,

"default": "30000",

"maxRange": 4294967295,

"minRange": O,

"data-type": "int32",

"namespace":

"/telemetry:telemetry/subscription/sensor-group-id/interval",

"Tabel": "dinterval",

"nodeType": "Leaf"

1,

"sensor-group": {

"deps": [
"/telemetry:telemetry",
"/telemetry:telemetry/sensor-group"

1,

"key": true,

"lTeafref": "/telemetry:telemetry/sensor-group/name",

"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"options": [

"oc-platform",
"cisco-platform",
"oc-bgp",
"cisco-bgp-ipv4",
"cisco-bgp-ipve",
"oc-bundle",
"cisco-bundle",
"cisco-isis",
"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",
"oc-mpls",
"oc-acl",
"cisco-11dp"

1,

"data-type": "enumeration",

"namespace":

"/telemetry:telemetry/subscription/sensor-group-id/sensor-group",

"Tabel": "sensor-group",

"nodeType": "Leaf"

1,

"keys": [

"sensor-group"

1,

"namespace": "/telemetry:telemetry/subscription/sensor-group-id",

"label": "sensor-group-id",

"nodeType": "List"

1,
"subscription-group-name": {

"key": true,

"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"data-type": "String",

"namespace":

"/telemetry:telemetry/subscription/subscription-group-name",



"Tabel": "subscription-group-name",
"nodeType": "Leaf"

1,
"keyS”: [
"subscription-group-name"
1,
"namespace": "/telemetry:telemetry/subscription",
"Tabel": "subscription",

"nodeType": "List"

1,

"sensor-group": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 2,

"name": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"options": [
"oc-platform",
"cisco-platform",
"oc-bgp",
"cisco-bgp-ipv4",
"cisco-bgp-ipv6e",
"oc-bundle",
"cisco-bundle",
"cisco-isis",
"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",
"oc-mpls",
"oc-acl",
"cisco-11dp"
1,
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/sensor-group/name",
"Tabel™: "name",
"nodeType": "Leaf"
1,
"keys": [
"name"
1,
"namespace": "/telemetry:telemetry/sensor-group",
"label": "sensor-group",
"nodeType": "List"
3,
"destination-group": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 1,
"address-family": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 2,
"protocol": {
"isCustomElement": false,
"sort_order": 3,
"options": [
"grpc”,
"tcp",
"udp"



1,

"default": "tcp",

"data-type": "enumeration",

"namespace":
"/telemetry:telemetry/destination-group/address-family/protocol”,
"Tabel": "protocol",

"nodeType": "Leaf"

1,

"encoding": {
"isCustomElement": false,
"sort_order": 2,

"options": [

"gpb",
"json",
"self-describing-gpb"
1,
"default": "self-describing-gpb",
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/destination-group/address-family/encoding",
"Tabel": "encoding",
"nodeType": "Leaf"
1,
"port": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 1,
"maxRange": 65535,
"minRange": 1,
"data-type": "int32",
"namespace":
"/telemetry:telemetry/destination-group/address-family/port",
"Tabel": "port",
"nodeType": "Leaf"
1,
"ip": {
"key": true,
"mandatory": true,
"isCustomETement": false,
"sort_order": 0,
"data-type": "ipv4",
"namespace": "/telemetry:telemetry/destination-group/address-family/ip",
"Tabel": "ip",
"nodeType": "Leaf"
1,
"keys": [
“ip”,
"port"
1,
"namespace": "/telemetry:telemetry/destination-group/address-family",

"Tabel": "address-family",
"nodeType": "List"

1,

"vrf': {
"isCustomElement": false,
"sort_order": 1,
"default": "default",
"data-type": "String",
"namespace": "/telemetry:telemetry/destination-group/vrf",
"Tabel": "vrf",
"nodeType": "Leaf"



"name": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/destination-group/name",
"Tabel"™: "name",
"nodeType": "Leaf"
1,
"keys": [
"name"
1,
"namespace": "/telemetry:telemetry/destination-group",
"label": "destination-group",
"nodeType": "List"
3,
"device": {
"deps": [
"/ncs:devices/device"
1,
"key": true,
"leafref": "/ncs:devices/device/name",
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/device",
"Tabel": "device",
"nodeType": "Leaf"
3,
"keys": [
"device"
1,
"service-point": "/telemetry:telemetry",
"Tabel": "telemetry:telemetry",
"nodeType": "service"

JSONER &Rl

1. service_schema.telemetry:telemetry.subscription.keys

- £ RNA : "subscription-group-name"
2. service_schema.telemetry:telemetry.subscription.interface-id.deps

- A EN ENATAREO
3. service_schema.telemetry:telemetry.subscription.source-interface.options

« £RNA : “HundredGigE”, “Bundle-Ether’, “FortyGigE”, “GigabitEthernet”,
“TenGigE”
4. service_schema.telemetry:telemetry.subscription.source-interface.options[0]



- ERAB "BTFEE"

5. service_schema.telemetry:telemetry.subscription.subscription-group-name.key

« £RAA : true

=

"_id": "5d336e66259cd02c05b14567",
"createdBy": {

"name": "admin",
"firstName": "admin",
"lastName": "admin",

"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffb86"
1,
"formName": "TMO_Settings",
"tabName": "TMO_Settings",
"tabId": "5d336df75ff94c2c00facec3",
"data": {
"database": {
"host": "localhost",
"port": "8080",
"username": "admin",
"password": "admin"
1,
"usecases": [
{
"usecase": "VNF",
"displayName": "Basic VNF Check",
"canSchedule": true,
"emailBody": ""

"usecase": "ESC",
"displayName": "Hello ESC Use Case",
"emailBody": "HHHHHEEEEE"

JSONPath/Rfl :

1. data.usecases[x].usecase

- £RAA : "VNF""ESC"
2. data.usecases[x].displayName

« ZRNA  "EAXRVNFRZE","Hello ESCHEHZHI"
3. data.database.host



- ERAB K EA"

4. data.usecases[0].usecase

s E£RNA : "VNF"
5. data.usecases|1].usecase

- ZRAR "ESC"

Ml =

"success": true,
"response": {
"jsonrpc": "2.0",
"result": {
"current_position": 1,
"total_number_of_results": 6,
"number_of_results": 6,
"number_of_elements_per_result": 3,
"results": [

[
"arista-dcs",
"arista-dcs",
"5.2.4"

1,

[
"cisco-ios",
"cisco-ios",
"6.10"

1,

[
"cisco-iosxr",
"cisco-ios-xr",
"7.7"

1,

[
"cisco-nx",
"cisco-nx",
"5.7.6"

1,

[
"cisco-staros",
"cisco-staros",
"5.10.4"

1,

[
"juniper-junos",
"junos",
"4.1.3"

]

]
1,
"id": 2



JSONEE BRI -

1. response.result.results[0]

« Z£RBAA : "arista-dcs","arista-dcs","5.2.4"
2. response.result.results[0].[0]

o £RAR : "arista-dcs"
3. response.result.results[0].[2]

- ERAB 524"
4. response.result.results[5]

o ERNA : "juniper-junos”, "junos", "4.1.3"
5. response.result.results[5].[0]

- £RNA : “juniper-junos”
6. response.result.results[5].[1]

« £RAA : "junos”
7. response.result.total_number_of_results

- GRAR 6

I
[

{
"name": "A11",
"defaultPreference": true,
"1sa": false,
"default": false

3,

{
"name": "nsol79",
"defaultPreference": false,
"1sa": false,
"default": true

3,

{
"name": "nso0226",
"defaultPreference": false,
"1sa": false,
"default": false

3,

{
"name": "nsol65",
"defaultPreference": false,
"1sa": false,
"default": false

3,

{

"name": "USER_NSO",



"defaultPreference": false,
"1sa": false,
"default": false

}
]
JSONEE R RAI -
1. 8% . NIHMBERF
« £RAZA :"Al", "nso179". "ns0226". "nso165". "USER_NSO"
2. [0].name
C BRAR 2
3. [1].8%
« £RNA : “nso179”
~5:
[
{
"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffb86",
"username": "admin",
"email_address": "admin@bizapps.cisco.com",
"first_name": "admin",
"Tast_name": "admin",
"created_at": "2019-07-15T08:39:36.000Z",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"
3,
{
"id": "edfb066f-93b1-43e2-8ed1-5118f9651311",
"group": "workflow-admin"
}
]
1,
{
"id": "21512d4a-5e0a-4f0e-8de6-55c344d25aba",
"username": "demo",
"email_address": "demo@bizapps.cisco.com",
"first_name": "demo",
"last_name": "demo",

"created_at": "2019-07-15T08:39:36.000Z",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"



"id": "0224419d-8168-4ddf-9212-5811e4b6d913",
"username": "svcuser",

"email_address": "svcuser@bizapps.cisco.com",
"first_name": "Service",
"last_name": "User",

"created_at": "2019-07-15T08:39:37.000Z2",
"local_user": true,

"groups": [

{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

3,

{
"id": "f7557a5e-0d75-4357-bcab-2a74680f2890
"group": "svcacct"

}

"id\": "7100d085-3067-46c0-8f0b-945162f5e011",
"username": "bpaadmin",
"email_address": "bpaadmin@bizapps.cisco.com",
"first_name": "bpa",
"Tast_name": "admin",
"created_at": "2019-07-15T08:39:37.000Z2",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

"id": "9ebfd385-f7c9-40f7-aa50-8c27d88a5c93",
"username": "svcmgr",
"email_address": "svcmgr@bizapps.cisco.com",
"first_name": "Service",
"last_name": "Manager",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": [
{
"id": "340d0431-52c0-4f43-9214-2a6db989b865",
"group": "service-manager"

"id": "3bebeca7-bf5c-48d6-98fc-65208be59589",
"username": "devmgr",
"email_address": "devmgr@bizapps.cisco.com",
"first_name": "Device",
"last_name": "Manager",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": [

{

"id": "cc5b9f7e-12dc-46ec-b31c-529d7671d073",



"group": "device-manager"

}
1
1,
{
"id": "dcab8603-e763-4d5c-958b-d57e4bc7eel2",
"username": "demouser",
"email_address": "demouser@bizapps.cisco.com",
"first_name": "demo",
"last_name": "user",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": []
}
]
JSONBE R RAI -

1. groups[x].group

« £RNA : "admin". "workflow-admin", "admin", "admin", "svcacct"., "admin",
"service-manager", "device-manager"
2. [0].last_name :

- ERNEF EER
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. New Ul
neSted LISt Edit Form Preview

Download Basic Advanced  Preview

{
"create": [
(
"nestedList": [
{
"TextBox1": ""
“List1-984263": []
}
1
¥
1y
"delete": []
}

BRETFNE
EPreviewlX T , ®EUKRRRLHER , BARIIEHE — N EGEIT,
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B FUE AR
EARZERSGNARR
BEERENAAFLEEMEPNEE,
AT IR & B R AE R A P IATIA T84

o RINFIRE

- RENEEENES
o MIBRIZR

- SA/SHIBRIIK
- TEER

. ME IE‘EE -‘LIE

- EERRA

- BEERE Ak
- EERBREEN

BEERRE , FHRITUTERAE

EENERTREZEERNARF. REMEEISE RDevice ManagerR&.

— Heat]e,  Home / Device Manager
- cisco  Business Process Automation admin admin o o e
35
Device Manager
Device Manager Credentials Device Groups ~Config 1 Backup Jobs g 1 Restore Jobs
Select Controller Type Select Controller Instance
vManage ~  vManage-Master -
+ csv ¥ Excel Qv O [20 v

Name i Description i Address i Port i Controller i sub Controller i Credentials i 0sType i Protocol Actions
vSmart-2 vSmart-2 Manage-M fanage-N Nogroups ~ vsman t 14
VEdge-BMT2 VEdge-BMT2 g ter g s No groups vedge-cloud ©
VEdge-BMT1 VEdge-BMT1 g g No groups vedge-cloud o
vBond-2 vBond-2 g ter g s No groups vedge-cloud [od
vManage2 vManage2 9 g Nogroups ~ vmana ge o
Cat8kv-BMT-2 Cat8kv-BMT-2 g ter 9 No groups vedge-C8000V ©
Cat8kv-BMT-4 Cat8kv-BMT-4 9 g No groups vedge-C8000V o
Cl8k1-1 Cl8k1-1 9 ter g No groups vedge-C8000V ©
Clgk1-2 Clgk1-2 9 g No groups vedge-C8000V [o4
Cat8kv-BMT-1 Cat8kv-BMT-1 g ter 9 No groups vedge-C8000V [od
Cat8kv-BMT-3 Cat8kv-BMT-3 9 g No groups vedge-C8000V ©

Tto110f11 1< < Pagelof 1 > 51
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Device Manager M H £ & RN IRZHN TR, ®REFHKIName, IP Address. Port, H4RKIE4A,
NEDEE ML, INSOFMEZEEIZRIEFHIEFE AAJIZH. Sync RFSIEZHAMNNSOEFIZEE A
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REFRIE

BPA L A P A Device Actions ( iR Z IR ) HEITIFRMITSIURE,

ETRRE , FHATHUTRE

1. IEPIRF AV EIRAE,

Device Manager
Device Manager Credentials Device Groups

TN Select Controller
) ns0-80

FE PR X Clear Selection @o

Name i Description ! Address i Port £ Controller i Credentials i os i Protocol i Actions
B 101055244 nso-80 0S_AUTH_LOCAL _LAB cisco-ios-cli-6.33 ssh LoV |
| DeLF_o nso-80 default cisco-iosxr-cli-7.14 ssh o/
| DeLF_1 nso-80 default ssh o/ 5
| DeLF_2 nso-80 default cisco-iosxr-cli-7.14 ssh LAV |
| DOLF3 nso-80 default cisco-iosxr-cli-7.14 ssh ©/s 3
| Juniper_34_Netconf_NED nso-80 junos_Avinash  netcont f o/
1t060f6 I < Pagelof1 > >I

REIRE
2. B FDevice Actions, RENFE R TR IR,

N s MUEPRENERER | TASTRERD.

Select NSO Select RES Node
NSO 226 v jun_32 v

NSORE

N B MBANSOBREREATLSA , MMEBEE TNSOMLSAT & | FEFIEARFSH A
. EHREIERFSH Ao

Device Actions T BViE 1N % 5k K2 HI85K B M =



Device Manager

Device Manager Credentials Device Groups

Device Actions ~

Ping

Connect
Fetch Host Keys

Check Sync

Compare Config

View Config

sync From

sync To

E]. Juniper_34_Netconf_NED



RFREDIRA

Device Actions A

Ping

Connect

View Config

RFRIETIR2



( Device Actions A )

Get Status

View Config

Sync

REZRIEIIRS



Device Actions A

l Get Status

o ~ 1

View Config

Check Sync

Deploy Config

Backup Conhg

RFZRIEIIRS
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Device Actions A
A 4

Get Status

View Config

Check Sync

RFRIEFIRS
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Device Actions A

Ping Device m
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|

View config

Discover device
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Device Actions A

View Config -

Compare Config

Check Sync

Sync From
REZRIESIRT
Device ActionsiiBAIN T :
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EERE

CE

CEZ
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#EE

iR
ConnectZ Y 5L & WIEEHREERERS, -

RRINEANTEREFRDENBAEL. =
%A Synck ENSO CDBHI R ERBRE SR E LM
Check Sync X

Device Name Result Info

3021 IN-sync

BITRERS.

R ERERINSO COBHFMEL B ST iR & ENE1T

CCCCCCCCCCCCC X

BB TR =
View Config ( BEEHRE ) AFLEFIRP—IHZNH
e ENEE, MERBESNRPERSIMEE | &
fEView ConfiglE AR B S BHUETEHLER,

Sync FromBESEE , MUEARENZTREEFHNSO

Sync From X

Device Name Result Info

3.021 true

B RNSO COBH EFHHNEES RBEZTRERS, -
Backup Config ( 27 HE ) #H TAAPMERENIRE
FHWED, AP ATLUEERRA TR0 R ERE
RIFRRT, (NHEHBFRBEIHFZAREN ( HaH

CDB.
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Target Repe

DCNM) , RABREF EH. (
EEMEPIERNZEFHEANTTFIRE, BPABRT
CDP neighborin G ERARE XI. BEl , BPAKIIEH

RIRE REARS, “REEFHTRSEBHEER.  —
Discover devices N HE R E X Mg ZHFIR AR B X
IPirtE, EWA. FENKGREANES. EFEER
MEEF | FEBREHSEHRZRMEE,

IR
BN EESRPNERZICER FNSOMEHETNIR R T H2].
ERMIRE , BRITUTSE :

1. R iiDevice ManagerTUH L #JAdd. Add Device® O3TH,

| Add Device A~
Name * Address *
Port * Description
Latitude Longitude
Select Auth Group * v  Select Device-Type * v
Admin State * v
A

ANSORMIRZE O

2. ¥ FNSOEZ#IZS , BM AU TR :



« B MARBNEWN

 WARMAROS

- FEMARBNHEBESEESE

- ZEMARBHNOMBEEFE

« Authgroup: A T HIF R HIE R ERMAVIZ RN S B RIEH

o BIRA:MAdmIn State T FI TR %EFEAImIn StateZKE | LUERINIZ R
o Mok E A IRZ RV IPHE 3L

o 3EIR 5 A BRI D & YR % A i BE

c BRER  NTHIRPEFERMAZRZRNRZRE

‘ Add Device X

Name * Address *
‘ Port * Description

Latitude Longitude

Select Auth Group * - Select Device-Type * -
Select Protocol * -

Jump Server

Server Name or |IP address Select Auth Group v

Connection Method

[] ssH[ ] Telnet Port

Cancel

ANRFER , ATEREERZ

3. W TEEIRZEHER , FRANUTFR

« B IREMER

o Mtk ARREVIPHLE

- WOROS

o IR INEI P KBV 1% F B 1 R

- GERENHESERESS

- ZEREBWNHEMEEFE

« Authgroup: i %9 T $1 51 5k ik FEAuthgroup

o IRRAR . HEFREXE (HlWCisco 10S, 10S-XR) »

o PMCIEERSSHE Telnet

« JumpfRFES: BEERFF|MNIFMAER (FlW , IPHbit, FMAWIEA, AR O )



4. BHROKFRERMEIMEL,

REIRZFEAEE

BYRZFEERREERZRAFELGERTNSO, AnsibleME R RZEFIZR.

BREBRBFFMAES , BHRITUTRE

1. #£Home TN k # FHDevice Manager A BB IR & ¥R HEFIZE,

Device Manager
Device Manager Credentials Device Groups

Select Controller
nso-80

IEETT L X Clear Selection eo

Name i Description  Address i port i Controller i Credentials i os i Protocol i Actions

B 101055244 2 nso-80 10S_AUTH_LOCAL_LAB cisco-ios-cli-6.33 ssh ©/s 3
| DeLF_o 10022 nso-80 default h °© @ u
| DeLF_1 10023 nso-80 default h o/ 5
| DeLF_2 10024 nso-80 default h Lo AVa |
| DeLF3 10025 nso-80 default Gisco-iosxr-cli-7.14 ssh o/ 5
| Juniper_34_Netconf_NED 22 nso-80 junos_Avinash netconf o/

1t060f6 1< < Pagelof1 > >

YmEEE PR

2. &R EditE4R. Edit Device® AT,

- ——

Edit Device X

Name Address
Port Description
22 test_device
Latitude Longitude

Select Auth Group Select Device-Type

cisco - cli -
Ned Id Protocol
cisco-ios - ssh

Admin State
unlocked -

=1 R




REERE - NSOZHIRR

Edit Device X

Name Address
Inventory Name

Credential * v

REBIRE . AnsibleiRFIES

Edit Device

Name Address *

Port * Description

22 test description
Latitude Longitude

Select Auth Group * ~  Select Device-Type *

Select Protocol *
ssh o

Jump Server

Server Name or IP address Select Auth Group -

Connection Method

[[] sSH[ ] Telnet Port

Cancel

REIRE  BEETIRFEHSR
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N EE  TEGEName TR, WFNSOMAIE  NED-ID T A5 B2 BIEF %8 Device-
TypeﬁﬁEE&o

4. QT HE  REEL.
T BR iR &
RENSOMEEFRZFEHBIIFELRE EERMBERREZ

M BRig R HY B ER

1. RS EIREWDeleteBit. RAPETREEHE,
2. B FEOKLMIBRIE R

N EE  MIBNSOEHIE & S BMNSOZ FARIERE (CDB) Xk A M.
SARE

RENSORHEXRBTEE ERES ARE.

TS ARE , WHITUTRAE -

Device Manager

Device Manager Credentials Device Groups

rd —\
Add Upload ( Download J
S A

REEHER L&

1. B Upload , EAM REHEREE 4.
2. MRFE , FTHREFERAEAZERSARRIIR, ARRBFERVEFHAEE , BEHT
BOREER,

THIREER



{XNSOZ |88 2 #F T HIR B MR

ETHRZFEMR , HEHITU TR :

Device Manager

Device Manager Credentials Device Groups

Yy
S vy

REEHERTH

1. # Download, SIZEGFEFERNERF(csv) HFEHRTFRRBRE,

A B C D E F G H [ J K
name address port description authgroup admin-state device-type ned-id protocol

1
2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17
18
19 |
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+ NSO

« CNC
- BRlCatalysts s
« DCNM
« NDFC
Select Controller Type Select Controller Instance
DCNM - DCNM-New -
a T O [20 ~
: 0S Type 2 Pr.. I Actions
NOK=-C9300v ®© lE
MNAK-C9300v © E
L ————————1
MNOK=-C9500n ® @
MNAK=-C9300v LO E
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_ \taty,  Home / Dsvice Manager / Backups

. . dmin ad|
cisco  Business Process Automation aaminacmin o O 9

Backups

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Device Name: N93H_207 Controller Instance: DCNM-New
+ csv + Excel Q T O (20 v

[7] Backupid i Policy Name } ScheduleT... i Label i StartTime i Duration f Actions

D a87043e0-13ed-11ed-b116-254. Default-DB On Demand sanity-test 202. 08/04/22, 5:34:57 PM 37s © -~ @
m 4885cc00-13e5-11ed-9487-a54... Test-BnR Recurring 08/04/22, 4:35:00 PM 37s © @
ﬂ aa9d57b0-13da-11ed-ac10-79f8. Test-BnR Recurring 08/04/22, 3:19:00 PM 2s © - @
m ©¢53b6cb0-1290-11ed-b470-f1d0. Test-BnR On Demand UAT-08-02-20. 08/02/22, 11:57:31 PM 38s © - @
D 5727b600-1274-11ed-8ddd-276... Test-BnR Recurring UAT-test-001 2.. 08/02/22, 8:34:00 PM 3s @ @
D 7b5de0b0-1235-11ed-b851-b14... Test-BnR-Gitlab On Demand test-009 2022-...  08/02/22, 1:04:03 PM 37s © - {9
D 06a22db0-1232-11ed-8d99-c11... Default-DB On Demand sanity-case 20... 08/02/22, 12:39:18 PM 37s @ - @

“BALIERT
TR R PTE IR B EEIRE , WA,

EEEMEE

Backup Configuration X

vlan 1

vrf context management
ip route

interface Etherneti/1
interface Ethernet1/2
interface Etherneti/3
interface Etherneti/a
interface Ethernet1/s
interface Ethernetl/6
interface Ethernet1/7
interface Ethernetl/8

interface Ethernet1l/9

AmtarnEarn CHhammatd fan

Copy Download

“BHEREER



BRHERZFHFEPNRFEE, ZRETREA T FTHREEILET,

EREE

Compare With Current Config

Device Name : ios-xr-120

Running Config vs Backup Config (30/05/2023, 12:58:58)

1-Wed Jul 5 09:43:12.245 UTC
2 -Building configuration...

3 !I! I0S XR Configuration 6.0.1
4 11 Last configuration change at Wed May 10 10:10:32 2023 by cisco
5 1

6 hostname 10S_XR_116

7 logging hostnameprefix 4.3.2.1

8 cdp

9 line default

10 transport input ssh

11 !

12 interface MgmtEtho/0/CPUG/O

13 cdp

14 ipv4 address

15

16 interface GigabitEthernet0/0/0/0
17 | cdp

18 ipv4 address
19 !

20 interface GigabitEthernete/e/e/1
21 cdp

22 ipv4 address

23 1

24 interface GigabitEthernete/e/e/2
25 shutdown

26 1

27 router static

28 address-family ipvd unicast

30 !

3t

32 ssh server v2

33 end

35 - RP/0/0/CPUG: T0S_XR_116#

HREESE A

Controller Name : NSO-176

!1 I0S XR Configuration 6.0.1
11 Last configuration change at Wed May 10 10:10:32 2023 by cisco
'

3

4 hostname 10S_XR_116

5 logging hostnameprefix 4.3.2.1
6 cdp

7 line default

8 transport input ssh

9 1

10 interface MgmtEtho/6/CPUG/0

11 cdp

12 ipv4 address

13 1

14 interface GigabitEthernet0/0/0/0
15 | cdp

16 ipv4 address
|

18 interface GigabitEthernet0/0/0/1
19 | cdp
20 ipv4 address

!

22 interface GigabitEthernete/e/e/2
23 shutdown

24 1

25 router static

26 address-family ipvd unicast

28 |t
2 1

30 ssh server v2
31 end

LR REHRETRERH MR OEEH#THLR.

REEE

Are you sure you want to restore to this backed-up config?

RS BB B IA

R PR AR R A% 13 1% ¥ Restore ConfigBitR, XFITF —MEEMXFAEENBIANEE,

NG, AT SRR R ERAVIE R TER.

AR

FIEREEXINSOMEBELEERZIZFIR,

Cancel



R £ HCisco Catalyst CenterfMAnsibleiZ#l28 & RMNEKEZEFISFRINABTE N R1R5xK, &
AEB AR, FEHEMIERCisco Catalyst Center, DCNM, AnsibleFflvManage#% #2389 &1k .

Credentials U E /& iF F P E A< HISSHE B IRIEE B AL A AR ZZREA .
Ei{FRIEIE , E7EDevice Manager® M L i%#Credentials.
A AT AT IR4E -

o ANINEEHE
- BRI
o M5 2% AP BR

N orE . wERISERANSTHASERE.
Ay IK=AT

[RNSOMEEEIE & I8 X IR MBI,
TRMEIE , FRITU TR -

1. f£CredentialsTTH £ , #$Add. Add Auth Group®& 0§ F.



Add Auth Group

Auth Group name *

default-map: Remote authentication parameters for users not in umap

remote-user

remote-auth

remote-secondary-password

A& B RIEA

2. MAUTZFE :

- BRRITABZR
- AW
- REAFA
- ENZREZEN
- FTEMNIZEHBIER
3. ifﬁSavel«,{}ﬁ?bﬂ%ﬁLﬁE,ﬂ

YmEERIE

{XNSOME £ TR F 2 HI 2R FHRB UL

1. #%&#ECredentialsi£ I+,
2. IEREIE HIERRERIR, Edit Auth Group® OF F.
3. mBERINMANFEAEE , AREFRE




Edit Auth Group

Choice - rematellser
rematelame -

Specify device user name *

Cholce - remotesuth
remaotePasswond -

Specify the remote Password

remoteSecondaryPassword

Cancel [ Update ) m

umapiF 415 5

4. MRFE , AT ELULT —NHSMETF F 5 AE B RKANMumap:

* admin
* nsouser
- BIER
- MTHI5IFRH % ERemote Name
- MARZRAFE
- MTHI%1 &R H ik ERemote Password
- MAPFTENIZEZE

- WAFTENZEHB B
5. # HSave AR Mlumap.

Tl BRSEAE

{XNSOMIE £ 21 & 12 5 88 SIS M BR T o

EMBRIR I EUE |, BT TRE -

1. #£Credentials A L , BB EAMDeleteBir. REFETRELEHEHE,



2. BHOKMIBRZ A,

REH

NSO#FICisco Catalyst Centerf2 #l25 F E X #FDevice GroupsTT H

FETRMNERZFBFRRIMNAGRBZFHN R KSR , A TFDCNMMAnsibletZ . X B IDCNM,
AnsibleflvManagefZ Hll28 700, 37 M BR 1% & H RV IEDL,

Device Groups REI A FAF IR IRFAHFNESEBIERNH. AP AIUNEARITTIENRE X
LRESNATZEEATHMERE,

BFENREA , BHATUTRE

1. #£Device Managerfi Fi#2 F H i%&ZFDevice Groups .
2. R FEEN4 & RDevice GroupH , EHEE L TR :

- AINREA
- RIEBIREA
- MIBRIRZ

wNIRE A

X X NSO #|25 M Cisco Catalyst Center 7N ili% & 4.,

AINRFEHNTIR

1. RifiDevice GroupT H E#Add, Add Device Group® A3 FF,
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AR &4

2. MAFENER , REHEEHSave,

wEREA

{XNSO#2#I88 FMCisco Catalyst CenterxiFmEBiRZ A,

1. %&£ Device Groups,
2. R ERENIESEEHWEdtEIR. IFFTFEdt Group DetailsE A , EHE RAATHIRZH S
=

device-group

@ selected(t ) @ selected(29) )

eeeeeeeeee eeeeeeeeeeeeeee
uuuuuuuuuuuu

09615816

ob

10495b0287650

12
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eeeeeeeeeeeee
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3. EEME & i ARE BIA MMM ERIZZ
4. EEMESS  ERERFMNA , RFETUpdate,
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_ Il Home / Device Manager / Configuration Backup Jobs
=Wl o - s @@ O O
cisco Business Process Automation

Configuration Backup Jobs
Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Controller Type Controller Instance Status From Date To Date
DNAG, CNC, NSO, DCNM ~  CNC-211, DCNM-67, DCNM-... ~ COMPLETED, RUNNING, FAIL... ¥ 5/21/2023 B x  6/5/2023 B X @ AutoRefresh
4 csv ¥ Excel Qa v O
Device i controlle... i policy Name i scheduleN.. { Schedule.. : Label i startDate... { purati. ! Status i Actions
ClOS8kv-18.f...  DNAC-R3 DNAG Backup De.. On Demand 06/05/23, 2:55:3... 175 SKIPPED @ -
ios-xr-121 NSO-176 NSO Backup Defa On Demand 06/05/23, 12:27: s COMPLETED @ -~
cisco-iosxr-n...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:4... FAILED [
cisco-iosxr-0  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED [
cisco-iosxr-2...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED o
cisco-iosxr-1...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED o
br-cisco-iosx... ~ CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:0...  21s SKIPPED @ -+
cisco-ios-1 CNC-211 CNC Backup Defa On Demand UAT0602 06/02/23, 7:54:0. FAILED (]
N93H_157 DCNM-67 DCNM Backup De... On Demand device check 70 06/02/23, 7:01:1...  15s SKIPPED @ -
N93H_154 DCNM-67 DCNM Backup De... On Demand device check 70 06/02/23, 7:01:1...  29s SKIPPED @ -

Be B & 1701l P 4%

Configuration Backup Jobs M E "I EHRIMEBHRMEMN IR, MEETREBAREN—IKE , UK
BN R OIRS, BIEATLURIEHIBERE, BHIEM, FORSURBEEE#HTIIE, BRIAE
BT, MgREREERBANBE.
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Backup Configuration

Il I05 XR Configuration 6.0.1

!! Last configuration change at Wed Jul 5 04:36:30 2023 by cisco
hostname I0S XR_121

telnet vrf default ipvd server max-servers 1
aaa authorization exec default local none
aaa authentication login default local
cdp

line default

transport input ssh

(]

interface MgmtEth0/0/CPU0/0

description testl234

cdp

ipvd addreass

|

interface GigabitEthernet0/0/0/0
description teatl2l

cdp

ipv4 address

|

interface GigabitEthernet0/0/0/1
description test

cdp

#EIE
HREETZENFHRINREERE, AR THEE,

HREE



Compare With Current Config .

La

Device Name : ios-xr-121 Controller Name : NSO-176
Running Config vs Backup Config (05/06/2023, 12:27:53) ~
1-Wed Jul 5 09:48:31.963 UTC =
2 -Building configuration...

3 ! I0S XR Configuration 6.0.1 1 1 I0S XR Configuration 6.0.1

4 !t Last configuration change at Wed Jul 5 04:36:30 2023 by cisco 2 !l Last configuration change at Wed Jul 5 04:36:30 2023 by cisco
5 ! 3

6 hostname I0S_XR_121 4 hostname I0S_XR_121

7 telnet vrf default ipv4 server max-servers 1 5 telnet vrf default ipv4 server max-servers 1
8 aaa authorization exec default local none 6 aaa authorization exec default local none
9 aaa authentication login default local 7 aaa authentication login default local
10 cdp 8 cdp

11 line default 9 line default

12 transport input ssh 10 transport input ssh

13 ! 11 !

14 interface MgmtEth@/0/CPU0/@ 12 interface MgmtEth@/0/CPUG/@

15 description test1234 13 description test1234

16 cdp 14 cdp

17 ipv4 address 15  ipv4 address

8 ! 16 !

19 interface GigabitEthernet0/0/0/0 17 interface GigabitEthernet0/0/0/0

20 description test123 18  description testl123

21 cdp 19  cdp

22 ipv4 address 20 ipv4 address

23 ! 21 !

24 interface GigabitEthernet@/0/0/1 22 interface GigabitEthernet0/0/0/1

25 description test 23 description test

26 cdp 24 cdp

27  ipv4 address 25  ipv4 address

28 ! 26 !

29 interface GigabitEthernet0/0/0/2 27 interface GigabitEthernet0/0/0/2

30 description test 28  description test

31 shutdown 29 shutdown

[ oion v
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View Error

Prechecks Execution Failed

BREMEREN

i}

WRZEFRTHEREBREBERTEL  W2ERERERFARESER.
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{l1aa]y, Home / Device Manager / Configuration Restore Jobs

cisco  Business Process Automation admin admin 9 0 O 9

Configuration Restore Jobs

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Controller Type Controller Instance From Date To Date
NSO, DCNM ¥ DCNM-67, DCNM-Nexus, nso... ¥  5/21/2023 B x 6/5/2023 B x
Device Name : ios-xr-121 c ° o ° 100%
Start Time: 06/05/23, 9:47:12
AM PreChecks Restore ConfigDiff PostChecks
4 csv ¥ Excel Qa v O
Device % Controller Instance  ControllerT... ¢ Policy Name ¢ Initiated By ¢ StartTime } Status  Actions
. ’ . T 2B
UJ ios-xr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:30:35 PM RUNNING -
| ios-xr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:28:20 PM RUNNING i IZI'
ios-xr-121 NSO-PT-179 NSO NSO Backup Default Po...  admin 06/05/23, 9:47:12 AM COMPLETED
bnr_nexus_145 NSO-176 NSO UATintern3005 admin 05/31/23, 2:14:39 PM RUNNING

EREMER
BYEEMERA AR T #ERMIREEMENEARES.

ERETHERIFIFARS




Home / ¥

alialin

rkflows / Tasks / 16861574-13ed-11ed

0-16a7¢f8c3813

admin admin o O e

cisco. Business Process Automation
Task List
Overview Tasks Defined Workflows Workflow Instances
Debug View Incident List
Auto Refresh ) From Date B ToDate [a)
+ csv + Excel Q T O [20 v
Task i Type ! Started ! Ended ! Duration ! Status Owner i Assignee { Groups i Acti.
End noneEndEvent 08/04/22, 05: 08/04/22, 05 0:00 Completed
Update serv 08/04/22, 05 0:0¢ Completed
ConfigD...  serviceTask 08/04/22, 05: 08/04/22, 05 0:00 Completed
Vi userTask 08/04/22, 0 2:13 Completed
Execute. serviceTask 08/04/22, 05: 08/04/22, 05:.... 0:00 Completed
ConfigD...  serviceTask 2, 05:. 08/04/22, 05:... Completed
Paostche.. rviceTask 08/04/22, 05 08/04/22, 05 0:00 Completed

TERKHI

MEFNRE - IMEEXRAFEH B TEREARFPN TERSFIRE. X5, AR

[ T EE TERBRITHEARE R,

ERENARPEESEAREE

View Config Diff

Device Name : ios-xr-121

Running Config vs Backup Config (Mon Jun 05 2023 06:57:53 GMT+0000 (UTC))

24 interface GigabitEthernet0/0/0/1
25 description test

26 cdp

27 ipv4 address

28 !

29 interface GigabitEthernet0/0/0/2
30 description test

31 shutdown

32 !

33 router static

34  address-family ipv4 unicast

35

36 !

37 !

38 ssh server v2

39 end

40 -

41 -RP/@/0/CPUO:T0S_XR_121#

REFBENRAEEC

MRME TAERKBIE A ESE PSR, WS RTaskBER. ERRERRITIF - EE

Controller Name : NSO-176

22
23
24
25
26
27
28
29

interface GigabitEthernet0/0/0/1
description test

cdp

ipv4 address

'

interface GigabitEthernet0/0/0/2
description test

shutdown

!

router static

address-family ipv4 unicast

!
!
ssh server v2
end

, ER 2 5RAFES NN REFREENRAE,



EARERGEHRNAERF
OS Upgrade S FIT2 & o ¥F F £ M #0045 7P (9 IR B AT RO FH IR

i3 £ Market Variance 5 12 F # #l Device TypeXRELBOS Upgrade®y T/ERIE, “RBHEH
"(Device Type)EM AJ A N A EREREAREFTEEEENRENTERRE. TUBEIRHOSH
FNARFTRHNORITEREHBEEREARES. ERRITEREY , ARPSEEFATERER
SZHRIRE

AR EIRRESIREBRERRE , TR

o« EFEHEEXFH NSO vManage

. JEENSO ( MEEE T ZANSO )

- & Region/Marketd}Device Groupid jZ 85

« WMRPTIEIRIESE RRegion/Market , M| HE &1 (5] 20Region. MarketFDevice Type) A] 1% %

N B WRATGRETEERTES

- WMRiEFEDevice GroupidiEas , M AT LLiEE Device GroupHDevice Typehy H £ :
- EFFvManage ( & FvManagei® % )
- %S IEES:vManageiz #2535 41
- EFIE R LA - vManage_Cpntroller

OSHLRNARFERD AT EN TEREME K TEREFNAEJRAREXFIIR,
XIFIOSHIOS-XRF EMRERGH R,

1. NET & HOS Upgrade, REFERISE ROs UpgradeTNE , HAIEUTETF :

« DEHIRTF ¢ ERTEREPHNAREDNHERSIURAERZNREREATRS
« “BEKRETF : ERTHERERHNAR S TRRERXSG
« FABIRTF  ERTHEREPHABTERESRS

From Date

Device Name ! Current Step { Curent Step... ! Custom Payl... ! Device Type { Created By ! Started ... ! Comple... ! Region



2. B #Create Order,

Create Order
© seeciDevicels) Order Parameters

Select NSO Select Region Select Market Device Type
Al Calfonia + OC ~  NSG-550-

BIEITH

3. IEENSO, #%#ERegion, E#FEMarket, 1E#ZEDevice TypeFDevices, # & Nexto
4. MABENCRES , MREE B BEIHMEREITRIETE, EFESchedule Type,
5. # #FiCreate Order,

Noxm A E AT A ‘& 1T"(Serial)B H 1T (Paralle) AR FEETHW B EN FKE, AFIREAN
BEBT (—R—NMRE ) HHT ( —RBMRE ) iHRIAT.

Os Upgrade
Active Completed Pending
From Date = ToDate B
+ csv + Excel Q Y O |20
Device Name I Current Step  Current Step Status I Custom Payload ! Device Type I Created By Started Actions
F k -] 4120, = . 3
1 2 3 4
1 F k e =08 20
Po e =080 202
| 3 e =08 0
< >
Ttodofd 1< < Pagelofl > »

ERKN TERE

THEHNHF1, 2, 3T45 LEPREREN N,

ws 1 PU
BERERZIR
BFRILE
THHEE
BEEESIR

A WODN -



RAPALEEZRETIFERENEE, MARBFNEFEREARKNTEXE  REFERE

Completedit M+,

00

Template |d: 105-Validation-Tmpl

show version

Device Mame: 3021

Commands Evaluation Result @
Rules Evaluation Result @

B HView SummaryBIREE REBNBEERSALFHENELR , HPIFARBENELRT.

3.0.2.1

Post-Check

3/31/20, 11:01 AM

Template Id: |05-Validation-Tmpl

show version

Upgrade Device
Backup Config
Download Image
Pre-Check

Validate Device

W RAES S

Device Name: 3.0.2.1

3/31/20, 11:00 AM

3/31/20, 11:00 AM

3/31/20, 11:00 AM

3/31/20, 11:00 AM

3131720, 10:58 AM

Commands Evaluation Result : @

Rules Evaluation Result : @

O 00000
<

1%£##View Device ListBIrEFIRZE TR , %kFEEyeBr&EFHEvaluation Resultsf Task List,

i%£##EDownload SummaryB#r T HFE,



Process Instance ID:655¢1cc7-731e-11ea-b904-0242ac160005
Overview Tasks Defined Workflows Workflow Instances

- pra e i

From Date m  ToDae a
4 CSV 4 Excel a v
[ Task i Type i started i Ended i puration i staws i Owner i Assignee i Groups i Actio..
O Upgrade Com...  noneEndEvent 03/31/20,1236 PM  03/31/20,12:38PM  0:00 Completed =
o Modify Status  serviceTask 03/31/20, 1238 PM  03/31/20, 1238PM  0:10 Completed
O Nextone exclusiveGateway 03/31/20,12:38 PM  03/31/20,1238PM  0:00 Completed
[} » NoDeveceTyp.. calActivity 03/31/20, 1238 PM  03/31/20, 1238PM  0:00 Completed Lo
O multilnstanceBody 03/31/20, 1238 PM  03/31/20,12:38PM  0:00 Completed
! Check Device ... exclusiveGateway 03/31/20, 1238 PM  03/31/20, 1238PM 0.0 Completed
O Process in Par...  exclusiveGateway 03/31/20, 1238 PM  03/31/20,12:38PM  0:00 Completed
O Get Template .. scriptTask 03/31/20, 1238 PM  03/31/20, 1238PM  0:00 Completed
m} ValidateData scriptTask 03/31/20, 1238 PM  03/31/20,12:38PM  0:00 Completed
o exclusiveGateway 03/31/20,1238PM  03/31/20, 1238PM  0:00 Completed ~

10 130f13 14 < Page1of1 > »1

Variable String : deviceType
+ csv 4 Excel

[] Value

[} wsc-ssos

Tt020f2 It ¢ Pagelof1 > 2

Overview Tasks Defined Workflows Workflow Instances

f— R _

’ND'I\CMSM

£ View Task ListE¥rLAEF Task List, Debug ViewHlIncident List.

Os Upgrade

From Date B ToDate (]

No Rows To Show

0to0of 0 I« ¢ Page0OofD > »




BREFTELEF. REFFLEH, AARFVFLEEEEN B I EEREFLERETFH,
EARERIEEFNARR

Config Validatorfi A2 F A iF A FIRIENSORSH| TN E T BRI EF(NED)RIFREWw T, £
RN A , AP ATEENEDHEE LETHSURERIE. AFEANUSHASTACEZMNRIE
HhE (MRFE),

KUENED

ERIENED , BRITUTHR .
1. 8 HFEN LNEERIESER. REMEI2E RConfig Validator I M,

Config Validator

Select Controller
Upload Config NSO-6578 ~  Select NED v -

Commands

ip vif ccs-auto-02

description ccs-auto-02.com

rd 20057:800294

route-target export 20057:800200
route-target import 20057:800200
route-target export 13979:103104

4

4 I
[ Reset | Validate Config
M vy

BRERIEERF

2. NTHFIRFEFENSO > NED, XLEZNSOMLHMNED , TFE EHITHTUBECIIRE
A (a0 — Cisco-ios, Cisco-iosxrE ), MRGHRIIY | BRATACKIFNGSXET
B EINED,

N B WEENSOBRETEATLSA , HEANSOMETLSAS & . N4 HZIERRFSH &
 HAFEERFSH A,



Select NSO Select RFES Node

NSO 226 jun_32 ~

|

NSOIX &
3. N T hr Bl R iEE Version,
4. TS FEERPMAZRITNGS , Hl0

* ip vrf ccs-auto-02

« i BAccs-auto-02.com

* rd 20057:800294

* route-target export 20057:800200
* route-target import 20057:800200
* route-target export 13979:103104

MATUREEIT LN EZRENEEN ARG T ERALFEEEE.

5. B #HUpload Config ERELE X ., XEXHRA g,
6. # #Validate ConfigizTa T
7. MREE  JESEGESHSHBHEE R, X4l csviEXNEH,

ERIEMER , BPARAEGSHITRIEHE R,

FEAIERENA

Workflows ( TERE ) NARFREZSTRG. THNES. 0S4 ENMESNAESH
B, ©XERITERENRS.

1. MHomeT1 i #EWorkflows M A .
2. Workflows R EE RIEFEZITHES], FIHNES. FIANESH, BN ESoEREFHNES
URAFSHBE,

BEEES

ERBEESRERTTENES , BTHITUTERE

1. RBREFSERFUERES.



“ES T

2. EFHHEERATES :

- ERES ERPEARTHAFRBENMAEES ; JIEAMBEAESNMERDEES
- RNES ERSESAFIBEAFFRNGES ; RUANERT , ESENESERELSE
Al
- BNAETRABLAES
3. EFES I MAREL , HEACamundaZiZgR. HEMEBPANAREFHAIE,
4. fE FCamunda TERBE R A IRER P SR IE AN EHEIEA ML B - AT AT X LR FES

« RBRFENES ERTUAFHANRERES
5. FMESERHEAE. BMEA, EHB8NSoUETEARE. MABRTERESHLIE
Fo

"3 .
i m 2 Clear Selection
i Actions
1to1of1 14 < Page 1 of

ich

B #

6. EZEDiagramBIrR A EFEFSHWE XK,
NoteEMRATAFPFHES. eXNENFHAESFSHNAFTR. WARXREAUTRANEE

- HEAPNREEFSFSHREAFEAN—F7 , IFITAFRNSLHESHNRER-~HERE
- HEAFRERFPARSINRRIE

7. # FHDescriptiont M EHF S K18,

8. B My GroupsFUnassignedZf 0 LAE FHMHES -

0. EXRMEHEHEIEMNES , BERNESIIERPEEHView Form. REEEISE RUI



Tasko.

B Get Upgrade Parameters

Schedule Schedule Type

@ Now O Later @ Serial O Parallel
Devices
Templates

UHESS

10. HITHEBEWENRE , EifiComplete,

Get Service Provisioning Parameters

<z -

logging_service:logging_service

name * device

logging_senver_ip

W

Ul



Get Service Provisioning Parameters

name * device logging_server_ip
'S

IHUI

- EIBAFRENHFUIZELR  EFENEN , ARRTIFNESH.

X
Get Service Provisioning Parameters
Container -
sample 2.txt r@_’;} n
Copy link
+ CSV + Excel - Q T O |20 &
Si# E Form Name E Service E Tag Name
NSOCallFailed SVC-0.0428831629107159
DataNotFound SVIC-0.79022731088623
Y
A7 S B RS

« File to StoragetA 4 # B AP L& 3. B8/ A £ A XA R FAPIA B L& B XX
o NHEIMBEGEET LEAXHEHRELENZATISRIIRANZINHKIE.

11. £ &File to Grid , RFIEFE . csvX ¥ , BENERIT. MEEER XX |, BRED B
12. B #fiFile to Storage , RFERBEFMII MY, & 65 MIBR 4,



Retain Form
First Name * Last Name *
AUl
X
Retain Form
First Name * Last Name *
EERUI

N oxE . ANEERESEARH.
BEE VM TERR

1. #&#EDefined WorkflowiIl F A EEEEXN TEREN R, XET/EREA T REFN AL
2. AP O LAfEDefined Workflow ( E X THERE ) WEMITUATIRE -

o I TERTE

- EEERAIEREHER

- B3, HENMBRBPMNZERRE
- EESITERIBKONZEF6RERS
« TEIERHBPMN/DMNIZ 4

Defined Workflows
erview Tasks Defined Workf Workflow Instances

S C© D
+ ¥ Excel Q O 20 v]
{ Name i Version Action:
R/ 53
1.2 3 4
| n/o0
R/, u 3
R/, w3
E XK TERTE
EMXHNIERE

HF1, 2, SHANNT ERHPHERHAETRPEL. HEDXBEHREDMNIAHYIET,

B4R iR
EEEK, BFNREBRKRTENHERE , HPBEIRKR S FIhH
2o



B4R iR
mBIERE (EATBPMN)
MhiBR THE R R
T & TERHBPMN/DMN X 4

Defined Workflows

Overview Tasks Defined Workflows Workflow Instances

m il B Latest Tags

+ osv + Excel Q v O (20 v|
Key ! Name i Versi... ! Tags ! Resource i Status ! Last Modi... ! Actions

1 WLC-Provisio Deployed 3/06/25. 03:13 m/ Q [ 4

B> 08 ¢

1 pdat RG> 0 ¢

R0 »>» 0 2

1 R/A»>»> 0 %

BA» 0 ¢

" yManage-deco.. Dep [ P - T I 2

E X THERAE

1. ABEIERELIREERAUNEER., ZBEERETEANEOF, AFRFSABR EEBEIHE
REMNBPMNXHLUEEE R,
2. %&#Auto Save Al S ER B REHIREENR,

Workflow Edit

Camunda I {E5

4. B FHDownloadiR ENBPMN X #,
5. R B FENERUNIERZFNER,
6. B & Deployf¥ TER A MEICamundas| 2,



[T [y
Dispiay
Prachack
Pra Ch
re Check Results and get

Approvals

Apprgeed??

reghecks Mot
- ved

FYEEIHE

7. BFinstancesEEETHIEHIE, LRNFHF—M#EEN , ERXFIREFAFENIIR
8. iﬁStartF'idJIﬂEum
9. Eﬂﬂw?l'ﬂzmb ) ,\\ﬁﬁmlfﬁuﬁzﬂ’JDeletelﬁe %z}b‘i‘f
TR,
10. E TR ITERE

115!
=T

SEE, B IOKEAMIBR

/\\\Eﬁﬁﬂi I1/EIJIL$EEE’J Tﬁ.*j‘
A TERE

ERAMEEMNHWI/ERE , BHRITUTER

1. B HCreate , B TR ( Hln , BPMNEDMN ) , AJE % AWorkflow NameFIH —
Key,

Add workflow

X
Workflow Name
test

Key
Unique_Key|

Cancel Proceed



AN TAERAE

2. B #Proceed,
MRESETERENEERER TDMN , N AT ASIEDMNXHHERUT RE :

New Process Definition

€ unicacasPMN 20 Assign Groups

Upload a BPMN 2.0 to create a new deployment.

| Choose Files |No file chosen

Name Status Actions

HREENX

. EEACENHNIERRE , H8THImporte REMAAE RHE#EE N AME,
4. B #HiChoose FilesbAiE$R H £ 1% 304,
5. B #HDeploy LA |, ¥ HDeploy All L& 2N 3044,

EHEHE , DU TERRS BT - RS D,
N x% - AP RELEEBPMNDMNESR,
SATERBENER

EHEELH THERSANER , BRTUTRE

1. 8 HS ARER. Upload Draft®d O3TF .



Upload Draft X
Upload a BPMN 2.0 to create a new draft.

| Choose Files | No file chosen

Name Actions

LRER

2. B HChoose FilesBAi% R H £ & 44,
3. # #Save As Draft b £ XX 4,

HIERZ A THERE
EHERZANTERRE , BRITUTIRE -
| Br TEREE

1R ERBRN TEREBNEEE, E2ik  HEPITNHNEEEIEE, Delete ARHEER

2. REE MR, REFEEI2EREIA,


https://www.cisco.com/c/dam/en/us/support/docs/cx/bpa/images/user-guide/delete-workflows.png

Delete Workflows X

Are you sure you want to delete the selected Workflows?

3. B OKLAMIBRFTIE MY T/EFRTE. 4T F Delete WorkflowsiFHAEEE O,

xR THEREE R

Delete Workflows X
Name Type Result Reason
Discounts2 Deployed Deleted =
new123 Deployed Deleted =

A

M BR TERBIFMAER
fECamundad TR A<

BPAF ByCamunda T/EF I B X IFH A 5ISR-223F RN M AS| L, EFAME  FE4&
Camunda ZERBARRIMBIARES,



aliet]ns Hf,--np.. | Workflows [/ seript _ admin admin o o e
CISCOo Business Process Automation

399

@ e " AIJ;SBUE External_script

M { General Listeners Input/Qutput [}

T~
General

OO0 O ;

O ® External_script x

D % Name

[E] D Script Task

E] Details

[l:l Script Format
javascript x
Script Type
External Resource B
Resource
external_scripts/hello.js X
Result Variable

Camunda Z{EiR

B ZA4E55H — A Script TypeikI , 2 1F{E FInline ScriptzExternal Resource.

- WRiEFInline Script , MFEE £ ScriptF & 18 EM AR,

- IR %R External Resource , N FEE yResource F R 18 E SN ERHI AR SR BE R o
EFE AR AR Camunda TERE F HIResourcef& R A 1717 , BPAZZE AR XAIEE
T EED

cd /opt/bpa/data/camunda/external_scripts/
EX: cat hello.js

// generating a random number

var a = Math.random();

print(a);

print(\"Hello World\");

FFUAT S B% & Htrue(/opt/bpal bpa-helm-chart-<.version>/vaules.yaml)

cisco-bpa-platform-cs-camunda:
enableExternalScripts: true



_—e

3551

Sit

EETLHE

o

Workflow Instancesit <& R TEREWATEETESl, AR UEERXEE TERWRE.
HEMELEIERE,

1. S Workflows T E TN ZBAY Workflow Instancesitl+, R&MEI42E RIEREZFSIR,

=

AssHN
Approver Group

Review Invoice

Team Assistant

;ucee!sl 17

Moy Creditor

Irvoice Fieceipt

Approner

Invice
approved?

Accountant

=)
- Prepare
Bank Archive Involkce
Trangfer
i
procassad

TERSRHI

2. Workflow Instancesi®l+ & R T/EREFINBEFR, FHBH., REMESHIIR,

Select Process Instance Type
B ToDate B  Running
= Name = Started ¥ = Ended = Duration = Status  Actions
{11e8-838a-0242ac 130009 Service Provisioning Workflow 6/25/2018, 8:54 AM 9 hours ago ACTIVE @" | IO
P761-11e8-838a-0242ac 130009 Os Upgrade Main Flow 6/24/2018,11:31 AM a day ago ACTIVE pisgram | I RO
P761-11e8-838a-0242ac 130009 Os Upgrade Main Flow 6/24/2018, 10:57 AM a day ago ACTIVE ! Inme

SEASET

3. & DiagramE R I E RN E O HEE TERZHIE,



X
= yes
= 0 [
© Assign " i
E Approver Group Review Invoice ! _\g__r—]_
H -
2 Invoice Review
received Ne—
successful? _[: “E—O
8
=3
HE ®
é g Notify Creditor
<
Invoice
approved?
; : o
’E = Prepare @
2 Bank Archive Invoice
4 Transfer e
Invoice
processed
e o 1 =
TYEFR=AB
WORKFLOW INSTANGES
Select Process Instance Type
= To Date £  Running
= Name = Started ¥ = Ended = Duration = Status  Actions
1e8-838a-0242ac 130009 Service Provisioning Workflow 6/25/2018, 8:54 AM 9 hours ago ACTIVE @. (O]
761-11e8-8382-0242ac 130009 Os Upgrade Main Flow 6/24/2018, 11:31 AM a day ago ACTIVE m ©
761-11e8-838a-0242ac 130009 Os Upgrade Main Flow 6/24/2018, 10:57 AM a day ago ACTIVE B Inme

LT

4. EFEPause AR VEFHAIKA], WEPFITF—REED , UBIAKHIPHEE,

Il Pause

ERER RN

5. BifiYesEE , B ENoBUEE =,



« A LA AResumeiz4A MWorkflow Instances T E Mk & & E/ TEFRTE,
- BENIERBEXRGZIRSINEEZE,

WORKFLOW INSTANCES

Select Process Instance Type

¢ ToDate ¥  Running
= Name = Started ¥ = Ended = Duration = Status Actions
le8-838a-0242ac 130002 Service Provisioning Workflow 6/25/2018, 8:54 AM 9 hours ago ACTIVE E |®9
B1-11e8-838a-0242ac130009 Os Upgrade Main Flow 6/24/2018,11:31 AM a day ago ACTIVE "m@
B1-11e8-838a-0242ac130009 Os Upgrade Main Flow 6/24/2018, 10:57 AM a day ago ACTIVE B Inm®

Z LB R

6. IEFEStopEFRMF L HBISEH, BEAPRTT — N HED |, BWiAFLESEA),

B Stop

Y =] 0]

F1EH8IA

SLIrE Y

7. BFiYesEE , EEHNoHUHE L,

WORKFLOW INSTANGCES

Select Process Instance Type

M ToDate (%  Running
= Name = Started ¥ = Ended = Duration = Status Actions
11e8-838a-0242ac 130009 Service Provisioning Workflow 6/25/2018, 8:54 AM 9 hours ago ACTIVE ! Inm
[7761-11e8-838a-0242ac130009 Os Upgrade Main Flow 6/24/2018,11:31 AM a day ago ACTVE
[7761-11e8-838a-0242ac130009 Os Upgrade Main Flow 6/24/2018, 10:57 AM a day ago ACTIVE Inm®




ERESER

8. i ZEView Tasks R AEFHRES. AAMBMNEHIIEK,

Process Instance ID:c9246354-a473-11e9-a54d-0242ac150007

Overview Tasks Defined Workflows Workflow Instances

Task List Debug View Incident List
From Date © ToDate =}
4 sy + Excel a v 0
Task = Type = Started = Ended Duration = Sstatus = owner = Assignee = Groups
Start startEvent 07/12/19, 12:38 PM 07/12/19, 12:38 PM 0:00 Completed
< >
Tto1of1 Page 10f 1

“ESFIR. BIEHAE M SHI R+

9. Task ListE RATEHEXES. AERMUEERBRB L. Incident ListE REH IR, %&EFEyed

WRLAEETask ListE P ESTE

10. AR A LERREEE. MEFFLETHERE.

Workflow Instances

Overview Tasks Defined Workflows

¥ csv ¥ Excel

Instance Id = Name = Version

4d3a5d5f-4951-11... GCT Compliance Sch... 1
ef649afb-4950-11e. GCT Compliance Sch.. 1

bfOcf7d7-4950-11e...  GCT Compliance Sch... 1

EERR

S started =

03/18/19, 01:11 PM

03/18/19, 01:09 PM

03/18/19, 01:07 PM

= Ended

, #EEDebug ViewiE I EH FidFo

Select Process Instance Type

From Date © ToDate ©  Failed Job -
Qv o
= Duration Status = Actions
1day2hrs 26 mins...  ACTIVE L] @ I e
1day2hrs 28 mins...  ACTIVE RCIlmoO
Tday2hrs 30 mins...  ACTIVE MCiuIlnmoO
Tto30f3 Page 1 of 1

1. XN FTRMAEH , A MERAEBERERE 3 THER.



Add Variable X

Mame *

Data Type -

Value ~

&<
AIMEEEA

12. #£#¥Restart Task From . MR FE | FHRMEE,

13. B ifiAdd , i AName , R/Fi%E#EData type , MRi%F T BRBooleanz AP H AR R | Mt A
ZHERENE, FHEMERTERENE,

14. B iRestart > Proceed AE#H B3 TR,

£ FH

RINRSRHBT —HERBRER AN MEMME TRATEENS X, AINRSNRAEFERRS
i, MEARIMNRERIMER, A/ T RBMBERAIMER | FOlZERR 2R ERIEE
( ERERIMERPAH ) -

[}
—
L]
eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee
eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee Workflows
oooooooooooooooooooooooooooooooooooooooooooooooooooooo

AR S5 AR 4 FR Fh



TR

1. ERAREERNARFUEIERIMIX B THER.
2. =PRSS NMAINEERR SIS ENEDR B H M LR IMER | BUERBIREP R AN
=

TR EREER , DAERAHHNBIEEFERNERI.

TR AIMNEIN DL

- REHH
. WEHIH

ARSS

BEHEHEREENRSIFZENAR, MENSOFTHRZLENTHE/REER , EX2E R
EE RN

MRENSOREFRBHTLSA , HEAFANSORFE—NMLSAT R , NSEHHERRFST A , HE
SRAFIERRFST Ko
Select NSO Select RES Node
NSO 226 hd jun_32 -
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Overview

This document explains how BPA's Adapter Builder framework works at a high level. It also atternpts to explain how an Admin can configure a new Adapter and interact with an extemal system

Adapter Builder can be used for the following types of integrations w.r.t. BPA

1. Northbound integrations: Exampl
p
3. East-West integrations: Example: Ticketing systems like Service-Now & Remedy, Git etc.

Data entry systems, Inventory management systems etc.

2. Southbound integrations: Example: Underlying controllers like DNAC, vManage, Meraki etc

Supported Versions

BPA: 3.1 and all the newer versions

What problem is the Adapter Builder solving?

Every customer of BPA has felt the need to integrate it with one or more external systems (mentioned above). A classic example is 1o integrate BPA's service order with a ticketing system like Service-Now (SNOW) so that a ticket/change record keeps track of how the service provisioning is

progressing. Let's look at a simple illustration:
Milestones in BPA for a Service order | Status of a Change record in SNOW — [ Submit a service order after performing data entry | Create a new change record in SNOW (Status = New) Workflow performs basic validations on the devices | Change the state to Assess Display Dry-Run results
val to continue | Change the state to Authorize Provide approval via BPA or SNOW portal | Change the state to Scheduled Push config changes to the device once we are inside the change implementation window | Change the state to Implement Allow user to review the Pre &

and seek A

Post check diff report | Change the state to Review User reviews the report and confirms that the service provisioning is successful | Change the state to Closed
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L TUE oA B ISONatag R & |, HEARM AJSONT FR/BAXN HERTHIE, ZRERAE
N, AFAFRIIEHEEREER,

WMATEA TR E -

{ Account,Order [8].Product [8].Description
"Account™: {
n o Name": “Firefly",
"Orde [ Invoice v
1
"OrderID":
*Product”: [
{
“Product Name": "Bowler Hat",
"ProductID"

“Colour"s “"Purple”,
300,

'SKU": "0406654608", H
“Description®: {

— 200,
210,
“Weight": 0.75
[ ]
A JSONEHE
1. EEMERH 8 AJSONEIE,
Adapter Generator
Manage Credentials Adapter Library Build Your own Adapter About Adapter Generator Path Query
Enter Query™

WAEN

2. E &M% APath Query,
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EREXEER

= eoco
Business Process Automaton . admnadmn
Dashboard
]
—
]
Service Center Form Builder Device Manager OS Upgrade
oy E
Process Templates Golden Config Templates Config Validator Workflows
. E'/ . E Ei Ga
Service Topology Network Topology Market Variances Device Activation
Migration Service Catalog ommit Manage
RREER

“RREERNARFREEANSORRIAIININE, RRXEER[ZFERADE AL FHRRZAGIL
REERIAGIFHTE NI, RRXEER[IIINSONEERME, FEH. B3, MERIEREASIH
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- ERRXAIIPHTE
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- ETHRENER
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1. £Home# & Li%&F Commit Mangerfi{M. R4 .E RCommit ManagerTl .
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Commit Manager
Commit Queue Rollbacks

Global Options v

+ Ccsv + E |

Item ID Ag

1581597536211 322360
RERXEEN

Select NSO Commit Queue
47 Runnin g
a v o
¢ Status i Tag i Is Atomic i Actions
eeeeeeeee g rue ©
Ttolof1 1< < Pagelofl > >

2. MIEENSOF|FRHIEENSO, & RRunning commit Queue,

3. RiTEREFTAKIBAF,
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Commit Manager
Commit Queue Rollbacks

Global Options
4 csv 4 Excc Enable By Default
Set Atomic

Item ID Wait Until Empty
1581597536211 Lock Device
Prune Device

Clear

pri e iyl

s @ Q) @
1
Select NSO Commit Queue
nsod7 Runnin 9

s Tag Is Atomi Actions
eeeeeeeee g ue °©
Tto10f1 1< < Pagelof1 > 5

4. 2 HGlobal OptionsX 2 RREAFIMITEREE. TR FMETHRME T IHAUHA,
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_ Home / Commit Man:

mimnm ) .
cisco. Business Process Automation

Commit Manager
Commit Queue Rollbacks

D E=X

: -
Unlock
Prune

Set Atomic

Delete

BRETHISIR

i Age

323826

nso47 ~  Running -

Ttolof1 1< < Pagelof1 > >

EEFIE , AEMRETRHIRPERRE, TRNME TR,

bR
BiE
FEB

158

RERT

DELETE

2

B

HERESIT, HERBSITERBRIHE 2 BT ETF HIIT
RBRSUEASIANBE. F2MBERSENAFITE .
WIS B ERR 8 . TRBE LM RRINRE.
REAFIANRTFTH. MRBENalse , M BT LR
FRSITAEHERE RN | ST a8 E TUF
P, MBIRE Ntrue , MUREBSITH B T Bk,

BB BIBRBA BT, 405 ELABEA 53 B IE 2 4 1Bk 0 51
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~ AE  NMRERRAY EEFE TR , N R EDeleteit M AEAction TR FIFR T AT A,

"
C

Commit Manager
Commit Queue Rollbacks

Il Home / Commit Mana ger
i1sco Business Process Automation

Action v Global Options v

wimin i @) @) O
:

Select NSO Commit Queue
nso143 v Completed -

Item ID

1581918799723
1581916655634
1581916590166

1581659587906

i BRI

{ When

02/17/20, 11:23 AM

02/17/20, 10:47 AM

02/17/20, 10:46 AM

02/14/20, 11:23 AM

1 rows selected e °
i status i Tag i Rollback Data : Actions
completed @ A
completed ®
completed @
completed ®

%32 Commit ManagerTWH LK ViewB#r L EF T B #FHEE.



Commit Queue ltem Details

1581587536211

executing

# Name

THEFHAER

B3R

HEERET < EHATUTES :

Rollbacks

Commit Queue Rollbacks

Rollback &% Preview Rollback &3¢

4 osv 4 Excel
NR(Rollback ID) i File No. i Created By
0 rollback10095 admin
1 rollback10084 admin
2 rollback10093 admin
3 rollback10082 admin
4 rollback10091 admin
5 rollback10080 admin

1. BIFEIRET K IR
2. ETHRZEER.

i Label

servicecenter-

servicecenter-

323935

true

i Comment

servicecenter-

servicecenter-

i Created Date

2020-04-29 10:35:52

2020-04-29 10:34:52

2020-04-28 19:34:43

2020-04-28 12:34:24

2020-04-28 12:30:27

2020-04-28 12:24:26

Select NSO
nso9

Actions




Rollback X

Selective

Are you sure you want to selectively rollback till NR - 1 7

3. EF—NMHSMERNERE , ReREEER, MRFEEFEMER , BikF SelectiveF ik
o

BRI

Preview Rollback X

Selective

Are you sure you want to preview selective rollback till NR - 1 7

5 ERTEIA

4. EAPERERE K ABRSRTMRER, MBUARM, CLIIXMLERE R, MREEZREFMR
WER |, Eik P SelectiveEIEHE,



Preview Rollback

9 View format X
cli v

devices |{
device {
config {
ios:logging {
host {
+ ipvé {
+ }

—

t

o

44

=]

5

MEENREA

AT LAMIERNSO TR FIRIERFTIEMNINSO, X FEIR , Selectiveit XA FERIEERK, IRk
£ H Selective ZEE , MESERZBINATERR.

Rollbacks

Commit Queue Rollbacks

y X Select NSO
[ Preview Rollback nso9 ~

el X Clear Selection eo

NR(Rollback ID) i FileNo. i Created By i Label i Comment i Created Date i Actions
0o 10 B ~
.o rollback10095 admin servicecenter- servicecenter- 2020-04-29 10:35:52

® rollback10094 dmin  servicecen te-  servicecen ter- 2020-04-29 10:34:52 B
2 rollback10093 admil 2020-04-28 19:34:43 B
3 rollback10092 dmin 2020-04-28 12:34:24 B
4 rollback10091 admin 2020-04-28 12:30:27 B
rollback10090 dmin 2020-04-28 12:24:26 B
n

5. B HRollback3Z L M ConfigiRHl , ERFE | RFEHCommitF IR ENR, HE , EFEPreview
RollbacksZi By Configizfll , HERHREUEFTRX — TiE17,



Rollback By Label X

Label *

servicecenter-|

Selective
BRERINER

Preview Rollback By Label

Label *
servicecenter-intelsat

Selective

BRIREHIAT K BELR
{# F Script Runnerf A2
Script Runnerf Fif2 7 /21 A 1217 PythonFAnsible 2%,
1. MER%EFEScript Runner@3R, R&FEEI4 S RScriptsTWE. A o BURINFTEIZ H 17 2
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Add Script X

Key *

&

Type v
Name

Script

Enter scnpt here...

VIl ES

3. i AKey , N HIF|RHP%EFE Type , 4 ANameHScript,
4. Click Save.

AP BERITETF EEERS , FBEDERRENPHIREEIREE BT,
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T € Roncing a v o
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- ETRFSESHER
- ETAFESHER

ETRSESHERMD TR,
DER

- B TERRI ST ERERNRT , BERATER/BEER

- S
- DIEIRID: B EBPAFR A1 M £ AR R AR IR
- MRERTID:MRERTHRIAFEE RE TEREBERTHEBERN
- FERERITIDREFHNTHIAFEERE LERERNTHEBERN

TMEEER

- B TRERZIHFRITENDMERER  BEATERNEER
- S

- B ERBHAR , ATHITZS AN EERENR
o TAFRTBI:

{
"deviceList": [
{
"deviceName":"iosxrl",
"templateIld":"migration-template",
"variablesMap":{
"port_type":"TenGigE",
"port_number":"0/2"
}
}
]
}

Bl E Service commitidiz 1T
o B T REIRZEFENSORS = HI8 commit dry runial HiR 1T
- B

- B ERBNAR , A THRITNSORS 36|89 commit dry run
- AETRBI



"create": [
{
"prefix-set-service:prefix-set-service":[
{
"name" :"pre-test",
"prefix-set": [
]
}
]
}
1,
"delete": [
]
}
B2 AR 55 3=

- BRI TEERTIFENSOTIR R ARSI
. S

- B ERBHNAR , ATHRITINSORS=HIHIRR
o TAER B

{
"create": [
{
"prefix-set-service:prefix-set-service":[
{
"name":"pre-test",
"prefix-set": [
1
}
1
}
] ’
"delete": [
]
}
HATHER

- B TERRNITEETEARNREER
- S8

- REEBWH RENER

- HERID:AEBPAR B R IZEHRID



TR ER
- BRI TEBRNITEETEAHNREER
. S

- AERIT I DERE E4EE B R
o TAFRTBI:

{
"deviceName":"11.1.1.1",
"templateId":"test2735",
"commandList": [
{
"command" :"show version",
"isConfigMode":false,
"goToStepOnPass":"",
"goToStepOnFail":"",
"passExpr":"",
"rules": [
]
}
]
}
GCTiRIZ1T

- BM: I T EBEREZIFGCTIHIEST

- B
- ERE HENGCTHERN BN

- BRI B N GCTHER A S

- BREATTETNRE

- XEEENETE (WREF)

GCTRXR

- BRI T RERTFRRRGCT

- S8
- BERBBEANGCTERN B

- BRI M GCTHE IR A MR A5

CRERATTEITHESE

- TEBAENEE (NRE)

tlEIRE



- BRI TEBERATHRARE

- ¥
- MBCRIBRBR ERIEN AR
o TABRHI:
[
{
"address":"100.1.4.5",
"admin-state":"unlocked",
"authgroup":"default",
"description":"",
"Tatitude":"",
"Tongitude":"",
"device-type":"netconf",
"name":"3.0.1.2",
"ned-id":"Tsa-netconf",
"port":"8080",
"protocol":""
}
]
RELE W24

- BRIt TERRREURZ N EVHZHA
. S
CRBEBY  BERIEBANREERH

REFRLIR

- BRI TERRNIREMITIRE B BE
. S
CRB B ERMITENSORSHIRE B

BEERIRE

- Bt TEBRREZTEEIRE
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BIEIREA
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. S
- B AMEBIS
- REBW  ERANMNRRBIN
- REBRAARRRIMINBARZA

FIKEER A

- BR:E T ERIRE R E B FHRH
- S8

- BT ERA B ERAEID

- B HRMEER

- BRI BB

B R EIEER

- Bt T EERMBPAKIEERH
. S

- B MBPA K 3% BR 44 A B4 1% B9 T 5k
o TAFRTBI:

{
"to": "receiver@xyz.com",
"subject": "Mail Subject",
"text": "Mail Text"
}
£ & Rk

- BRIt TEERTEEIT

. S
- B Z I EBPABEREFIRHMN EITLEFIN B
- B EHREILSLHIN AR AE

AEMES AR

« BT =B AR A8 % /£ Camunda BPMN S| Z R FHTTPIERE
. S

- B BEiRHTTPER K

- FBEY : HTTPiEREB et 2 sk

- URL:HTTPE{HTTPS URLiER



- BEHTTPAZE ( HISIGET, POST, DELETE)
- ME:POSTHIHTTP Sk
- BRk  HTTP#E SRRk

BRI

- BM: It TEBIREFZIL

- B
- EFRflZ - EBPAREIRE R IREMN B AN B

- EiFID:EEHAME—ZIEID

- MECEHEIEEANERAE

SIEEA

- B TEEREBPAF G EE A

- S
- D IBEHIZES

- EHR5:Info, success, error, warning ( EEMERIAE )

- Title: @ H#R &

- 3R B EHY 5 BA

- AR BANERNAR

- ERNUBHINA

- NFZA B AR A EA

- BRBHAZAATERABANEEESVNARE

RS REA

- BRI TEERET &% M HIEBPAFGIEZBA
. S
- OB BB AL 8 B T B

"category":"nso.device.added",
"severity":"error",
"user":"admin",
"payload":{
"title":"New device added",
"description":"10.1.1.1 managed successfully at NSO1"
1,
"_options":{
"toaster":true

}



ETAFESHERN TR

RELERERIES

- WX ATEERRETRENAEFES
« AHRBIEITRBEEAEYS
. WMASE:

- REREEH
- RERY
EERXHEITES

- R EBERXTETRENAFES
- AHEBERETASG
. WMASH:

- KRB

- BREA
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- WREFEGTSERNITHAFRES
o AR HMEBENEAH
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- REERY
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- HRATETRREREARRBFAGENALES
o AHRB.OSHERZFAE AN
WA
- THEREBBAID
- REIRME

U1 BE Bist

ERBUIME , MEPNHERIAREUENES R BHER—ANEE, MRAFBAERIRIAR
HiE , T AERRSE BN ER TR

A AR E A T R AR F K.

REERER

_ el Home / Form Builder
= e : : admin admin
cisco  Business Process Automation o @ e
Form Builder
/- N From Date To Date
( Upload ) Tags 7/29/2022 B x 8/5/2022 B x
\ J
iy, CSV i1, Excel e Y i, [20 v
Form Name ¢ Service ! TagName ! Created At ! Updated At ! Actions
S —
test-single /golden:golden 08/04/22, 11:42 PM 08/04/22, 11:42 PM /708
N —
ServiceProvWorkflowParams /ncs:services/logging_serv... 08/04/22, 11:16 PM 08/04/22, 11:16 PM 7/ |—|:| [ ]
5 e
DeviceCreationFailed 08/04/22, 11:16 PM 08/04/22, 11:16 PM /708
N —
Generic_form 08/04/22, 11:16 PM 08/04/22, 11:42 PM s708
5 s
NSOCallFailed 08/04/22, 11:16 PM 08/04/22, 11:16 PM /708

RELERER

- BERGAHR

~ ¥ E : 7£0S Upgrade®F #yActive, CompletedflPendingi& I+ £ N A B L85,



'||I.I]lv Home / OS Upgrade " "
cisco  Business Process Automation acmin admn o Q e

OS Upgrade

Active Completed Pending

From Date To Date
7/29/2022 B X 8/5/2022 B X
¥ csv ¥ Excel Q v
Device Name ¢ Current Step ¢ Current Step Status ¢ Custom Payload ¢ Device Type ! CreatedBy  Actions
3.0.2.4 Post-Check 0 {"CR number.. 10S user001 user0C == n .4 lzl’
3.0.2.2 Post-Check 0 {"CR number.. 10S admin admin = ‘ h.4 lzl’
>
1to20of2 Ik < Page1of1 > »|

BRIERGEHR
« RERIR

~ JEE : 7£0S Upgrade® , B HAIEES M A T Process Templates. Executions, Analytics.
DiffflScriptsit I+

_ el Home / Process Templates
= B . . di di
cisco. Business Process Automation admin admin o O 9

Process Templates

Process Templates Executions Analytics Diff Scripts

From Date To Date
Tags ~ 7/29/2022 B x 8/5/2022 B x

+ csv ¥ Excel Qa v 0

Template 3 Commands 5 Description 5 Tag Name 5 Created At = 5 Updated At 3 Actions
S =
DeviceActivation 1 DeviceActivation 08/04/22,11:16 PM 08/04/22,11:16 PM /7 0
P
10S-Downloadimage-T... 1 Template to Download |... 08/04/22, 11:16 PM 08/04/22, 11:16 PM /7 u
o =
10S-Validation-Tmpl 1 10S Validation template ... 08/04/22, 11:16 PM 08/04/22, 11:16 PM /7 u
P
10S-Upgradelmage-Tmpl 5 Upgrade Image steps 08/04/22,11:16 PM 08/04/22, 11:16 PM /7 B

+ GCT

N B ate I RENATFRERSH R P NOEARAIRE LT+,



Ml Home / Golden Config Templates

N N d dmi
cisco Business Process Automation admin admin o O 9

Golden Config Templates
Templates Apply Config Compliance Reports Groups

Controller Type  Controller Instance

NSO - nso-65 -
From Date To Date
Default View Instance View 7/29/2022 B x 8/5/2022 B x
+ csv ¥ Excel aQa v o
D Template Name 5 Version 5 Controller 5 Template Type 5 Config Ty... = 5 Device Mode Actions
.
|:| test65-existing-partial 1 nso-65 partial_config LoZaP N | I—D
X |
D test65-existing-partialto80 1 nso-80 partial_config (o2 7 8 lEI
Xy |
[ test65-existing-ful 1 nso-65 full_config o710

G

(@)

-
« RBERCE

Home / Device Activation

= mim i . ) )
cisco Business Process Automation admin admin G 0 9

396

Device Activation

From Date To Date
Add Device Upload Download Delete From Activation Queue
B x B x
( & Bulk Upload Template > ( Sync Smart Account >

Select Status Filter

Waiting v
¥ csv ¥ Excel Qa v o [2
|:| Seri... : Onboard ... : Statu... : Devi... : Cont... : Com... : Com... : Devi... : c : c : Actions
2 4
D D87573DB Waiting Waiting Unsupport... vManage-... 0% N/A {"serialNoC... ~ 08/0... admi... / =
/o
* » ¥
D 8FB8752F Waiting Waiting Unsupport... vManage-... 0% N/A {"serialNoC... ~ 08/0... admi... / -
/o
2 4
D FJC25251... Waiting Waiting DNAC Acc... DNAC-242 0% N/A {"serialNoC... ~ 08/0... admi... / =
/o
> ¥
|:|. FJC26251... Waiting Waiting DNAC Acc... DNAC-242 0% N/A {"serialNoC... ~ 08/0... admi... / -
/o

BE R

SEE . BEIEERS S A FActive ServicesH1Order Historyit I o



Service Catalog

Service Categories E “ Orders

& O )

+ csv ¥ Excel

Name

service-item-1

service-item-2

ARS5 B

- &l

V4
i

: Description

none

none

Home / Pre Post Check

cisco. Business Process Automation

Pre Post Check

Active Completed Pending

+ csv ¥ Excel

Device Name

3.0.2.3

B E

¢ Tags

: BREIESR N A TES, ERAFERTF,

From Date
7/29/2022

To Date

B x 8/5/2022

Modified Date

08/05/22, 06:17 PM

08/05/22, 06:17 PM

Acti

VN |

1

>

/

Q

ions

to2of 2

Ik < Pagelof1 > >

admin admin o o e
10

Current Step ¢ Current Step Status ¢ Custom Payload

Analytics-Report Networ...

0 {"CR number...

N e BEERENATERNIRSETE,

Home / Reports / Generated Reports

cisco  Business Process Automation

Generated Reports

Report Templates Schedules & Favorites Generated Reports

+ csv ¥ Excel

Report Name

Pre post check Reports

OS Upgrade Reports

Execution ID

62ed21a7c6c04f0035d8ee.

62ed218ecf25230029155...

From Date To Date
7/29/2022 B X 8/5/2022 B X
Qa v
¢ Device Type i CreatedBy  Actions
10S admin admin = n U lz"

Tto10of1

3

1K < Page1of1 > >

admin admin o O e
12

From Date To Date
Report ~ Status v 7/29/2022 ) x 8/5/2022 B x
Qa v 0O
H Filter(s) H Status H Created Date H Actions
. Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM 10/ i
Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM 104 1
1to2o0f2 Ik < Page1of1 5 »|
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Wb Home / Scripts / executions

alvaln i . d d

cisco. Business Process Automation admin admin o O e
12

Executions
Scripts Executions

From Date To Date Select Status

7/29/2022 B x  8/5/2022 B x Al -
¥ csv ¥ Excel Q Y O
Key ! Execution Id i Version i Type ! Started ! Ended : Duration ! Status i Act..
AnsibleScriptyml  bc807c60-5b27 1 Ansible 08/05/22, 02:02 ...  08/05/22,02:02 ... O min 7 secs Completed 104
Addition.py 92d690f1-e3fe- 1 Python 08/05/22, 02:02 ... 08/05/22,02:02 ... O min 0 sec Completed 104

1to2of2 IK < Page1of1 5> »
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Home / Workflows

Hmim i . | . o
cisco. Business Process Automation admin admin 9
n

Defined Workflows
Overview Tasks Defined Workflows Workflow Instances

m (PO AS Brstt » Latest Tags -

tos e ‘m  Jea W®o

[] Key - { Name ¢ Version i Tags ¢ Resource i Status ¢ LastModified i Actions
servicel v v v v v v v
|:| serviceprovisioning NSO Service Provis... 1 serviceprovisioning... Deployed ! ,‘ ¢ > i i
D serviceprovisioning NSO Service Provis... 2 serviceprovisioning... Deployed ! ,‘ ¢ > i i
Tto2of 2 1< < Page1of1 > >

‘BN THERE" R
B ES. EXKHIER. TERSES

- BRMKRIIRR
« BFERHEF

Home / Workflows
= alaln

= . . di dmi
cisco. Business Process Automation admin admin o O 9
n

Defined Workflows
Overview Tasks Defined Workflows Workflow Instances

m mPortAs Bret » Latest Tags v

3 csv ¥ Excel a T 0o
[] Key i Name P Ver. = ! Tags i Resource i status i LastModified i Actions
D ios-osupgrade-up...  10S Software Upgr... 2 ios-osupgrade-up... Deployed ! / * > i 1
D serviceprovisioning NSO Service Provi... 2 serviceprovisionin... Deployed ! / * > i !
[:] base-migration Base Migration WF 1 base-migration-w... Deployed ! / * > i 1
D iosxr-osupgrade-... 10S-XR Software ... 1 iosxr-osupgrade-... Deployed u / * > i 3
D complianceCheck GCT Compliance S... 1 complianceCheck-...  Deployed ! / * > i 1

5|7 ERBEFF

- BIRML I BEIESRND R

Home / Workflows

= i i . . . o 9
cisco. Business Process Automation admin admin
13

Workflow Instances

Overview Tasks Defined Workflows Workflow Instances

From Date Select Process Instance Type
Auto Refresh : » 8/3/2022 © x ToDate ©  Running -
¥ csv ¥ Excel Qa v 0
[] mstanc.. i Name { Busines.. ! Version { star. = ! Ended i Duration { status i Actions
’E‘ 2daf3057-14... 10S Software ... ios-osupgrad... 1 08/05/22, 09:.. 0 min 14 secs ACTIVE ! LLINN I O
E 23426764-1.. NSO Service ... serviceprovisi... 1 08/05/22, 09:.. 0 min 31 secs ACTIVE ! n = o
D 2849a2b6-1... OSUpgrade M... osupgrade-m... 1 08/05/22, 09:... 0 min 23 secs ACTIVE ! I moe

Tto3o0of3 1< < Page1of1 > >



Wil Home / Admin / Service Catalog

cisco  Business Process Automation

Service Catalog

Service Categories Orders

admin admin o o 9
32

Add < Upload >< Upload Zip >

¥ csv ¥ Excel

Name v E Description E Tags
item| Y Y
——

service-itemCategorized none

service-itemCategorized_1 none

“BRSTE"T

BRI RS, EBRS. TRALIER

UTREERS B RPNA T KATIRER,

- BR

- BIRNE B HITRLR
« SFERBEF

_ \liny, Home / Admin / Service Catalog

cisco Business Process Automation

Service Catalog

Service Categories Service Items

Y

From Date
7/29/2022

To Date
B x  8/5/2022 B x

hewes  Jo o 1@ o

Modified Date

08/04/22, 09:03 AM

08/04/22, 08:59 AM

¢ Actions

A\ ¢
VA |
VAl |

1to20f 2 1< < Page1of 1 > >I

admin admin 0 O e
13

+ csv ¥ Excel
Orderld i service = i Date i status
2 service-item-1 08/05/22, 10:24 PM
1 service-item-1 08/05/22, 10:15 PM
5 service-item-2 08/05/22, 10:57 PM
4 service-item-2 08/05/22, 10:56 PM
8 service-item-2 08/05/22, 10:50 PM

3|7 BB

From Date
7129/2022

To Date
B x  8/5/2022 B x

Qa v o [20 v]

User

admin
admin
user005
user005
admin

Tto50f5 Ik < Page1of1 > I



Home / Admin / Service Catalog

= alialn _ ) —
cisco  Business Process Automation admin admin o e
13

Service Catalog

Service Categories Service Items

From Date To Date
7/29/2022 B x 8/5/2022 B x
+ csv ¥ Excel Qa v 0O

Order Id i service = { Date i Sstatus i user

2 service-item-1 08/05/22, 10:24 PM admin

1 service-item-1 08/05/22, 10:15 PM admin

5 service-item-2 08/05/22, 10:57 PM user005

4 service-item-2 08/05/22, 10:56 PM user005

3 service-item-2 08/05/22, 10:50 PM admin

Tto50f5 IK < Page 1of1 > >l
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- BRMRTIER

EREERRF

T

Schedulesit T~ 3 MARFLENAAITY , ASERBENESEETIENIED. MIABRT
, 2ERIEMEANEE K,

RPERILAR, 4. BER. SAMSHITR

_ Qialy,  Home / Scheduier
- cisco  Business Process Automation admin admin o o e
187
Scheduler
Schedules
s N From Date
Add ‘\ Import /‘ 11/30/2022 B x ToDate o)
4 csv + Excel a v o [20+]
Name { G i Sched... i StartDate... ! EndDate  © LastTri.. | NextTr.. ! Create.. i status i Actions
PeriodicProbe Recurring 12/16/22, 5:00:0. admin Active 0 'd [ ]
—
Scheudulerkafka One Time 12/14/22, 6:44:0 12/14/22, 6: admin Inactive 0 4 ]
Tto20f2 1< < Pagelof1 > >l
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RPZEAIERERSMTIXE BN ERENFRERARS.

Schedule Executions

Schedule Name: PeriodicProbe
Total Executions Count: 3

From Date To Date

1173042022 B ox 12/15/2022 B x
Execution Details: 130 /15

+ csv + Exce Q, T O |20 w
Execution Date i Topic Name ¢ Topic Message
c-probe-topic deviceld”: "nexus-001", “controllerMMama®" ...
I trollerMa
Tw3oll 1c ¢« Pagelofl > 3

ZHMAT

AN GREE TR

“AINNEERAE ERUTFE

o RIBFITRINBR , SHE—,
o AERESRE S TFUMA |, XEFE TKaftkalli SHV AR L 25,
o HEIR: TR A9 A% 5 BR
o YIHLAE AREA TR,
- FHEEHS:
- EBER ATNMEAEEN AR RN ERXFEBE.
- FBEHE MAME MBI FRFEBHISONEE
- IHRFFEERATNEFAHU , EhaFERTRBITRIFH A B/SRNE .
- “REPESES : kIS , A TFEISUIRBERBEIRSIR HeronE R,



Schedule Name * a3 - Description

B, .
=
< 123 ¥
it
W FEHERR

B RIELK Kibanaiz & iRk

ETFFELK KibanaiZH|HER , EMITIL TR

1. 5% 48 2548 M 5% 05601 (I & http://localhost:5601) , & 3IKibanaM & R M.
2. fHlocalhostE#: s KibanaE ¥/ BPARRS 25 1Pt 11t BY & #5o

3. EAELK/Kibanaltk P Zif &%k, EaEOELYH,

4. (EFElasticBg A ( Hlaladmin ) EF,

5. MREQBEFMNKRERZE  BEEFES,

6. FEusername= Bt H % A “admin”,

7. MAEW,

8. BB R, AFHEEREELKER,



elastic

B o

Welcome home

»

) Enterprise Search Observability Security Analytics
Create search experiences with a Consolidate your logs, metrics, Prevent, collect, detect, and respond Explore, visualize, and analyze your
refined set of APIs and tools. application traces, and system to threats for unified protection data using a powerful suite of
availability with purpose-built Uls. across your infrastructure. analytical tools and applications.

Get started by adding integrations

To start working with your data, use one of our many ingest options. Collect
data from an app or service, or upload a file. If you're not ready to use your
own data, add a sample data set.

LECUELIEUEE ) Trysampledata ¢y Upload afile

1 LA

ELK Kibanax

EF RS ER P ERARRINTE (&Z10,000 ) , BT TIRME

1. TFEFEE | ARE%FEStack Management > Advanced Settings.

Q elastic (<]
= . Stack Management  Advanced Settings
Ingest © Tie breaker fields context:tieBreakerFields
Ingest Pipelines A comma-separated list of fields to use for tie-breaking between documents that have the same e
timestamp value. From this list the first field that is present and sortable in the current index pattern -
Data © is used.
Index Management Default col
efault columns
Index Lifecycle Policies defaultColumns
Columns displayed by default in the Discover app. If empty, a summary of the document will be
Snapshot and Restore
displayed.
Rollup Jobs
Transforms i fields

discover:maxDocFieldsDisplayed

Remote Clusters Maximum number of fields rendered in the document column 200

Alerts and Insights ©

Rules and Connectors Modify columns when changing index patterns discover:modifyColumnsOnSwitch

Reporting Remove columns that are not available in the new index pattern. ) on

Machine Learning Jobs

Number of rows discover:sampleSize

Kibana © The number of rows to show in the table 10000

Index Patterns Default: 560 Reset to default
eset to defaul

Saved Objects

Tags Read fields from _source

Search Sessions

discover:searchFieldsFromSource
When enabled will load documents directly from *_source . This is soon going to be deprecated. X off
Spaces When disabled, will retrieve fields via the new Fields API in the high-level search service.
Advanced Settings

Search on page load

over:searchOnPageLoad
Stack © Controls whether a search is executed when Discover first loads. This setting does not have an & on

e Saaen effect when loading a saved search.

Upgrade Assistant

discover:showMultiFields
- : " - o5t

ELKELRIRERH

2. RSB BRRETH
3. EHNET THITH , A5 ¥ T Save changes,

N EE  BUHRITREERBEREER IR | HREFEB N Dplogs"WERTFERNRH

o



= . Stack Management Index patterns

& LR Index patterns

Ingest Create and manage the index patterns that help you retrieve your data from Elasticsearch.

Ingest Pipelines
pata Q Search.
Index Management

Index Lifecycle Policies

Pattern 1

Snapshot and Restore

Rollup Jobs bpalogs* Default

Transforms

Remote Clusters Rows per page: 10 v :

Alerts and Insights
Rules and Connectors
Reporting

Machine Learning Jobs

Kibana

Index Patterns
Saved Objects
Tags

Search Sessions
Spaces

Advanced Settinas

BPAHEMZESIER

elastic

= . Stack Management  Saved objects

Dat
|Za M t Saved objects C Refresh  ch Import  y Export 4 objects
ndex Management

Index Lifecycle Policies

Manage and share your saved objects. To edit the underlying data of an object, go to its associated
Snapshot and Restore

application.
Rollup Jobs
Transforms
Remote Clusters
Q Search. Type v Tags v

Alerts and Insights Type  Title Tags Actions
Rules and Connectors .

i Advanced Settings [7.16.2] D D
Reporting
Machine Learning Jobs &  dashboard

2 bpalogs*
Kibana palog
Index Patterns @  searchView
Saved Objects
Tags Rows per page: 50 1

Search Sessions
Spaces

Advanced Settings

Stack
License Management

Upgrade Assistant

ELK}BPAB SR EFHXI R

N AKibanai & fMKibanaid &85

Kibana &I

E#EFIKibanakt , AP N#EE O EIDiscoverTH, R ERMBELKHERWRHFBE, AP
T AL , £¥ESearch QueriesERIFERAEEE , HFEMHTime FilterSHE R4 R4/ N2 4S E 6t E
B

Kibana Discover@iFATAR :

- BRE  BEEEISMXET  ATEREEFZRIBNHEE
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EEANEE , BEERETETHAL afiter + , A=A EARME, B LR EFIDiscover®
H, FREEXHZEGE , BARER , HxE,

KibanaZ if]i& & (KQL)#Lucene

ERERASF | BEifjKibanati Mt — A E R EHALuceneid %, ERA6.254 | Kuery ( MIEFHR
KQL ) TR FeEEREKK,

B7.0E , KQLREEWEBHWEREES , ERAF TLRE ElLucene,

Kibanai® &
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7 ( £ ALucene ) BV A P A BUR R IX 4.

KibanaBW A MR —ZR , AFAMERS A ENENRBENTER, ATRE-ERELHN
BRRH

BHEXARER
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FERAER

- RANMEITIRR
- "RBIETROR"
- A&

AHE*

- B EEXUME‘E?’E&T\ ;

- ARG ARPENXFEBRFAX D KPNE, FXERETFRES(" )EP—JJ_IEIméIEEEE’J R
( B30 | [category/health]F["category/health"| IR EI R REIMER ) o

- BEMNFSNERKbanaBEFER AF TUAARERIESHRENZH , FEA

[PIRXEK R —NF /o

s FRAUTEANZERINEHRTERBREZBRRNNEIE  <fieldname> : 3%
s BITUTERUEELER (FEERBETREEMAER )

- B# : chrome

- A% : Chrome
- B Chr*

- MR : 200

- FT 65

- FH 0 [65F*]

. FH ;65 - 99
. =¥ . (653199}

_exists_ : B

. fﬂiﬂ&ﬁ%hm

BEiE

)

- FRERBKBIFBRRBNNVERBRT FERERE, (X TLogz.ioMF , MINBER T
FAFER , XXRPBlogz.ioMMEBERX D KNE ( EEHNAERTE ) , TREABR
R (EAH K SEHHNAERTE). HAEFERARENRITEBAN T TERSIH
BZEiE , RABIEER N _source" DT FRFEE

- reviewB2REE A AIUERASESERFRINEE, [IRTEREEEN. (RTE

RBRmb,
_exists_fFA_exists_ BIBENFROUERERXY , UEEFBRBFEZFER.

- REMEEEREEN , BEFEFEERNER  HEERAXEFIEELEE.

- ERRPEAZEEANARNAOT

- EBERMFirefox
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| XE

+EE

- B
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- AP A MEREERELERNEZEEED
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RT3

« BT

& [MO{H 1" ~" 7

BREKibanal — N SR UEE , ©FALuceneEWIES.

- [categovi~2]F&R & FK[categovi| P AN ESCER AN ERE. XEWREMEXEIEITHE.

« BT

BERETR
PIFEEFEATZRERE , FHBEE EElasticsearch fit X NZPUiR S, EETLZ R
BIRETHWERTERSREIER,

- ARERRBEWEINFERXRRIIEK  FSAUATRR

- FHBHRNAERREERIFIEFRR, FRANEIS("string")EHRTLITE I (5
i, "USA") .

- FRESERANSEREENENTR  EARNSERFRFSNER—INER
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- [A00E500]
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Enterprise Search Observability Security
Create search experiences with a Consolidate your logs, metrics, Prevent, collect, detect, and respond
refined set of APIs and tools. application traces, and system to threats for unified protection
avallability with purpose-built Uls. across your infrastructure.

Get started by adding integrations
To start working with your data, use one of our many ingest options. Collect

data from an app or service, or upload a file. If you're not ready 1o use your
own data, add a sample data set

JYEDENETN ) Trysampledata b Upload afile

BPAH EMELKAX I E

#ikbpalogs* RS BREBRM T HRIEF -

Analytics

Explore, visualize, and analyze your
data using a powerful sulte of
analytical tools and applications.
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elastic

= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'ping]" x |+ Add filter

bpalogs* eos €= 29 hits

QU search field names

> docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: 2023-84-19T15:40:55.907013Z] [User ID: admin] [Device Name: [' 11 [IP Address: [* 1
Filter by type [0 o [Capability Name: ping] [Log Message: ' ---------Fetching Device Details--- ------'] @timestamp: Apr 19, 2623 @ 21:10:55.968 @version: 1
docker.hostname: 6767b64cf868 docker.id: 6767b64cT868525488100bed638766724bat717e66b891684aa5dcebbdcbalba docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-567
 Available fields 15 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: uZEtmocBJhOF5-fpC3p2 _index: bpalogs-2023.84.19 _score: 8 _type: _doc
Popular
index > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: 2023-4-19T15:49:55.924724Z] [User ID: admin] [Device Name: [’ 1 [1P Address: [' n

[Capability Name: ping] [Log Message: ' ping device use '] @timestamp: Apr 19, 2623 @ 21:10:55.925 @version: 1
docker.hostname: 6767b64cf868 docker.id: 6767b64cT868525488100bed638766724bat717e66b891684aa5dcebbdcbalba docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-567

© @timestamp

t) dockathostnama host: show: This is NOT services stream: stderr tags: grokparsefailure _id: uSEtmocBGhOFS-fpC3p2 _index: bpalogs-2023.64.19 _score: 6 _type: _doc
¢ dockerimage

t dockername docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: 2623-84-19T15:48:55.924999Z] [User ID: admin] [Device Name: [’ 11 [1P Address: [ B}

[Capability Name: ping] [Log Message: ‘Payload: [{'hierarchylds': ['lab-34'], '_id': '643918decbcd56812fa2733d", ‘hostname’: '18.105.52.34", ‘deviceldentifier’

e “description’: '*, ‘address’: . ‘port’: '22', ‘deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': ‘lab-34, ‘protocol’': ‘ssh’, ‘deviceRole': '*

€ id ‘adminState’: '*, ‘latitude’: '*, ‘longitude’: '', 'additionalAttributes’: {'hostname’: }, “controllerld': ‘Direct-To-Device’, ‘controllerType’: 'Direct-To-Device',
# _score ‘__v': 8}]'] @timestamp: Apr 19, 2623 @ 21:16:55.925 @version: 1 docker.hostname: 0767b64cf868 docker.id: 8707b64cf868525488108bed638766724bat71fe66b891684aa5dcebbdcbalba
15 > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-19T15:40:56.580880Z] [User ID: admin] [Device Name: [* “11 [IP Address: [ 1
t| @version [Capability Name: ping] [Log Message: 'User group details: ['ebbb124f-fdb@-48c2-9d78-b6557357¢533", '9b8dad2b-4bed-4! 7- 0e2b10", ‘707 4-47ed-82b!

¢ dockerid " c359cc3e-838F -4397-bect-ebaf19a86a88", ' 986824b-750d-4590-b78d-3dbb259251F"]" ] @timestamp: Apr 19, 2023 © 21:10:56.637 @version: 1 docker.hostname: 6767b64cf868

B host docker.id: 6707b64cf868525488106bed 724baf71fe66b89 Tba docker.image: containers.cisco.con/bpa/d2d-agent:4.6.1-507 host: show: This is NOT

) show services stream: stderr tags: _grokparsefailure _id: xZEtmocBdhOF5-fpDnor _index: bpalogs-2623.64.19 _score: 8 _type: _doc

BPAHBE : ping1

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'ping]" x |+ Add filter
bpalogs* eos €= 29 hits
Q Search field names > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-26T14:48:16.205603Z] [User ID: admin] [Device Name: [’ *11 [IP Address: [ n
[Capability Name: ping] [Log Message: 'device action details: {'id': 'd87b7282-bbfc-4778-9668-9730c0ad8abd’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: 'ping’,
Filter by type 0 2 “created_at': '2023-64-06T21:38:43.5987' }'] @timestamp: Apr 26, 2623 @ 2:10:16.207 @version: 1 docker.hostname: 724848bfc7af
Avaitabie i = docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
v Available fields
services stream: stderr tags: _grokparsefailure _id: pLwCvocBdhOF5-fpBSzD _index: bpalogs-2623.04.26 _score: 8 _type: _doc
Popular
¢ _index > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:16.216972Z'] [User ID: 'admin’] [Device Name: ‘[’ 1'] [IP Address
) @timestamp iE 1'] [Capability Name: 'ping’] [Log Message: 'API response: {'status’: 'success’, 'message’: 'Successfully fetched device from inventory’, 'body’: {'hierarchylds’
['1ab-34"], "_id': '643918decbcd56012a2733d", "hostname’: ' ", ‘deviceldentifier’ ', ‘description’: ', ‘address’ Y, tport’: 22°,
t docker.hostname
“deviceType': ‘cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': ‘lab-34", protocol’: 'ssh’, ‘deviceRole’: ', ‘adminState’: ', 'latitude’: '*, 'longitude’: "',
dock
£ Cockerimade ‘additionalAttributes’: { hostname’: '10.165.52.34'}, ‘controllerTd': 'Direct-To-Device', 'controllerType’: 'Direct-To-Device', '__v': 6}}'] Gtimestamp: Apr 26, 2623 @
t docker.name
T > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:18.564136Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
ie *1'] [Capability Name: 'ping'] [Log Message: 'Device Ping Response: 'PING 56(84) bytes of data.\n4 bytes from : dcmp_seq=1
€ id tt1=226 time=270 ms\n64 bytes from : iomp_seq=2 tt1=226 time=269 ms\n64 bytes from : iomp_seq=3 tt1=226 time=270 ms\n\n--- ping statistics -
# _score \n3 packets transmitted, 3 received, 8% packet loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/0.264 ms\n'*] @timestamp: Apr 26, 2023 @ 20:10:18.505 @version: 1
B tvpe docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
t| @version > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2623-84-26T14:48:18.584698Z'] [User ID: 'admin’ ] [Device Name: ‘[ 11 [IP Address
¢ dockerid iE *1'] [Capability Name: 'ping’] [Log Message: 'Response: [{ hostName’ , "deviceName': * ", ‘controllerId': 'Direct-To-Device', 'result’:
B host [{'name’: 'result’, 'value': 'PING 56(84) bytes of data.\n64 bytes from icmp_seq=1 tt1=226 time=276 ms\n64 bytes from
) show icmp_seq=2 tt1=226 time=269 ms\n64 bytes from icmp_seq=3 tt1=226 time=276 ms\n\n--- ping statistics ---\n3 packets transmitted, 3 received, 8% packet
loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/6.204 ms\n'}]}]'] @timestamp: Apr 26, 2023 @ 20:18:18.505 @version: 1 docker.hostname: 724848bfc7af
€ stream

BPARE : ping1

@ oscoer - Options New Open Share Inspect [3) save
B v Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: "[Capability Name: ‘view-config]" x | + Add filter

bpalogs* s = 21 hits

Q Search field names > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:41:33.8413932] [User ID: admin] [Device Name: [ 11 [IP Address: [ N
[Capability Name: view-config] [Log Message: '-- --

--Fetching Device Details------ -- ------'] Otimestamp: Apr 19, 2023 @ 21:11:33.842 @version: 1

Filter by type 0 v docker .hostname: 8707b64cf868 docker.id: 8707b64cf868525488100bed638766724baf71fe66b891684aa5dcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-507
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MZEtmocBdh9F5-fpn3uK _index: bpalogs-2023.84.19 _score: @ _type: _doc
V' Available fields 15
Popular > docker.name: /d2d-agent-service message [BmDEBUG: root : [Timestamp: 2023-84-19T15:41:33.843185Z] [User ID: admin] [Device Name: [ ] ] [IP Address: [ 11
¢ _index [Capability Name: view-config] [Log Message ] @timestamp: Apr 19, 2023 @ 21:11:33.843 Oversion: 1
© @tmestamp docker.hostname: 8787b64cf868 docker.id: 0767bb4cf868525488108bed638766724baf71fe66b891684aa5dcebbdcbatba docker.inage: containers.cisco.con/bpa/d2d-agent :4.0.1-567
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MSEtmocBdh9F5-fpn3uk _index: bpalogs-2623.84.19 _score: @ _type: _doc
¢ dockerhostname

¢ dockerimage

> docker.name: /d2d-agent-service message: [BmDEBUG:root:([Timestamp: 2023-84-19T15:41:33.843397Z] [User ID: admin] [Device Name: [ 1] [1P Address: [ N
¢ docker.name [Capability Name: view-config] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id 643918decbcd56812a2733d ", 'hostname , 'deviceldentifier
t message , "description , 'address , 'port': '22', 'deviceType': 'cisco-ios’, 'osType': 'cisco-ios’, 'credential': 'lab-34', 'protocol': 'ssh’,
‘deviceRole’: ', 'adminState’: '', 'latitude’: ', 'longitude , 'additionalAttributes’: {’hostname '}, ‘controllerId': 'Direct-To-Device', 'controllerType':
0 ‘Direct-To-Device’, '__v': 8}]'] @timestamp: Apr 19, 2023 @ 21:11:33.843 @version: 1 docker.hostname: 0767b64cf868
# _score
D _type > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-19T15:41:34.3993422] [User ID: admin] [Device Name: [’ 1] [IP Address: [ 1

[Capability Name: view-config] [Log Message: 'User group details: ['ebbb124f-fdb@-48c2-9d78-b6557357c533", '9b8dad2b-4bed-48c9-89e7-e296788e2b10", '7071e782-a394-47ed-82b6-
. -4397-b baf19a86a88", '9868e24b-75dd-4598-b78d-f3dbb259251F ] ] @timestamp: Apr 19, 2023 @ 21:11:34.460 @version: 1 docker.hostname: 8767b64cf868

t @version

i) dockerd docker.id: 87@7b64cf868525488 d 724baf71fe66b89° ba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-567 host: show: This is NOT
€ host services stream: stderr tags: _grokparsefailure _id: PpEtmocBdhOF5-fpoXvG _index: bpalogs-2623.04.19 _score: 8 _type: _doc
t show
> docker.name: /d2d-agent-service message: [EmINFO:root:[Timestamp: 2023-84-19T15:41:35.655591Z] [User ID: admin] [Device Name: [' 11 [IP Address: [’ n
¢ stream  — — - - -




BPAR & : view-config

@ oscoer o Options New Open Share Inspect [3) save
[~ Search (M  C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'view-config]" x | + Add filter

bpalogs* eee €= 21 hits
Q search field names [Capability Name: view-config] [Log Message: ‘controller details: {'id': '26e9p568-ed7e-4213-9d26-2a95979568¢3", “type': 'device-manager-act-ctrl’, 'keys': {'id': 'device-manager-
act-ctrl’, ‘subType': 'device-manager-act-ctrl’, ‘dsiplayName’: ‘Activity control’, 'elementType’: ‘app-menu’}, ‘name’: ‘Direct-To-Device'}'] @timestamp: Apr 26, 2023 @
Filter by type 0 @ 28:12:08.620 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0adbst60d1d21act79dc872ee71818389214a7449746195 docker.image: containers.cisco.con/bpa/d2d-
_— agent:4.8.1-510 host: show: This is NOT services stream: stderr tags: grokparsefailure _id: 97wDvocBdh9F5-fpvS7P _index: bpalogs-2623.84.26 _score: 8 _type: _doc
7 Available fields 15
o > docker.name: /d2d-agent-service message: [emINFO:root:[Timestamp: 2023-84-26T14:42:09.511203Z] [User ID: adnmin] [Device Name: [ 11 [IP Address: [' 1
¢ _index [Capability Name: view-config] [Log Message: 'device action permission to user: False'] @timestamp: Apr 26, 2023 @ 20:12:09.696 Gversion: 1 docker.hostname: 724848bfc7af
& @timestamp docker.id: 724848bfc7af93bbBaBb5T69d1d21ac79dc872¢71818309214a74497467195 docker . image: containers.cisco.con/bpa/d2d-agent :4.8.1-518 host: show: This is NOT
) dockerhosthame services stream: stderr tags: grokparsefailure _id: -7wDvocBdhOF5-fpuS6j _index: bpalogs-2623.84.26 _score: @ _type: _doc
t dockerimage . . - . .
> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: '2023-04-26T14:42:69.713276Z'] [User ID: ‘admin'] [Device Name: '[ 1'1 [1P Address
+ dockername 18 1'] [Capability Name: 'view-config'] [Log Message: ‘API response ip: {'status': 'success’, ‘message’: 'Successfully fetched device from inventory’, 'body’
t message {*hierarchyIds': ['lab-34'], '_id': '643918decbcd56@12fa2733d’, 'hostname’ . “deviceldentifier’ , “description’: ', ‘address’: )
‘port’: '22', 'deviceType': ‘cisco-ios’, ‘osType': 'cisco-ios’, ‘credential': ‘lab-34', 'protocol’: ‘ssh’, 'deviceRole': '*, 'adminState': ', ‘latitude’ “longitude”
t _id
! ‘additionalAttributes’ : {hostname’ “controllerId' : ‘Direct-To-Device’, 'controllerType': ‘Direct-To-Device', '__v': 8))'] @timestamp: Apr 26, 2023 &
# score
D type > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-26T14:42:17.6927262° ] [User ID: 'admin’] [Device Name: '[* 1'1 [1P Address
B {8 1'] [Capability Name: 'view-config'] [Log Message: ‘Response: [{controllerId': ‘Direct-To-Device', 'deviceldentifier': * ", “hostnane’ .
¢ @version
X “serialNumber’ : **, ‘result': ® \n\nCurrent configuration : 21344 bytes\n!\n! Last configuration change at 11:43:47 GHT Wed Apr 26 2623 by cisco\n!\nversion
cccied 16.12\nservice nagle\nno service pad\nservice tcp-keepalives-in\nservice tcp-keepalives-out\nservice timestamps debug datetime msec localtime show-timezone\nservice timestamps log
€ host datetine msec localtime show-timezone\nservice password-encryption\nservice compress-confighnservice call-home\nno platform punt-keepalive disable-kernel-core\n!\nhostname
t show
€ stream

BPARE : view-config

= @ oscoer v Options New Open Share Inspect [3) save

[+ Search KaL C Refresh

© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: “[Capability Name: ‘discover-device’]” x |+ Add filter

bpalogs* v vos €= 28 hits

Q search field names > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: 2023-84-19T15:42:00.283207Z] [User ID: admin] [Device Name: [ 11 [1P Address: [ 1

[Capability Name: discover-device] [Log Message ---Fetching Device Details--

e --='] @timestamp: Apr 19, 2623 @ 21:12:60.284 @version:
Filter by type 0 v docker.hostname: 8707b64cf868 docker.id: 8767b64cf868525488108bed638766724baf71fe66b891684aaSdcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-507

host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: CpEumocBdhOF5-fpBoHU _index: bpalogs-2023.64.19 _score: @ _type: _doc

 Available fields 15

R > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: 2023-4-19T15:42:00.2851212] [User ID: admin] [Device Name: [ 11 [IP Address: [ N

¢ _index [Capability Name: discover-device] [Log Message: 'Payload: [{'hierarchyIds': ['lab-34'], '_id': '643918decbcd56612fa2733d", 'hostname . 'deviceldentifier

O CE , ‘description’: '*, 'address , port': '22', 'deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': 'lab-34', ‘protocol’: ‘ssh’,
deviceRole': ', ‘adminState': ‘', ‘latitude’: '', 'longitude’': ‘', ‘additionalAttributes': {'hostname }, “controllerd': 'Direct-To-Device', 'controllerType

¢ docker.hostname
Direct-To-Device’, '__v': 6}]'] @timestamp: Apr 19, 223 @ 21:12:60.285 @version: 1 docker.hostname: 0767b64cf868

¢ docker.image

¢ docker.name > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:42:00.284886Z] [User ID: admin] [Device Name: [ 11 [IP Address: [ N

7) message [Capability Name: discover-device] [Log Message: ---discover device use case--- meees ] @timestamp: Apr 19, 2023 @ 21:12:00.285 @version: 1
docker .hostname: 8767b64cf868 docker.id: 6767b64cf868525488100bed638766724baf717e66b891684aaSdcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-567

€ id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: DZEumocBdhOFS-fpBoHU _index: bpalogs-2023.04.19 _score: 6 _type: _doc

# score

- > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-04-19T15:42:00.9560262] [User ID: admin] [Device Name: [' 11 [IP Address: [* 1

_type

[Capability Name: discover-device] [Log Message: 'User group details: ['ebbbi124f-fdb8-40c2-9d78-b6557357¢533", ' 9b8dad2b-dbed-4 7- 6e2b10", '7071€ 4-47ed-82b0-
@version .

-4397-b baf19a86a88", '9868e24b-75dd-4598-b78d-f3dbb259251F ] ] @timestamp: Apr 19, 2023 @ 21:12:60.963 @version: 1 docker.hostname: 8767b64cf868

] dockerid docker.id: 0707b64cf868525488106bed 724baf71fe66b89 1ba docker.image: containers.cisco.con/bpa/d2d-agent:4.6.1-507 host: show: This is NOT

¢ host services stream: stderr tags: _grokparsefailure _id: FZEumocBdhOF5-fpCYF6 _index: bpalogs-2023.04.19 _score: 8 _type: _doc
t show

> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-84-19T15:42:01.791938Z] [User ID: admin] [Device Name: [ 11 [IP Address: [ 1
¢ stream I

BPAB®E : XKHix



elastic

= @ oscoer v Options New Open Share Inspect (3 Save
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'discover-device']" x | + Add filter
bpalogs* eos €= 28 hits
Q Search field names [Capability Name: d);cuver—devlce] [Lo; Mes;age: ‘cuntroiler deta;ls {'id": ‘2669b568—647e—4213‘—‘;626—23959795690‘3", “type’ ‘dev’)ce—manager—act‘—c‘tr:l‘ , 'keys' {‘]d‘ : "device- -

manager-act-ctrl’, ‘subType': 'device-manager-act-ctrl’, 'dsiplayName': ‘Activity control', 'elementType’: ‘app-menu’}, ‘name’: ‘Direct-To-Device'}'] @timestamp: Apr 26, 2023 @

Filter by type 0 v 28:13:09.989 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBb5f69d1d21ac79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
© Available fieids 5 agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: tLwEvocBdhOFS-fprONC _index: bpalogs-2623.64.26 _score: 8 _type: _doc
s > docker.name: /d2d-agent-service message: [6mINFO:root:[Timestamp: 2023-84-26T14:43:10.4887582] [User ID: admin] [Device Name: [ 11 [IP Address: [* n
€ _index [Capability Name: discover-device] [Log Message: 'device action permission to user: False'] Gtimestamp: Apr 26, 2023 @ 20:13:18.489 Gversion: 1 docker.hostname: 724848bfc7af
© @timestamp docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
1) dockerhostname services stream: stderr tags: _grokparsefailure _id: vbwEvocBdhOF5-fpriPe _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t) dockerimage > docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2023-84-26T14:43:22.2065762'] [User ID: ‘admin’] [Device Name: [’ "1'1 [1P Address
¢ docker.name iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response for device: [{'id’: 1, 'isSelected': False, 'Device ID': 'NCCM52', 'IP address’
¢ message ', "Platform’: ‘cisco WS-C3756X-48P, Capabilities’, 'Version': 'Cisco I0S Software, C3750E Software (C375OE-UNIVERSALKI-M), Version 12.2(58)SE2, RELEASE SOFTWARE
(fe1)', "level': 1}]'] @timestamp: Apr 26, 2023 @ 20:13:22.267 @version: 1 docker.hostname: 724848bfc7af
0 docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
# _score
D _type > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:43:22.2071552'] [User ID: ‘admin’] [Device Name: '[' "1'1 [1P Address
iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response: {’controllerId': 'Direct-To-Device', 'deviceldentifier’: ' *, “hostname’ :
JEEED , “serialNumber’: ", ‘result’: {'body’: [{'id': 1, 'isSelected’: False, ‘Device ID': 'NCCM52', 'IP address’ , "Platform’: ‘cisco WS-C3750X-48P,
1) dockerid Capabilities’, 'Version': ‘Cisco I0S Software, C3756E Software (C3750E-UNIVERSALK9-M), Version 12.2(58)SE2, RELEASE SOFTWARE (fc1)', ‘level': 1}], 'msg’: 'success’, 'status’
€ host “success'}}'] @timestamp: Apr 26, 2023 © 20:13:22.207 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBhST60d1d21act79dc872ee71818309214a7449746F195
t show
€ stream

BPARB®E : RMiR=Z

@ oscoer - Options New Open Share Inspect [3) Save

[ v Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: ‘connect]" x |+ Add filter

bpalogs* v eos €= 29 hits

['10.105.52.34"]"] [Capability Name: 'connect ] [Log Message: '-------- ] Gtimestamp: Apr 26, 2023 0 20:15:37.237
Gversion: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a7449746¢195 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-510

---Fetching Device Details------- --

Q Search field names

Filter by type [0 9 host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: PrwGvocBdhOF5-fp6zbK _index: bpalogs-2023.84.26 _score: @ _type: _doc
v Available fields 15 > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-64-26T14:45:37.2382267'] [User ID: ‘admin’] [Device Name: '[ 1'] [IP Address
popular [ 1'] [Capability Name: 'connect'] [Log Message ---device connection-check use case--- ---'] @timestamp: Apr 26, 2023 @
1) _index 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0aBbsT69d1d21acf79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
Blcteston agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: QLwGvocBAhOFS-fpbzbk _index: bpalogs-2023.04.26 _score: 8 _type: _doc
) CEETHEETID > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2823-84-26T14:45:37.2384532' ] [User ID: 'admin’] [Device Name: '[ 1'] [IP Address
¢t docker.image [ ]'] [Capability Name: 'connect'] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id 643918decbcd56012fa2733d", ' hostname .
¢ docker.name deviceldentifier , ‘description’: ', ‘address , 'port': '22', 'deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': 'lab-34,
protocol’: 'ssh’, 'deviceRole , 'adminState , 'latitude , 'longitude , 'additionalAttributes’: {’hostname }, 'controllerId’: 'Direct-To-Device',

t message

“controllerType' : ‘Direct-To-Device', '__v': 8}]'] @timestamp: Apr 26, 2623 @ 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af

t id

) _score > docker.name: /d2d-agent-service message: [BmINFO:root:[Timestamp: 2023-84-26T14:45:37.666839Z] [User ID: admin] [Device Name: [ 1] [1P Address: [ 11
[Capability Name: connect] [Log Message: 'User group details: [’ebbb124f-fdb8-48c2-9d78-b6557357¢533", '9bBdad2b-4bed-48c9-89e7-6296780e2b18", *7071e782-a394-47ed-82b0~

t _type .

-4397-b baf19a86a88", '9868e24b-75dd-4590-b78d-f3dbb259251F ] ] Otimestamp: Apr 26, 2023 @ 20:15:37.66@ @version: 1 docker.hostname: 724848bfc7af

) @version docker.id: 724848bfc7af93bbBaBb5769d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.6.1-510 host: show: This is NOT

¢ dockerid services stream: stderr tags: _grokparsefailure _id: SbwGvocBdh9F5-fp7TZq _index: bpalogs-2623.04.26 _score: @ _type: _doc
t host

> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-04-26T14:45:38.678741Z] [User ID: admin] [Device Name: [' 1 [1P Address: [' n
) show [Capability Name: connect] [Log Message: 'device action details: {'id': 'c62elbfa-edf7-4baa-a216-7a586b93c6ed’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: ‘comnect’,
¢ stream “rreated at': 'DA23_AA-ART?1-3R-43 KAG7'\'1 @fimestamn: Anr 76 2002 A 7A-15-3 ARA Bversinn: 1 docker hostname® 7)ARARKEeTaf

BPABE : iE#E

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘connect]” x | + Add filter
bpalogs* eos €= 29 hits
QU Search field names docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.9.1-518
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KrwHvocBAhOF5-fpBTFQ _index: bpalogs-2023.84.26 _score: 8 _type: _doc
Filter by type 0 ~
> docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4464372'] [User ID: ‘admin’] [Device Name: '[' “1'] [1P Address
Eghvatable fieids) i 8 “1'] [Capability Name: ‘connect’] [Log Message: 'SSH session with device is Successfully established'] Otimestamp: Apr 26, 2023 @ 20:15:47.447
o @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ _index host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: @ _type: _doc
© @timestamp
> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4474307'] [User ID: ‘admin’] [Device Name: ‘[ 1'] [1P Address
1) dockechostname 1 1'] [Capability Name: ‘connect’] [Log Message: 'SSH session for 16.105.52.34 device is closed'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
0 CEEETEE docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbRadb5f69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ docker.name host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: VrwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ message
> docker.name: /d2d-agent-service message: [6mDEBUG:root:([Timestamp: '2623-04-26T14:45:47.4476442'] [User ID: 'admin’] [Device Name: ‘[ “1'1 [1P Address
g id ie 1'] [Capability Name: ‘connect’] [Log Message: 'Connection to is Successfull'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
# _score docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
1) _type host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: V7wHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ @version
N > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:45:47.447807Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
cccied T 1] [Capability Name: 'connect'] [Log Message: 'Response: [{’deviceName': ' , "controllerId' : 'Direct-To-Device’, 'hostName' ", 'result’
€ host [{'name': 'result’, ‘value': 'true’}, {'name’: 'info’, 'value': 'Connection to is Successfull'}]}]'] @timestamp: Apr 26, 2023 @ 20:15:47.448 @version: 1
€ show docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8adbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518

stream host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: WLwHvocBdh9F5-fpFDCF _index: bpalogs-2623.64.26 _score: @ _type: _doc



BPAR:;
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@ oscoer - Options New Open Share Inspect [3) save
B v Search (OBl  C Refresh
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘execute-commands']* x |+ Add filter
bpalogs* v eos €= 10 hits
QU Search field names > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User I0: ‘admin’] [Device Name ] [IP Address: **] [Capability
Nare: * execute-commands' ] [Commands: *['show clock’, ‘show version']'][Log Message is use ] Gtinestamp: Apr 21,
Filter by type [0 v 2023 © 18:39:36.454 @version: 1 docker.hostname: eSe314chS13a docker.id: eSe314ch513abdd2a123c18553c7d30ac115fe9211 37a963789ad!
docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508 host: 172.22.8.1 show: This is NOT services stream: stderr tags: _grokparsefailure _id: FKPvo4cBdh9F5-fpOYFx
v Available fields 15
_index: bpalogs-2623.04.21 _score: @ _type: _doc
Popular
¢ _index > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2623-84-21T13:09:36.4538222'] [User ID: 'admin’] [Device Name ] [IP Address: '] [Capability
® @timestamp Name: ' execute-commands' ] [Commands: '['show clock', ‘show version']'][Log Message: 'Payload: {deviceldentifier , ‘commands': ['show clock', 'show version']}']

. Gtimestamp: Apr 21, 2023 © 18:39:36.454 @version: 1 docker.hostname: eSe314cb513a docker.id: eSe31dch513abdd2a123c18553¢7d30act15fe92111d2468dafc37a963789adS
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-568 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: FaPvodcBAh9F5-fpOYFx
t docker.image

¢ _index: bpalogs-2623.04.21 _score: 6 _type: _doc
t docker.name

BT > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:36.5001822'] [User I0: ‘admin’] [Device Name ] [IP Address ]
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock', 'show version']'] @timestamp: Apr 21, 2023 © 18:39:36.501

DEU @version: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-508

# _score host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LoPvodcBAhOF5-fpO¥Fx _index: bpalogs-2023.04.21 _score: 6 _type: _doc

€ type

D rersion > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:43.8076622'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address 1
[Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Result Payload: controllerd: Direct-To-Device, commandResults: [{'command": ‘show

e clock’, ‘executionStartTime': 1682082576, 'executionEndTime': 168282583, 'cmdOutPut: 'show clock \n*12:62:23.785 GMT Fri Apr 21 2623 \n', 'result': True}, {'command’: 'show

€ host version’, ‘executionStartTime': 1682882576, 'executionEndTime': 1682082583, ‘cmdOutPut’: 'show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],

€ show Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by

¢ stream

BPABE : HIEHER

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
B v~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘execute-commands” x |+ Add filter
bpalogs* eoe €= 10 hits

QU search field names

> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-04-26T14:49:68.9718352'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * 1
Filter by type 0 ~ [Capability Name: ‘execute-commands'] [Commands: '['show clock’, 'show version']'][Log Message: 'Payload: {'deviceldentifier': ' ", “commands’: ["show clock’, 'show
version']}'] @timestamp: Apr 26, 2023 @ 20:19:09.046 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a74497467195
 Available fields 15 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: cbwkvocBdh9F5-fpJzin
Popular _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t _index
Blginestan > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-04-26T14:49:69.094697Z'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock’, 'show version']'] @timestamp: Apr 26, 2623 @ 20:19:69.895
1) dockerostname @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
0 e host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdhOF5-fpJzin _index: bpalogs-2623.84.26 _score: @ _type: _doc
t docker.name
B > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-84-26T14:49:16.1857992'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, *show version']'][Log Message: '{'executionStartTime': 1682520549, ‘cmdOutPut’: '{\'show clock\': \'%13:42:08.899
0 id GMT Wed Apr 26 2023\, \"show version\': \'Cisco I0S XE Software, Version 16.12.85b\\nCisco I0S Software [Gibraltar], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK-M), Version
# _score 16.12.5b, RELEASE SOFTWARE (fc3)\\nTechnical Support: http://wiw.cisco.com/techsupport\\nCopyright (c) 1986-2621 by Cisco Systems, Inc.\\nCompiled Thu 25-Mar-21 13:09 by
D). type mepre\\n\\n\\nCisco I0S-XE software, Copyright (c) 2885-2621 by cisco Systems, Inc.\\nAll rights reserved. Certain components of Cisco I0S-XE software are\\nlicensed under the GNU
i) @version > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-26T14:49:16.186271Z'] [User ID: ‘admin’] [Device Name: * ] [IP Address: * ]
¢ dockerid [Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: 'Response: controllerId: Direct-To-Device, commandResults: [{'command’: 'show
) host clock’, ‘executionStartTime': 1682520549, 'executionEndTime': 1682520556, 'cmdOutPut’: 'show clock \n*13:42:68.896 GMT Wed Apr 26 2023 \n', 'result’: True}, { command’: 'show
) show version’, ‘executionStartTime': 1682520549, 'executionEndTime’: 1682520556, 'cmdOutPut’: ‘show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],
e Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by
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elastic

= @ oiscoer v Options New Open Share Inspect (3 Save
[+ Search (Bl C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘preview-template’]” x | + Add filter
bpalogs* wes = 20 hits
QU Search field names > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-64-26T14:51:12.6276392'] [User ID: ] [Device Name: ‘[ 1'] [IP Address
[ 1'] [Capability Name: 'preview-template'] [Log Message: '------ -Preview template use case-------- - -] Gtimestamp: Apr 26, 2023 0
Filter by type 0 v 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0absf69did21act79dc872ee71818309214a74497461195 docker.image: containers.cisco.com/bpa/d2d-
agent:4.0.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: BLwMvocBAhOFS-fpCkQf _index: bpalogs-2623.64.26 _score: 8 _type: _doc
v Available fields 15
o > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6272682'] [User ID ] [Device Name: ‘[ 1'] [IP Address
t _index [ '] [Capability Name: 'preview-template'] [Log Message: 'Payload: {'templateName test-template’, 'version': 1, 'templateld 635e955a-e047-11ed-alde-
© @timestamp 0242ac160083', osType': 'cisco-ios’, 'devices': ['10.165.52.34'], ‘variables': {'interface_name’: 'GigabitEthernet1/8/7', 'description_name': 'test_vishal262026'},

additionalAttributes': { composite': False, 'containingTemplates': None, 'deviceInfo’: [{'hostName , 'deviceld , "deviceIpAddress
¢ dockerhostname

}1}}'] @timestamp: Apr 26, 2023 @ 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af
¢ docker.image

¢ docker.name > docker.name: /d2d-agent-service message: [OmDEBUG:root:([Timestamp: '2623-04-26T14:51:12.6376542' ] [User ID: ] [Device Name: '[ 1'] [IP Address

¢ message N ]'] [Capability Name: 'preview-template'] [Log Message: 'Raw template content: 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr
26, 2023 © 20:21:12.645 Gversion: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0aBb5769d1d21act79dc872ee71818309214a7449746195

€ -id docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host: 172.22.8.1 show: This is NOT services stream: stderr tags: _grokparsefailure _id: DrwMvocBdhoF5-fpCkQf

# _score _index: bpalogs-2623.84.26 _score: © _type: _doc

. -type > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.637864Z'] [User ID: ] [Device Name: '[" 1'] [IP Address

) @version i 1'] [Capability Name: ‘preview-template'] [Log Message: 'Got ‘interface {{interface_name}}\ndescription {{description_name}}' to be substituted with

¢ dockerid {'interface_name': ‘GigabitEthernet1/6/7°, 'description_name’ 262020')'] @timestamp: Apr 26, 2023 @ 20:21:12.645 @version: 1 docker.hostname: 724848bfc7af

2 host docker.id: 724848bfc7af93bbBadh5f69d1d21act79dc872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT

) show services stream: stderr tags: _grokparsefailure _id: D7wMvocBdhOF5-fpCkQf _index: bpalogs-2623.84.26 _score: @ _type: _doc

€ stream > dnekar nama- /HOA_anant SarARa massana:  [ARERIG-ront-[Timectamn: '2A23_G4-2AT14-K1-19 6414997°1 Misar Tn- * 1 Devica Name: [0 11110 ddrass

BPARE : GCTiRIZE1T

elastic

@ oscoer - Options New Open Share Inspect [3) save
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘preview-template’]” x | + Add filter
bpalogs* wea = 20 hits

QOCKer.1mage: CONTAINers. C1SCO.COM/DPa/aza-agent 4. u. 1=16 NOST: [/Z.2£.6.1 SNOW: IN1S 1S NUI SErvices STream: STGErT Tags: _QrokparseTaliure _1a: ELWAVOCKGNYFo-TPUKUT
Search field names
Q _index: bpalogs-2623.04.26 _score: 0 _type: _doc

Filter by type 0 4 > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6522182'] [User ID ] [Device Name: '[ 1'] [IP Address
© Avallable flelds 15 [ 1'] (Capability Name: ‘previe-template' ] [Log Message: 'API response ip: {'status': 'success', 'message’: 'Successfully fetched device from inventory’, 'body
{'hierarchyIds’: ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname , "deviceldentifier , 'description’: ', 'address
Popular port': '22', ‘deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential’: 'lab-34', 'protocol’': 'ssh’, 'deviceRole , 'adminState , ‘'latitude , 'longitude
O additionalAttributes’: {hostname’: '10.105.52.34'}), ‘controllerId': 'Direct-To-Device', 'controllerType': 'Direct-To-Device', '__v': @}}'] @timestamp: Apr 26, 2023 @
) @timestamp
1) dockechastname > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-04-26T14:51:12.6792662' ] [User ID ] [Device Name: '[ 1'] [IP Address
[ ]'] [Capability Name: 'preview-template'] [Log Message: 'API response pass: {'status success', 'message Successfully fetched device from inventory', 'body
DCEEL) {"hierarchyIds': ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname . "deviceIdentifier , "description , "address ,
t | docker.name port': '22', 'deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential': 'lab-34', 'protocol’: 'ssh’, 'deviceRole , ‘adminState . 'latitude , 'longitude |
« message ‘additionalAttributes’: {'hostname '}, ‘controllerId': ‘Direct-To-Device’, 'controllerType': 'Direct-To-Device’, '__v': 8}}'] @timestamp: Apr 26, 2623 @
€ id > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:51:43.3916632'] [User ID: ' '] [Device Name: [ *1°] [IP Address
# _score IS 1'] [Capability Name: ‘preview-template’] [Log Message: 'i , j: MultiResult: [Result: "napalm_configure’]'] @timestamp: Apr 26, 2623 @ 20:21:43.396
D 1ype @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-510
D gersion host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PLuMvocBAhOF5-fpgkw8 _index: bpalogs-2023.04.26 _score: 8 _type: _doc
i) docker.d > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2623-84-26T14:51:43.396569Z'] [User ID: '] [Device Name: '[ 1" [IP Address
€ host iE 1'] [Capability Name: ‘preview-template’] [Log Message: ' [92mINFO: Host Diff : +description test_vishal262620 [6m'] @timestamp: Apr 26, 2623 €
7 chow 20:21:43.397 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0absr69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
D) stream agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PbwMvocBdhOFS-fpgkws _index: bpalogs-2023.64.26 _score: 8 _type: _doc

BPAB®E : GCTIEZETT

= @ oscoer v Options New Open Share Inspect (3 Save
B v~ Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: “[Capability Name: 'execute-template’]* x | + Add filter

bpalogs* v eos ¢= 30 hits

> docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-04-24706:21:50.8279012'] [User ID: ] [Device Name: '[ 1] [IP Address: '[ 11
[Capability Name: 'execute-template'] [Log Message: '--

QU Search field names

--Execute template use case-- -- ----'] Otimestamp: Apr 24, 2023 @ 11:51:50.828 @version: 1

Filter by type 0 ) docker .hostname: eSe314cbS513a docker.id: eSe314cb513ab4d2a123¢18553¢7d30acT15fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: s7PssYcBdh9F5-fp_F9I _index: bpalogs-2023.84.24 _score: @ _type: _doc
v Available fields 15
s > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-04-24T06:21:50.8280762' ] [User ID: '] [Device Name: '[ 1'] [1P Address: '[ 1
D [Capability Name: 'execute-template’ | [Log Message: 'Payload: {'templateName': 'test-template’, 'version': 1, 'templateld’: '635e955a-e047-11ed-alde-6242ac160083', 'osType
cisco-ios’, 'devices': [ ], 'variables': {'interface_name , ‘description_name': ‘GigabitEthernet1/8/7'}, 'additionalAttributes': {'composite

© @timestamp
False, 'containingTemplates': None, 'deviceInfo': [{'hostName , ‘deviceld , 'deviceIpAddress , 'variables': {'interface_name
t docker.hostna
ockerhostname description_name’: 'GigabitEthernet1/0/7'}}]}}'] @timestamp: Apr 24, 2023 @ 11:51:50.828 @version: 1 docker.hostname: eSe314cb513a

¢ dockerimage

T dockername > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-64-24T66:21:56.8285842'] [User 10: '] [Device Name: '[ 1'] [IP Address: '[ 1
X [Capability Name: ‘execute-template’] [Log Message: ‘Render : Req 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr 24, 2623 @ 11:51:50.829
timessede Gversion: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a963f89ads docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-568

id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: trPssYcBdh9F5-fp_F9T _index: bpalogs-2023.04.24 _score: @ _type: _doc
# _score
e > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-24T06:21:50.8286672'] [User ID: '] [Device Name: ‘[’ 1'] [IP Address: '['* 1

[Capability Name: 'execute-template’] [Log Message: ‘Render : Payload 'interface {{interface_name}}\ndescription {{description_name}} '] @timestamp: Apr 24, 2023 @ 11:51:50.829

t) @version @version: 1 docker.hostname: eSe314cb513a docker.id: e5e314ch513ab4d2a123¢18553c7d30ac115Fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.8.1-508

¢ dockerid host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: t7PssYcBdh9F5-fp_F9I _index: bpalogs-2623.84.24 _score: 8 _type: _doc
t host

N > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-24T86:21:59.669906Z'] [User ID: '] [Device Name: ‘[ 1'] [IP Address: '[* 1]
t) show

[Capability Name: execute-template’]

[Log Message: 'Result Payload [{'deviceld':

', 'status’: 'FAILURE', 'description’: “configure terminal\nEnter configuration

stream




elastic
= @ oscoer v Options New Open Share Inspect (3 Save
B~ Search KaL C Refresh

©  @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: ‘execute-template’l” X |+ Add filter
bpalogs* eee ¢= 30 hits

QU search field names

> docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2023-84-26T14:51:59.1586752'] [User ID: ] [Device Name: '[* 1] [1P Address

Filter by type 0 v T 1] [Capability Name: *execute-template'] [Log Message: 'Payload: {'templateName': 'test-template’, ‘version': 1, ‘templateld': ‘635e955a-c847-11ed-alde-
024250160083', "osType': "cisco-ios’, 'devices': [ ], ‘variables': {'interface_name': 'GigabitEthernet1/8/7', 'description name': ' b

@ (oS LS ‘additionalAttributes’: { composite’: False, 'containingTemplates’: None, 'deviceInfo’: [{ hostName': ' | deviceld': *, “deviceIpAddress’

Popular ‘variables': {'interfacename’: ‘GigabitEtherneti/8/7', 'description_name’: ° }}1})'] Gtinestamp: Apr 26, 2623 @ 20:21:59.159 @version: 1

t _index

) @rimestomp > docker.name: /d2d-agent-service message: [BMDEBUG:root:[Timestamp: '2023-84-26T14:51:59.1592272°] [User ID: ° ] [Device Name: '[* 1] [IP Address
T "1'] [Capability Name: 'execute-template'] [Log Message: ‘Render: Req 'interface {{interface_name}}\ndescription {{desoription_name}}''] Etimestamp: Apr 26, 2023 @

O GG 20:21:59.159 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb@adb5f69d1d21act79dc872ee71818309214a7449746f195 docker.image: containers.cisco.com/bpa/d2d-

t dockerimage agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KbwMvocBdh9FS-fpve7o _index: bpalogs-2023.84.26 _score: 8 _type: _doc
t docker.name
) message > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:51:59.1593332'] [User ID: '] [Device Name: [ “1°1 [IP Address
ie 1'] [Capability Name: ‘execute-template’] [Log Message: 'Render: Payload 'interface {{interface_name}}\ndescription {{description_name}) "] @timestamp: Apr 26,
€ id 2023 @ 20:21:59.159 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST60d1d21act79dc872ee71818309214a74497467195
# score docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: KruMvocBdhoF5-fpve7o
D _type _index: bpalogs-223.04.26 _score: 8 _type: _doc
€ @version > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:52:07.3471962'] [User ID: ] [Device Name: [ 1'] [IP Address
€ dockerid iE 1'] [Capability Name: 'execute-template’] [Log Message: 'Response: [{'deviceld': “status’: 'SUCCESS', description’: 'configure terminal\nEnter
B host configuration commands, one per line. End with CNTL/Z.\ntwentynine(config)#interface GigabitEthernet1/8/7\ntwentynine(config-if)#description \ntwentynine(config-
) show if)#end\ntwentynine#', ‘controllerId': ‘Direct-To-Device'}]'] @timestamp: Apr 26, 2023 @ 20:22:67.348 @version: 1 docker.hostname: 724848bfc7af
o docker.id: 724848bfc7af93bbBadh5f69d1d21act79dc872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
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elastic

= @ oscoer v Options New Open Share Inspect (3 Save

[ v “[UserID: ‘admin

nd "[Device Name: '10.105.52.34'7"

© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: "[Capability Name: ‘execute-commands’" X |+ Add filter

bpalogs* eoe €= 10 hits

Q search field names Document

Filter by type [ o > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User ID: ‘admin’ ] [Device Name: '10.105.52.34'] [IP Address: ''] [Capability
Name: " execute-commands' ] [Commands: *["show clock’, 'show version']'][Log Message: * ds use '] etinestamp: Apr 21,

v Available fields 15 2623 © 18:39:36.454 Oversion: 1 docker.hostname: e5e314cb513a docker.id: e5e314ch513abdd2a123c18553c7d30act157e92111d2468dafc37a9638%ad5

popular docker.image: containers. cisco.con/bpa/d2d-agent:4.8.1-588 host show: This is NOT services Stream: stderr tags: grokparsefailure _id: FKPvo4cBAnoFS-fpOYFx

D T _index: bpalogs-2023.04.21 _score: 18.342 _type: _doc

O @timestamp > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '223-84-26T14:49:08.959612Z'] [User ID: 'admin’ ] [Device Name: ' 1 [IP Address 1

¢ docker hostname [Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: * ut ds use B

¢ dockerimage Gtinestamp: Apr 26, 2023 @ 20:19:08.972 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848b7c7af93bbBaBb5r69d1d21act79dc872ee71818369214a74497467195

) dockername docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: Z7wKvocBAhoFS-fpJzim
_index: bpalogs-2823.04.26 _score: 17.63 _type: _doc

¢ message

D i > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-21T13:69:36.5001822' ] [User ID: 'admin’] [Device Name: * ] [IP Address: ' 1
[Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: ‘Commands: ['show clock’, ‘show version']'] @timestamp: Apr 21, 2023 @ 18:39:36.501

o @version: 1 docker.hostname: e5e314cb513a docker.id: e5e314ch513ab4d2a123c18553c7d30act15Fe92111d2468dafc37a9638%d5 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-508

D) type host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LqPvo4cBGhOF5-fpOYFx _index: bpalogs-2023.84.21 _score: 17.547 _type: _doc

t @version

e — > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2023-84-26T14:49:09.8946972'] [User ID: ‘admin’ ] [Device Name: ' ] [IP Address: * 1

_— [Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: ‘Commands: ['show clock’, “show version']'] @timestamp: Apr 26, 2023 @ 20:19:09.095
@version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBab5f60d1d21act79dc872e¢71818309214a7449746F195 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-518

) show host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdhoF5-fpJzin _index: bpalogs-2023.04.26 _score: 17.28 _type: _doc
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docker.name: d2d-agent-service X |+ Add filter

9 hits
docker.id: 724848bfc7af93bbeadbsf69d1d21acf79dc872ee71818309214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-510 host: message: [BmDEBUG:root
[Timestamp: '2023-04-26714:45:47.446437Z'] [User ID: 'admin'] [Device Name: '[ 1'] [IP Address: '[ ]'] [Capability Name: 'connect'] [Log Message: 'SSH
session with device is Successfully established'] show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAh9F5-fpFDCF _index: bpalogs-

2023.04.26 _score: 0 _type: _doc

docker .name: /d2d-agent-service @timestamp: Apr 26, 2023 0 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bb@aBb5f69d1d21acf79dc872ee71818309214a74497461195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host
message: [OMDEBUG:netmiko:write_channel: b'\n' ‘show: This is NOT services stream: stderr tags: _grokparsefailure _id: TrwHvocBdhOFS-fpFOCF _index: bpalogs-2023.84.26

_score: @ _type: _doc

docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadb5T69d1d21acf79dc872ee71818389214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host:

message: [BmDEBUG:netmiko:read_channel: show: This is NOT services stream: stderr tags: _grokparsefailure _id: T7wHvocBdh9F5-fpFDcF _index: bpalogs-2623.04.26 _score: @

_type: _doc

docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: twentynine#

show: This is NOT services stream: stderr tags: _grokparsefailure _id: ULwHvocBdhOFS-fpFDCF _index: bpalogs-2023.04.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host: message: (empty)

show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
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docker.name: d2d-agent-service X | + Add filter

9 hits

>

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host: message: (empty)

show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host:
message: [BMDEBUG:netmiko:Pattern found: ([>#]) show: This is NOT services stream: stderr tags: _grokparsefailure _id: UrwHvocBdhOF5-fpFDCF _index: bpalogs-2023.84.26

_score: @ _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: (empty)
show: This is NOT services stream: stderr tags: _grokparsefailure _id: U7wHvocBdh9F5-fpFDcF _index: bpalogs-2023.64.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: twentynine#

show: This is NOT services stream: stderr tags: _grokparsefailure _id: VLwHvocBdh9F5-fpFDcF _index: bpalogs-2023.64.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host:

message: [BmDEBUG:netmiko:write_channel: b'exit\n' show: This is NOT services stream: stderr tags:

_score: @ _type: _doc
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docker.name: d2d-agent-service X |+ Add filter

26 hits
WTIMeSTAMp: AP Zb, 023 © I5154I10.445 GVErSION: | GOCKET.NOSTNAMe: /Z4¥4BDTC/aT GOCKEr.10: /Z4B4DTC/ATYSDDYAUDOTOYAIOZIACT /Y0CK/ZE€] 16 1830YZ148/44Y/40T 195
docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 3budvYcBdhoFS-fpx_UU

_index: bpalogs-2623.84.26 _score: 5.238 _type: _doc

docker .name: /d2d-agent-service message:

WARNING: Retrying (Retry(total=1, connect=None, read=None, redirect=None, status=None)) after connection broken by
ConnectTimeoutError (<pip._vendor.urllib3.connection.HTTPSConnection object at @x7fb889436a6@>, 'Connection to pypi.org timed out. (connect timeout=15)')": /simple/pip/
Otimestamp: Apr 26, 2623 @ 18:51:18.167 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBb5F69d1d21acf79dc872ee71818309214a74497461195
docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LbuSvYcBdh9FS5-fpufad

_index: bpalogs-2023.04.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: WARNING: Retrying (Retry(total=@, connect=None, read=None, redirect=None, status=None)) after connection broken by
ConnectTimeoutError (<pip. _vendor.url1ib3.connection.HTTPSConnection object at 8x7fb@894368e8>, 'Connection to pypi.org timed out. (connect timeout=15)')": /simple/pip/
Gtimestamp: Apr 26, 2023 © 18:52:22.275 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a7449746195
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: f7uévYcBAh9F5-fptPYo

_index: bpalogs-2623.84.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian/dists/bullseye-updates/InRelease Unable to connect to deb.debian.org:http
Otimestamp: Apr 26, 2623 @ 18:47:08.640 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBb5r69d1d21acf79dc872ee71818389214a74497467195
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1rulvYcBdh9F5-fp6_QI
_index: bpalogs-2623.84.26 _score: 5.868 _type: _doc

docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian-security/dists/bullseye-security/InRelease Unable to connect to deb.debian.org:http
Gtimestamp: Apr 26, 2023 © 18:47:08.646 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a7449746195

docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1bulvYcBdh9F5-fp6_QI

_grokparsefailure _id: VbwHvocBdh9F5-fpFDcF _index: bpalogs-2623.04.26

[ save
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postgresdb:5432akong with user kong connected successfully
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) messag 0:31:46.725 to resolve 'kafka:9212 Name does not r lve (after 153ms in state CONNECT, 15 identical error(s) suppressed)
timestamp
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6:31:52.573 to ipvd#1 failed: Connection refused (after 1ms in state CONNECT)
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https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-asset-attribute-normalization-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-backup-and-restore-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-certificate-manager-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-cnr-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-cross-launch-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-launch-page-preference-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-multitenancy-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-subscription-management-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-ci-cd-ct-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-device-activation-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-golden-config-template-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-golden-config-ng-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-os-upgrade-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-process-template-app-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-service-catalog-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-service-catalog-next-gen-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-service-center-app-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-service-center-app-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
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https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-asset-credentials-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-notifications-migration-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-0.html
https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa-user-guide-distribute-tf-v5-1.html
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