BPAR F#ERMOSH 4v5.1

. R

- EEIhEE
- Ui B U
- MEES

VIR HIBAIRE T A

- ERRERSHENHAERF
- RAFREERE

- BRAFERER

- BZRAERE TR

- ARINERAFBR AR ST R

- HtB8 ARG T IRIE
- REILE R B TR
- JRIBRER 4 BR{R TTBE

VANY/E 22 MIE

- SRR BRIZ EREIBPA
BENEEZLEY

- BEENERE FEIR

- BEERHR

- BEMERM N R AR
- BEZEERHARNEE

RE—%

- FRFH

- EE|ABIREEN AR 62 EPLDIE R T
- BEENEERE -3

. ﬁ| b fH

== /4=
5= h —3

P =k

ot Ik

2 B

R —x
IRk — B R
 EENTH-MH4LR

- AR
AR
 EEAEEARER
 tIBARE




- F#SMU

. REEFHL

 BEAG

| BRA

. YREINHE ShvaLE
RAEN

SREE

- BEENEBAHR/EN

- &7 RAEN

- REAE L P AN
AR AT R i
. TEHAFRIEE

- FRfEL
- HIBRAE b
- M BRAEAML H BV H#EIX
SEAEML
RO FTEREEN S FH
- RE
O k™ 4
- EE
- BMEERES

-
- ETAGKNIEERH

- B4
. BEAGSRE
o BIERZHR BIBHE
- plE—% RNETEH BFRERS
h

. — M E RIEBTRE
- HERENBAFEMERRERA
BN SERGHEH 5t

- BN ZHERE | REBREEEFHFRE

A

Business Process Automation(BPA)OS Upgrade N A2 FiRMLEM BI{LEBRE R , AIETRE
ZRPITRE-BHEARNBREAR. EXFSMNIEHRAREE— VWA ER, EXEELRR
YERZ(0S) F R M5k 4 3 3 (SMU)RPME 4 B & 1 25 (RPM) M T E #o

ETEee

OSHRMARMUTRBAEZLINAE



- RERGEEHREARIBERANRERERERAN ( REMBHEE ) WERFIXR

« REREIRFRETRER~NRERRNFE , FRATHENEEENRFRA

s ROE-BMHARRANEPLAAREREREN B R

« ARSEFEAMOP)ELAFMNAERZFESHRITALELARIEARTALERENSE
ERE

« ARFELEEHEXENEFRRZHEE-BERTNAR , KEARHEAREGFARE

Lol ey J.IJ.I:t
llﬁ‘ﬁ;tullﬁﬁulb

ﬂ Cparaior {a.g., Lecycle Managamant)]

Diperations Admin {e.g., ATS) 1’

b R 1Fe =)
¥ o Saorty Volreobltes ==
== Conformanca Repor
Iekasntity thea right S0 .. . iormance REpCr |- mance Rpan

VETECH USNg L w
Saftware Insights ) Soltware Auebrase Managernent Sehaculs the
l @i-.f Lipgrade Job

CraanaiValidate comasponding
Image Matadata using SWIW

Croata S/ ~ Y
Conformance Polcy 1. oL

2 » “
W o HIMANCE {1, ¥
o ki '_= Run Canformanca e —*| Trgger Upgrade
i ] Chascl

- ¥

o et Monitor the Upgrace

e i Progress & Act upon

Verity Upgrade L

Salti "

Wiew the Lpgrade
Rapon

LI

E

J.IJ.I‘
BlimiR

FTEHERTAANTRAFACHRERSARNAFUR  SEEEANMZZER , THEA
(OOB), BXOOBHEMMENNRNIFMAEE , FSRIEEERS,

ae ik Tz

N SMHHRB R BT (5] BPAIRERAT G MBS EE

IPEER W, NG, BE. ERKLENE) /B
RESHPNRERARERRG

BEEER ﬁ?,#ﬁ%ﬁ&%%ﬁ%ﬁ&ﬁfﬁ%ﬁﬁ%ﬁﬁwﬁ#mggﬂ
= E B R IRE

e o _ BPAMRERSA Gy RSB

BEEER IR B R TR e

N NEHMRERENEEE 3 BPARERAT G — B

RIFEER e

BEEER FOREARRSENNAS  BPABRKREF R REGANE



y=h=]

BRIFEER

5 R 1F
MR R

=i

~

R G 1R4F R

MEER

iR

RIEF+ RMOP I IS LI+ R R e

 XEBEMEELTAERENER
RE, DRIHELERE. RE
BRYER , URESHZ T AR
Y B3R

ZHFEL AR BEFFETIRE

BERFRAF B E

RITHAFPES (NMRE ) LUEEE[
B, HEREBEBRET —F

BRERGA RN ARATHE :

TEZER]
BEER

BPARIER G HR/FARKEE

BPARER G HR/H RN
BPARERGHR/FH R L /AR
HHAER
BPARER G F R/ H F A /4L
HHER

o —MAPI — BAXFMILEMEZEEXHFRE(0SS) ML FRIFRE(BSS)FER M A RS H

J&

- BHRZMEZFREENMNSRERIEMZRENREFEHE
- BEERIAE, FFAMBENG | B1ER 7 SUE 53t 2 50 R4
« ABRAIIRARELHERHEUBRIT

o —FhHERANLE] , BEBURDIENHEXNERNEULE

- AREEFERERS , IERERERNRALTERE

- REMNREFRIIT,

B8R B Zh FH 4% 1 P BT AR 55

- —HMERBEFNGE , BESTMBIENBRIIERE, 2RHE, REEBIREURERRE
, ROBHMEENLARMOP , AFREFTEHTAEN

XFHNEHSENREFE

UT¥&aEEBPARRKIE , A HZXIF00B, HR ,

ARACRFARFEAL T R IR X B A F B HIO0Bx #o

Cisco Catalyst Center v2.3.7.5-70434

vManage v20.12.4

ZERZEBR , I REFHNFEE. KK

REFA

- Cisco 10S., Cisco I0OS-XE

- Cisco 10S, Cisco I0OS-XE

AR RBYARBVITIXHESRA , ZERRFHFD K



1945 4 25 BELL
FREEFEIE

Nexus 12 I T A 32 46 A8 P 422 1l B - Cisco-NXOS(N9k)

(NDFC)v12.1.2eF1v12.2.2
By K iE BB ANFMC)V7.4.1 - Firepower 3140

— BRHNOSXR(NCS540, NCS560, ASRIK)

4% Bk 55 1 A 2R (NSO)v6.3 - Cisco-NXOS(NIK)

EE  FENX-OS NED v5.25. 175 E SR A

5 P £% 432 11 8§ (CNC)v6.0 — BERIOSXR(NCS540, ASR9K)
ANSIBLE v2.9.18(AWX - 17.1.0) — BRIOSXR(NCS540, ASR9K)
EEIRE(BEIBEME(Tenet) MLE

555 (SSH)) — BRIOSXR(NCS540, ASR9K)
¥ hEE

BXUIRANRIEREH R EARAITAGREAE | WSHBPAR T,
FRFA
EERREREHBRARF 28 | BHHRUT AR

- BERSAR. 2ONRE., BERFRSNAMELENTARSIEFHFRERSHERD
FIE®EBIT

« MEATENIH (HlE, THERE. REER, MAAREKRES )

o AIPARNERFSRARDBLRE  BXRREAGE  FEAXENERHENRETE

ERBRERSARNARF

OSHLE RN A AR TAMFAEMX :

- REREEESWIM)
- REBDRRSBH/EE
« RN

« BB

« FREREE

« FHRAF


https://www.cisco.com/c/zh_cn/support/bpa/business-process-automation.html
https://www.cisco.com/c/zh_cn/support/bpa/business-process-automation.html

< RE

BRI ERE

SWIML ¥ £ ¥ Operations A P 43 )8 HEOOBM G EE X 1RV 12 HI8F ( AINSO. ANSIBLE, CNC,
FMCHE#ZE% ) ARG FHAES . ©&5H TvManage. NDFCHICisco Catalyst
CenterE 2 HISREF N HHRGFAEE , NRME T EMEEEFREFNRENEFIIR,
ARG FBR G D & RS 88 RSWIMBE R A AN E B FA 4,

R

E i R “ER B (Software Images) TUH , iERITUATIRE -

1. ERABENE R R G E /Y EUE = R EIBPA,

am} Assets

% Compliance & Remediation b
Core

&y Service Catalog NG 2 Campus

Security
SD-WAN

&y Service Catalog [ Data Center

~» OS Upgrade > Software Conformance

©

(¢ Configuration Templates* [ Upgrade Jobs

(*

) Ansible Templates [

=X

Software Image Management

®¢ Service Center [] ?, Upgrade Policy

o 4 - 5 ]
.8 Service Topology [ ¢ Settings

RUREEESM

2. 1% 0S Upgrade > Software Image Management,



Image ManagementTl & REA T IET+ : BB, Image Distribution Server, AdvisoriesH

Insights,

38

R R ABAE T+

Software ImagesiEMFBEUTHE :

- EE RN DHERD |, REATIHEE

- RBEESTAEXR4RERN S5
- —MImagesRiE KRS , AFRFERE ( Hlibase, SMU ) TEE% ; ZHFERTE

FE R B G RE M KRB B B E K

- Controller TypesfRIEZ 2R , R RIFEFE B GZRVIEHIZRREL ( flaCisco Catalyst

Center, vManage., NSOZNDFC, E#Z%/i%%. CNC, ANSIBLE, FMC ) diZE&
 ZBFRREMENEGIZE R B A CER ARG S
VendorTJ&LLf%ﬁ AV IRIE R M0 A 09 1 R i T R AR A&

. Morelilﬁ BB LA T IhEE

N o

/%\ o

- VR INBRERE RS BN INETARAR TR
- b8 F& Blesvig Nt E E &2 E & T HIE
- EFMmEG:ELRKELEIEE ( HlICisco Catalyst Center, vManage, NDFCHIFMC ) Y

BR & T B 4iE

- EBR BR: b 2 PRk E RY BR

B fXAVNSO. ANSIBLE, CNCHE#ZFRZRFIZRAM, MBERAHLLE EEEGFAE

« SearchiERTATEZREASG , BFWUT I HERIIES -

- 2EEMEFRER

- BEREMERESKERGERHER

- REFESEREFEERENERK



- BUSIRA B REBRE R &

- BHMERESSR BRERERB UM RSF|HEXBKNES
« RefreshBE¥x A T I #7 71 HE H 5 BRPTET IR SR
- EEBGEREESEUTIHMERS :

CIRREE  MBIFAEEERANRRRS

- R A A R BRAR Y R R

- BRE RGN TS

- BRAGAR AN RS EY 5044 hR AR

- BUGCSRRL I ERGER (Sl , B, SMU., ®BFAHEEEHIRE(EPLD))

- R4S IRS S MG FTIEN BB X RS R

- AMERMBEIBENAF

- ERAESET A ER BRGAE (S B E HTHY A B B

- BE REEZSIRTIEG , INFERTISENRE (Hlm, &wE. BER)
o BN KA R A FIAREXY B G BE

lali Business Process Automation

CISCO  Cioco ume - BPA Dot Subocicson - Hot or Gustrnar Lo

121

Device Model

ASRIK

NOK-CO3180YC-FX

NOK-CI3360YC-FX2

NOK-C93180YC-EX

ccccc

i age Varsior
25
jic Vendor
o cisco
ype: Controller Ty Controller ID

Image Name Image !

NSO-Test 782 Softwars Image Server
FC
©564-cs. CSCwe47138-1.0.0-10.2.5.51c.1pm
nxos64-cs.10.2.5.M.bin 1025

nxos64-cs 10 2 5 M bin 1025

EEEK

c BRE-ITRITEERBEEC

EEZNPSE o6

ERTHRHERBHERERS , FHRITUATERE



121

EEZCSES

1. %&£#EMore OptionsB#7> Sync Images. vManage, Cisco Catalyst Center, NDFCFIFMCH
Y BR {5 T R ¥ 4B EEBPAF K I HRE,

N xE  HFEVCESE | SRATASHBLRENEIIE. KK MFEE.

2. MBRFMCE &I TG BE B E REA“FTD S ‘Firepower Threat_Defense” , NIiZAR &K
deviceModelf$# & AFTD,

xE

MRFMCEHBRHNBREE B E R FMC”, “FW_Mgmt_Center’sg
“Firewall_Management_Center” , NI iZBR Y deviceModel R & HFMC,

N B PMCTABEAEL SMETREEAR. FSERE  SEANNREGTRER
RREEFRE, NRXEHSEHR , FMCHEI R ERTAY T/

3. vManageizi2 R 5538 F VR E R HRESG |, B St VersionFl| Fp BR 5138 A ME — PR iR AF
(UUID), BERMBAFIRBMBNZERS /B , HEAEINRERAEHNXLT
BiE, MRBARTRURE , MEMOSHRAM (Hlan , M-, ARERKE, ARFLE

) TR TR,
4. EEHZEAHSWIMARERS , FSHAMERE.

AN DNER A BRASR T B3

1. R ELZIRTER> ANEGIEAFEE . REFHFERAJD Image DetailsTT H



LRl ]

A INAREE HE S
2. BT ZERFAAEGR :

o BESRELRERE (Sl , base, SMU, EPLD)

- BEBVRREXHFNEN ; ARAMUE BN FRPAABRGRHNAN LN ER. NRAFRE
HTENEE  NEZNZBRERNESR ; IRAFREENER , WREXBIES RTRE
PN IR BRSS B P E L BB R AT TR B

o BRERARAS:BREGREY B A hR AR

- RIS HEFICEEGHNRERS

N B REMEREEMBEMCONC. NSO. Direct-To-DeviceSiANSIBLEH 45818 fta Rl S
EERE.,

o R AMRENHNERIRMERE ; MIAMERCisco , EAIURBEZEEHTEN

« Image Distribution [R5 &85 1 R A B MRB BN FEPIETRNRA NG S KRS, Eik
BEGDKRSEHEN , N EREGI ERSSHEPENNIEERFIZFR M XN EEFIZIDE
REG, MRAFEREGD KRS EE T RN BRIZHIBSSEH] | NIAF 9 ixX L 42 HI 85 S5 517 =k
Rl B 4 L Y R A BR AR

« ERSMUSMUEIIEEENESRGD ; xR EE &3 FBasertiEH

« MD5REH: A TR BEMDS R

3. Click Create. R4t BBl & & /RProgressi@ 4l , HE R —FRWEINHEE,

N oxE  EAGEBTERRFSMUZE , XFUFMERGTRIE, DRIMFSMU , EMB
B R T HBIR T BESMU,



-1l ppiness Process Autematcn

[ 111 Qe

g g e i i

T Mg s B LAB

o
=
NP FSMU BR 16 7T 31 3F
= —
#t & FE R G TT IR
A A B C D E F G
1 Device Model Vendor Image Name Version Image Type Image Distribution Server MD5 Checksum
2 |NCS-540 Cisco test22 1.1.1 Base Ansible server 680fcd5for3558d6fd581edc0835¢ce2a
3 |NCS-540 Cisco test23 2.2.2 Base Ansible server b4eceaf95e419c63d8dal24d214deaaf
4 INCS-540 Cisco test33 222 Base Ansible server bdeceaf95e419c63d8dal24d214deaaf
5 |NCS-540 Cisco test421 2.2.2 Base Ansible serverl bdeceaf95e419c63d8dal24d214deaaf

aeBBERNCSYHRE
1. EBR B EFMEREFEAESMUATIE.csv K :

- BBEWN
* version
- REHS
- R
- BGgEE

N E - WEEBase. SMUKIEPLDME.

BREG RZ RS 28
MD5#56 H

EBREZIGIMAE > #tE E, Bulk Upload Image®& 03T,

N




Bulk Upload Image
Upload CSV File

T

Drag and Drop files or browse files
CSV files only. Max file size 50 MB

Cancel

HELEEK

Bulk Upload Image

Upload CSV File

You've reached your file limit.

To upload a new file, please remove an existing file

. image-details.csv

Uploading

Cancel

#E FERE — CSVELLE

3. EBRAHERH . csvIH |, RiF#EEHUpload, WIEHAEFRE csviIKIFMER . XHLER
, FERREHME LERES,



Bulk Upload Image

Upload CSV File

You've reached your file limit.
To upload a new file, please remove an existing file

image-details.csv Cancel
Uploading

Total upload status: Success: 2, Failed: 0

Cancel

R I B AR EARIRTES

N orE . NRHTBERITEE (HN EERSERENSE ) SN EUMERRERE

2N

“#t 2 & BB (Bulk Upload Image)E O, AP AILAEIE.csvHFFMEHEH L%,

R ILA RS T PR

Software Images Image Distribution Server Advisories Insights
Y Filters A
348 - NDFC
6-FMC
556 - Manage
2 7 1197 - Base 2-CNC
1 280 - SMU 534 - DNAC 1477 - Cisco
2 - Direct-To-Device
M 7 - Ansible
22 - NSO
Device Models Images Controller Types Vendor
All v | ASR9K-762.tar] x) O
Device Model Vendor Image Name Image Version Image Type Software Image Server Added By Last Modified On Action
ASR-9901 Cisco ASRIK-762 tar 7.6.2 Base D2D-os admin Sep 25,2024, 10:18 PM
1 Items per page 10

ERHERETHEPER

1. £ fSearch ( % ) TEBRIFEEFTHNE S,



Software Images Image Distribution Server Advisories Insights

Y Filters A
348 - NDFC
6-FMC
556 - VManage
2 7 1197 - Base 2-CNC
1 280 - SMU 534 - DNAC 1477 - Clsco
2 - Direct-To-Device
M 7 - Ansible
22 - NSO
Device Models Images Controller Types Vendor
All | ASROK-762.tar x O
Device Model Vendor Image Name Image Version Image Type Software Image Server Added By Last Modified On Action
ASR-9901 Cisco ASRIK-762.tar 7.6.2 Base D2D-os admin Sep 25,2024, 10:18 PM

1 Items per page | Edit

Delete

YmiE

2. \FrER B Actiond|F | i&E#EMore OptionsE 47> Edit,

REBRIF R &R

3. EFAESH , AR TESaveRFEN , E FHCancel HEE R, RG2S Rt EEA
, RESE TG EHRNBINEE,

N orE . TEAMT-EEEER,

CNC, NSO, D2D, ANSIBLE, FMC#lvManage## #2589 a#t1T4%E ( NERA TERERE S
BR{& TTEE )

{XvManageifZ R Z M B IFE MR ZEE
HREgNvManageiz 2 fR 525 R T IR E#T M IR AR F B

3 FvManageBR& , i AJ A E B SR BRG RS 85 R B 13 I 88 S 451

) B R A R ST 2R 4R

ERHERETHEPER

1. fEASearchFEREHFIEER &Ko



Software Images Image Distribution Server Advisories Insights

Y Filters A
u 6 - FMC
556 - vManage
H2-cNe
1198 - Base 534 - DNAC
1 2 7 280 - SMU M 2 - Direct-To-Device 1478 - Clsco
348 - NDFC
M 23 - NSO
B 7 - Ansible
Device Models Images Controller Types Vendor
Image Name ¥ | nxos.9.3.11.bin X O E
Device Model Vendor Image Name Image Version Image Type Software Image Server Added By Last Modified On Action
cisco Nexus9000 C93180YC-EX chassis Cisco nx0s.9.3.11.bin 9.3(11) Base NSO-142-0s admin Sep 24,2024, 3:58 PM
cisco Nexus9000 C93180YC-EX chassis Cisco nx0s.9.3.11.bin 9.3(11) Base NSO-63-0s osupgradeadmin Sep 21,2024, 9:58 AM Edit
1 Items per page

DELETE

2. NFREEGRIRIESIF | IEREZIATUEIR> M BR SR BRE o

xE

Image Distribution Server Advisories Insights
Y Filters A
.
1 - Dinect-To-Device
4 L le8-Norc
141 - SMU 36 - vManage ,
6 9 723 - Base 637 - DNAC 864 - Cisco
M 10 - NSO
12 - ONC
Device Models Images Controller Types Vendor
All v ASR9 X o :
Add image Detaits
Device Model Vendor Image Name Image Version image Type Controller Id Added By Last Modified On
ASRIK Cisco asr9k-x64-7.7.2.0SCwe84812.ar 772 SMU NSO-17 admin Dec 18,2023, 5:51 AM  Bulk Upload
ASRIK Cisco ASROK-772.10¢ 772 Base NSO-17 admin Dec 17,2023, 7:36 PM | gyne images
ASR-9901 Cisco ASROK-762.tar 7.6.2 Base d2d admin Dec 15,2023, 1:39 PM
Delete All
ASROK Cisco ASROK-762-base-smu.tar 762 Base NSO-17 admin Dec 8,2023, 401 PM

SRR R
BEFFEEG , RAREREZSETER> £ MR UM BRZ N E A&,

RGN E RBIA,

Delete Image

Are you sure you want to delete the selected images?

{ \‘
_ Cancel ) Ok



ik
3. Click OK. RE A AE FHERL  AEAE FHINE.,
NoaE . TEIHT —wrEER.

- HEERNSO. ANSIBLE, Direct-to-Device HICNCHHIZSRMB & Tz, W FAEH ML
EHIZE , RIANESWIMIIEE , HNE BRI K IREG

« NSO. ANSIBLE, Direct-to-Device ICNC#2 425 B9 R R 55 88 T~ X ISR R I Th AL,

- BIAER T , vManage remote server image metadata’@ & UUID for version parameter post-
sync. AP AMYmEE TR HEAEMRAREFUUID, 85 HYBREGMR A 7] LUEE vManagei®
FIER B R ETFEMNIRE KRG,

BRE& o & BRSS 2R E IR
BRE& D & BRSS 8%

ZLA SRV Operations i 7 4647 )R B OOBMR 17 i EE E I X #FCNC. NSO. ANSIBLE. FMCH
EEIRFRFRNREFHEERSSFFAER

Ei5[dImage Distribution ServerIt :

1. ERANBRE D RS REFEETHRNRNEREE FXEIBPA,



&=} Assets

% Compliance & Remediation 2
Core

oy Service Catalog NG 3 Campus

Security
SD-WAN

&y Service Catalog [ Data Center

% OS Upgrade » @ Software Conformance
. * M

[ Configuration Templates* [ % Upgrade Jobs

) Ansible Templates [ .

4 Software Image Management

2 i A
¢ Service Center [ /’0, Upgrade Policy

L L=

H ol
.8 Service Topology [ a Settings

RUEREEE

2. 1%&#0S Upgrade > Software Image Management,

SW Images Image Distribution Server

Y Filters ~

1 - Direct-To-Device
1- NSO
Image Servers CONTROLLER TYPE
Al v O

Image Server Control ller Type Protocol Controller ID's Created By Last Modified On Action
chennai NSO FTP NSO-15 admin Aug 2,2023, 3:48 PM

Bangalore Direct-To-Device FTP All admin Aug 2,2023, 3:43 PM

1 ltems per page 10

Image Distribution Serveri£ 3+

3. # FHImage Distribution ServeritIl,

Image Distribution Serverit 22U TAR :

- EE RN DHERD |, REATIEE



- LkBPASEHI BB R EG RS R A
- Controller TypelRiEIR2T , AT ETEFIZFERE ( HIZIONSO, Direct-to-Device,
CNC. ANSIBLE, FMC ) ZiRE &GRSR | ZBFRTIEZEFIR[ERBEXBKNREG S K
RS 88 B2
« RHEUTIHAENE ZETEMR

- NHNBRR RS 25 N INET ARG 0 & IR S5 85
- 2 IR BR: L E M BRIE E R D & RS ES
- THATERDABRSSH|HIEUTIHLERIEEFMNSearchidiE RS -

- 2EREMAFRER
- REBIRS R BREBRERSHBHHNIRS =
- BERIDRREFERFERIDXEK RS 2=
o BT T OO TE A BR AT 3R RS Y R T B AR
- B EARSHREREERUATIINMERS !
« BRERARSS B 708 AR S5 BR AV ME — B R

- PRHIERSR A R AR S5 AR E A VIR HIRR R B
- TR B AR S5 R S RY B I

N EE  WEBFTP. SCPAIZ S XHAHHN(SFTP)

o PREHESID: Y EFEEERS S ASERANIEH IS ; BHRXMREEN ZIEFREEN
RE

- BIEBE  BREEERSSINAR

o ERIEHBE: EXREFH RS 2 EAE 2 AT A B

o BE . BETHENRE |, HIWEditMNDelete

ERRHXH RS FRER

- BEE TR EERBXHRSHRED

AR RS HFAEE



Software Images

Image Distribution Server Advisories Insights
1-NSO
1 - Direct-To-Device
1-CNC
Image Servers Controller Types
Image Server Controller Type Protocol Controller ID's
TestServer-8 Direct-To-Device FTP D2D-o0s
NSO-63-0s NSO FTP NSO-63-0s

AN R S BR S5 25

Y Filters A

Al v

O

) Add Image Server
Created By Last Modified On

admin Sep 25,2024, 11:26 AM

osupgradeadmin Sep 24,2024, 12:34 PM

4. EREZIET B> RINES& 4RSS, REMEI2.E RAJd Image Server i H,

All > Add Image Server

r Nam: P
Rootlo Type*
U Narm Password *

- —
WINEGR RS RIFHES

7 7 = a5 &

Software Images Image Distribution Server Adi Insight
All > Add Image Server

Server Name Server IP
Demo-server 1234

Root Locat Gontroller Type*
! NSO

User Nam

AN E ROIFAERN RGN RS
5. KU TFRFAAEFR :

- RSB/ REFREFERS [ —BR
« ARS5ER IP A7 FE AR S5 2R AV IPv4 itk 1t

NorE . ERNZE  BRREPTARSRE
MRS EIA SRR R E RS SR

EE  NXFEFTP, SCPHSFTPINL

Controller Instances *

Protocol *

FTP
Controller Instances *

NSO-142-08

P Create

SN

A,



- @R A BRSS AR RGOSRV B AR ER AR

N iE  NRBEIHEETERIARS SARNEEARNREST , N ENETHE,

- RHIERRE S RE RS IREANRHERRE

N EE . NEBNSO. EEFIRE. CNCHIANSIBLE.

« BHEBEIM-AHSNMEANEFRE ETENEENRE  NERASLENREEFREE

AR 35 25 R & HIBR Bk
- AFA : AT HRE#ERHREHN B EXLERE

6. Click Create. RS E T~HEBEH , AEL2ETHINEER,

RERBXFRSHRFARR

BEXHRSHER

7. fEASearchF BB EEEFH N 2 XRS5

RBRBNXRS SR

8. NRAESIH | IR E 2 EIMEIR> i,
9. EM AT RN S,
10. Click Save. SRS & RHEEAN , AR EREIAEE.



I BR R 15 ST A AR 55 2R 1 4B 1 B

1. i Searchid IR K EIFTEM RS 850

4

IMAGE SERVERS

x) O i

M BRER R S BR S5 2R

2. NRMESI | RERFE ZIATER> B BR AR BR 2 2 R BRSS8R.

xE

Software Images Image Distribution Server Adbvisories Insights

Y Filters A
1-NSO
1 - Direct-To-Device

Image Servers Controller Types

M O ﬂ
Image Server Controller Type Protocol

Controller ID's Created By

Last Modified On Add Image Server
TestServer-8

Direct-To-Device FTP D2D-o0s Sep 25,2024, 11:26 AM Delete All
NSO-63-0s NSO

FTP NSO-63-0s

1 B 2 R AR ST A BR 55 25

EEFIRNERSSR , REEREZRTER> 250 BRI RSN 2 KRS =R,

RO E REIA.



Delete Image Server

Are you sure you want to delete the selected server images?

Cancel Ok
Ceance ) (D)

i BREIA

3. Click OK. XL FEENAE R~ EEH , ARSE RBIVEHE,
LY e ey
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- MRFE , JURBUTSREEEBRMAIE,

« XFIOS-XR OSEKH | AR IEE EEReference Data Management(RefD)H ST &K B E ik &
RIFBESHME, BXRXEEXRIEFBSMHENIFMRESR , FSRBPAF XA R IEE.

« BPA Kubernetes PodZEE AR BB M T N BERIERN, FEMNESGLILFMAEE. MR
BPARE R EEREEKMIGN , EELKREHE |, BFAUT SEFEKubernetes PodfE A
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https://www.cisco.com/c/zh_cn/support/bpa/business-process-automation.html
https://www.cisco.com/c/zh_cn/support/bpa/business-process-automation.html
https://www.cisco.com/c/zh_cn/support/bpa/business-process-automation.html
https://www.cisco.com/c/zh_cn/support/bpa/business-process-automation.html

#!/bin/bash
# Define the environment variables
HTTP_PROXY="<

>
HTTPS_PROXY="<< http://proxy-domain.com:port>>"
http_proxy="<

>
https_proxy="<

>
NO_PROXY="*.svc,localhost,127.0.0.1,192.168.0.0/16,10.0.0.0/8,172.16 .0.0/12,adaptor-builder,agent-mana

no_proxy="%*.svc,localhost,127.0.0.1,192.168.0.0/16,10.0.0.0/8,172.16 .0.0/12,adaptor-builder,agent-mana
# Get the 1ist of deployments
deployments=$(kubectl get deployments -n bpa-ns | grep -v NAME | awk '{print $1}')

# Loop through each deployment and set the environment variables
for dp in $deployments;do
kubectl set env deployment/$dp\

HTTP_PROXY=$HTTP_PROXY \
HTTPS_PROXY=$HTTPS_PROXY \
http_proxy=$http_proxy \
https_proxy=$https_proxy \
NO_PROXY=$NO_PROXY \
no_proxy=$no_proxy \
-n bpa-ns

done

N4

ER  BRWEFTRIRENRE | insightsEEL 2R 7 15 A 2R & AT BN R0 T BIE T
IBPA, ZEFEARENER T EEEEIEMHEMAIInsightsfR 5527 , FHEAFETM

E3
Blno_proxyZ £,

R IEREEIBPA
ERNREGNFRHIERLS FBPA |, BT TIRE

1. ERBRGRIES BN @B IEN ZREE RXBPA,



o=} Assets

=

Compliance & Remediation b
oy Service Catalog NG b

&y Service Catalog [

Core

Campus

Security
SD-WAN
Data Center

% OS Upgrade % @ Software Conformance
[ Configuration Templates* [ % Upgrade Jobs
@ Ansible Templates [ ./ﬁ Software Image Management
%¢ Service Center [ //‘, Upgrade Policy
. Service Topology [ Q Settings
RYRGEESM

2. N E#R %32 O0S Upgrade > Software Image Management,

Software Images

Image Distribution Server Advisories Insights

Security Advisories I

Security Advisories are determined by matching the OS Type and SW version of the devices

Last Updated : Dec 20, 2023, 1:17:06 PM_Syne Status : Completed (%) n‘
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3. B AdvisoriesiE T+
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Software Images Image Distribution Server Advisories Insights
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Advisorie

Security Advisories are determined by matching the OS Type and SW version of the devices

Priority Bugs
Security Advisories 214 Total

Filters
|mpacts A Advisory Impact  CVE
Vulnerability in NVIDIA Data Plane
® Al Development Ki High CVE-2022-28199
Critical
High Telnet Vulnerability Affecting Cisco
Medium Products: Ju High CVE-2020-10188
Low
SNMP Remote Code Execution CVE-2017-6736,CVE-2017-6737,CVE-
Vulnerabilities in Cis High 2017-6738,CVE-201
Last Updated A
® Al OpenSSL RSA Temporary Key
Cryptographic Downgrade Medium CVE-2015-0204
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1- v
31-60 Days OSPF LSA Manipulation Vulnerability in
61-90 Days o y
Multiple C Medium CVE-2013-0149
>90 Days

Multiple Vulnerabilities in ntpd (April

2015) Aff Medium CVE-2015-1798,CVE-2015-1799
ar

Multiple Vulnerabi n OpenSSL CVE-2010-5298,CVE-2014-0076,CVE

Security Advisories

Last Updated : Dec 20, 2023, 1:17:06 PM Sync Status : Completed (%) @
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Filters

0 <30 Days
)31-60 Days
(©61-90 Days
90 Days

Clear All

BHEAIE

LR T

Advisory
Cisco NX-0S Software TACACS+ or
RADIUS Remote Aut

Cisco NX-0S Software OSPFv3 Denial
of Service Vul

Cisco NX-0S Software NX-API
Command Injection Vul

Cisco NX-0S Software MPLS OAM
Denial of Service V

Cisco NX-0S Software Cisco Fabric
Services Over |

Cisco NX-0S Software CLI Command
Injection Vulner

Cisco 10x for 10S XE Software
Privilege Escalatio

Cisco |0x for I0S XE Software
Command Injection V/

Cisco 10x Application Hosting
Environment Vulnera

BUE

FHTFF BRI B A=

Impact

High

High

High

High

High

Medium

Critical

Medium

Medium

(=14

BEOHE

High
CVE

CVE-2023-20168

CVE-2022-20823

CVE-2022-20823
Version
1.0

CVE-2022-20650

Summary
CVE-2021-1588 ———

CVE-2022-20624

Published
Aug 24,2022, 9:30 PM(1 year ago)

Affected Assets (2)

Cisco NX-0OS Software OSPFv3 Denial of Service Vulnerability

Last Updated
Aug 24,2022, 9:30 PM(1 year ago)

View Security Advisory

A vulnerability in the OSPF version 3 (0SPFv3) feature of Cisco NX-0S Software could allow

an unauthenticated, remote attacker to cause a denial of service (DoS) condition on an
affected device.

CVE-2023-20050

CVE-2020-3227

This vulnerability is due to incomplete input validation of specific 0SPFv3 packets.

An

attacker could exploit this vulnerability by sending a malicious OSPFv3 link-state
advertisement (LSA) to an affected device. A successful exploit could allow the attacker

CVE-2021-1384

device to reload and resulting in a DoS condition.

CVE-2022-20677,CVE
20718,CVE-2022-207

BEERMEFRNEE ; MUAER

- RRMAVHE

BRI RER MM R = HA1E

HP@FEUT®Rm+

B, WRFEWR,
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Filters

Impacts

All

O Critical
O High
Medium
OLow

Last Updated

0 >90 Days

Clear All

&

ELREEWY
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EEMEEMR ERE

Software Images

Security Advisories
Priority Bugs
Filters

Impacts ~

Image Distribution Server

Advisory

Cisco NX-0S Software TACACS+ or
RADIUS Remote Aut

Cisco NX-0OS Software OSPFv3 Denial
of Service Vul

Cisco NX-OS Software NX-API
Command Injection Vul

Cisco NX-OS Software MPLS OAM
Denial of Service V

Cisco NX-OS Software Cisco Fabric
Services Over |

Gisco NX-0S Software CLI Command
Injection Vulner

Cisco 10x for 10S XE Software
Privilege Escalatio

Cisco |Ox for 10S XE Software
Command Injection V

Cisco I0x Application Hosting
Environment Vulnera

SMEE

R

Insights

Advisories

Impact

High

High

High

High

High

Medium

Critical

Medium

Medium

High
CVE

CVE-2023-20168
CVE

CVE-2022-20823

CVE-2022-20823
Version
1.0

CVE-2022-20650

Summary
CVE-2021-1588

Cisco NX-0S Software OSPFv3 Denial of Service Vulnerability

Published
Aug 24,2022, 9:30 PM(1 year ago)

Affected Assets (2)

F5ls.

BS,

Last Updated
Aug 24,2022, 9:30 PM(1 year ago)

to cause the OSPFv3 process to crash and restart multiple times, causing the affected

AR

View Security Advisory

Below is the list of assets known to be affected by this security advisory. Expand to view the details.

CVE-2022-20624
2 Total Assets

CVE-2023-20050
Asset Name

CNXS-N93180-2

CVE-2020-3227

CNXS-N93600CD-
2

CVE-2021-1384

CVE-2022-20677,CVE
20718,CVE-2022-207
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Security Advisories are determined by matching the OS Type and SW version of the devices

Security Advisories 214 Total

Advisory

Impact

CVE

Al w Search
Serial Number Model Name Version Role
NOK-CI3180YC-FX  9.3(7)  —P¢'
spine
NIK-CIIB00CD~ 9317)  border

P
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Items per page

Controller
D

NDFC

NDFC
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Al v | search
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Version
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Software Images

Security Advisories

Image Distribution Server Advisories

Priority Bugs
Priority Bugs 73 Total
Filters
Bug ID Severity
Severity ~
CSCwh39932 6
®an
CSCwd31302 2

)Sev 1

Clear All

CSCwi43066 3

CSCwid0943 3

CSCwi52972 2

CSCwi15483 3

CSCwi23447 2

CSCwi26553 6

CSCwh99413 4

CSCwi23471 2

LR

Insights

Priority bugs are determined by matching the product Id and SW version of the devices

Summary

N8300 fails to establish OSPF adjacency in non-vp
GIAM: Vulnerabiliies in rpm 4.14.2 CVE-2021-3593
DOC: Update N9K SFlow documentation for tah sampl
132 route is not getting installed in the RIB on
Mulicast traffc forwarding issues for random fl

Interface UP without cable, only QSFP interted

Nexus 9504 unable to upgrade correctly from 9.3(7

Web Ul on 17.9.4 performance/response is slow

Console Logging for some XPATH isco-10S-XE-instal

Evaluation of all for HTTP/2 Rapid Reset Attack v

Priority BugsTl L1t 7 LA T 1EI :

Last Updated : Dec 20, 2023, 1:17:06 PMSync Status: Gompleted (%)

All v
Product Versions
NOK-C93360YC-FX2:10.2(5)
N9K-C93360YC-FX2:10.2(5)
NOK-C9364C-GX:9.3(10),NIK-C93180YC-FX:9.3(10)
NOK-C9364C-GX:9.3(10),N9K-C93180YC-FX:9.3(10)
N9K-C9364C-GX:9.3(10),N9K-C93180YC-FX:9.3(10)
NOK-C93180YC-FX:9.3(7)
N9K-C93180YC-FX:9.3(7)
C9300-24T:17.9.4,C9300-24UX:17.9.4
C9300-24T:17.9.4,C9300-24UX:17.9.4

C9300-24T:17.9.4,C9300-24UX:17.9.4

Search

Next

. Severityld 888 , AFRBERBTEEMITIE ; RABRTRIERSD
+ SearchidE A F#EEBug , BIELUAT IR EEBRIIEES -

=8 . BREFRER

Bug ID:# R EFIEEREIDNIRE
REARBERFEEREXBRTFNEIR
FRIRA  BRERES” RIDREHRAE XN IRE
« RefreshB¥r 7] A T I %7 30 B B BRATIE S IS 85
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o

o

o

Software Images

Security Advisories

Bug ID
FEEL:Bug™EM

HEBughREEFHFEE

F= BB ARAR 7= BB IDFIER 4 R 2 32 B 211
ATREZ MM A~ | A FBugH MM B~ HE

- BN SGHRATEEZEINN G 2 AWEAFIFBRIITHEF

Image Distribution Server Advisories

Priority Bugs

Filters

Severity

Clear All

Priority Bugs 73 Total
Bug ID Severity
CSCwh39932 6
CcsCwd31302 2
CSCwi43066 3
CSCwi40943 3
CSCwi52972 2
CSCwil5483 3
CSCwi23447 2
CSCwi26553 6
CSCwh99413 4

CSCwi23471 2

Priority bugs are determined by matching the product Id and SW versio

Insights

Sev 6

Potentially Affected Assets

2

ltems per page 10

CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan

Summary Summary

N9300 fails to establish OSPF adjacency in Bug Severity

CIAM: Vulnerabilities in rpm 4.14.2 CVE-2( Sev s

DOC: Update N9K SFlow documentation fc ~ Description:
Symptom:

port connected L3 device

Affected Assets (2)

0SPF stuck in exstart state.

/32 route is not getting installed in the RIB

Conditions:
VPC Orphan port connected L3 device establishing 0SPF adjacency in non-vpc vlan carried on

Multicast traffic forwarding issues for randc

L2 trunk between

Interface UP without cable, only QSFP inter

Workaround:

Nexus 9504 unable to upgrade correctly fri N/A

Web Ul on 17.9.4 performance/response i¢

Console Logging for some XPATH isco-10¢

Evaluation of all for HTTP/2 Rapid Reset At

vpc peers.

Further Problem Description:

View Priority Bugs
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Software Images

Security Advisories

Priority Bugs

Filters

Severity ~

Clear All

Image Distribution Server

Advisories

Insights

Priority bugs are determined by matching the product Id and SW versio

Priority Bugs 73 Total
Bug ID Severity
CSCwh39932 6
CSCwd31302 2
CSCwi43066 3
CSCwid0943 3
CSCwi52972 2
CSCwi5483 3
CSCwi23447 2
CSCwi26553 6
CSCwh99413 4

CSCwi23471 2

i3 A1 T RS

« ZPMHRFEBF

Summary

N9300 fails to establish OSPF adjacency in
GIAM: Vulnerabilities in rpm 4.14.2 CVE-2(
DOC: Update N9K SFlow documentation fc
/32 route is not getting installed in the RIS
Multicast traffic forwarding issues for randc

Interface UP without cable, only QSFP inter

Nexus 9504 unable to upgrade correctly fri

Web Ul on 17.9.4 performance/response is

Console Logging for some XPATH isco-10¢

Evaluation of all for HTTP/2 Rapid Reset At

Sev 6 ol 5%
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

View Priority Bugs

Summary Affected Assets (2)

Below is the list of assets known to be affected by this security advisory. Expand to view the details

2 Total Assets Al Search
Asset Name Serial Number ~Model Name Version Role  IPAddress Controller ID
CNXS-N93360YC-2 N9K-C93360YC-FX2 10.2(s) border NDFC-151
CNXS-N93360YC-1 N9K-C93360YC-FX2 10.2(5) border NDFC-151
1 Items per page 10
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Software Images Image Distributior

Security Advisories

Priority Bugs

Filters

Severity A~

[CFN]

Clear All

n Server Advisories

Insights

Priority bugs are determined by matching the product Id and SW versio

Priority Bugs 73 Total
Bug ID Severity
CSCwh39932 6
CSCwd31302 2
CSCwida3066 3
CSCwid0943 3
CSCwi52972 2
CSCwi15483 3
CSCwi23447 2
CSCwi26553 6
CSCwh99413 4

CSCwi23471 2

BEE R TREIR

Summary

9300 fails to establish OSPF adjacency in
CIAM: Vulnerabilities in rpm 4.14.2 CVE-2(
DOC: Update NSK SFlow documentation fc
/32 route is not getting installed in the RIB
Multicast traffic forwarding issues for randc

Interface UP without cable, only QSFP inter

Nexus 9504 unable to upgrade correctly fri

Web Ul on 17.9.4 performance/response it

Console Logging for some XPATH isco-10¢

Evaluation of all for HTTP/2 Rapid Reset At

Sev 6 fal 8%
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

View Priority Bugs

Summary Affected Assets (2)

Below is the list of assets known to be affected by this security advisory. Expand to view the details.

2 Total Assets All Search
Asset Name Serial Number Model Name Version Role  IPAddress Gontroller ID
CNXS-N93360YC-2 NOK-C93360YC-FX2  10.2(5)  border NDFC-151
CNXS-N93360YC-1 N9K-C93360YC-FX2  10.2(S) border NDFC-151
1 Items perpage 10
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Assets Y Filters A

Core

Campus W Ansible W ANSIBLE-156
Data Center NSO NSO-183
Security

SD-WAN

Total

Domain Controller Type Controller
All v | Search
Name ControllerType Ip Address Location Managed By Product Description Product Family Software Type Software Version Action
ASRIK-12 NSO NSO-183 ASRIK I0S-XR 7.6.2
ASRIK-13 NSO NSO-183 ASR9K-13 ASRIK I0S-XR 7.6.2
ASRIK-154 NSO NSO-183 ASRIK I0S-XR 7.6.2
ASRIK-155 NSO NSO-183 ASRIK I0S-XR 7.7.2
asr9k-154 NSO NSO-183 ASRIK I0S-XR 7.6.2
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#Asset Managerd , AP AL EERMBERTHNIIR, EREFMRST , AREERE=RBIES
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Backups Advisories EOX
Campus MW Ansi
Data Center NSO Admi  Group
Security
T

n State Auth Gr,
I I
SOWAN unlocked cxlab
Controlle Current Ve
el Domain Controller Type NSO 762
Platform Serial Numbe Device-Type
cli
N Core
Name ControllerType Ip Address Location Managed By

EWMEOX
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Assets

11X
CI9k-CP-T2.fra-lab.net

Data Center

W NDFC
HoNAC IP Address:
1 Core h:"f i Product Description: Cisco 10S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
ooy - :mn RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
Campus B Diroct-To- Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled
Total

Domait

Controller Type

All:CI9k-CP-T2.Fra-Lab.Net x = Clear All

Backup EO
Name ControllerType  Location Ip Address Product Description Prorty Bugs
CI9k-CP-T2.fra-lab.net  DNAC Cisco I0S Software [Cupertino],
- Al - X
Advisory Impact CVE Last Updated  Version
108 ] B
Cisco 10S XE Software for ASR 1000 Series Aggrega High CVE-2023-20187 8 months 10
1 ltems perpage 10
ZEBWER
Assets < x
CI9k-CP-T2.fra-lab.net
Data Canter W NDFC
H DNAC IP Address:
‘I Gore ;“* Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CATIK_IOSXE), Version 17.9.2,
ooy uf‘:’ - RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (¢) 1986-2022 by Cisco
Campus M Direc [,:O, Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled
Total Domain Controlier Type
All:CIOk-CP-T2.Fra-Lab.Net X | Clear Al Sum . N ) o
Name ControllerType ~ Location  Ip Address Product Description r——
CI9k-CP-T2 fra-lab.net DNAC Cisco 10S Software [Cupertino],
X
Tast
Advisory Impact | CVE Updated Version
Muttiple Vulnerabilities in Cisco 10S XE
" CVE-2023-20198 CVE-2023- 6 months
Software Critical | " 26
20273 ago

1 lems per page 10
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1 :;'V N o Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
Security vManage RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Gisco
cemes W Direct-To Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled
ol Domain

Controller Type

All:C19k-CP-T2.Fra-Lab.Net x | Clear All

Summary EOX
Name ControllerType  Location  Ip Address Product Description
: Security Advisories Priority Bugs
CISK-CP-T2 fra-lab.net DNAC Cisco 10S Software [Cupertino],
- All ~ | Search
I Bug ID Severity Summary I
>CO flow ] ward sl
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Assets

1

Total

Data Center

core
SD-WAN
Security
Campus

Domain

All:CI9k-CP-T2.Fra-Lab.Net x = Clear All

Name

CI9k-CP-T2.fra-lab.net

ControllerType  Location  Ip Address

DNAC

BREERLARER

W NOFC

W oNAC
Ansible
NSO
vManage

M Direct-To-|

Controller Type

Product Description

Cisco I0S Software [Cupertino],

CI9k-CP-T2.fra-lab.net

IP Address:

Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Summary

Bug ID

CSCwe10941

CSCwe10951

Severity

6

6

kups Advisories

Security Advisories Priority Bugs

Summary

9800 add SNMP OIDs

Al v|| 9800 X

9800: align certain I0S-XHIODs with the same OID

1 ftems perpage 10+,

LTS
CISk-CP-T2 fra-lab.net
(aap Caroes b
W P Ardrsan
v
1 Skt o Preskist Dimr plaor: Cisen 18 Boftwass [Cupaina). Catshan L) Swaen Sabmare (0AT0 K000 Yamam 1780,
arie T ADUEASE SCETYRHL (k2] Tecmical Sucpor: FRp fieewa Cics corr | echmuppart Sosyighe (<) 188 3022 by Chco
e e Syabama. i, Corpion W 81-Hoy- 1 18 38 sy wwee saioo saaeed
. vis Y
ANCPmDPF ) Bves Lok il W | Dua A
[ Yoe—- CodvierTops  Lensthm by Libdeans [T T——
CH-CR-TI - nel DA Cuod W o |Dapeing

B

Sapranary

LBl PR S A R R R R T LD
BN skl HAP i

BTl paiw HNE B BN s 18 T O

1 WTA [ A |[*]

BEEEMERLERER

AP AR #EBug ID, SeverityflISummaryZlF N EEZEREESFE. 2 RETERAEZ BENSR

o

EOX

CI9k-CP-T1 .fra-lab.net

IP Address:

e
s
X

Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco

Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Summary

End of SW Maintenance
Mar 30,2025

Last Date of Support
Mar 31,2027

Backups

Advisories

EOX

End of Security Support
Sep 30,2026
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EOXEMFERFETAFNRUHFHALEE  SF=1EZRAHY :

- RUEHEF SR
« REXFLILE
« REXEFAH

EERHIE

Software Insights 7 Cisco Catalyst CenterfINDFCiE IR BB R ZHSRERBFEN , A FER
RAFARZRSOE—BMERR (WREBENUTA ).

Eij 8 Software Insights:

1. A EBX Insights &2 177 (7] £X R A9 FZE & R FIBPA,



S 0-¢C
1-F
m-p

0o-n

o=} Assets
Policy Status

¥y Service Catalog [

€
L
E‘..- OS Upgrade } ' .+» Software Conformance _

: * A
[¢ Configuration Templates* [ ‘e, Upgrade Jobs

H

" A I
@ Ansible Templates [ [ ‘e, Software Image Management] .

H r ol
®&¢ Service Center [ ‘¢, Upgrade Policy

:ﬁ{? Service Topology [ ‘s» Settings

Config Validator [

Backup & Restore

RUERGER

2. N E#R %32 0S Upgrade > Software Image Management,



Software Images

Filters
Suggestions
@Al
ONo
Oves

24 Total Device Models

Device Model

WS-C3850-48P-E

N9K-CI300v

WS-C2960S-48FPD-L
Clear All

WS-C3750X-48PF-S

C9300-24T

C9800-CL-K9

©9300-24UX

N9K-C9364C-GX

C€9500-24Y4C

C9500-48YAC

Insightsi& 1+

3. B InsightsiET -+,

InsightsiETFEBE LA THE :

. —Fbx

mage Distribution Server Advisories

Insights

Product Family
Cisco Catalyst 3850 Series Ethernet Stackable Swi
Data Center Switches

Cisco Catalyst 2960-X/XR Series Switches

Cisco Catalyst 3750 Series Switches

Cisco Catalyst 3300 Series Switches

Gisco Catalyst 3800 Wireless Gontrollers for Gloud
Cisco Catalyst 8300 Series Switches

Data Center Switches

Cisco Catalyst 8500 Series Switches

Cisco Catalyst 9500 Series Switches

RYRREHESHBREARHEEN
RBEYRREBESHHBE TR

Software Images Image Distribution Server Advisories Insights
Filters 29 Total Device Models
Suggestions Device Model Product Family
Oﬁ! WS-C3850-48P-E Cisco Catalyst 3850 Series Ethernet Stackable Swi
Yes

C9500-48Y4C

Clear All N9K-C93180YC-EX

N9K-C9500v

WS-C4500X-32

EHECSY

Cisco Catalyst 9500 Series Switches
Data Center Switches
N9K

Cisco Catalyst 4500-X Series Switches

Software Type
10S-XE
10S-XE
NX-0S
NX-0S

10S-XE

All v | Search
Current Releases Selected Release
16.12.6
9.3(9)
15.0(2)SE
15.2(4)E1
17.9.2
17.9.2
17.9.2
9.3(10)
17.9.2

17.5.1

BER , ATAPRBEEWEREE. BRIAER T2ERMA,

Al ~
CurrentReleases  Selected Release
16.12.6
17.51
10.2(2)

9.3(5)

03.11.02.E

« More Options BRI Export to CSVi& I LA S H T [ F & R IE

Refresh B 4= F T ) 3 7T H H & BRFTIE T E 25

- SearchidJERR A TERIKE , SFEUTHSERIIERS :

- 2£EFEFTA HIH 178 R (il 20Device Model,

- RFAS BREFRERBZESHAHHHSE
- FmRIIBREFBES mRIBIOBE
- REFREBRERRKERFREBHNE

1x§9*“1€ 1&%*“?5’]%*"\

- FmRY RBESHENTmRINER

RURBERZESHENRERBENER

Assets  Suggest Acti
1 Ves
7 No
1 Yes
1 Yes
1 Yes
1 Ves
1 Yes
1 Ves
1 Yes
1 Ves
t ltems per pag 10

Assets

o

Sugget | ¢, port to CSV

No

Product FamilyFSoftware Type)



- HETRAR R B SR P S AR ENE — SRR &
- FTERRZAR: B IR A B AR 1E B RHE AV B BUE R 7 Ak MR AR
- B RRHEEN AT EERTEENESHE
- BUCN T RBEESTANEMAEN , ERYeszNo

Software Images

mage Distribution Server

Advisories

Insights

Filters 24 Total Device Models Al v | Search @)
Suggestions " Device Model Product Family Software Type  CurrentReleases  Selected Release  Assets Suggestions  Action
ASR1001-X Cisco ASR 1000 Series Aggregation Services Routers 10S-XE 17.9.22,17.6.5 2 Yes
C9300-48U Cisco Catalyst 9300 Series Switches 10S-XE 17.9.2,17.6.4 4 Yes
NIK-C93600CD-GX Data Center Switches NX-05 10.2(6) 1 Yes
Clear All
C9500-40X Cisco Catalyst 9500 Series Switches 105-XE 17.9.2 2 Yes .
View Suggestion
WS-C4500X-32 Cisco Catalyst 4500-X Series Switches 105-XE 03.11.02.E 1 No
View Assets
€9300-48P Gisco Catalyst 9300 Series Switches 105-XE 17.9.2,17.5.1 3 Yes
NIK-C93180YC-EX Data Center Switches NX-0S 9.3(10),10.2(2) 10.2(6) 4 Yes
NIK-C93180YC-FX Data Center Switches NX-0S 9.3(10),9.3(7) 2 Yes :
WS-C3750X-48PF-L  Cisco Catalyst 3750 Series Switches 108 15.2(4)E10 1 Yes :
ASR1002-X Cisco ASR 1000 Series Aggregation Services Routers 10S-XE 17.6.5,17.9.32 2 Yes
Prev. 1 2 3 Next Items per page 10

EREEWEM

« ¥4 : BidMore OptionsBE (I 7NView SuggestionsFView Assets) R 45 E FITHIIR/E

N orE mEgsREREAARY  URAESERW,

BE MR P2 WA B AR A

Software Images mage Distribut Advisories sights .
Device Model : N9K-C93600CD-GX
Procuct Family : Data Center Switches.
Filters 24 Total Device Models
Suggestions | Dovice Model Product Family Afiected Assets (1
@A - e e - .
. ASRI001-X Gisco ASR 1000 Series Select one of the Cisco suggested soft s as the standard or policy Last Suggestion Date :Dcc 20, 2023
e while taking into consideration kn w workaround
Yes Ca300-48U Gisco Catalyst 9300 Serles Switehes
Release Version & Date  CURRENT oPTIMAL - 1
NSK-G336000D-GX Data Gent 10.2(6) 10.216)
Clear All
Sep1,2023 Sep1,2023

BT

€9500-40X

WS-CA500X-32

C9300-48P

NIK-CO3180YC-EX

Gisco Catalyst 8500 Se tches

Cisco Catalyst 4500-X Sries Switches

Conformanca Pe
Gisco Catalyst 9300 Series Switches
Bug:

Data Center Switches

Release Notes

Current Exposure : 7

Future Exposure : 7

sev1 0 sevi o

NOK-CO3180YC-FX Data Center Switches sev2 1 sevz

N seva 4 sevia
WS-C3750X-48PF-L Cisco Catalyst 3750 Series Switches

seva 1 seva |

ASR1002-X Gisco ASR 1000 Serles Aggregation Services Routers sev5 0 sev5 0

s0v6 1 sev6 |

Current Exposure : 0
Critical 0

Higho
Informational 0

Low 0

Modium 0

End of SW Maintenance

Future Exposure : 0
Critical 0

High o
Informational 0
Low 0

Modium 0

End of SW Maintenance

Now 30, 2023 Now 30, 2023
End of Security Support | End of Security Support
Feb 28, 2025 Feb 28, 2025

Last date of Support
Aug 31, 2028

Last date of Support
Aug 31,2025

MEBRESPERELZETRG> EFEIW , 27— MIEKR , HPEBEMERASTIFAEE.
SuggestionsET F B EFMERFESH L RAMBUNREFMER ; REES RIS SNE
Wo UTHIETH :



« REAMBHMRENZPFERT HRREANBUMRANRE, BRATRFAEE ; IRRE
FETZMEE  WAEERRAELESIFERNES S RE
- BIE-BMERBATEERRANRZABNANYRNEEMRA G — Bt R g

N B AANDFCIEAISRIR R RS+ RS0 — B R

Device Model : N9K-C93180YC-EX I3 X

Product Family : Data Center Switches

Suggestions Affected Assets (4)

Select one of the Cisco suggested software releases as the Last Suggestion Date :Dec 20, 2023
standard or palicy while taking into consideration known
issues and any workaround

Release Version & Date

CURRENT OPTIMAL - 1
9.3(10),10.2(2) 10.2(6)
Dec 16, 2021 Sep 1, 2023
Release Notes Release Notes
Conformance Policy Insights-policy-for-N9K-C93180YC-EX

Created On : Dec 20, 2023

T BER 5% 58 T

N s NERENEEEECAER  NAS SR, NETFEIAEKE  Nak
EnabledRA T I F I, MRKRIEEES InsightsBIZZRY |, WA F o] UL R BR R #E

« BREREMNRENESREIT
« REMBWEREMNRANESRTITHK
* EoX ETRBMRANRGLEN LI, REXFEUEURZHFLIEAH



Device Model : N9K-C93360YC-FX2

Product Family : Data Center Switches

Suggestions Affected Assets (2)

2 Total Assets Al «
Asset Name Serial Number Model Name Version Role IP Address Controller ID
CNXS-N93360YC-2 N9K-C93360YC-FX2 10.2(5) border NDFC-151
CNXS-N93360YC-1 N9K-C93360YC-FX2 10.2(5) border NDFC-151

1 Iltems per page 10

MRESIFEREEZ R B> EF R FHITTF —MIER , RIAERT2ERZHMEE E LD
o ‘BEWWRFRMFERTBHR, FIE", “BEFH, “RERE", Pt M 42525
ID"&5|hEREEZHMHA A= FMER ATEET X FF# THE R MR,

BEFERGFARNRZ

BXEMER , FEREL -3,

-3

R —BMUBBBEMED IS BRRRENE ™, RIEETRTEXRASHEE YRS
M, XEREEAIBURITRIRFBHRIT. MIHT—BMHERRE RGBSR , ZERE
FHEARTRRS, —HMEEEEURT &MINE | SR A6, EERHREIANE,

FRFA

« Cisco Catalyst Center, vManage., NDFCHIFMCEZ ISR HMRELME L, BXRFME
B BZRAESHRERETBIE,

« AFURHMNSO, CNC, Direct-to-Device IANSIBLEZ 2 HIg M A B4R G TR, BXiF
WER , BSFERINER ARG TR,

- AFPXIMBERNIFRIReDR AREF U EEEPLDEREIE.

« FTERZAHEPLDIER(E B NTUE R EIRefDN AR F

- WREPLDEHREFEEFRTHOOB , AF LIIERefDN AR F M




ES|ABEEEN AR RAEEPLDE R BIE

BIE—HUFE A , HEReDNBRF P OEEPLDIERS ZHIE, RefDRAAIENexusE 4R
Z&v10.2(8)#v10.4(5)EPLDIEREE . N FHMIGRRA , HMEReDR A F F RN IMEPLDE

% 1§ 1%\ o

TR THR , FEARARFINZEPLDRER THFES

Reference Data Management

Search Apps Nodes || EPLD_Modules X @& &I &

0 Selectall

Settings
& O  EPLD_Modules ] % Bl
::: Application

{& Designer Tools

Service Catalog Designer [

I Reference Data Management |

Form Builder [

Process Templates [
Market Vanance ]
Workflows [

Script Runner [

SEYREER

1. S§fnZIReference Data Managementii A2 /5 18 & “EPLD_Modules’
2. %42“EPLD_Modules” 3 # H £ ZEditE 4R,



Edit Node

EPLD_Modules. json > Cance!
=1
RETR

3. BUMIMERLT LM ESR B RRNMEFT A ITIREPLDRE R TTEIE

structure:
"NI9K-C92348GC-X": {
"10.5(2)": [
{
"Module": "IOFPGA",
"Version": "Ox15"
3
]
3

4. B HESave A WU A £ — BRI HIEFHNFEPLDIER TR, MIER T IIFRAWEPLDEK
EO

EENEERG -

1. ERARG R4 — BN ERZFZEIBPA,



am} Assets

% Compliance & Remediation e

ﬁ Service Catalog NG ] Controker Iype - ey

vManage v
W Service Catalog [

MO M
e ' @ Software Conformance

i ek N
.+ Configuration Templates™ [0 g Upgrade Jobs

@ Ansible Templates [ pr.

2l Software Image Management

%% Service Center [ ﬁ Upgrade Policy

8. Service Topology [f "3 Settings

R —HESM

2. % 0S Upgrade > Software Conformance. RZiBEEI< & RSoftware Conformance T H,

8- et
3 - Partal Contsen
1 - Non Contornant
# - Non Cpsrasonal
Conlerrrance Pobcrs Poiicy Status.
o Fuecumon Dase Jul 14, 3028, 1ESE00PAN  Scheckuled Next Fascution Cuse Jl 15, 2074, 17:55:00 P Auto Retvest( Al - | Serc O :
o ASR =
-
Total Assets : § Eonformant Assets - hon-Conformant Assets - O Uniinown Assets - 8 Py Name
® ASR Drevice Model
v
Tetal Assets B Confermant Assets Non-Conformant Assets 0 Uninesan Assets 8
&
* ASRIK -
w
Total Assets 4 Conforman ot Anvets Mon-Conformant Assets - 0 Unikncwm fasets 4
 Cisco Catalyst 8000V Edge Software
v
Total Assets - 0 Conformant Assets Non-Conformant Assets - 0 Unknown Assets 0
# Cisco Catalyst 9800-CL Wirsless Controdler for Cloud
-
Total Assets : 0 Conlcemant Assets © € Nan-Confomant Assets 0 Unincwn Assets | 0
# Cisco Catalysi 9800-CL Wireless Controller for Cloud
Tetal Assels | 0 Conleema Nen- Conlesmant Assets - 0 Urikrenn Assets |0

-3
Software Conformance R B EUTHEA :

« TERE RN D HERS |, RIELLTIhEE



- REPHEENFEMHRBEHNEHK
- BB TR IEAPolicy StatustRETIEES :

- — N EEEEHENMEBPATEMNRBEHEE LN EMRA L
. —HM . EEEEE SN —LBPAREEMNIREN T EXNNEHMHRAE L ; HRZ
Z4 T AR AR
- TREM.EAERHRANML  EEEERSHAEBPAZERZHLTFEMN
BAFRRA £
- JEREBERBPIEENRZES  ETIEANIEER
- Scheduled Last Execution Date#Scheduled Next Execution Date , ¥&§B8 2 B 1THY it
X—BERER BBt B AR T — MR — R ER TP E KA atE
- SearchZE , ATRERRES, REBEMIAMEANRTIREKR ; AP JLUERAILE
MESHER
- Auto Refreshtlit AT /5 ARRAFP EXH B IR B s RIFT EEH T — R, E
BRI , ERITUTERE

- ¥ 3OS Upgrade > Settings LA E 2 7 37 18] i@

- R EEE S E 3 Fl#E R

- RERE
- B AAuto RefreshtJ#Ray , B4 — B 3R B 12 il E AR & LAST 49 8] P Il 8
- [l B AR T R U E B RIS IS 2R
- R ETT Moreik T B FR :

- BIEREE
- BTFRAXRE
- T BR 2N P i R B

RERERFESHTOA , AUTY BERERAER , MEEHTEREHBZEENREES ZH
REE-NHE.

AR ITEAR

EFEVERY  ARETNEFEEMRRESITEE |, WTotal Assets., Conformant Assets, Non-
Conformant AssetsflUnknown Assets,

Cisco Catalyst 3500 Switch
Total Assets : 2 Conformant Assets Non-Conformant Assets : 0

Action

Cat 9500 Global Al 17.06.04 admin May 8,2023, 5:13 PM Mzy 8.2023, 5:41 PM enabled

SARBHNT ROE

ERFAUEG  HERSRBFESHXNAERE. X TEMNKRE , LB MActiond!| ik



More OptionsBR¥rif T H iR 4E | BFERun, Edit Policy, View ResultsZ,

BIBBRAF — B R B

1. A BB — B EE 15 R X PRAYEUE & FFIBPA,
2. % 0S Upgrade > Software Conformance. RZiBEEI< & RSoftware Conformance T H,

0 Polici
204 00 P 5, 20 00 P Al O
@ ASR g
ssats 1 8 farman ts L 51 8
= ASR
n Al
Total As: s50ts 8 Conformant Assots L o
® ASROK
w
T Assets 4 Conforma Non-Confior A o u i A 4

® Cisco Catalyst 8000V Edge Software

al Assets | 0 Conformant Assets Non-Conformant Assets - 0 Uninown Assets : 0

= Cisco Catalyst 9800-CL Wireless Controller for Cloud

Total Assote - 0 Confarmant Assate Non-Confoemant Assots - O Uninewn Astots < 0

ke

3. % More OptionsE#r> Create Policy,

O Pad harm wvice Modal * Targat Ve San
L o364 o " o
@ P Regan Duvics fickal: ol
nS000-epkd 102 2 Fimg [ Gilobal Any o

Additional Canformance Check Template

BIEREERE

4. £Policy Name, Device Model(s), Target Version, SMU, EPLD. Device Role, Asset
Groups#HlAdditional Conformance Check Template Z Bt AE 8. SMU, BEHFMEM—
FMERERREEFR.

N s W BRI ARAAM RN RS RS NS HE,



N oEE BH-BHERTIUREERRENBELEE, AeREHERIX EAOSKRAR
SMUKHTET—BMRE, MRFEFMEMEENRE , A LMERFIEN S MBRIERN
BIERERR , XL MBI N o] ARG B H A — MR EERF R

5. Click Create. Z5iFEEN 2 & RHIA,
N oxE . TEIHT —wrEER.

- FARY  EBEAVUNFMERZEER EHEEETREZACHNSNER, TUEED
REPERZSIMAE,

« MR MDevice Role(s) FRFIRAFIEER TAny , WFFEEMIRZA® ( HIW0 , Access, CoreZ
) BHHEEA, NREFRTEAEMZERAR , MEAANY,

« SFHCNC. NSO, ANSIBLEMEBE#ZEIZZERHEREENIRE , AnyAE(MDevice
Role(s) THRIFIRAER)TATITEAMRE , AFAXLERREEARBESR.

« MEMFMCHIRZABTHRIIRFIERETAny , WRHE—BHEMERZ LIRT , SEMILIE
%, BERENEERE.

« RACNC. NSO, ANSIBLE, FMC, BE#%i%% MINDFCHE HI28 ZFSMU— B AR,

o« BERRAR Z#FFRegion T L5 Zk F AYGlobal

- APAMMNTHRIIRPERETA . BRIMERTRERFME. AR TSGR —NRBZNEF=
H, MRERTHERSA , MREX AL R~ A IRZINITREE,

« W8 K E RDevice Model, Target VersionfISMU(s)ZBRHIFRHA{E , 52 &Discover
Images , REER.

« Device Model, Asset Group(s)fRoleF R R KM —KBE ; TAFES R,

- REZHEPLDMME TEIE T A TATiE IR Z B S M B #rRAE , EPLDFE S S1EFE,

* Policy Name2M—i , TATFESHN RIS M.

@ Software Conformance Policy Created Successfully X

— MR OZEIA

 ¥R1E20S Upgrade Next Generation ( T —1X ) B R#ZE#E R & R 1EAdditional Conformance
Check Template FE&H,



afni]i

cIsco Business Process Automation

6 (

8

Cunkyrrasge Poities

crochiien Last besamon Date Aug 7, 222, 125500PM  Schodaled Nt bncincn Date Aug 8, 2073, 129590 PM

c8000v

ol Assats | 6 Conformant Assets : Non-Conformant Assets - 1 Untnown Assets : 0

HEMRBERES

8000V

6. B ESearchFE i AR ZH S TG R KR,

Y Filtees

Scheduled Last Execution Date: Feb 21,2025, 12:55:00 PM  Scheduled Next Execution Date: Feb 22, 2025, 12:55:00 PM

ASR9K

Total Assets - 6 Conformant Assets : 1 Non-Conformant Assets : 5 Unknown Assets : 0

Name Region Device Roles Target Version Created By Created On

ASR-Policy Global Any 762 admin Feb 20,2025, 7:32

® N9K-C93180YC-FX

Total Assets - 2 Conformant Assets : 0 Non-Conformant Assets : 2 Unknown Assets : 0

Name Region Device Roles Target Version Created By Creal

Multi-Model-Policy-Demo Global Any 1025 admin FebZ

N9K-C93360YC-FX2

Total Assets : 2 Conformant Assets : 1 Non-Conformant Assets - 1 Unknown Assets : 0

ER SR

7. B EHPolicyBEE RN IFHEEMNE,

BENTRH—BMURE

1. EAEEHRITHRNRNFTIEREZEBPA,

2. #%&#0S Upgrade > Software Conformance. R %ipEEI< & RSoftware Conformance i H,

Multi-Model-Policy-Demo

Policy Name : Multi-Model-Policy-Demo  Region : Global Target Version: 10.2.5

Device Model(s) : N9K-C93180YC-FX , N9K-C93360YC-FX.

N9K-C93180YC-FX Controller Id(s) : | NDFC-0s

Device Role(s) :
Enabled

Additional Conformance Check Template : NA

SMUs

All v | Search

No Record Found




il
{¢|| 5‘:!5' Business Process Automation

o 9 '.

T Filtors o~

s

Cerfirmunss Pelitie
Sohaduled Last Eveotion Date: feg 17, 2023, 125500 M Schaduled Nast Exscuiion Dane: fug 18, 3023, 1 266:00 PM
NOK-CaIIE0VC-FX2
w
Total Assets : 2 Conformant Assets : 0 Won-Conformem Assats : 2 Unkreoawn Agsals : 0
1l ® NOK-C9336C-FX2
~
Toted Azzzts i 1 Caonfarmant Assets ;1 Nan-Conforman: Assets : 0 Unknewn Assets : 0
REEIER
3. £ A SearchZ BRX B BZFEMATHY K g
. earc = 1THY °
0 - Conformant
1 - Partial Conformant
M 0 - Non Conformant
0 - Non Operational
Conformance Policies Policy Status
scheduled Last Execution Date: Apr 25, 2024, 12:55:00PM  Scheduled Next Execution Date:  Apr 26, 2024, 12:55:00 PM Search Device M¢ 3 M
ASROK View Results
Total Assets : 13 Conformant Assets : 4 Non-Conformant Assets : 9 Unknown Assets : 0 Edit
i
Name Region Device Roles Target Version Created By Created On Executed On Execution Status Policy Status Delete
ASRZk Global Any 7.7.2 admin Apr 24,2024, 7:57 PM Apr 25,2024, 12:55 PM Completed Partial Conformant D
1 Items per page 10
N— =

=
SLEREINVER , UBIERBRIER

4. \NEKBERY ActionF A | & More Options > Run, R
BITEMNBE=RE,



This action is going to retrieve live SW details from the
controllers/devices and it will run in the background and update the

status once done

Skip live check of the base SW version and use offline data

Proceed JEEESEUT-IIN

BT AR EEAYTEIA

5 MRAEEIT—BMHREZNFEXME~RL , BHERSKip Live Check of the Base SW
Version and use offline dataE &4 , ARG E EHProceed, EXMIBER T , —BHRENIER
TRENT. BANERERLA,

& Software Conformance policy execution initiated »

— MR TR
N orE . TEAMT-ErEER,

« KINBRT , FRARFEFRERT —IMERE,

- FEREF K MRBFEFRBREASAM , HEHNRBZZIRIENARA , ABESMURE,

« X¥FSMU , EHIT—BMEREZEINZZRERENEKE , UKREREIEH T Skip Live Check
of the Base SW Version and use offline data& i1,

- HFRBEEZMNRBFEERN , N ERERRITZRERXB B XKRENHIT.

ZHRITRF—BMERE

AEARERFRSEHEINITHRE —BMERE, TN —BMRERBENET



- X

« —KFR
- BF
« =R

—BRBUY , AT EERRESWFIERKFAZINIT , AR - BMHERFFRESBMNEKS

o



< Sehedule reachad ?

.._lﬁs"'

Retneve All Enabled
FPolicies

v

Ratnava all the applicable
asset details from

|I'|'|'ﬂ|'ﬂ|:|-|!':|l'

v

Execuls Conformance
Checks

:

Stora the results in
respactive policias

l

Update Devices Auniary
Collaction with
Coformance check resulis

l

End




R —BHMEREE AR ITRIMAT

BXREFAER  FSARMLE -3,

SRR — B R RE

1. FAEE R4 — M EEHENRNZEIZ FEIBPA
2. % 0S Upgrade > Software Conformance. RZiBEEI< & RSoftware Conformance Tl H,

il Business Process Automation

L= 11 <~ [ S U A a—

e
Contormance Poscses Pobicy Status
Do 17,202,100 U S et st G o 18,2028, 124400 P ; O
& ASR-9901
~
Total Assots : 2 Conformant Asscts Non-Conformant Assots © 2 Uninowin Assots : 0
Name Region Device Roles Target Version Created By Created On Exscuted On Execution Status Policy Status Action
D20 Conformance Glooas Any 162 adman Jan 17,2025, 258 PM Jan 17,2025, 3:00 PM Completed Non Conformant
ems perpage 10
& ASROK
w
Total Assots : 50 Conformant Assets : 0 Non-Confiormant Assots - 17 Unknown Assots : 33
FRERFEN
3. fEfSearch 7 BREHFTFERY o
Y Filters A~
0 - Conformant
- Conformant
I 0 - Non Conformant
0 - Non Operational
Conformance Policies Policy Status
Scheduled Last Execution Date. Apr 25,2024, 12:55:00 PM  Scheduled Next Execution Date: Apr 26, 2024, 12:55:00 PM Search Device M{  Run D H
H

ASRIK View Results
Total Assets : 13 Conformant Assets : 4 Non-Conformant Assets : 9 Unknown Assets : 0
Name Region Device Roles Target Version Created By Created On Executed On Execution Status Policy Status Delete
ASRIK Global Any 7.7.2 admin Apr 24,2024, 7:57 PM Apr 25,2024, 12:55 PM Completed Partial Conformant E
1 ltems per page 10 -,

R

4. \REEHYActionFlF | 1%&E#EMore OptionsE#x> Edit,



Sync Images

All > NIK-C93180YC-FX > Multi-Model-Policy-Demo

PolicyName®  Device Model* farget Version * SMU(s)
NOK-C93180YC-FX, N9K-C93360YC-FX2 (] 1025 S
Region* Device Role(s) Gontroller ID(z) Additional Gonformance Check Template
NDFC-0S

Any

RECEBFAFSNFE R
5. RIFEFEHREERRA, SMU, REA®, BH|ID, RERSHEM —BMURLERRFTR

6. Click Save. A& FEEI & T REIA,

& Software Conformance policy Updated Successfully. )4

BIAEH R

N oEE s - HMERATEER TN AR | TooARE %R,

0 B R A — B SR B

1. ERAEEEBEH RN RN EIERFREIBPA,
2. #%#0S Upgrade > Software Conformance. R £ E RSoftware Conformance .

T Filter

pas 500 Ph 20 5:00 M R ® O .
:
® ASRIK
v
Tota ssats : 4  Conformant Assets MNaon-C sats 0 0 ts
® NOK-C93360YC-FX2
~
Total Assets 1 0 Mon-Conformant Assets : 0 =:0
& NOK-CO3600CD-GX
~
Total Assets : 0 Corfonmant Asssls A ] Usil A 0

HEMRBNIERS

3. EASearchFBREHXKFTERKEE,



¥ Filters .~
Vam
3 { -
%
b
Conformance Pobcies Pobcy Status
hubed Lol Duoscition Date. Jul 14, 2025, 1255:00 PM Scheduled Net Tuscuton Date:  Jul 15, 2025, 12:55:00 Py Ao Refrash Al - Search Run ) :
® ASROK View Rasults
~
Toal Assats : 2 Conformant Assots : 0 Mon-Conformant Assots : 2 Uniknewn Assots : 0 -
i
Mo Region Device Roles Target Version Created By Created On Executed On Exscution Status Policy Staty  Delete
PDF-Font-Tasting-Pobcy Global Any 782 admin Jul 7,2025, 5:51 PM Jul 14,2025, 4:03 PM Camplated Non Conformant
1 Items per page 10
& cBOOOvV
w
Total Assats : 15 Conformant Assats : 0 Non-Conformant Assets : 15 Unknown Assets : 0

DELETE

4. \EKBER ActionBlF | i%E3ZEMore OptionsB#5> Delete, BIAE OEI&ITFF,

Delete Policy

Are you sure you want to delete the policy N9K-C9336C-FX2 under

N9K-C9336C-FX2?

T BR SR B A



Delete Policy

want 10 delete the p y NSO-Test associated

MERREEIA (WRREESNESKE )

5. Click OK. 3 B& B #5 i BR o
N orE . TEAMT - ExEER,

« MRRBESNRFESKE , NP ERRESB BRSNS XIKE SN AAAEXKE,
- HRH-HMREATEERTHARFLE , FTERBRIZEKE,
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Non Confarmant




1. #£Software ConformanceT Lt , #%&#More OptionsE#x>View Results, £ RResults A H , F
FRANUNEREFEFSREN —BMHRES,

Business Process Automation

All > NCS-540 > Ansible ncs policy @ Non Conformant  Executed On: Sep 11,2024, 11:57:23 AM  Target Version © 7.7.2
¥ Fiters
0 - Conformant
5 - Non Conformant
- Untrown
Assets Asset Status
Al v | Search :
Device Name Region Role Serial Number Status Current Version Controller ID Sub Controller ID
NA Non Conformant 772 Ansble-156
NA Non Conformant 762 Ansible-156
NA Non Conformant 772 Ansble-156
NA Non Conformant 1712 Ansible-156
NA Non Conformant 772 Ansile-156
1 lems per page 10

EEER

asrdk-146 P X
Al » ASRIK > PDF -Fom-Testing-Policy
Serial Number Controlier ID Sub Controlar 1D
FOCZ648NEFF NSO-147
z Cumant Version Target Version Statut
TR2 TB2 Hon Cosformant
Assets Assel Status Rugion Role Executed On
A Jul 14,3025, 403 PM
EPLD Modules
Device Hame Region Role Serial Number su Al = | Search
asri-146 MA [y FOCIE4ENEEF Non Co SMU Namae Status
Y
anrgE-147 NA FOCIGABNEES MNan Co asrSi-u64-7.8.2.C5Cwe1 1910 tar Unarvailable

1 hems per page 10




Command Outp

Label 7.7.2

Node 8/RPO/CPUG [RP]
Boot Partition: xr lv3l

ive Packages: 11

ncsS4@-xr-7.7.2 version=7.7.2 [Boot image]

NcsS48-npls-1.8.9.8-r772

ncsS540-1 0.0.0-r772
ncs54@-mghl-1.0.0.0-r772

ncs54@-mpls-te-rsvp-1.0.0.0-r77

ncs54@-e01grp-1.0.2.0-r772

Node 9/0/CPU@ [LC)

Boot Partition: xr_lcp_lvi2
Active Packages: 11
nCsS48-xr-7.7.2 version=7.7.2 [Fr:.! image

ncs540-1lictrl-1.0.0.0-r772

ncs540-npls-1.9.0.0-r772
Ncs540-11-1.9.8.8-r772
# CAD . mavk 1 6 6 G.=TT7TY

2. BRE—TUERBERSHAREEUARSMURSMEMRMS,

N B SMUEAEBRNERNSO. CNC. ANSIBLE. EEF8E AINDFCIE4IZA=,
EPLDIE RN E A FNDFCi2#lgs .

T Filers ~
Conlormance Policies Pelicy Status
chadhalid List Descubion Dete: Jul 14, J025, 1800 PM  Schedused Nist Fxecution Date'  Jul 18, 3038, 12:55:00 PM Auto Rofrosh Al = Run ) H
® ASRIK Visw Results
Total Assets : 2 Conformant Assets © 0 Mon-Conformant Assets ; 2 Uninown Assats : 0 =
Edn
Name Region Devece Rolos Target Version Created By Croated On Executed On Execution Status Policy Staty  Delete
POF-Font-Tasting-Policy Glabal Ary 782 admin Jul 7,2025, 5:51 PM Jul 14,2025, 4:03PM Complatad Non Conformant
1 lems per page 10
® cBODOV
Total Assets : 15 Conformant Assats Non-Conformant Assats : 15 Uniinown Assets : 0

BRELER



3. MiZ&Z B ActionBle | %£$EMore Options®#5> View Results,

13

T#

Role

Serial Number

4. £ EMore OptionsE#¥5r> Download, BA.csvi& X T &4 R H 8 RSMUTA AR

B C 8]

1 Device Na Serial Num Controller Sub Contre Region

Ansible-156
Ansible-156
Ansible-156
Ansible-156
Ansible-156

Excel TERMHE

NA
MNA
A
A
NA

E F G
7.7.2
7.6.2
172
172
172

H J K
Device Rol Current Ve Target Ver Device StaExecution ncs540-7. Complianc Complianc Remarks

7.7.2
7.7.2
7.7.2
.72
1.7.2

M N o P Q R

Mon Confo 11 Sep 202 Unavailabl show_instiSuccess Device conformance check completed along with Process Template
MNon Confo 11 Sep 200 Unavadlatd show_insti NA Device conformance check completed

Mon Confo 11 Sep 202 Unavailabl show_instiSuccess Device conformance check completed along with Process Template
Non Conto 11 Sep 202 Unavailabl show_instiSuccess  Device conformance check completed along with Process Template
Non Confo 11 Sep 202 Unavailabl show_instiSuccess  Device conformance check completed along with Process Template

~ AR EREERNETREINTH—BMRENE R, AR REEFMINERGRNAES,
X FIERIEFRBE |, View Results#iZ R,
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s TRHEMRTIREBEARUTRENFTHFEER !

BFrRAE SMU EMMRE RE

THEWM AER TEA
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THEWM
FREM
THEWM
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CRAPRSH SR EIE

BFMRA SMU  EPLD EHMRE RS
THEWM TEM TEMA TEA FREM
HEE  TUA THEEW ANEXK FHEH
HeE THA #HEE AWEKK FHEM
fHeE %tk #EE ANEKR FHEWM
e’ &KLk THEW ANKK FHEM
HeE THA #EE AWK FHEM
HEE TUA #eE AWK FHFEM

ATRESMUIRE :

« K ERFSMUBRETRES , A BLTEIHRSE
« FAARFSMUARRFEREFE , BLATIEED RS

AJREM EPLDREBUIRE :

« —HMRREPLDESRFHE T EATH B FRANIRZH
« FHEBRTNRE P FETNH B FRMRA LA fYEPLDAE R
o RO RIIRERZPEESH T AEPLDER

ARERN SR BERFIRE -

o BINRRRFZERB RGN RIHIT T IRER
« RBRFRETERITREER (Flm , s S FEHER )
« FTERARTFTREFTFENTREERVEZM (SN, HiRBFFEAE XK B IRRAE )

N oEE - TEAMT - EEEER,

s BE—BMRENEATETRIAEIANRZ

s BE—BMRERERSFRFENRBIANAGRENEERIR, MRF~FLHEFEL , N
P4 —BMRELRIN, ERARKBEERE , BEFBRINT —BERE N EASN R =R
EINRE

« A LATEOS Upgrade > Settings > Software Conformance® & t{BRiA 1T X

- AREIBPASAfE , IEMABFENERBHEBEEARS ; AFPXARES R , ®EFE



HWE, FEEA , RARREERURRER

R R B

FHRRBEA M T MR B AV KRG -

- HIDRREK

- EE

- <BERRAT.7.1)> - <$FE BFRRA(7.7.2)>
- ZLTRERRE

- V7.71-7.72

- V7.72-77.8
- SERARASIEMHSMU , I FBIFFR

- v7.7.1 -v7.7A[MFFSMU]

- V7.7A[M#SMU] - 7.7.8

ARRBAFATREHTAELATFERENR

. ARER

- BiFEIENERS TERRE

s DRIERE

. BUEILERRE

. B ITERE

- HBEHME

- EDRIER

- BEMNRIERNGEER

- RERBIERIREXEIER
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% Compliance & Remediation b
Core

®y Service Catalog NG » Campus
Security
SD-WAN
Data Center

Lo ¥y Service Catalog [}

A 05 Upgrace 4 Software Conformance

©

i & >
[# Configuration Templates* [ g Upgrade Jobs
3
I A
o Ansiole Templates 3 _/‘ﬁ Software Image Management [
\
%¢ Service Center [ » Unarade Policy !
\
LK e - !
s. Service Topology [ )

ot Settings
L3 Setting y
Config Validator [ r -7
. AN

FHRREE S
2. %£$#0S Upgrade > Upgrade Policy. R£i4%.E RUpgrade Policy T H.

Y Fiters ~]

- vManage
= Ansible
- NSO

M 1-cNC
M 1 - DNAC
f 1 - Direct-To-Device
8 1-FMC
1 - NDFC
\ .
LB
1

Policies Controller Types
All v | Search O
Device Model Controller Type Name Created By Last Modified On Action
ASR-9901 Direct-To-Device D2D-ASR-9901-Default System Mar 22,2024, 11:14 AM

Upgrade Policy TEBE A THA :

« TERE RN D HERS |, RS IhEE



- REPWAREREH
- Controller TypestRIEIL K25 , IRMAIFIEFIBFRE T IRIBED
« —/More OptionsE*¥r , ZE¥rIEFCreate PolicyFDelete All selected policiesE#t E4L IR ig
E /9 35 1 15 11
- ATEREEHSearchidiEES , TRM T AR :

- REERRFRFER
- REFES EREAEERENRE
- B BREBEERE R VR RE
- flEE  BREFEEMFHRE
- BEKEHNNSIBHRRERF RN RERITHF

"|"c'|°" Business Process Automation

Cls ‘Cisco Intammal - EPA Doveropar Subscrglian - Not 10r Customer Usa
— - Ansible_TR_TD_workflow_check
o 6 1 Description: Cisco
o s Max Batch Count: 5 Default Policy: No
o » -
Policies Controller Types & Ansible B ASRIK
1 osupgradeadmin @ Aug 6,2024, 2:34 PM
Planning Distribution Activation
Device Model Controller Type Name
ASR-9901 Direct-To-Device D2d_any_without_TD Backup Details ~
Workflow: I0SXR_Ansible_Device SW_Backup (Version : Latest)
ASR-9901 Direct-To-Device D2D-ASR-9901-Default
ASRIK Ansible Ansible_multi_step_123
Traffic Diversion ~
ASRSK Ansible Ansible_TR_TD_workflow_check Traffic Diversion Workflow: OS_Upgrade_Device_SW_TrafficDiversion (Version: Latest)
Traffic Reversal Workflow: 0S_Upgrade_Device_S\W_TraffieReversal (Version: Lates)
ASROK Ansible Ansible_multi_with_TD
ASRSK Ansible Ansible_TD_Rollback_remove
ASREK Ansible Ansible_7.8.2_to_7.7.2_policy
ASRIK Ansible Ansible_activation_pelicy
ASROK Ansible Ansible_roll_back_Multi_step_for_asr
ROK Ansibl nsible multi without TO

REFAERAE
« REFERME ISR EE Y A0 E
NorE nREREHEE— , WEEN RS RS NRHEXR NS EEEREHER,
BIB AR KB

1. EAEEARKEER LRI RN EUEZ FEIBPA,
2. %30S Upgrade > Upgrade Policy, F4i & RUpgrade Policy 7T Ho



- GNG
= DMAC
Direct-Ta-Device

8 \

Controller Types

- wManage
Anslile

1

1

1

1 H
1 - NDFC
1

1

1 - NS0

Al - Search O :
Device Model Controller Type MName Created By Last Modified On

ASR-9901 Direct-To-Device D20-ASR-9901 -Default System Mar 27,2024, 1114 AM Delete All

ST SO P [V N-F R

el

3. & #¥More Options > Create Policy, FZifEEI < E RCreate Upgrade Policy i H

I'+ Business Process Automation

afra]e
CISCO  Cioco inernsi - B9 Deveioper Subscrpton - Nol far Cusinmer Use

All > Create Upgrade Policy

o
N\,
Planning Distribt Activation
Policy Name pti
Controller T ype*
Tim (minutes)* ra me (mi ) M i
Config Backup Traffic Di
Upgrade Paths:
u

BIB AR KB
p: 1%

1. BEESRERBHEINZS . TRNSNFRETTHERHA,

REER R REEH B

PO SR ek 18] 22 154 B

EHlsRRE RTHIATRERSAREYE S 2 HI3R

REHS ATHITRERSARNRZES

2R (D) BREGD RENWRKEFFE (ADHRNEN )
FrREet () REBUEE N R KFEE (ADHRNEN )
Rl AR Ay B KRR AT BURINEEAL PRI HERR ; AR R AR BN 20

MRFERM , HEAKYIR , HFEvManageFDirect-
RE#HR to-Device IS B O EE N T2
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AR MRBRABITERRE ) BHARI/ERECD EBIR
12 7 OS Upgrade NextGen#rid

— AR IEREMRES | NFERAMMETEREN
B FThR A

— ITERRA.ES TERERE  REEREEFERAR
HITERET , FBEIRBUILIRIN,

¥ FNDFC, NSO, CNCHICisco Catalyst CenterfZ i
7, BOBEIRONERBRSHT. At , XAERH
HAEE B OPEERZ O MIRE R,

AR AP SN EHBRREERELYNERE, BXE
BAMERKEEFAEE  FEAZLTNERETD
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FIEBENTFE :

SRESRIEREANREEREB IER.

AEE NIRRT I/ERRE , BFBRI/EREC EBWIR
12 7 OS Upgrade NextGen#rid

— REXHEIEREEANREYRE TERE,

AR MRKRFBTERE ) BEHARIEREC EBIR
12 7 OS Upgrade NextGen#r iz
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https://www.cisco.com/c/zh_cn/support/docs/bpa/reference/bpa222603-bpa-user-guide-backup-and-restore-v4-1-2.html

R #FFSMU

DU
— B FRhRAS: F R B R AV 45 R AR AN

-ERRA (Any) E B FRARAS (Any):3X 7] LLUE S 7 Source
VersionfTarget VersionF R iEFAnyREH |, X2ME
REHSHEIAE ; LA =H |, DistributionF
Activation W E R 4 —W ALK T =

SRR (BFERAE ) B BARRAE ([FERK ) XA LE
TEFIRF S AR ERGRARKIL ; ATBARD
ZNRRAH B FRIRAS ; 9 R MBOE A SO 2 ARV 2L
B EMERARAN B AR RA B EITE |, FAESMMR
ANER RN A A SRR A A B FRARASARICHY 7] 850
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A X L SMUE R M AFFSMU R S0 48 B2 89 F+ ¢ B 2K
AEF B IRhRA. BAMFSMUNHFEAEE , BSHAT
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RFSMU ( IR AR FARBERSMU ) RETREZS , EARIERIEF - FERESHE K

FHRA 2 BT AR ER S

£ FH R BRI FFSMU
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ConfigBackspp @) Traffic Diversion

Upgrade Paths:

TR BRI

xxxxxxxxxxxxxxxxxxxxxx

Action

eeeeeeeeee

1. AMARRRE , RFEEZERTMEIR. .8 RDelete PathfAdd Bridge SMUsIE I,



©

Planning Distribution

Activation

Policy Name* Description

Enter name here ter description here
Controller Type * Device Model*

NSO [ ASRIK ]
Distribution Timeout (minutes)* Upgrade Timeout (minutes) * Max. number of batches in a job*

60 60

Config Backup Traffic Diversion
Upgrade Paths:
Source Version Target Version
lect optiol elect opti

Source Version Bridge SMU(S) Target Version Action

1 Delete Path

Add Bridge SMUs.

T
(_ Cancel ) (i

A I HFSMU

2. %£##Add Bridge SMUs, Add Bridge SMUs& Q317 . & RIEEHRKFZHNFTE 7 ARG
SMU,

Add Bridge SMUs

asr9k-xb4-7.6.2.CSCwi7 7420 tar

asr9k-x64-7.6.2.CSCwc41614.tar

A IR FFSMU

3. 7£Add Bridge SMUs& A |, #%&#F:E H N EEELURIMMFFSMU |, 205 BRE 1EHE SO ELI BR
o WIMMHFHSMUSE , AREERALFEREENNFSMUEHEEFHITERH,

©

Planning

Distribution Activation
Policy Name * Description
ASR9kPolicy (V] Enter description here
Controller Type * Device Model *
NSO ) ASRIK ®
Distribution Timeout (minutes) * Upgrade Timeout (minutes) * Max. number of batches in a job*
60 60 5
Config Backup Traffic Diversion
Upgrade Paths:
Source Version Target Version
Select option
Source Version Bridge SMU(S) Target Version Action

7.6.2 asr9k-x64-7.6.2.CSCwf77420.tar 7.7.2



52 A R HRSMURY FH 4% B8 12

N % AERFSMUNESAN T REEEARIRIERANFS AR, 3T LBFRG AR
B, RATRBERN -

« 7.6.2-7.6.2 [M#FSMU]
HERBRRREAMFSMUEREV7.6.2 LIZITHIRE
« 7.6.2 [M#HFSMU]-7.7.2

LB EARFFIRBEMVI62AREIT. 7.2, EXHBERT , RENFEREARN76.2, SFENATEN
M HFSMU.

YmEEMNHFFSMU
EED! - ]
FERAMFFSMUR F R R R

1. EARBER P , RBEESEMER> {EMFTSMU, Edit Bridge SMUsE AT,

Edit Bridge SMUs

asrOk-x64-7.7 2. CSCwd07897 tar

asrOk-x64-7.7.2 CSCwe22538 tar

RERHFFRSMU

2. % FP B BRAE B AY B IEAE A E F R HFFSMU,
3.Click OK. R4 fERI 2 E RERWE,



Policy Name * Description

ASRYK bridge 772

Controller Type * Device Model *
NSO ASRIK
Distribution Timeout (minutez)* Upgrade Timeout (minutez) *
60 60
@) Config Backup @) Traffic Diversion &
Upgrade Path:
Source Verzion Target Verzion
Source Version Bridge SMU(S) Target Version
772 asr9k-x64-7.7.2.CSCWA07897.tar,asr9k-x64-7.7.2 CSCwe 22538 tar 782

Action

Items per page 25

EURE

4 REFWHEHARIE T —Fo

1 BR R FFSMU

Source Version Target Version
Select option v Select option

Source Version Bridge SMU(S) Target Version

772 asr9k-x64-7.7.2.CSCwe: tar,asr9k-x64-7.7.2.CSCWd07897 tar 782

Action

1 Items per pag  Delete Path

REMHFFSMU

Edit Bridge SMUs

Max. number of batchez in a job*

Activation

-
( )
C Cancel )

~

Next

1. EARBES s F , EBEESERMER> FEMFTSMU, Edit Bridge SMUsE AT,

Edit Bridge SMUs

asrok-x64-7.7.2.CSCwd07897 tar

asr9k-xbd-7.7.2 CSCwe22538 tar

REMHFFSMU

2. B BRHE B A & 1EHE LU BR R HFRSMU,
3.Click OK. R PEEI 2 E REHRRE,



Planning

Policy Name * Description
ASR9K bridge 772 E

Controller Type * Device Mode! *
NSO ASRIK

Distribution Timeout (minut

60 60

@) Config Backup & @) Traffic Diversion &

Upgrade Paths:

Source Version Bridge SMU(S)

772 asr9k-x64-7.7.2.CSCwd07897 tar,asr9k-x64-7.7.2. CSCwe22538 tar

N

ki

DHIRMEEGD HHEXNAASH (BE&RESH ) .

o

Upgrade Timeout (minutez) *

Distribution

Activation

Max. number of batches in a job

Target Version Action

782

©

Planning

Workflow Name *

Use latest workflow
AASRIK_Device_SW_Distribution (1]

Pro/Post Common Template: Pre Check Templates

lect option(s asr9k_distribution_precheck

Pre/Post Workflow

Image Distribution&B 7 — 8.5 F 4

Distribution

Planning
Workflow Name *
Use latest workflow
ASRK_Device_SW_Distribution
Pre/Post Gommon Templates Pre Gheck Templates
~
re/Post Workflow
Pro chack Workflow *
Use latest workflow
0S_Upgrade_Precheck_PostCheckExample )
Post check Workflow *
Use latest workflow
0S_Upgrade_Precheck_PostCheckExample )

Distribution

b

Items per page

UTHRERSNASRBREREMENAAS

Activation
Workflow Version
N
Post Check Templates
(] asr9k_distribution_postcheck [
Previous
Activation
Workflow Version*
v
Post Gheck Templates
~ v
Workflow Version*
v
Workflow Version*
v

 Previons )
C Previous ) Next

Image Distribution&f5 — 25 HE , B AR/ ILERE



All ; D2D_multi_step_policy ; Edit Upgrade Policy

Planning Distribution Activation

ATE20772

Workflow Nama* Workfiow Version*
Use latest workflow
ASRSK_Device_SW_Distribution v

ProfPost Common Templates. Pro Chock Templates. Post Chack Templates

ct option(s| ~ asr9k_distibution_precheck asrOk_distibution_postcheck

Pre/Post Workflow

Use the same propertes for all the below upgrade paths

A 77200782

Workfow Nama*

Use latest workflow
ASROK_Device_SW_Distribution v

PrafPost Common Templatas. Pro Chock Templatss. Post Chack Tamplates

ct option(s| v asr9k_distribution_precheck asr9k_distribution_postcheck

Pre/Post Workflow

¢

BUEER D — SHERAR

Planning Distribution Activation

AT6210772

Workfiow Name *

rsion®
Use Iatest workflow
ASROK_Device_SW_Distribution

Pra/Post Common Templates Pra Check Templatss Post Check Templatas
@-)PrefPost Worklow
Pra check Workflow* rsion *
Post check Workflow *
Selec! ~ v
PR
[ y
Pra/Post Common Templates Pra Check Templatss Post Check Templatas
@()Pre/post Workliow
Pre check Workflow* Workflow Version *
05_Upgrade_Precheck_PostCheckExample (] ~
A
LR — 4
=Enr z
A TE20772
Workflow Name * Workl si
A 7.7.2107.7.2[Bridge SMUs]
Workflow Name* Work v ‘
'ASROK_Device_SW_Distribution
PrefPost Common Templates Pre Check Templates Post Check Templates

asr9k_distribution_precheck ‘asiSk_distribution_postcheck

Pre/Post Workflow

s 7.7.2[Bridge SMUs] ©0 7.8.2

&) - )
( )

2 RERD — FBFSMUF

1. BEEEGD RMEXNSH
2. TREHRTEINFZROEERHA,



THERERN
£ B & TR

TERERA

Bl/fa TAERE )%

K THERE

RERIERRE

T EER

KEFER

NEATARAARBEERERARNEYE

iR
BEAND X IERE
LR FTIE TR RFTARA
EH TEREBRAE ; RYREPFEARHT TERESIE
MRS, FBEIERR IR
EFANME (TR ENERE ) PRITHREER

AR REERT 2% 2R,

BXEMER , TS HAEER
ARTFAPEERTIAERBTIHNRENSIREF I
Wi, FTFFNMEr , AREREN IR ER TFERE

BERETREN BNITHH T

AR RERERET 2HERERE,
EREIFRESHEERRENBRE -—HITHGT.

AR RERERET oHERER,
BEHEMETMRES THREER | BRRETLEN
BT,

AR RENERTIHERE,
BETRANKRERD THREENR ; BRRERERH
BT

AR RENERTIHERE,
EZRART , MBARBEDBNAT —BHIEM.

AR MRGES , NAERNEEFNATZEARFTH
FREFARERE,

~ AR TERBIRBERSAIEFEIRIEEOS Upgrade Next-Gen#rit,

3. B Next4# 4L Bl ActivationZh 5 »

BoE
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v

Planning

Workflow Name *

ASROIK_Device_SW_Activation

Workflow Version*

Post Check Templates

Select option(s)

Activation

Workflow Ver

Post Chock Templates

Activation

v
Pre/Post Common Templates
asr9k_activation_check2, asr9k_activation_checkl N
Valid Pre/Post Differences
asr9k_activation_check2, asr9k_activation_checkl N
Pre/Post Workflow
BUES D — 2L HR
/A A
Planning
A 76210772
Workflow Name*
ASRIK_Device_SW_Activation v
Pro/Post Common Templates
asr9k_activation_check?, asrOk_activation_check1 ~
Valid Pre/Post Differsnces
asr9k_activation_check1, asr9k_activation_check2 ~
Pre/Post Workflow
Use the same properties for all the below upgrade paths
v 77210782
BUEER D — Z2LB|AR
/amapkJl Z
Planning
A 76210772
Workflow Name *
ASRIK_Device_SW_Activation v
Pro/Post Common Templates
asr9k_activation_check?, asr9k_activation_check1 ~
Valid Pro/Post Differences
asr9k_activation_check1, asr9k_activation_check2 ~
Pre/Post Workflow
Use the same properties for all the below upgrade paths
A 7.7.2 10 7.7.2]Bridge SMUs]
Workflow Name *
ASRIK_Device_SW_Activation ~
Pre/Post Common Templates
asrOk_activation_check?, asr9k_activation_check1 v
Valid Pre/Post Differences
asrOk_activation_check1, asr9k_activation_check2 v

Pre/Post Workflow

v 7.7.2[Bridge SMUs] to 7.8.2

BoEER D — MFFSMUFA LK

1. BESRGHEMEXNSH

Distribution
Use latest workflow

Pre Check Templates

Select option(s)
Rollback Workflow

Select option

Distribution

Use latest workflow

Pre Check Templates
)
Distribution

Use latest workflow
Pro Check Templates.
Select option(s)

Rollback Workflow

ASRIK_Device_SW_Rollback

Use latest workflow

Pro Check Templates

Select option(s)

Rollback Workflow

ASRIK_Device_SW_Rollback

2. TRNBNFEREAT T HERHA,

v

Workflow Version*

Post Check Templates

Select option(s)

Workflow Version*

Post Check Templates

Select option(s)

Activation

C

\

(" Previous )




FE&
THERERBNR
FHREHITER
TERBERA

B/ 58 R AR

T EER

FREER

BRNER/ER

=R

BER TR

R TERE

BEFIERRE

NELT B AR
RERERNELE |

ERANBEIERE

IERPTIE TERBH RFTHRA

EFH TERBRA ; N HKIEFHUse latest workflowZ L AE BT F BEIE 1%
ERIHE (IMRENERE ) PIRITHREERR,

AR REMGER TRCEERRM,

BXEAEE , FEAAEER
BEHETRES THREER | BRRETAREN BENIT.

AR REMGER TRCEERRM,
BETANRERS THREENR | BRRELEEHENIT.

AR REER TRERRER,
LR E RN RERR.

AR REGER TREERRER,
EANERITERE.

AR MREZRARPERET EFERIFERNARREZ— , WRIAER
ToEFERERIFERNEECHEARDR,
HEENTRETERESSTUERNEREHRTERNBEST. BRE
T BB RINIT.

AR RERERETRRERME,
HEENREETERESSTUERNEREHRTERNBEST. BRE
ERER BRINIT.

AR RERERETRRERE,
EZRARTD  IEARBEBNAT —BHWEM.

AR RES , NAERNEEFNA T ZEARFREARERE,

NoaE . RREEUTA

« HTMENSOHE BENexusiRBEFTEMNNAE L,
- BiEbgp. bfdFlhsrpiIIhBEELATENexusi® & PITR BRI ML EEER

3. Click Create. R4 BERI 2 E ~"FERWE,
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BE — —SHRRE

HE — ZIRAPKE

4. WIFFBRBEH KESubmite RERNSERHERA , AELERBIAER. REERY
SIBEEERELAR,

AUBREFRENEMRZ RSB E A RRE.

Ym BB TR R B

ARRBEHBRER

1. \ARRBERE , ERERFRKIIFTFERE,



Y Filters A

2-
™ ) -nso
1 - Diract-To-Davice
N 1-uManage
2-

) NOFC
hanad CONTROLLER TYPES
Al v NOK x &
Device Model Contreller Type Name Created By Last Modified On Aetion
NIK-C9336C-FX2 NOFC N9336 policy admin Aug 14,2023, 1217 PM J
1 ttems I Edit I 10
Delete

Ym BB TR R B

2. NEE&EHYActionFlH , i%E#FEMore OptionsE#5> Edit,
L EFHHXFBHALTEH. REABNSERERFHE,
4 BRIEFARHEHLERR. REENQETHERBHN , AL THIAER.

EE FHRREE

Business Process Automation 2o 2 A @

i
CIsc Cisco Internal - BPA Developer Subscnabion - Not for Customer Use:

Y Filters ~
W 27 - NSO
, 2 - FMGC
6 - vManage
6 5 i3
13 - Ansible
M 5 - NDFC ~'\u>

5 - DNAC
2 - Direct-To-Device

Controller Types

All ~ | Search o

Device Model Controller Type Name Created By Last Modified On Action
ASR-8901 Direct-To-Device D2D-reg-Policy osupgradeadmin Dec 18,2024, 6:46 PM

ASR-8901 Direct-To-Device D2D-ASR-9901-Default System Dec 17,2024, 3:03 PM

ASRIK Ansible Ansible-Default System Dec 1,2024, 7:49 AM H
ASRIK Ansible Ansible_rollback_asr osupgradeadmin Dec 2,2024, Z:41 PM

ASRIK Ansible Ansible_asr-782-762 osupgradeadmin Dec 2,2024, 5:42 PM

ASRIK NSO ASRSK Testing Bridge SMU admin Dec 13,2024, 12:16 AM

ASRIK NSO ASRIK-UAT1 admin Dec 12,2024, 12:03 PM

FHR KB

1. MARRBERE T , EEAEARRENIT. REOFHTRBEHFAEEAR,



ulihie Business Process Automation
co ‘Ciseo Internal - BPA Developer Subscnption - Not for Customer Use.

®,

Controller Types

clis

65

Policies

Device Mode! Controller Type

ASR-9901 Direct-To-Device
ASR-3901 Direct-To-Device
ASRIK Ansible

ASRIK Ansible

ASRIK Ansible

ASRIK NSO

ASRIK NSO

ARRBEEADEENE

i BR 4% SR

M 27 - NSO
™ z2-FMC
6 - vManage
5- CNG
13 - Ansible
B 5- NDFC
M 5- DNAC
2 - Direct-To-Device

Name

D20-reg-Policy
D2D-ASR-9901-Default
Ansible-Default
Ansible_rollback_asr
Ansible_asr-782-762
ASROK Testing Bridge SMU

ASRIK-UAT1

Ansible-Default £l

Max Batch Count: 5 Default Policy: Yes

& Ansible B ASR9K
L System  Dec 1,2024, 7:43 AM
Planning Distribution Activation
Backup Details ~

Workflow: I0SXR_Ansible_Device_SW_Backup (Version : Latest)

Traffic Diversion ~

Traffic Diversion Workflow: OS_Upgrade_Device_SW_TrafficDiversion (Version® Latest)
Traffic Reversal Workflow: OS_Upgrade_Device_SW_TrafficReversal (Version: Latest)

Upgrads Paths ~

« 782t07.7.2
« 71210762

N orE EANBREAER  (BAS TGS REERNTERE,

2
1) - NSO

1

1- vManage

DNAC
N
Dwact-To-Device

2 - NDFC
M CONTROLLER TYPES
Al v NOK x O :
Device Model Controlier Type N Created By Last Modified On Action
N9K-C93II6C-FX2 NODFC N9336 policy admin Aug 14,2023, 12:17 PM
1 hems perpage 10
1. NARREBEE |, ERERFERXEIFMER R
. N f == o
Y Filters
DNAC
NSO
1 - Diract-To-Device
1- vMansge
2- NDFC
CONTROLLER TYPES
Al v NOK X O :
Device Model Controller Type Name Created By Last Modified On Action
NOK-CI3IIEC-FX2 NOFC N9336 policy admin Aug 14,2023, 1217 PM
1 Rems  Edit 10
Delete

i BR T 4% SR




2. \E &R ActionFl | #%#More Options > Delete, HIAE O FF

Delete Policy

Are you sure you want to delete the selected Policy?

B BR SR BE B TA

3. iEE YeSo
PRI FH R SR M Y 5 )

LEIhRE R AN AR KRG L RS |, [REIREZNOAS EFMREREARNAFENLKE, B
ERALESELER TR R TRARRSEF.

EORRIRA , FHITUTERE

1. #MEIRE > RR4A,

2. ERFEERAAF UL RNREEIERTRE. BTHAFENFEERAFIAENEREHE
It B3 R 4R R AT Y SR

3. BE 7R K LU BRA 5 A P A MR E

BXEMEL  BSEEEEE,
N oaE . mREENTA.

- AFARSEETEBN TERERTIRANBE  NTISHENTH. AFATEBRFT
EREARIEEESH (MO R, BE. ERMRZIER ) EAM.

o THERVRBERSAEOSHR T —AIRICHITHREY |, LUETE 6 5 E R rkad o] ik,

« TTEMBRR SR 7 o2 AR INOOBKRE | B/ P il UREREERN THERE,



FH R ARl

ERAARELNRARFERRGAR  ZNARFH- MRS MREAR , SMREFT -1
IMHERE, TEEREX TORELARESZR. ABERXFLESRTHALR , ERERRE
BIMERNE R

TR

- MEBNARLEFED

FHR B B R TR it

« Config Backup and Restore [R5 %M E B3I H [E1EIZ1T
THRIRFRSSME B3N H EEETT

« BRATARRSG (MITERS ) WBPAREER (MRE ) BAMEF
EBENEEAR/EL

1. EABERGRFARELNEREZZEIBPA,
2. #%#0S Upgrade > Upgrade Jobs., R&HFE RUpgrade JobT H,

19 Jobs
538 Assets
A admin Aug 16,2023, 4:48 PM  ® 1 Batch, 2 Assets @ vManage
02

L admin Aug 14,2023, 12:19 PM 0 1 Batch, 1 Asset O NOF o B N9K-C9

N9936 job 01 (®)

&)

4 admin Aug 14,2023, 12:00 PM @ 1 Batch, 1 Asset £ NDFC

NSO-Distribution-Only_Activation
L admin Aug 11,2023, 7:21 PM  ® 1 Batch, 2 Assets g NSO

FEAEL

AEELTIEUTHRE -
N s RUERT , SERHAMEL., ARTETFSRIE AL,

+ Active JobsFlArchived Jobstl#t | o] i F1EEE L M FRE W 2 (8] Y #2
« EPE RN DWTERD |, TBELLTIhAEE -



- BAEAb REREY MRl AN B SR
- R TR RAIB ERE X

- ERAFLLATERMNE , HARER
- BRAELERERBFFELENRE., HXFITX , EEAE TR
- BEEEH —NRS MR ALES
- ERCETAEHRNAERZENAREIESTER
- BHEERBEE . AT B Cisco Catalyst Center, vManage, NSO, NDFC, Ei#Z|
¥#%. CNC, ANSIBLERIFMCI#ZEHIgs R A #HITIEMTIE
R REERER T ESS

- S MNEFIEORRRITREEFESE /L
- BUEPITRBE RGBSR AR R L
- O RFBCE: R RITIRBREN &S ESIRBUE S H R
« SearchFE , TATEMAERBIERIT —MHKIEER , FiZJob NameFHCreated ByF BRI 1T — A%
Bx
« Refresh®#r , AT RIFEL B EMNERSearchZERP R RTFIRZFEME ELER
« More Options®#x , ZEFriR#tCreate a new upgrade jobFlArchiveEDelete selectedE .l Ky
I ; AP AR R EUEER 26
« FEALERNER , BRHUTEENREAE

- MRETANEMAFES , NlaE RUser TaskERA KR AP ESEK

- BIEEALE AP

- R B A &

- HAEFHBE

- PREI2SR A (BN | Cisco Catalyst Center, vManage, NDFC, EiZZi&%. CNC,
ANSIBLEZFMC )

- BFRARAR

- ERAMERES

- R E (BNER. B, SEMATHK ) NEREUR , S MERENEe R

C R BRI RS
- B RREMEIEERHT
- e ERERE
- e EREMETNK
- BEEMAREERMEARSHEEEHS

- e ELBEEK
- AR FE R
- B Rl IEEHLT

LRI R AR

BEOEEL , FHTUATRE



Active Jobs Archived Jobs | Y Filters
1 9 Jobs
5 3 8 Assets
Test Perf1 b
L admin o Aug 16,2023, 448 PM @ 1 Batch, 2 Assets £ vManage 0/ 20.6.2a B vedge-test -
nnnnnnnn
N9336 job 02
A admin <) Aug 14,2023, 12:119PM @ 1 Batch, 1 Assets 2 NDFC © 9.3.8 B N9K-C9336C-FX2 orat . o
or s ct Al
Y
B AR AL IR

1. MARELTTH | EREZETER> l2Fl. REMASEROIZEARAFLTE,

BIEFARAE

2. EEMFRPRAELER.

3. & Controller Type ( #l#0 , Cisco Catalyst Center, vManage, NDFC, E#ZZ|i&%&.
CNC, FMC. ANSIBLEZNSO )

4. EREBF-—BMREN — KR,

N B REESRT-REEEES A F—HEBRENGLERTTUMIIRHEE , — 8
EETEN AR S RNE R AR,

LTE#MEEEREELFE(Job Summary) T B “] Z4E.l"(Create Job)ZR 2 1Y M:
- SN REHE
N s YR -BMERESAABENEEREN A RSMEERE,

« BFRARAE

- NAERAREMENITENRE
« RFHNRAHEK

- FTREWMAT EH



N E NRFE-BEERESSAMREHNSXE  NTLAERHAXBES NIRRT
PAN

Ho

« BT ANDnit YR

5. FEUTHRFWLRE, —

« DA HRERBERGFRECHEFN , RO RFLREA
o BUELGBUEELX FRATIRFEARBEFRED , EARENTRELBEI NS RFILSEK

2 RMBEER —FlLRENEITREDAREFNEE , EEFRENEFNEOUEE
HREEHZRBFNARNBELHREHN

6. BEARITE, ZMRFEEParallelEX TEFALE , MiREESequentialtlE X TEMEE,

N oEE . TEAIERTAENBRARENRATHERE. FRaNARiTEERATEMED
EALRREEES R AT,

7. EITRSEBR(ITSM)RIERES FRHPPMMESERES .
8. MBEARKHEAEN. REZFIRRENSARKREZHES  NETEANARER ; AT

BEE-ANARER, MRRH-—BERBESNIRENER | W2ERESMEEXEKNAA
MRAREKE. AP NFRERERTAARSHFARKE.

9. £ #ZSoftware Image Serverblig E AW MNvManage MG IZ4EFE ( Bl |, ANz ) »
N B W ARERFuManage 24l R,

Business Process Automation

CISCO  cauco e - B9 Devesoper Sunscrpton - ot or Customer uss

Existing Release

nnnnnnnnnnnnnnn

Software Image Server

a i)
S B @

B E IS S BT Rl ( — B R — MER )



& Job Summary

5 N9K-C93...,N9K-C93...
Target Version : [ 10.25 |

Existing Release
9.3(7) [4]

(@ Batches (Max Limit: 5)

B Add Batch

2 Assets Pending

BIREEBERARE

Name *

test

Job Type*

Distribution & Activation

Upgrade Policy Name *

NDFC-Default

Controller Type*

[ NDFC o v

Deployment Order *

Parallel Q@ v

Conformance Policy *

policy-demo

ITSM Ticket Number

Enter ITSM Ticket Number

To get started Add New Batch

BEWOARMEL ( —BMERBAESMER )

10. 2 iSave JobLARFER , BEEZRMEL R I,

1. ERMHAE | FREFMAA BRI HALE, HERTF4teE 80,

All > vManage Job

=} Job Summary
= ¢8000v

Target Version : [ 17.09.03.0.15

Existing Release
17.06.03a.0.3 [6]

@ Batches (Max Limit: 5)

& Add Batch

6 Assets Pending

Name*

vManage Job

Job Type*

Distribution & Activation

Upgrade Policy Name *

vManage-Default

AN It A 32 AN b b 3

stlvalie Business Process Automation

CISCO  Cioco Intems - B2 Developer Subscaiobion - N for Customer Use

= All > vManage Job #

B Job Summary

£ c8000v
Target Version : [ 17.09.03.0.15

Existing Release
17.06.032.0.3 (3] | 17.09.052.0.6476 [1]

@ Batches ( Max Limit : 5)

B A

4 Assets Pending

Batch Name *

Controller Type *

(V] vManage Q v

Deployment Order*

Q v Paralle! (]
Software Image Server
v vManage-r3

Conformance Policy*

vmanage sw conformance

ITSM Ticket Number

v Enter ITSM Ticket Number

To get started

Deployment Order

Parallel

Select Assets

Distribute Now & Activate Later

< August 2024 >

Sun Mon Tue Wed Thu Fri Sat

Start Time:

(2 REREIE

Software Image Server

S vmanage-r3

v

HEoIE

12. AR B HERHEIT L,

0 N
/.

ER SRS AR B ST TR 02 T E L ATk Ay R E



13. & F Software Image Server S A3gE AW NvManage i &E ( Hla0 , AibHIERE ) o

NoE wTBER TvManageiZ #2533 E . AL IER I A IRERBARSS 2740 5t TRl 632" 7T
T LR B AR SS BR

14, FHEFHMBREF, TR ARG FE=HMEHEF

&R
BRI 1 -

a. B L& &=, Upload Assets& A 3T,
b. EEFEE F{EHY.csvIF,

N oEE . cTHAMREEUTEAEE -

« RFEN  RFBFHATHEN

- F5I5(S)RENFIIE

- EFIRIDEERBNEFIFZNER

o FEFIFRIDEEREZN FEFIRIDNAR

c. B Upload. FMRIE.csvHEIBEH ERERBBEBN L REIE. Show Invalid OnlytIR AT AT
M EZEF=FHAERPITIRTHRE.




BECSVXH LAZR RHIE =
d MEEENXHFHEFEERR , FEERRAET LA,

B NEAALENRBBEYUE , AP S REREERR™,

Business Process Automation

Cinca Intemal - BPA Developer Subrscripion - ot for Gustomer Use.

All > vManage Job #

Batch Name * Deployment Order

& Job Summary
Chennai Parallel

(]

18 8000y
Target Version : [ 17.09.03.0.15

Existing Release Total Asset(s) : 2

17.08.032.0.3 [3] || 17.00.082.0.8476 [1]

Device Name Serial Number Controller ID

@ Batchos ( Max Limit : 5)

CBkv1-7 AFBECEQQ vmanage-r3

4 Assets Panding

CI8kv1-3 bd92efcact674038b890143135416937 vmanag

vmanage-r3

vmanage-r3

3 vmanage-r3

Software Image Server

Sub Controlier id

ltems per page

# CditA

Current Version

17.09.05a.0,6476

17.06,03a.C

0

It — ATk R =
kI 2 :
a. £ HAdd Assets, I F“E=EFE"EO,

N B - FERP FIA Assets TAERIRHERA.

b. {3 FFMCEHIZRRE | EFA THATHA R EZH T QBT Ko

N EE  ABELRFAEERRIERE | BT AN R S,

Batch: Europe - Add Assets
Asset(s) selected : 0 Show Selected
Asset Groups Device Name Batch Name Region Role Serial Number Controller ID
F C8kv3-1 fra-lab.net Global BORDER ROUTER DNACT

Cl8kv3-2.fra-lab.net Globalfindia/Bengalunu/BGL-14 BORDER ROUTER DNAC1
CICORE-2.fra-lab.net GlobalfEurope/OS Upgrades/Bidg1 BORDER ROUTER DNAC-r3
CIOS8kv-11.fra-lab.net GlobalfEurope/OS Upgrades/Bidg1 BORDER ROUTER DNAC-r3
ClOS8kv-12.fra-lab.net Global/Europe/OS Upgrades/Bldg1 BORDER ROUTER DNAC-r3
CIOS8kv-13.fra-lab.net GlobalfEurope/OS Upgrades/Bidg1 BORDER ROUTER DNAC-r3
CIOS8kv-14.fra-lab.net GlobalfEurope/OS Upgrades/Bidg1 BORDER ROUTER DNAC-r3
CIOS8ky-16.fra-lab.net GlobalfEurope/OS Upgrades/Bldg1 BORDER ROUTER DNAC-13
ClOS8ky-17.fra-la ot Global/Europe/OS Upgrac Bidg1 BORDER ROUTER DNAC-r3
CIOS8Ky-18.fra-lab.net GlobalfEurope/OS Upgrades/Bldg1 BORDER ROUTER DNAC-13

x

Device Name
Sub Controller Id Current Version
DNAC1 17.6.38
DNAC1 17.6.3a
DNAC-r3 17.6.2
DNAC-r3 17.6.3a
DNAG-r3 17.9.30
DNAC-r3 17.9.3a
DNAG-r3 17.9.30
DNAC-r3 17.6.3a
DNAC-r3 17.6.30
DNAC-r3 17.6.2

2 Next Items per page 10

RFIEEF



c. EEELHmHt —BESMNELRE.

SearchidERTHATREFAENEMTIE RS , HEWBETEHDevice NameF|#rE A By &£ HE Sk
HEERFEIERENFERE. ARETLUERIREFA#ITIIE,

AT LA /S FAShow Selected Y1# LN & & ATk & 7=,
~ A E : 3 HAShow Selectedtl /5 |, FHEFAsset GroupsidiEas.

d. BHERFH KA,

% HiResetff B F LR H R B B~ R E R BIRS,

Reset

e. MRAFEBRFEMBN , L HEdit Assets,

nliilie Business Process Automation

L L

=
8w R

fORBHBERE=HITLENESR , AFETREHXA, ERERRS~ , TUEREEIRC
Mt &5 B RV HE B AR S BIEN R EMES MALH — 30 B AR R ™~



1+1ll+ Business Process Automation

Cisce Ficrsal - BPA Deveioper Subscription - Mol lor Custarmes Use:

August 2024

R 2 HE2R

15. M BHRERES kR B HE |, MATEERES PR RatE |, BATRIfd & 7 L& RN ARERHH
A 18] .

N orE FRELEBNATRAMITRIGER,

THEMFRNT -
e3¢ 31 B4 T vl B A 5% FEER

575 BRiAER TR A Eﬁf@ﬁﬂa%ﬂ“@
TP K

55 =Y 28 ELRRES %

. A . iﬁ&hm%ﬁ%ﬂﬁ@
1T

- \ , FEHE R B BRI £

VAN N=TTN PBEEN < Bk

53 5 FIHE RiAMER TR A g
5 BAE ISR M IR B A

5 % FIBOE Y A o I A 52 A 4R SR AT

JE#AT



aliali gysiness Process Automation

cisco

Al > vManage Upgrade #

Batch Name * Deployment Order Software Image Server
W Job Summary
or Batch Name Pacalle| v Select option
= ceoomv
Target Version : (77 08 3.0 3750
Existing Release Select Assets

17.06.05203 03] || 17.99.03.8.15 [2] | [ 17.08.050.0.6476 [1]

® Batches | Max Limit -5}

- &) Distribute Now
2~
& Assets Pending

September 2024 >

n Mon Tus W

(o

2 Bo el SR B I R T

vl pysiness Process Automation
-

cisco
Thes s @ tral subsenpbon. Please contact your Cisco representative or email at bpa-subscriptions@cisco com. This BPA is not intenced for Production use.

All > vManage Upgrade #

Bsteh Name * Deployment Order Softwars Imsge Server

B Job Summary

ch Name Parallel

] B c8000v
Torget Version: (T 7 7778)

Existing Release
17060320303 (170

Select Assets

015[2] ) 170905206476 [1

@ Batches (Max Limit : 5)

B Add Batch < September 2024 >

6 Assets Pending Sun Mon Tue Wed Thu Fri Sat

2 B WU BN

2 30

. 0 12 14 Start Time: - @
15 16 17 18 19 20 21

2 0% (IIEFihh wby A

Cistribute Now & Activate Later

< August 2023 >

Sun Mon Tue Wed Thi Fri Sat

1 2 3 -
& 7 o 9 10 11 12

13 14 15 16 17 183 19

13:10 Y

20 021 22 23 24 25 26

27 28 29 30 N




pal &1 O N (S Fi k] priA ]

Business Process Automation
el

All> WWanage Upgrade # o}

b B b Batch Name* Deployment Order Sottwars Imsge Server
i job Summary
ter Batch Name Farallel
@ & 8000y
Target Version : (17.06.02 0278
Existing Release Select Assels
17.06.099.03 (31 17.09.03.0.15 [21 ) 17.09.090.0.6476 [1]
@ Batches (M )
i @) Distribute Now & Activate Later
Assets Pending

¢ September 2024 >

Sun Mon Tue Wed Thu Fil Sat

i}
[+ RET Start Time I o

15 16 17 18 19 20 21
22 23 24 25 26 27 28

29 30

£ E ST ED 9 % FIAB S U S 00 4 & FUBCE #3830 1 R 4 R
N orE . TEAMT -ErEER,

o MRS ERANMZ BRANEER , AEBRRSETH, IRZAMMESE | BFEE
FEAMEB AN,

- J3 ADistribute NowFActivate LatertJ#t /5 , £/ 12 3 A5 8] FUBCE it X 2 18] 88 (i At 18] 8] B o
MRFRZE , BELERETE2MERZEFH T (MAFPSXAZFI 2 AEREEER ) WA
FES,

16. B diCreate Batch, AIAE TN HAMEF#HLE,

Al Business Process Automation

CISCO  Cuaco ttermai - 8P4 Developer Submcrpon

o> vingn o0/ = <D

o N Batch Name * Deployment Order Software Image Server
" B Job Summary
Chennai ) Paraliel vmanage-13
[ 5 8000V
Target Version : [17.09.03.0.15
Existing Release Total Asset(s) : 2 # Edit A
7.06.032.0.3 (3] 09.052.0.6476 [1)

evice Name ub Controller id
@ Baiches (Max Limk : 5) Cakv1-7 vmanage-r3 vmanage-r3 17.09.050.0.6476
B Cigkv1-3 vmanage-r3 vmanage -3 17.06.032.0.3

4 Assets Pending

Distribute Now & Activate Later

August 2024 >

Sun Mon Tue Wed The Fri Sat

A
Bl — 23 4El



BEBSEURAEKENR, FLTMLT ER RS  BEIFELAEELSTANL,
N EE LEREELNREER , MBS E S ELKIE,

17. .3 Commit JobBASERAE L A1, 3 EMMA BAR T RIN | il GHRH BERS.
N 2% EFREM(Upgrade Policy) RE LA B R EH B AHBHRE,
SRR AL P AL I
N EE LA T ER B BN T A E

1. NEMEAR PR FE R AL E,

il Business Process Automation
CISCO  Cinco interma - B9 Developer Subsciption - Not for Customes Use

Ny =
................ P
P ant Ve
® o (m) :
B -
4 Asso
August 2024
(=)
=Y
R

2. B HEdit Assets,

3. B IERSERABMARME BRI E , REBLEF X B HHF R EES AL IR, 3
THENER,

4. BEHEHFI

F R ARl 0 AT M3 BE ME 42

1. EABERF R AR LN EREZFZEIBPA,
2. 1%3#0S Upgrade > Upgrade Jobs, & E RUpgrade JobT H,



1 9 Jobs ;,__//

538 Assats

STAGES

NSO x
NSO -Distribution -Only_Activation

Aodmin o5 Aug 11,3023, 121 PM @ 1 Bach, 3 Assets @ NSO
NSO-Distribution-Onily

LAk oD ALg 22023 B45PM 1 Bakch 2Assats O NSO
NSO demo job - 01

Aodmin oD Aug 2,2023, £38PM 1 Batch, 1 Assets & NSO

-

CONTROLLER: TP

HWTED

wWre2

w62

¥ Filtors -~

12 - Distrioution &
Actiowtion

HBTYRE

O:

:
()
L
ASREK
Drafy Coamema Deploy Complate
ASREK
Draft Cormamit Doploy Compote
() {1.} W {.)
ASRIK
Draft Coammit Depiloy Complate

TR AF

3. FSearchid B ETHANBARIIERESER , TTHREIEMAEL,
4. BEAENEL, REFERIob Summary T H,

All > N9K-Downgrade

£ JOB SUMMARY @ RCDN
Batches Assets

0 Awaiting
0 In Progress
© 2 Completed

* 0 Failed
# 0 Rolled Back

® 0 Awaiting
©0 InProgress
1 Completed
0 Failed

Assets

B cisco N

Target Version : (9.3(8)
Existing Version
1012 @) Name

N9K-227
@ BATCHES

N9K-226

(®RCDN ()
B 2 Asset(s)
() Feb 25,2025, 6:07 AM

il

4 Parallel

All > NOK-Multi-Step-Upgrade

£ JOB SUMMARY @ RCDN

Batches Assets

0 Awiting 0 Awaiting

0 In Progress  01In Progress
2 Completed

o 0 Failed

1 Completed
0 Failed 0 Rolled Back

Assets
mciscoN.

Target Version

Existing Version
936) @) Name

® BATCHES Nek-227

(® RCDN [i]
B 2Assel(s) 4 Parallel

& Feb 25,2025, 3:47 PM NOK-226

SERAR

EMEREERATER

User Tasks
Controller ID Versions
NSO-142-0S 10.1(2)-9.38)
NSO-142-0S 10.1(2)-9.3(8)

User Tasks

Controller ID Versions

9.3(8)-9.3(10)

NSO-142-0S

93(10)-9.3(11)
9.3(8)-9.3(10)

NSO-142-0S

9.3(10)-9.3(11)

Job Type: Distribution & Activation | Controller Type: NSO | Success (@38 ()

Y Filters A
2 - Completed 2 - NSO-142-0S 1 00%
Asset Status Controller Id Complete
All v | Search H
% Completed D BackUp P Activation  Post-Check  Rollback Complete
100 @ © ) D
100 ©) O ©
1 ltems per page 10
Job Type : Distribution & Activation | Controller Type: NSO | Success - o
Y Filters ~
rewsorizos | 100
Asset Status Controller Id Complete
All ~ | Search
% Completed Distribution BackUp Pre-Check  Activation Post-Check Rollback Complete
@ 3 Q
100
© 0 ©
© g (O]
100
© g &)
1 ltems perpage 10




All > N9K-Multi-Step-Upgrade

= JOB SUMMARY @

Batches Assets
® 0 In Progress

® O In Progress
e 2 Completed

® 1 Completed ® 0 Eailed
@ O Failed e 0 Rolled Back
FElLEE
o HEXFIAE B R 7= B9 RESC S
= c8000v

Target Version : | 17.09.01a.0.240 |

Existing Version
17.09.03.0.15 (1)

EARBFMAEE (MRREE—MER )



&= N9K-C93...,N9K-C93...

Target Version: | 10.2.5 |

Existing Release
9.3(7) [4]

EARBEHAEE (NMREBES MR )

« FUMNZLZMNRERS, BIRRERANIERA MR A
« R LA —EB o KB B R

@ BATCHES

@ chennai

B 1 Asset(s) 51 Parallel
Gl Aug 14,2023, 12:20 PM

BRFEAER

- BRFEAEE
- REBTRERLER S B EESFFITL

- BeHUERT A EREEEHRTH
- FETRERLER T I EEE T X

DT EEEREELHE"(Job Summary) TTE R TNEE :

All > vmanage_1_2_eZe Job Type : Distribution & Actvation | Controller Type : vManage | Success ([l O

U TRE A=

« YR KRESA (FIE0 , All>vmanage_1_2 e2e ) o AlZEIA IR 4l 2 4 E AR



o bR
- PRHIRRRE
« FURSRERBEDL

- B FHR AR B
- RBCH R BT E A REE KK
- BT AREL EERT

N orE . DERE AW ELRSBABEHRTH

 EFFLERR , BEESFHEE - MRS ML EITR

All > vmanage_1_2_e2e_test_job Job Type: Distribution & Activation | Controller Type : vManage | Success ({008 O
£ JOB SUMMARY @ Batch1 ¥ Filters A
Batehes Aszete
0 Awaiting 0 Awaiting
ompogess [} r1-compets 100
1 Completed
eeeeeeeee 0 Falled

Assets User Tasks Asset Status Controller Id Complete

Name Controller ID Versions % Completed Distribution BackUp Pre-Check Activation Post-Check Rollback Complete

rrrrrrrrrrrrrrr
@ BATCHES

1 tems per page 10
(@ Batch1 Li]

® 1Assetls) i Parallel

B Feb 26,2025, 8:09 AM

ELHE

Job SummaryTT L1244 T LA TR EIR :

RefreshBr A FHAFRREREEH
“BUHE"A FEUHBE MR MR A e | BRIEXBFTHAY T X
“BUEREMERA T S E 2 81 58 R ES /= A HE A& = B FBUE 4

- ARFEELEBE RSB B ERNTTRE , BUES AT A
- MRBCEEALEOR , HHRE T Activate , FETR—FHEE , RERQIZAVEL AR
A, ARE-DMETEERSENFL ; EHCIZNELS , B EIER 5
BRECADERS A= , BAEWRE, ZHRREN - HMERET I RE,
DNED THLEREDRBAFFIEK
SearchZ R AN FIRTEAMFRIGERER , Hlw :

- RER
- EHIZEId

- Serial Number



THMLERE

« BT i%EMore OptionsBEFr> Download T £ it 4k 3 4% 3R &5 #91E T
FERUREZFIFHMES

; ZIRE QSRS B A

Controller % Distribution BackUp Pre- Activation Post- Rollback Complete
Name 1D Versions Completed Check Check
CNXS-N93360YC- - - -
) NDFC 10.2(5)-10.3.5 100 © D, ¢ O D, D, ©
1 ltems per page 10
BF — 25 HR
Name Controller ID Versions % Completed Distribution BackUp Pre-Check Activation Post-Check Rollback Complete
93(8)-9.3(10) © O @ Z 2 ® ©
NIK-227 NSO-142-0S 100
9.3(10)-9.3(11) © ) © Y - ® @
BF — ZSBRAR
= JOB SUMMARY @ chennai Y Filters A
Batches Assets
® 0 Awaiting © 0 Awaiting
@0 In Progress : ‘1’ 'C”:"'Z‘g;:j 1 - Completed 1-NSO-142
® 1 Completed @ 0 Failed
© 0 Failed ® 0 Rolled Back
Assets User Tasks Asset Status Controller Id Complete
& ASRIK
Al - Search
Target Version: | 7.7.2 |
Existing Version
7.6.2(1) Name Controller ID Versions % Completed Distribution BackUp Pre-Check Activation Post-Check Rollback Complete
7.6.2-7.6.2[Bri... O—OO—O0——O0O—O0—6—©
@ BATCHES ASRIK-79  NSO-142 100
7.6.2[Bridge SM... O—O0O—O0—O0—O0—0—0

@ chennai [i ]

B 1 Asset(s)
 Feb 19,2025, 4:48 PM

B — MHFFSMUA R

&i Parallel

- ETEHIERNTHEF

o BMERNUTHRERBELUKName, Controller ID, Versions#% Completed—#2 & 7= :

i
- &
- RE

7.6.2[Bridge SMUs] - 7.7.2

1 Items per page 10



N T EERUBEEESERNERRNE RHE, &

EIp
-

g

SETHFPNMBEREETHAES L

TEHRER B, R CEMERTERED EATEESETERE D .

TERER (UHNEENERER ) REAMNEEEERTHRITNEENTREEZSR, BXF
MBEENERENFMESR , FSFHBPATF A A AIERM.

ersiol

3.2-7.

Start Time © Feb 24, 2025, 12:13:26 PM

ncs540-251 Download PDF
Distribution BackUp Pre-Check Activation
Distribution BackUp Pre-Check Activation

End Time : Feb 24, 2025, 12:41:28 PM

~  Milestone Status

Feb 24, 2025, 12:13:15 PM

Feb 24, 2025, 12:13:32 PM Activation Time taken - 27 minutes

Feb 24, 2025, 12:43:22 PM

Not-Started In-Progress @ Failed Completed

Traffic Diversion Time faken - 7 seconds

Traffic Reversal Time taken - 6 seconds

~ Logs

FEEBUE (MREHFEERBRENT RN FERR )

Post-Check Rollback

Post-Check Rollback

Status : Completed


https://www.cisco.com/c/zh_cn/support/bpa/business-process-automation.html
https://www.cisco.com/c/zh_cn/support/bpa/business-process-automation.html

ncs540-251 Download PDF 3 X
> N oy ™y - m
© 2 Q)
Distribution BackUp Pre-Check Activation Post-Check Rollback
Distribution BackUp Pre-Check Activation Post-Check Rollback

Start Time : Feb 24, 2025, 12:08:04 PM End Time : Feb 24, 2025, 12:10:00 PM

/ Milestone Status

No Milestone Data Available

iol
s asr9k_distribution_precheck Pre-Check Completed

s asrk_distribution_postcheck Post-Check Completed

FTEERAR (MRREMEEEREBN TN FERER )

Status .| Completed

N oE . ERBEFEELEBTR, TraficReversal BRE R T AT 5 &,

RERBNRERZREMNEER™ T B,

- EEEHeRS , BATARERK :

- RERE.FAE
&A% 31T H
F RS bk

- &A% :Completed

- BeERERFES
dEEIE KXW

ASR9K-75 Downioad PDF I X
All > nso_multi_step_base
= JOB SUMMARY @ Batch1 (0] @ @ @ © 0
Distrbution BackUp Pre-Check Actation Post-Check Rollback
Batches Assets
0 Awaiting 0 Awaiting —I
0 In Prog
01 Progress 1 Completed Distribution BackUp Pre-Check Activation Post-Check Rollback
1 Completed o0 Failed
0 Failed 0 Rolled Back Start Time * Feb 22,2025, 8:00:53 AM  End Time - Feb 22, 2025, 8:02:20 AM Status : Completed
Assets User Tasks
B ASRIK A Milestone Status
Target Version: (762 No Milestone Data Available
Existing Version
Name Controller ID Version:
7.6.2(1)
Pre-Check Completed
76277
BATCHES
@ ASRIK-75 NSO-142-0s 1STOK_i 1 Pre-Check Completed
77278
(® Batchl (]

® 1Asset(s) a Parallel
& Feb 22,2025, 7:56 AM

REFNNRERERBUE



NFHITRENIREGMERNES , AFIUEEZTENG SR EARE N REERPEEN AT
Bin T HRIEMN K EIRES

CNXS-N93600CD-2.UpgradeDevTestFabric Download PDF £l X

© © ® © ® ®

G

Distribution BackUp Pre-Check Activation Post-Check Rollback

Distribution BackUp Pre-Check Activation Post-Check Rollback

Start Time - Feb 17, 2025, 6:40:11 PM  End Time : Feb 17, 2025, 6:42:21 PM Status . Completed

asks
/A Milestone Status
No Milestone Data Available

er
2 show_version .~ Pre-Check Completed

1 Command Execution Time Result
show version Feb 17, 2025, 6:40-:29 PM @ Passed View Command Output

» show_version ./ Post-Check Completed
s lLogs

TEMKESTREN S HEEHIE

1. EEERNTHEUARERENNRERGSHAXHMAN , FETERR TR HEE.

*
Rules:

View Rules Operation Result

#Rule1 'Contains © v
Command Output:

Tue Nov 26 ©6:14:52.404 UTC
23099260 kbytes total (14885100 kbytes free)

KER ML E G5 5 HAEXAN

2. EFExpand B A EFEEMNANN TEIFHE S



Rules:

View Rules Operation Result
#Rule1 IContains °
Rule: Invalid input detected
Command Output:

Tue Dec 3 20:19:26.594 UTC
disk_status_config minor 8@
disk_status_config severe 90
disk_status_config critical 95

aaa admin-accounting enable false
aaa authentication users user admin

uid 9000
gid 100
password

ssh_keydir /var/confd/homes/admin/.ssh
homedir /var/confd/homes/admin

!

aaa authentication groups group aaa-r
gid 100

users %%__system_user__%%
1

R IEAM N MR ER ML E /G



ASR9K-146 Download PDF £l X

Distribution BackUp Pre-Check Activation Post-Check Roliback
Distribution BackUp Pre-Check Activa Post-Check Rollback
Start Time : Feb 26, 2025, 1:53:15PM  End Time : Feb 26, 2025, 2:51:56 PM Status | Completed

/2  Milestone Status

Feb 26, 2025, 1:53:02 PM Traffic Diversion

Feb 26, 2025, 1:53:20 PM Activation

Feb 26, 2025, 2:52:36 PM Traffic Reversal
MNot-Started In-Progress @ Failed Completed

A Logs

Wed Feb 26 89:83:27.818 UTC
2025-82-26 89:82:31 Install operation 563 started by admin:

install remove inactive

2825-82-26 89:82:32 Action 1: install remove acti

2825-82-26 89:82:32 Install operation will continue in
2825-82-26 89:082:32 Package list:
2025-82-26 89:82:32 asrok-mgbl-x64-2.8.8.8-r

JA25-A2-26 A9:A2:33 asrdk-meast-xR4-2 8 8. A-r7h? x

ERAKE B SN BEERBRUE

LERREHTHEERENFAGE K S8FEXMES , USRS ERENREEHEEE.

HEREMITRWEHE , AEERRREEREAEER

2 = . 0.

Assets User Tasks Asset Status Controller Id Complete

AnalyticsZ 2
ELFHETETRPE SN D2 E RS HRPMEELEXNUATER

« #RBES (HIE, Asia )
- FEASRMTBNEIT 280
« UTHREAEERIAFETR

- BERFRE
- APESSERERAFIEREARANRAPESEH
- BFRARBERLEREANRST IR LRE, 2R MRollbackid 25 EAFE IR 31 E K



W ERA IR
- RHIERIDIEE T A R HIBR IDAVHEAL IR F
- ERCEALNETRES L

ENBEMAFES , BREAFPES T NI User Task Details&E O , ERUTAR :

User Task Details
User Task Name Created by
CI0S8ky-18.fra-lab.net (98TNZFYIHLZ) | I 7 Dec 8, 2023, 7:36:39 PM
ClOS8kv-20.fra-lab.net (9PLCHNAPSTYG) E Dec 8, 2023, 7:34:19 PM
CIOS8ky=17.fra-lab.net (955MESYFaTs) (=T Dec 8, 2023, 7:34:21 PM
I 10
ARESEFEHAER

- EREIENEMIREEX N A FESIIR
« APESEIAY LT BFF

- BENORBEEFAFRESHAGRE

- RX B EESGUIFERBPATERERES
- BUHBRE : BIlRAFES 0 E

- BERAPESEERAFESHARGE

comne bosErrorkessageForm

RS

P P AES5 9 L B i T

- BREFESHLETXERLTIRM




- Bl EHITIZES
- 2REREFHRITHEMERENSERE
- BREKE T —MES
- BERREDRFE —BRAE ; HRHEREREAMBRIF/GREZENERTRAS |, ik
ATHA
- BUHE-BUE S aifElL
- XFRAAPES"EO,
?M‘TFEF'E&* ( MRE) , FERRBFEIRARFAFES EH
- #XRERBDLEEIT
. HR¥EHERIDY /I':E’J_I“—"'ﬁ.utli%

N B PHEDTNNRTE RRENE RS ENIRE B,

TEBRFARIRS

T & pdfse#y

REBWEEFANEIRE P THPDF, A/ AT LR T8 2RI FRE iR & APDFE A A 3R
Ho BELUPDFERA TEHRARIRE , BT TIRME

1. B F&PDF, Download Report Option& B $] 7,



Download Report Option

Include Logs

Include Command Output

TEREIET

2. |8 AInclude Logs#lInclude Command Outputstlit,

- BEAFEEREPEEXRNAER (WRE)
- GEwTHEERSTEETMRENERENGSHE ; EXRM4 , ANSRGSHH
3. #i5 Download. REEKFFIE.

~ S¥Z : @843 Binclude LogsMInclude Command Outputtlift & 18 i3k & 4 AR & B9 B it
B, REFZFMRENFEAXLENHR, TSl ETRAONRKOM , dr AN ETIEER

=5



Device Report

Device Name asr-147
Controller ID D2D-OSUpgrade
Serial Number

Current Version 782

Target Version 772

Software Upgrade Version: 7.8.2 - 7.7.2

Milestone: Distribution

Milestone Distribution

Execution Start Time Fri, 29 Nov 2024 05:45:45 GMT

Execution End Time Fri, 29 Nov 2024 06:24:53 GMT

Overall Status Completed
Pre-Check
Process Template precheck_passfailrules
Command Execution Time Result
admin show running-config Wed, 21 Jan 1970 01:20:59 GMT Faded
Rules :

Rule View Rules Operation Result
REWE

EZ =L

1. FERAEREBAHRME R RNRAEIEZSFEBPA.

2. %30S Upgrade > Upgrade Jobs, R & RUpgrade JobT Ho
3. FSearchid RS TANBRITIERFLESEAULIEMEL,

4. EFE—NHBZME,



NDFC x Al v O H

N9336 job 02 Create Job
L admin D Aug 14,2023, 12:19PM @ 1 Batch, 1 Assets ¢ NDFC 6938 B N9K-C9336C-FX2
Draft Commit Depl [ archive
N9936 job 01 G
A admin b Aug 14,2023, 12:00 PM @ 1 Batch, 1 Assets £ NDFC 0938 B NO9K-CI9336C-FX2
Draft Commit Depl

Select/Unselect All

Nithya-NDFC-DNAL-Backup

TR
5. B E L BMEIR> 74,
N REEREERMEL.
R AL

1. EAEE ZBH LML F RN R EIEEFEIBPA,

2. 1%3$#0S Upgrade > Upgrade Jobs, %[ E RUpgrade JobT H.
3. FMSearchid RS TANBRIIRERE S EA LT IRMEL,

4. EFE—NHSMEL,

Draft x Al w O H
NSO-Distribution-Only_Activation ’ Create Job
L admin ) Aug 11,2023, 7:21 PM @ 1 Batch, 2 Assets £ NSO w762 B ASROK
Draft Commit Depl
testPolicy ’ Delete Job
L admin ) Aug 3,2023, 358 PM @1 Batch, 4 Assets 3 DNAC o 17.06.02 B Cisco Catalyst 8000V Edge Softw
Draft Commit Depl
Select/Unselect All
testPolicyP 7

i Bk 445l

5. R EZIRTEIR> MIBRAFL

N e AERLLTFERNSRN | FERBRAEL,

i R4 ALl B LR



All ¥ Job for DNAC cB000v upgrades 2

Batch Mame ™
B Job Summary

LG
B Cisco Catalyst 000V Edge Soltwang

Target Versdon : | 17.08.00a

Exizting Releass
ILT2{2} | 1782a(11)

W) Baiches [ B L S

(%) Europe il
B T Assana)l 5 Pasallal

B My 20,0033, 2:03 PM

Inclia ]
E 1 Assohis) 5 Paradel
0 My 37,2073, .03 PM

10 Asaets Pomding

T R 4E ALl A9t



1. EMERPEFFTF R DeleteEtr, BWIAE ORI,

Delete Batch

Are you sure you want to delete the batch Europe ?

I BR AL IA

2. Click OK.
SERBRSARKNEFFERFERSM , A UERBRAG R PRTER,
BUH AL

1. EAEE BB AR F R R EIEEFKEIBPA,
2. 1%3##0S Upgrade > Upgrade Jobs, R4 E RUpgrade JobTTH .

Archived Jobs | ¥ Filters A
19 Jobs 13 - Complee TR
0 - Commit [ T o
Draft .
2 - Deploy 2 - vManage
2 - Direct-To-Device
538 Assets
STAGES CONTROLLER TYPE JOB TYPE
Al v O H
Test Perf1 ® Q. ?/ /_>
\ZJ ZJ - Z
& admin ) Aug 16,2023, 4:48 PM @ 1 Batch, 2 Assets % vManage 0 20.6.2a = vedge-test
Draft Commit Deploy Complete
N9336 job 02 (7} (1) 6 /r)
NS o/ hN
L admin 0 Aug 14,2023, 12:19PM @ 1 Batch, 1 Assets {3 NDFC 0938 B NOK-C9336C-FX2
Draft Commit Deploy Complete

TR AF

3. FSearchidEBRETANBRIIESRESER , LULEFFENMEL,
4. BEAENEL, REFERIob Summary T H,




Last Saved On : May 11,2023, 6:11 PM

BUH

5. B #Cancel (BUH ) -

ER B SER Y R S 4%

1. A EE BB ARG E N RAYZUEE FFIBPA,
2. #%$#0S Upgrade > Upgrade Jobs., R44FE RUpgrade JobT H,

PRl  Archived Jobs | T Filters A
19 Jobs 13 Complote e
0 = Commit -
3- NSO
4~ Draft
3 Doy 2 - vManage
538 A 2 - Direct-To-Device
ssets
STAGES CONTROLLER TYPE JOB TYPE
Al - O :
Test Perf1 (@) (1) (® '®)
L admin Q) Aug 16,2023, 4:48PM @ 1 Batch, 2 Assets & vManage 0 20.6.2a ® vedge-test
Draft Commit Deploy Complete
N9336 job 02 (#) (T (@) ')
7/ \>) 2/ \Z
& admin ) Aug 14,2023, 12:19 PM @ 1 Batch, 1 Assets 3 NDFC 0938 =W NOK-C9336C-FX2
Draft Commit Deploy Complete

TR AL

3. FSearchiTEEFETANBRKRITIESF[LESER , WIIRFIFEN/ELL,

4. BEHEFFENEL, RENERIob SummaryRE. EAMBEPERFFENHLE  HEHR
MER EEFEEETSHINEROAAEIRE

5. & More OptionsB#r , ARG RIEE E [ HRollbackz Complete X # R £,

All > NSK-Downgrade Job Type : Distribution & Activation | Gontroller Type : NSO | Success - O
E= JOB SUMMARY @ RCDN Y Filters ~
Batches Assets
® 0 Awaiting ® 0 Awaiting
@0 In Progress © 0 In Progress 2 - Completed 2 - NSO-142-0S
® 2 Completed
© 1 Completed ©0 Failed
© 0 Failed ® 0 Rolled Back
Assets User Tasks Asset Status Controller Id Complete
= cisco N...
All v | Search
Target Version :
Existing Version Download
101(2) @ Name Controller ID Versions % Completed Distribution BackUp Pre-Check Activation Post-Check Rollbacl
N9K-227 NSO-142-0S  10.1(2)-8.3(8) 100 © D
(® BATCHES
N9K-226 NSO-142-0S  10.1(2)-9.3(8) 100 © @— Complete
(®) RCDN [ ]
B 2Asset(s) g Parallel 1 Items per page 10

(5 Feb 25,2025, 6:07 AM

BR

N orE AAEBRUTEESMN | FERERE



- BAEEREUEAEZRARELHERIED ; BXRFAFEE , FSHRE,
« MRELBEARPITEMRE , REFEDEI RS
- MRZHEEKER , FEMREERL T EESFERES , WiRFTATEREDRRE

OSHALREBERHT - ENUE , ATHREEOSHEANAEFNHMAHFERANERRE.

EifHE“iRE"(Settings) WM :

1. FAEBREEE RN R EIEERZEIBPA,

% Compliance & Remediation b
Core
°
&y Service Catalo b Campus
Security
SD-WAN

Data Center

‘s. OS Upgrade » 0O <
N/
. L0 _‘..__:._.r.... on Te npiawts ] $ ~rrade -
— e
0 'E;\H:“"'hll'.'l :(.'I"-Iq-:::'.::'.'h"\ -;- /'./ Saftware |y o Rlar O} M

®& Service Center [

RiE

2. i%£#0S Upgrade > Settings. F$TF Settings A Ho

Settings R HBE A THENERIF :



« BB T RELRAETFREM A B —HERTITRINEE
« EERAVFERTEIRE FAROEE T A LT+ P ER

BE—3

R —BMIE TR
Software Conformanceit T FI2HUTAHA :

- HRI-HMRE S AREA L
- FFia BHLEEMM/DD/YYYY

N oE . FHEHANISREE.

« CrontE= : #HUTFHAEE -

- 2 %9(0-59)

- /INEF(0-23)

- R (HA)(1-31)

- B(1-12)

- R(A) Q-7
o 708 3Nl E E R BRIAE 9 308
- R7FREER

ElR




“EIREIF
RollbackiEM <R EUATHE :

- RPRIER:EASERRAFRIE

- BRARE  ARELPHRZEFHFAFBINERITEAR , EZEREE ERERE
(/hEt) PEENRENE ; BAR | ®RES B3 ACompletediRES
- BRRES  ARFLPRNRZEITEAR , TESER/BEIN
« WINBSERE : RMBEESEEE (UM RA)
- RE REFEX

B ECIE

- EAMREEREFSWIMT YRR BRIAR B RS XA B[R £ 47:25,

« EEXSWIMB G THIER S HERIAITX , FSMEIBPAREE H RX"<BPA install
directory>/conf/@cisco-bpa-platform/mw-osupgrade-nxtgen/config.json” # £ A CronFRIA X E
#Frschedule.swimSchedule B, TAEHBEEFHITR. BXFAEE , BSR4 -

- EEMTESTEEGHR[RBEEHTEATLENERREHRE , FHITUTERE

1. BRI XX

+ Cisco Catalyst CenterX 4:"<BPA_INSTALL_DIRECTORY>/conf/@cisco-bpa-
platform/mw-dnac-agent/config.json"

 vManageX #f:"<BPA_INSTALL_DIRECTORY>/conf/@cisco-bpa-platform/mw-
vmanage-agent/config.json"

« NDFC3##:"<BPA_INSTALL_DIRECTORY>/conf/@cisco-bpa-platform/mw-ndfc-
agent/config.json"

« FMC3ff:"<BPA_INSTALL_DIRECTORY>/conf/@cisco-bpa-platform/mw-fmc-
agent/config.json"

2. S ElUpdate throttling > capabilities > image-activation , image-distribute SA18 in 3 & BUE
w0 KR,

Norm EEFRERAZE  RSAZENRHBRARETA.



el 2= &l

ET AR

BPAXFE T A GBI ILAEH|(RBAC), ERBACKEF , AEHEMF ATHITH —ANR ( BMRE
) o XTFIHRER , EERALRMEL SEIFEIENEANENACIBERAFE, — AP

IET—1MHZMHFE , SMAFEATIRS — 1SN AC  XEACRTZATHNRASREE

Y15 R A PR

TRER T OOBRERGEARABMMBERNR,

RigAF
(BER
o s =
BRSS | =1 HREE BUER prme mer
= 2 ARAIR
EAF)
ERE R g
OSUpgradeService ui_app w;g%?ﬂ,&ﬂf Yes Yes Yes Yes
\E//_\|=I % R -
OSUpgradeService ui_app g;é%ggﬁz Yes Yes Yes Yes
: , £ RS BER
OSUpgradeService ui_app SWIM BRER Yes Yes Yes Yes
\E//_\l:I % h
OSUpgradeService ui_app E;é%&ﬁ%#ﬂ Yes Yes Yes Yes
\E//_\|=I % k
OSUpgradeService ui_app zg;éhﬁﬁﬁ:ﬂ Yes Yes Yes Yes
EEAREL (B
OSUpgradeService 7+ 4l m, I, B, Yes Yes 7 Yes
fhBR AR )
OSUpgradeService F+& BUEF AR Yes Yes v Yes
OSUpgradeService 7+ REFHEL Yes Yes p Yes
OSUpgradeService 7+ 4l Fawit Yes Yes v Yes
h —
OSUpgradeService #4 — B4 R & iifﬁ?#gﬁ% Yes Yes Yes Yes
OSUpgradeService 3 — B KB gﬁ_iﬂgﬂ% Yes Yes y 7
S th sk
OSUpgradeService &4 — Bt R B ﬁ;iéﬁh# ;z& Yes Yes y Yes

OSUpgradeService 7+ K1 BEEREREHR Yes Yes Yes Yes



RizR P

(BRER

- pTE IS o
B2 2 sm CAREAUER prne men
- T ORARBIR
BEAF)
KRB
MI iR /\ét g
OSUpgradeService 7+ R F 1 ;é]@xﬂsﬁ RHE Yes Yes y 7
. Swim-image- BRI, SRR ER
OSUpgradeService management B 1 B Yes Yes 7c Yes
OSUpgradeService Swim-image- BEESWIM Yes Yes Yes Yes
management
OSUpgradeService Swim-image- [E] 25 B4 AR 45 Yes Yes y Yes
management
SN W
OSUpgradeService Ei#F 21X £5$A1¢EIME§& Yes Yes 7 7
OSUpgradeService Fi#FE X BEEREWHAME  Yes Yes Yes Yes
OSUpgradeService 44 EIL EE MR Yes Yes v 7
BE B — B
OSUpgradeService B — B iR E éE$A1¢ A Yes Yes Yes Yes
MI h — \ya
OSUpgradeService #iff —H IR E ;EEA# =t Yes Yes y 7

N s TUREESREREENACNNERES . E5EEEA,
wIRA

Lt RENBPARRIZB AR T E R E |, FIANARKE , REKREZRNO A EFMRERSARN
RAPEXREKE, EERAELSELERTRRBETRARRSGFE.

BEORRIRA , WHITATHRE

1. SMENRE > RRA.



=) =
AR RA

2. EAEEE R AP G RN R LR TIRA.

3. #%&$Fos-upgrade-policyfE ;) Resource Type., REZiBEENI4 & RHHRIHY R

4. EFEFTENAREE,

5. 8 submite BTFIHAFENIEEER A IE{E NG R FTEEIRE A AR,

ERRRASRAFEMBEXE ORI R,

A h0 7 [R) 2% B

N opE vlEBRLR , NBTHRREFEEAFAXK, AXUTARNREAREE , BESH
73 [] 22 il

- A/

- A8

- AF4
« AR REE
- HiRA



- B4

LTRERGRZRERAFEEERRAFARE

ERRARREWFEEREARF

FEERERE

APAiERNRRATERESEENEIREMT. SEEHRETLUZE Atruedhfalse, FTHRILETE

TEEERTREN SRR A8k,

AP HP4 7 ) SR IRA

User 1 UG1 AP1 RG1
User 1 UG1 AP2 RG2
User 1 UG1 AP3 T
User 1 UG1 7c v

ERAREAEEERS , FTHITUTERE

1. SMEBILTEERE

cd /opt/bpa/bpa-helm-chart-

/charts/cisco-bpa-platform-mw-auth/public_conf/config.json

MARR  FEHE

2R 2R IR
0% IR 0%IR
0% IR
0B IR

BER
2R
0FIR
PRBRIR
FIBRIR



2. &K zeroTrustPolicies{E,
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cd /opt/bpa/bpa-helm-chart-

4. BT T 55 DA BR %O A€

helm delete bpa-rel -n bpa-ns

5. BT T # TR EPodIVRE

kubectl get pods -n bpa-ns

6. FRLLFIAPod/E , BITAT T U RER O REIR :

helm install bpa-rel --create-namespace --namespace bpa-ns

7. BT THESURIEE S HPodHIIR A -

kubectl get pods -n bpa-ns
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