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Configuration Compliance Detailed Report

Report Name: Detail report

Asset Name: bnr-asr-115 Managed By: NSO-166  Serial Number: FXS1933Q27N  |IP Address: 10.197.215.115

Severity: Critical: 0 Major: 0 Minor: 1 Warning: 0 Info: 14 Unknown: 0

Report Generated on: 04-Aug-2025 19:27:22

mn

ilters Applied:

Time Period: 01-Jul-2025 00:00:00 to 31-Jul-2025 23:59:59
Selected Policies: Cnr Demo Policy2

Selected Blocks: All

Selected Severity Levels: All

Selected Compliance Status: All

Rules and Violation Summary

Rule Name: Demo Rule 2

Description:
Violation Name Violation Description Violation Severity Violation Count
Demo Condl Minor 1

SRR AHRE — FPIPDFFE1R

Violation Details
Legend
+ Config line present in device, but not in block - Config line missing in device, but present in block
definition definition
Block: Cnr Demo Block Minor
1 | interface GigabitEthernet0/0/0 Minor
Expected: desc Equals 'Demo’
Found: ‘None' Cnr Demo Policy2 = Demo Rule 2 =» Demo Cond1l
+ 2 no ip address
+ 3 shutdown
+ 4 negotiation auto
+ 5 cdp enable
6 | interface GigabitEthernet0/0/1
Expected: interface Equals '0/0/0'

EHMEMIRE — RHIPDFE2T
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al1ili Business Process Automation

CISCO  Gisco Intemal - BPA Developer Subscription - Not for Gustomer Use

Compliance Jobs

Y Filters A
’ W Completed
R
n Demand
One Time
"
Recurrin 9 Progre
Jobs Schedule Type Job Status
Filters Clear Allx
A\
 Policies ~ @) Auto Refresh O (*¢¢) Al v | search
Name Policies Config Source Schedule Type Activated Job Status Last Run At Next Run At Acti
ic RemCompJob RemPolicy Current Config ~ On Demand False Jan7,2025,10:51 AM  NA
JeNe Policy
JRemPolicy new validation Regression Policy ~ Current Config ~ On Demand False npleted  Dec 11,2024, 7:30 PM  NA
O Router Policy
ONe_Remedtation- policy Aurora Compliance Regression Policy ~ Current Config ~ On Demand False ——  80% Dec 11,2024, 6:48PM  NA
[[:Regress“’" Policy RefD Sanity Patch Regression Policy ~ Current Config ~ On Demand False d  Dec 11,2024, 6:42PM  NA
) Demo Policy
Demorefd Demo RefD Policy ~ Backup Config ~ On Demand False npleted  Dec 6,2024, 445PM  NA
[ Job Status A Yy P 9
O completed Demo-comp-jobs DemoFast_Policy ~ Backup Config  On Demand False sleted  Dec 6,2024, 4:13 PM NA

SR FIF

tlE S ML

Compliance Job Create R @& TE M :

« B LB
o IR TR R
- FREEEH

ATi®EEE

SITHRBER THIBIK | ATRE

NEFRAFEER R REETLIR

- REEER-—ANTHIR , ATERENGITEAMFLRERZERENR ( HABERR
BREZRN ) , UR—I1EGRE , ATERERERONREEREICLIRT,

AR NHREEHSEXIFRMIEER |, Device Config Backupit I & 4EH .

- AFEMHEZEEERKEERAFENNERN T At S 2 H 8 T REXAE

o RIFES A D AT ARSI S, MFHENERBH/EE,. EREXSE,

- BERATIREREFANESD ﬁi:F*T\lREi:" MR IREFIR

- HEAMRUEASE FHB‘El‘I‘iZIJ ST (—XMREE ) ; WREA , FlFILEHIT
o RTFEFREFERAEITRIRE &J.ﬂ:/i%zsbb(,h\



All > Create Compliance Job ( cancel )
@ Job Summary Name* Description Policy Name *
demo-jobs RemPolic
Name: demo-jobs ! ot v d
Config Source: Device Config Backup
Asset Group: Device Config Source * CLI Comman d
If backup is not present, use CLI command to fetch device
evice Config Backup ) confouration show running-config
M Policy Summary
Policy Name: RemPolicy @) Schedule @) Activat
08 Types: 10S, I0S-XR, NX-0S
Blocks: 1 Rules: 1 /é\
( )
—/ < January 2025 > Effective on: Monday, 13 Jan 2025 17:44
5) Schedule Summary Schedule
Details Sun Mon Tue Wed Thu Fri Sat
Schedule Date: Monday, January 13, 2025, 5:44 PM
Schedule Type: One Time Start Time * 17:44 o
@567
1920 21 2 23 2 25
2 27 28 29 30 3
e
All > Create Compliance Job (cancel ) m

Schedule Type: Recurring Start Time *: 17:44 )

@M 15 16 17

<U)>— Recurrence Pattern
]

Weekly

Recurrence Day * Start Time: *

Friday ) 12:00 [

End Date
01/18/2025 (i)

@)— Asset Group*
ets

nso-166-cnr [

Name Ip Address Location Managed By

bnr-asr-115 NSO-166

1 Items per page 10
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BPA, AFAILAFEIMEREE AN, TUNSMEBEEBESH UzpXHFNER - L&
o LR, NBAXERENY , HEAXEXHRNBENRLUEEAEEL, RiE , B FEKN
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Compliance Jobs

O Devmsangd
G N s Time
B Recuming
Jabe Schedus Type Aok Saticd
Filters Ciear i
M Policies ~
D20~ Juniper - peliey Conhg
Name Folicles Source
& Job Status ”~ PRI szl.: Juniper Il-:ckuo
Complsied peicy Contyg
Funning CHPm-Deme-01 Mg Audst
Fribcd -k 5
User alied- Devics R
Parneg OfMine - Job
Terminats in Progress
Torminandd
& Schedule Type ~
On Dwman
One Time
Rocurring

Y re—
B funeng
W Faded
=
[ —
B Tarmirated
- sucreten () (e -
Scheduls
Type CroatedBy  Acthated Job| MR
OnDemand  creoMineuser]  False Offling Audit
OnDemand  creoMinguser]  Falsg
On Damand L 1 Fals VN
ma creoMineusar!  False —
1
]

; LLREET HZ R

R

BRI LR IZ A E

¥ Fisera .~
arch
et Run
Ar At Action
925, BT A :
s Az :
25, 6:46
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Business Process Automation

'
CI5€0  Ducoiiers 04 Do Subacriotion - ol ko Cuicomes Une

All > Create Offline Audit

B Job Summary

Hame: OMing-Job-01

A Policy Summary

Pricy Mame: DI0-Jusiper-poliey
05 Types: Junas OF
Biocks: 1 Rules: 1

B Schedue Summuary

Schedule Dabe: NjA

Scnecule Type: On Demand

Hame *

Offir-Jos-01

Product Family *

IT Netwariirg

File
Upssad

Schodule

(@ ——

Asseis

L

Suppored axlensand: " I "efg, *

RegEx pariedn 1 remove Bke nome pref

(A Ta{5),

Hame

SUFFIX_REMOVED

Select AN Asssts

Doacription Policy Name

Erer description hare D2D-Juriper-palicy

Select Mle 19 upload *

conl. " Hp. " IGE. " Raf.GF

R PG 10 FEmae ke Rames UM
AABITE)

L]

Show Only Sclected Assets

Managed By

Direct-To-Device

Product Family

IT Nebwordong

L]

LEsH



2. REIAFRE AN AL ERBE XX .

N orE . wEOTERRSE K.

x
COFtA-Dwmes » Triem-Files. »
e New = m e
% Hore "
Galicry —
= (Mina- £ -Divires 5062005 1453 Compreased {7ipn. L]
- s - s
2 Ot Devces
Offire-F-Daite
B Catmp tne Dewge
Denenioae
" file 1o upload *
S Domments

File mamer Fne=F=Dievices Cusrom Fies

Schodule Type: On Demand

® -

Assetn

.cfg. .conf, .zip, .tgz, tar.gz).

D20 Juniper-policy

* it ".clg, *.conl, *_op, *.tgz, " targz

o Bio name proto RegEs pattorm to romove fle name aufis

] \aBITI A6} o =D

Select All Assets

Harme

SUFFD(_REMOVED

20250624T 180455

PEEFIY BEMOUED

Show Only Selected Assets

Managed By Product Family
Direct-To-Device IT Networking
Direct-To- Device IT Networking
Dunot To-Device IT Metworbing

KEXH

3. AN SREC & XA XA R B A A S A R (TR 4R

, B LA 2 B AR R 480X £ 304

All > Create Offline Audit

B iob Summary

Name® Description
Offline-Job-01 ]
Mame: Ofing-Job-01
Produdct Family *
A Policy Summany T Metworking o
Policy Mame: DED-Juniper-policy
05 Types: Jnos OF - Select fie 1o upload *
WG

Blocks: 1 Rules: 1

2 Schedule Summary File RegEx pattem to remove file name prefix

Ugsaad
Schodul Date: NIA

Schedule Type: OnDemand

Schodule

va{@yTvare)_ 1

{ @ f—— Upicad file 1o select devices,

Assets

Policy Name™

D2D-Juniper-palicy ]

Qing -E-Davices.zip

\ @ Supported extensions: * b, *.cfg. * conl, *.zip, * igr, * targz

RegEx pattern to remove fike name suffx

Regext&

4. M ARegext BN HITXHBRIEE (k).

Yo

=z

B EATKIEREEEN (regex) bR ELRELE LENNHE | UELLE,




All » Create Offline Audit

amo: D20-Juniper-policy

0S5 Types: Junos OS = A
Blocks: 1 Rubes: 1 ="

(!; Supponed extens g
£ scro o | RegEx pattem to e hle name p

foicad KBV
Sehecule Date: NJA
Schedule Type: On Demand

Sehadule
l:_i:'l - Select All Assets
Anset
Nam: -

SUFFD_REMOVED

20250624 T1B0455

RegEx pattern

L] VST 6]

Show Only Selected Assets

PREFIX_REMCVED

b remcwe fle name sl

Product Family
IT Notwarking
IT Networking

IT Netwarking

1 tems per page 10

i 3°g s

5. BfUpload, REFERBINEE , RANHEREFEREEFH K L&,

All » Edit Offline Audit

B Job Summary
Hame: Offiine-Job-01

Product Family *

M Pokcy Summary IT Netwarking &

Pobcy Name! D20-Juniper-policy

05 Types: Junos 05 i
Blocks: 1 Rules: 1 -
@/’ SuppoTted axtenmona; * e, *.ofg, ".conk, *.2ip, *.tg2 3
[ Schedule Summa - RegEx pattem 1o remove file name prefic
Uplca " 3 "
pload el B TveE] NA{BITvE[8)
Schedule Date: NIA
Schedule Type: On Demand
=
o
@ ) Soiect Al Assts Show Griy Salociod Asssta
13
Hame Managed By
SUFFIX_REMOVID Dwect-To-Devica

Policy Mame*

D2D-Juniper-palisy

RegEx pattern 1o remove file name suffi

Product Family

IT Natworking

REBRIFZ

6. Bt Save AR A FRZAE .
REESMMEEL
EREESNEEL

N s ELEHTTRE.

, BREBAESMEEL FIRHNSERIBHE,
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cisco
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All > Edit Compliance Job

B Job Summary Name*

Name: RemCompJob

Config Source: Current Config

Asset Group: assetgroup-38 Device Config Source *
Current Config

M Policy Summary

Policy Name: RemPolicy @) Schedule
0S Types: 108, 10S-XR, NX-0S

Blocks: 1 Rules: 1

{5 Schedule Summary

Schedule
Details
Schedule Date: Monday, January 13, 2025, 5:47 PM
Schedule Type: Recurring
Schedule
tecurrence

Assets

RS ML

T AN
EN=

< January 2025

Sun Mon Tue Wed Thu Fri

Recurrence Pattern

Cron Pattern

Description

RemCompJobDescription

Commands*

show running-config

@) Activate

>

sat

Y

Cron Pattem
Minutes (0-59)

o ®

Hour (0-23)

2 @ .

End Date
01/15/2025

Asset Group*

assetgroup-38

Name

bnr-asr-38

I=

Ip Address

Days of Month (1-31)

Policy Name*

RemPolicy

Efiective on: Monday, 13 Jan 2025 17:47

Start Time * 17:47

Month (1-12)  Days of Week (1-7)

Location Managed By

NSO-166

1 Items per page
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Compliance Jobs

19

’

W Compisted
W Running

On Demana

ke Tyoe
Fiters Cloar Allx
M Policies ~ - O €9 w
" Name Policius ConfigSource  Schedule Type Activated  JobStatus  LastRun At Next Run At Action
D Paliey RemCompJob RemPalicy Current Config On Demand False Jan 7,2025, 1051 AM NA
Detauit Pokcy ~ RefD - Complance
new validation Regression Policy On Demand False Dec 11,2024, 7:30 PM NA
Aurora Compliance Regression Policy On Demand False — g0% Dec 11,2024, 6.48 PM NA Delele
Dema Peticy Refl» Sanity Patch Regression Policy On Demand False Dec 11,2024, 6:42 PM NA
Delete
Demaoredd Demo RefD Policy Backup Config On Demand False Dec 6,2024, 4:45 PM NA
[ Job Status ~ [
I Demo-comp-jobs DemoFast_Policy Backup Config On Demand Faise Dec 6,2024, 4:13 PM NA
Comes
Funning Group Compliance Router Policy Backup Canfig On Demand Faise Dec 6,2024, 12:41 PM NA History
Falled
Pending Sunshine NSO Regression Policy Current Config On Demand False Dec 11,2024, 6:09 PM NA
Terminate in Progress
Tarminated Nfc-complisnce-job Nelfc- pobicy Gurrent Gonfig Recurring True Panding Dec 14,2024, 4:44 PM Dec 19,2024, 4:44 PM
1. F£Compliance JobsTa 1% | BREV4E L £ B9More OptionsE#r> Delete
: P P , 73 P & bR o
g&
Compliance Jobs
¥ Filters -~
-
On Dermand
B Ore Ture
B Recernng .
dok Scheduie Type
Filters Clear Allx <
» Policles A ) Auto Aetresh O ree)  An rch
Nama Policies Config Sourcs  Scheduls Typs  Created By  Activated  Job Status MextRun At  Action
cy-115-5ob2 Backup-lssus-Job  Default Poicy sice Chick  Backup Conig  On Demand acimin False aPM N
I t Policy - G pliance Ch N - )
. ratso_violation_trse  raiso_violation_irise Currarit Confg  On Damand admin Faisa S5PM  NA
D20 R polcy Debate Job
Janiper-policy cnc-defect-check  Policy host Current Contlg  On Demand admin Faise 5PM NA
Nalfc- pobcy
Moo Ndic-defect-chack  Nafc-Rem-policy Currerit Confg  On Demand admin Falsa Jul 16,2025, 236 AM NA
aifc - odn-test
DNAC compiiance Current Cong  On Demand adimin Falsa Bl 14,2025, 542 PM NA
-
[ Job Status = use-pob at Current Cong  On Demand 501001 Faise Jul 14,2025, 513 P NA
juniper-grp-lest juniper-grp-policy Current Config  On Demand acmin Faise Jul 14,2025, 3:42 PM N

B %A S ML




ERBRZS DM EEEL , FRFERROELHERE  REEREZRT>MEREL, REENS
R,

Delete Job

Are you sure you want to delete the selected job’(s) 'RemCompJob, new
validation® 7

| Cancel |n

i B & AL AR L B IA
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NP ARPRHEKLELEEFLNSITHRITHER, SELLIER , JRETHRESTREMNNRN
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alnili Business Process Automation
cisco
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Compliance Jobs

v Fiters ~
19 O .o
N One Teme.
W feng
Jos Scheduie Type
Fiers Clear Al
 Policies ~ ) auto Reteash O 6 A
Name Policies Config Source Schedule Type Activated Job Status Last Run At Next Run At Action
it Polcy - RefD - Complance RemCompJob RembPolicy Cusrent Config On Demand False Jan 7,2025, 10:51 AM NA
new vahdabon Regression Pocy Current Config On Demand Faise Dec 11,2024, 730 PM NA
Aurora Compliance Regression Pocy Current Config On Demand Faise ——— 80w Dec 11,2024, 6:48 PM NA Terminate
RefD Sanity Paich Regression Polcy Current Config On Demand False Dec 11,2024, 6:42 PM NA T inate
Demoretd Demo RefD Policy Backup Config On Demand Faise Dec 65,2024, 445 PM NA
A History
Demo-comp-jobs DemoFast_Poicy Baciup Confg On Demand Faise Dec 65,2024, 413 PM NA
Group Compiiance Router Policy Backup Config On Demand Faise Dec 6.2024, 1241 PM NA
Sunshine NSO Regression Pokcy CurertCony  On Demand Faise Dec 11,2024, 509 PM NA
Nfc-compkance-job Nc-potcy CurentCooly  Recuming Tiue Pending Dec 14,2024, 444 PM Dec 19,2024, & 44 PM
& Crharida Tuna NG patch NG Polcy BackupCony O Demand False Dec 52024, 441 PM NA

S AL



Terminate Compliance Job

Are you sure you want to terminate the Compliance Job "Aurora
Compliance' ?

Cone ) QD)

e |
KIFEMHEELTEIA

ML EIE R

“FFEMEAEL PR RIEFRIETE RREE B BB IR EEEL A RITIIR.

EEFSAMELNAEIEE , BMNEAMELTPERELETBER> HRIERK. REBESE
History U,

Compliance Jobs

T Filters »~
B Complated
W Runring
©n Demand !
/ B e e Besled
=
Recuring Terminate In Progress
B Terminased
Jaba Schedule Type o Status
Filters Clear Al .
# Polizies ~ nuoRetesh O (09 M1+ Search
CInpFerest Mame Palicies Config Source  Schedule Type  Activated  Job Status  Last Run At Next Run At Action
[ Nso 166~ policy
Mso-cron-job Msol86-policy  Backup Config  Recurring True Pendling Sep 56,2024, B:54 PM  Sep 13,2024, 8:54 PM
™ Job Status ~
Nelfc-weekly-job WNDFCTEST Current Config  Recurring True Pendling Sep 6,2024, B:56 FM  Sep 8,2024, B:56 PM
Ll Completed
[J Running NDFC-onefime-job  NDFGTEST Backup Config  One Time True Compleled  Sep 65,2024, B42 FM NA i
[ Failedd it
O Pending Mso-scheduled-job  Nsol86-policy Current Config  Recurring True Pendling Sep 7,2024, B:40 PM  Sep 13,2024, 8:40 PM
LI Terminate In Progress Delete
[ Tarminatac ndfc-schedued-job  NDFGTEST Currendt Config — One Time True Compleled  Sep 6,2024, B:40 FM  NA
Run Nowe
nso-complisnce-job  Nsol86-policy  Current Config  On Demand False: Compleled  Sep 65,2024, B30 FM NA
) Schedule Type ~ F 1 palicy 9 i
) an Bemand Nelfe-compliance-job  NDFCTEST Backup Config  On Demand False Complet Sep 65,2024, B:27 FM NA History
[T Gine Time
U Recurring 1 ltems par page 10 .

ML 7 EiE R



aln '|' Business Process Automation

(4114 Cisco Intermai - BPA Developer Subscription - Not for Customer Use
[J Remediation POC Policy 1%
cne testcheck . .
O Default Policy History - refdjob
Compliance Check refdjob
[ Nso166-policy
[ Default Policy - RefD - testJobst
Compliance Check () (*9  TimePeriod | cumentmonth
[ JE TR violjob
[® Job Status A~ violationJob Total Execution
J completed Execution Id Start Date  End Date Status Devices y C y Action
jobnew
O Running Queued: 0, Compliant: 0,
8] sew sep R 0, Failed:  Unk 0, Info: 0
nning: 0, Failed:  Unknown: 0, Info: 0,
Falled testiobas7e 66e91344aaac4al(186281b3 17,2024, 17,2024,  Completed 4 o”sk o . " e,
D Pending 10:57 AM  10:57 AM o ""“"d N M“’"‘"g o o
) Terminate In Progress testiob345 ompiete lajor riucal
sued: 0, Compliant: 0,
O Terminated Sep Sep g"'“""‘ o Fated U“:"’"” o o 0
unning: 0, Failed:  Unknown: 0, Info: 0,
testiob 66083¢ed92196MBTA07dSE 16,2024, 16,2024,  Completed 4 9
. 0, Skipped: 0, Waring: 0, Minor: 0,
@ Schedule Type ~ : Completed: 4 Major: 0, Critical: 4
O on Demand sep sep :ucucn‘ 1; e 3o.r(np\mnl“0‘ oo
nning: 0, Fail :
O one Time 66e83835bbe30daldcBeddd0 16,2024, 16,2024,  Completed 4 4”5“‘ ged oa “ v: "GW"D ‘M"“ )
. PP 3 jaming: 0, Minor: 0,
D Recurrin 722PM 7:22PM
“ Completed: 0 Major: 0, Critical: 0
Queued: 0, Compliant: 0,
5 Initiated ~ Sep Sep R .
0, Failed:  Unk 0, Info: 0,
66e7fde33e378abeab7 1b7fc 16,2024, 16,2024,  Completed 4 0”2"‘"9 OB'E W" "GW"Q M"u o
O Current Month o P , Skipped: 0, aming: 0, Minor: 0,
O Last Month Completed: 4 Major: 0, Critical: 4
e Queued: 0, Compliant: 0,
o
Last Three Months Sep Sep o - 0 Eailed: L ks 0 tofo: 0
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GCTEMRMEMEHRRENRERREESAMERE, HX IR R HIRNBBSITHRAE
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GCTHE KR

GCTRBPARUIIRE , A THEAKETEHBNERERE ENABREE R,

- SIEEMRBEENGCTENR , REM B EZ
- MRGCTEMPNEERSUTIEE , WERZIFEINTEMS
- WTFRREFHER : <>_<>, 7l : management_interface_ipv4_addr,
management_interface_ipv4_subnet
- REBAP AR ZMRBE ER
. 8 “Block Identifier Name”#1“Variable Name from block”@ &% , R XEE=HKEHR AT
Xl (") (Bl , R “Block Identifier Name”J3“Management Interface” , “Variable Name”
“IPV4_ADDR” , MIGCTH #Y 2 & & #R R  “Management_Interface_IPV4_ADDR”, )
- AP AURESAMRZEIITHN getVars’fil , LEBGCTEENBENMHFEZEER ; £
REEAMMIREMIT , BEALUTREST APL:
- FRERATAERRITID
- URL:/api/v1.0/compliance-remediation/compliance-executions
- BE  GET
- ERAPITIDIREURZ AT
- URL:https://<>/bpa/api/v1.0/compliance-remediation/compliance-device-
executions?executionld=<>
- BH%E  GET



Params @ Authaorization Headers (8) Body Pre-request Script ests Settings
Query Params
KEY VALUE

executionld 66dfc32a2b855fb425602d4a

ody Cookies Headers (11) Test Results

Pretty Raw Preview Visualize JSON - =

- sy e oy

115 "minor": @,

116 "major": 5,

117 “"critical": @

118 e

119 "gctVars™: {

120 "Interface_Gigabit_3_inteface": "@/8/3",
121 "Interface_Gigabit_3 description": "blocks severity",
122 "Interface_Gigabit_3 ip_addr": "

123 "Interface_Gigabit_3_ip_subnet™:

124 s

125 "overAllStatus": “partial-compliant™,

126 - i inf

127 "major": 5,

128 "info": 1,

GCTZ & — gctVars

i

- EMRPRETE , FEMALUTREST API:
- URL:https://<>/bpa/api/v1.0/compliance-remediation/utils/schema
- J&E  POST
IEX : {"blockName":"<< block name >>"}
o B FERNATIRERKIEGCTENR , UEHTHZITHNRR
- HEMMEKRBPEE LRGCTEIR

ﬂElJIL
q‘biﬂﬁgﬁﬁ1 L/{Tﬂ:ﬁﬂﬂﬁﬁ E’J*%I'ﬂEum :

o ANERBE M ITEREEEINFIITHIRNBATRE,
« IR FARBMIEREEZETESE. GCTHETHNGCTERES , HMHR TREZER
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EERE.,
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RefD*Eago
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RAPAURNT AR, SFFNEFRAIERT IR AL
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s B EREAIENEEF
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R
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cisco Business Process Automation

8 Jobs
1 7 Assets

Filters

Palicies ~

remediation-test
RefDCheckPolicy
Rem Policy

Default Compliance Polcy

Status

Name

Rem-Job-02

Rem-Job-01

jkliob

RemJobTT

MMRemJobs

NEWRemuJob

RemJob

RemediateJob

Policy

Rem Policy

Rem Policy

RefDCheckPolicy

Rem Policy

RefDCheckPolicy

Rem Policy

remediation-test

Default Compliance Policy

Batch Count

0

Assert Count

0

Created By

admin

admin

admin

admin

admin

admin

admin

admin

Created At

23, 3:19 PM

Dec 13,2023, 12:52 PM

Dec 13,2023, 7:51 AM

Dec 13,2023, 12:20 AM

Dec 11,2023, 6:00 PM

Dec 8,2023, 5:45 PM

Dec 6,2023, 5:21 PM

Nov 30,2023, 3:51 PM

O @

Draft Commit Remediate Complete Action

All v

(GANGINGRNGRNG

Active Historical ¥ Filers ~

hems perpsge 10

e B =

BB MmN AR L

AR R B R TTE GIRAY , BT AT T SREIE -

1. R EZETERFR> QIEEL, REFE RCreate JobT H.,

I
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Dee
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Coata
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bl Business Process Automation

7 - A ——
= T
d B Job Sumeary Parrs * . .
: e el gl Bed - ol [ =
] Palicy Summary
Maime: Lo heck
W B
E

AN - FAER
3. B Save Job,

BN QT EELL AR, ERITUTERE

o .
[ -
. s &
@ Fubon S ]
P ._
o
| =
-,
o n
B
1 da
ra
LY

e €SIy 1 Eii A/

1. RERIFTHALE,

2. i AName, Affected asset detailsFlSchedule details,

3. RERMZ M EF=,

4. fEAssets Details T , IR Z MR E=FIEX , R <diSave Job,

5. 8 #EController Type, Controller, Asset GroupHIProduct Familyd &&=,
6. EBRARE , BERFHXxA , BREL—TT,



IARAEAL N2 S0 Y BT

N orE . AATREAE SR AR Affected Assets) T E SLA T R E

AL ;N3 R YT IR AR

AMZLWMEE=E , TAERFNHE R R RE ST IR E,

~ JEE . ELAOn DemandERE1TEN |, /5 FStart remediation on Commit{lift, MR AF
ERIET , MAEERHAMEtE, MRAFIEFEOne-Timelt1 |, N AFUREHITELH B
R RRFE]

BAMRELES ML E, FJLERRRABEITXIN B M EE 3 M E,
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al1al Business Process Automation
cisco

isco ntarnal - BPA Davelopar Subscription - Not for Customar Usa.

Al > demo & (cancel )

& Job Summary

Policy Summary

Name: RemPolicy ——
Total Asset(s) : 1 (# EditAffected Assets )

@ Batches
Name Managed By Compliance Critical Major Minor Warning Last Checked
B Add Batct
bnr-asr-38 NSO-166 Partially Compliant 0 1 0 1 Jan 7, 2025
1 Assets Pending
1 ltems per page 10

@) Start remec diation on Commit

January 2025 >

R ;- RE

Business Process Automation

(Cisco Intarmal - BPA Developar Subscription - Not for Customar Use

& Job Summary

Policy Summary

Name: RemPolicy P ——
Total Asset(s) : 1 ((_# EditAffected Assets )

® Batches

Name Managed By Compliance Critical Major  Minor  Warning Last Checked
& Add Batch bnr-asr-38 NSO-166 Partially Compliant 0 1 0 1 Jan 7, 2025
1 Assets Pending

1 ltems perpage 10 -

Start remediation on Commit

< January 2025 >

Sun Mon Tue Wed Thu Fri Sat
.. Start Time: 19:00 [

@56

19 20 21 22 23 24 25

26 27 28 29 30 31

B - =R/t
AT L RBETIKR

BRAENF | FagITRE |, /LIRS E RERemediation Jobs T List Devices IT [H #
o AP TILURIZEHIESID, BF, BEEENTRRYINANIESS.

o ITHEETRHEAE~HRSFME B UARIEEIZ TR B RIEH B 5

o Ht B RERN HETANRAE L — B 0 AV HEAL B B R

« BIRIETERATOED  DRELATETRES , NER30WERFRE ; BIFHRE ; R
ERBUHBIRE -5

« BREHFAEEERHBLEFAEE , @RAFEUH, AFESITEH. TREZ LN
EHRREAER

« AFEMBERESMEAE @R8I RSFNASES. TRED LA EREERE



All > 2ndremjob

Tasks

® 1 Assets
& Jan7,2025, 9:58 AM

AT - IRBIIR

T ABRAFESHEARGE

HiRZEFIRF , TasksFETRAFREEREAERITHES.

EEFRRAFESHARGE , BHITUTRE

1. RS TR, User TasksHIRE OITFH.
2. %1% —14E % . User Task Details& O3 FF .

AT LA A BRAT AT IR 4E -
. R
- Eif
- BUH
AT ABRBERERFMAER
FEigZY|IERF |, MilestoneFIEREAEIRZ W AN RH H a1 B2,
EEENKEERBFEMAEER |, i5%EEFEZY, Milestone Details& A3 .

LTFRESTHTERE® :

- KRITHA

« IEEFIETT
Completed
- R

sssssss

nnnnnnn




All > 2ndremjob

= JOB: 2ndremjob 1stbatch
Batches Assets
0 Awaiting 0 Awaiting
 01n Progress ® 0ln Progress
© Commioton © 0 Completed o
© 1 Complete 1 Failed
0 Cancelled 0 Cancelled
Assets []
Policy Summary ©
Name: RemPolicy
Name M
@ BATCHES br-asr-38 e @
(® 1stbatch
® 1 Assets

() Jan7,2025, 9:58 AM

AT

NExEREHIFAE R

AT - AR T A B EPDFRE

A B R T R R

ELPDFEA THEHBERS

1. EREZRTMER> ERHRE. REENBRERGREERRE.

Download Reporti&£3i,
2. BB LRI A R> THIRE. PDFTH,

m
Start ouaion - 3 ssconc
Execute and View Pre Checks ouasion - 9 seconds

Golden Config Templates VariablesMap ouaton

Config Dry Run ousten

Config Remediation A 7 - 2 minses

Execute and View Post Checks Arg. 7ime - 2 mintes

Pre-post Analytics avg. me - 2 miutes

ENd avg: Time - 2 minees

BEHATUTRAE

Remediation Jobs - Batch Report

Job Name: bnr-demo-job

Batch Details

Name: balch
Start Time: 20-Apr-2024 11:26:08 UTC
ots Summary: 2/3 Completed

Created By. admin

User Task: 0

Device Name: bnr-ios-126

Managed By. NSO-220

Status faded

Faiure Reason: Remedation can
execution don't have got vanables
Duration: 0 days 0 hours 0 minutes

Start Time: 20-Apr-2024 11:26:08 UTC

End Time: 29-Ape-2024 1126:22 UTC

licy Name

M1 - NSO-166

e Controler Id

Milestone +

Golden Config Templates VariablesMap-2/8

Remeditaion FastEthernet

Status: completed

End Time: N/A

Schedule Details: On Demand

Total Assets 3

Completel

y 66

Start (0 minutes [8 seconds]

Execute 814 View Pre Checks

G

Va

Config Templates
shMap

Config Dry Run

e processed as

Config Remediation

iew Post Checks

@ Deuices Synchronization successful %

Y Filters A

Q) E) A v seach
¢
Status Duration Action
o Failed 0 minutes
1 tems perpage 10

wREEERER , FER

IR EIR EPDF



LA IBIR S RS A EFAEERD  ZE D RANRILENEE | flmFElLBFR, 4t
RBERR, FRMNERTE, SR =UREMMRS, RERREFFAFEMND (BMRF—IHD
) HPSFEREZFEN. REBFEMRE, HEAXR, FENEMNERESRUTRS,

HIRIAT  RBHAGR
ESEEREEMNRBZFMEER , BikEDevice DetailsiH., REENSE R EREUER"TH.

EREAFHAERBRSNEAEREFNIRFEE  SECERFEERENGSHE, Hln, A7
& & process templatef Tt i, GCTFaTREMIMERBHAS,

alan
clsco Business Process Automation

— All > bnr-demo-job R N
= Milestone View @]
o = JOB: t t
i e 175050 -
aaaaaa
@
mmary
*0C Tim
Created
alicy Times
ame:
@B
@vaten 0 SWRTEESEEATNI UserTasks Gompletion Percentage
B 3 As
R Apr
Milestone Status
° Ex

WITT - BREEUE
AFHIIT  RBFMAER — BEREEKRE
EEREREBRE , BIITUTERE

1. #%$EDevice DetailsTl. RS R ERENETTH.
2. BT TEPDF, &M THEREUEHRE"(Milestone View Report) #l T 7R o

LIRS A ATE R F AR R HAEF AN ERRFHENEEAR,



Device Name: bnr-asr-38

Milestones
Start
: . Execution . - S
Milestone: Start Tue Jan 07 2025 04:28:29 +0000 {GMT)
Start:
. Completed - -
Status: Complete o Tue Jan 07 2025 04:28:32 +0000 ({GMT)
n:
[Execute and View Pre Checks
Milestone: Execute and View Pre Checks I...xl:cullon Tue Jan (07 2025 04:28:33 +0000 (GMT)
Start:
Completed
Status: Failed 0'" P Tue Jan 07 2025 04:28:42 +0000 (GMT)
n:
Templateid :  nso_prepostFail Device Name : hnr-asr-38 Commands Evaluation Result : Fail
dir harddisk: location all | include free Rules Evaluation Result : Pass
Exccution Start Time: 01/07/25, 04:28:37:498 AM GMT - End Time: 01/07/25, 04:28:39:589 AM GMT- Duration: 2091 ms
#Rule : 1 Operation : Contains Result : Pass
Rule = Invalid input detected
|

|
WRIGT - REFAER — ERBNEPOFRS
B i 3R AN AL
R ThRE

BEEREENFERRETCIRMKEEAMRBNELRTE, ENRRRFZCLIEE , HIATHE
O, BHEFLAMXPUBCP)FHNEE, M TREERNEERINEE

« BRICEBRAVERERELE  FEEREBNMUEUNEERBZRENERI D, X
MIESRAL L T ERT ML S A M R RE

- HEBIHRBEEEFINEN, EZTEENRS , EBRATURTEBNESAMREH
BEHITRENE, XURRIRZEENSNERD EEERFERN KK,

- TEAM : EVE  BERAESNEAMERNRZ LEEER, IMAEAMREL TR
HEREEEEN— 3.

« BARERBSEERRTI AT EAEENRBRBEE,

R BUTR A B F 3 TwentyFiveGigE0/0/0/3 132 OB T A M MR &

interface TwentyFiveGigE0/0/0/31
description au0l-inv-5g-08 enp94s0f0
no shutdown
load-interval 30
12transport



s IBREERDISHEERRREZHRE , BEATERTATEEFRANETE, XEHRIIEE
TTPEMREL , NATIREFREHRDNETENE, TR RMEANARIEXLTE, F
XTTPHIIFME R , 1§35 Mhttps://ttp.readthedocs.io/en/latest/Overview.htmls

R LATFRA A F X AT TwentyFiveGigEEZ O iz{Ta MR E

interface TwentyFiveGigE{{INTERFACE_ID}}
description {{DESCRIPTION}}
no shutdown
Joad-interval {{LOAD_INTERVAL}}
12transport

ERFTRREGHNDTEER MR NERUTHSEER , ATNERZSIMERNRZEETL
R{E,

A T RAVERRBERE , URATNDEEWRRENERZI SR,

BEESREHNRZEE

router bgp 12.34
address-family ipv4 unicast
router-id 1.1.1.X
|
vrf CT2S2
rd 102:103
|
neighbor 10.1.102.XXX
remote-as 102.XXX
address-family ipv4 unicast
send-community-ebgp
route-policy vCE102-Tink1.102 1in
route-policy vCE102-Tink1.102 out
|
!
neighbor 10.2.102.XXX
remote-as 102.XXX
address-family ipv4 unicast
route-policy vCE102-Tink2.102 1in
route-policy vCE102-Tink2.102 out
|
1
vrf AS65000
rd 102 :XXX
|
neighbor 10.1.37.X
remote-as 65000
address-family ipv4 labeled-unicast
route-policy PASS-ALL in
route-policy PASS-ALL out


https://ttp.readthedocs.io/en/latest/Overview.html

HAREE , A TEN LRRE

router bgp {{ ASN }}

address-family ipv4 unicast {{ _start_ }}
router-id {{ bgp_rid }}

vrf {{ vrf }}
rd {{ rd }}

neighbor {{ neighbor }}
remote-as {{ neighbor_asn }}

address-family ipv4 unicast {{ _start_ }}
send-community-ebgp {{ send_community_ebgp }}
route-policy {{ RPL_IN }} in
route-policy {{ RPL_OUT }} out
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AN AFAFELFEUABRBERERPFENTERITRIE, ENITIRP , AL ZLHENTIR
BEE K ERRFRIOIVCEREG , NMTHIREUE , FHXNXEESTRANPELNZE. &
(ZREETREAEN ) @ ERFERPE R,

BEEMANRERROBEGEARN -, Bt , XELMOREAIEFNN . SN AT AFEHE M
ROZREMAE FFIH. QIERNER.

HCnREZRS , ANERBEERHRIIREESAAESERBER. ATHRNAERSHERM
EEAN,

- BERANATAFENATRIIRERDEENTENSEH
- WITHRE:
- BB BREMERME
- FRIRIZ R SE 1A T B S5 451
- MNELETIREVE
- AN E SR TIXEE
- BTREANERSTFHH I REREFERS

5Block4E A HIE R

- EHEAHER  BEANNERREBEGEBNEINAKIED
. EIE:
- HNEEERATROBREFNRE I E, QIEMEHR
- RETATEEANMNRMTIE , Bt TANEREGEAHNPEE

HERABERFGEAMRELTEMPNARBERRE , NMEBRIETIE AN G MG ENEE
REEE,

B FRIR

Blocks RE 3| HFT BB ER , HREATER. H. KE. BER, SAMSHRORE, BFT
LSSk, SEFMEERLEFARER.

ThEEIRAY IF HE R

« BIHEERCAENREK
o MEEREIN:



- BERSGRBMER R ATFAFREPTESRGTIER
o EMIE:
- ERBIARTI R
- AP AT LBE |RESIFRER 5 Rt THEF
- BREATRAFEMEBRMRESZREHHIHTERNIERIIEE
- XESTIhEE , BT EIRBP SR
. B1E
- RER P A LME R IM AR
- DELETE :F = /] BAM 51 3= R ff BR 3R

|t Business Process Automation

CISCO  cisco mtsmal - oA Devesapsr Subscrgtion - Notfor Customsr Use

Config Compliance - Blocks

Policias Blocks Auto Block Generation

3558

Filters Clear Allx
@ 0S Type ~
[ FX-08
[ NX-0S,108-XR
[ Junos OS
D Arista EOS
) 10S-XR

Block-New-Test

@ Device Family A Block-Loopback interface

CDT-Block

Bl BRI =

Optus banner

7N D0 B 4 B SR A
AddE{Edit Block T Al THAMEBE B RRNEREE . AR T A TEHL -

o BEXRBEFMEER:
Basic DetailsZp %2 +E :

- REFRNEER R

- R IRAY IR ST AR AY A AR A = 15 B

- BRERGRE  BERIENBEERSGRE

- REFRIERFENIRZRFINA

- RIRIAFTIERR: A T A RIEE M —FRIR TRV IET

- ANMBEERINAFHEAE R MR FESENRITAR , AP MERBRNF &R
B TRIFAFFAEE

- REFAF BN RIMAFREEN B E R
- BRSIRAFEENR XS ER
- ZYRUERRENEERUANZTEE



Tl pusiness Process Automation

o
CIFCD s ey 8 T Bty S o U

= A 3 Exil BRoch

| Block Detalls

&)

AN RER — RIFAE R

- FHIEELE:

Block Config&B% 3¥& :

- EERRTEETEAXENRERE. KEESRTHAERSPRENEZRSE.
« TTPEIRIE R BB IZREE N ERFEIRDI(TTP)ER , SAAEBYIR B AR AR LR AR

LR Z R EERTIR,

g Block Details

Enter Bock Detads

Block Description

Block idertiber *

P LEFHER



All » Edit Block

&)  Block Conhg
2 ) Config Block  Dynamic Blocks | TTP Blocks usaga .

BE LE B iE

152 A B RS 4 BRAE S

Ignore Line Syntax A T AR ER PRI EERETHARERNER , METRRERI ZT LHEMEMN
MREREMN, XEATUGLEZEERRSEFERPERIER,

SR TS EREMEAIgnore Lineld it :

1. RBENEAUREPHRWEE ST ( WMipit )

All > Edit Block

-E; Block Config
2 ) Config Block  Dynamic Blocks | TTP Blocks usage
L ]

R BRIE R

2. WiZATHI R BEAERE L #ignore_line”Mi iNiZ1T. =l : ip address {{ipAddress}}
{{ipSubnet}}#ignore_line

5| REM



RECE A WRR A BEATER(TTP) SRR A A TSR EFERET , REMIXEIREN.

TR T SBRUEATTPIIEE

1. EHIESBREE T HIEERE S , REERHFHNEET.
2. FHsetHletin T ENLTTPEE , MR :
- MRFEBREBTRA , BEMAsetii T ENLEE , MR :
shutdown | {SHUTDOWN_FLAG | set("true")}"
- MRAFPERETHENELZE ( WMiHA{DESC)}) , FEAletir s , MTAR :
i BA{{ DESC | re(". *") | let("DESC_EXISTS", "True")}}
3. EMNFERAXLETE ( LR RHIFASHUTDOWN_FLAGEDESC_EXISTS ) Bl X &M,

All » Edit Block

-\n
&) Block Config
2 ) Config Block  Dynamic Blocks | TTP Blocks usage
[ ]

TTP Template

5l &EM

MR

R “shutdown”=k “description config"{TERZEEFR TA , MERFERTE LEREM. ERE
7= E M EUR T 0 2 A N 5 P Y 1 42

Mask Sensitive Data@2 —H 8 ¥F A A IEM RIANE RS | BURBIH B ks & B & U=
B (MEBHEN ) (e, XEZAEENBE G- ) BRTENSE  HLESRBEEEN
NESAREEEZRPE R

ERBHRBEE  FERUATESR

1. EBBEHRKE S+
o BINBADENRIES (regex) B LR B BUREIE



- EEBMRFARUFRTENBEGIS ,

B LA “password”FF 3k 5 IR — /N 1R VR AT STAS )

““Vo B8N , RegextEX AT LA ZIBEF ( AT
, FEB®RNIZN.

2. BIEEERNMRA TS Nregext® = ; SAILREERXE R

All > Edit Block

%' Masking Sensitive Data

Enter Patterns for masking Sensitive Data @

RegEx Pattern Replace With
RegEx Pattem nter Block Name
RegEx Pattern Replace With

snmp-server community (\w+) SystemDwner

{ Cancel |m

Actions

m

R Wk S R AR

3. NFIRHRIBRT B EENE[AERN,

4. REFERAENREXERCENHBRZEERE , FARFESRNEBEEMED(FII"), I

BT AT UE :

- AAMESER-ZEZRNE>ERTEAR

FAEEERNBTEAERS

i
Cisco

Business Process Automation
Cinc rtwrnal - BPA Developss Subscripion - Mot for Customes Use

Conﬁg Compliance bnr-asr-115

o] st Co licy Cof Policy : user_name_masking_policy
m Severity: Critical : 0 Major . 0 Minor : Warming : 0 Info:0 Unknown : 0
4 < Back
i Legend
Filters
Total Polic Compiia + Confg line present in device, but not in = Config line missing in device, but present in
biock defnition biock defnition
Policy ~
P ~ Block: user_name_masking Compliant
Policy Name i i
r_name_masking_policy v username admin password @ *** Compliant
Default Policy - Com pliance ¢ Check ser_narme_masking__dy_§
test_jos_block_1 (3)
test_ios_block_1

Default Policy

- Compliance Check (13)
user_name_masking__dy_policy
. Blocks o~
user_name_masking_policy

user_name_masking

H:UIRERHEERE  URBREXESEH

Checked On - Jul 16, 2025 1:47 PM

EEEBANERRBENE

- ERMEFHER>ERWNREE>EFIKER(View Remediation Diff)

RV ISR E R N B i Y SRR

TR F B ERERIER



.|||.é|| * Business Process Automation

cisco Cisc irtwrnal - BPA Developss Subscription - Not for Customes Use

=l Config Compliance bnr-asr-115

'b Asset Compliance Summary Paolicy Cos Palicy Controller : NSO-166 Checked On : Jul 16, 2025 1:58 PM
user_name_masking__dy_policy

L]
@ ¢ Back
Policy* Commands *
Total Policies

Complial user_name_masking__dy_polic: y @ show running-config =+ @
Blocks

Default Policy - Compliance Check

Generated Remediation Config Vs Running Config
st_los_block 1

~
r_name_masking__dy_policy 1 wee Block: user_name_sasking_dy_block 1 wew Block: user_name_sasking_dy_block
user_name_masking,_policy 3 username admin password @ password 34 username admin password @ **¢ B
4 wew Block end 4  wWw Block end

AN E T T+ R i R R

o PHIEFN (EMEER):
Block RulesZB % 21F :

- BEERERF BREETESAMREHEUNEBNINFE R, R ZREFEIT
BRERBETHINF,
- REMGEE  ATAPAIRBPHNENIEETEERD. mEURHEBT AR EERM
EEAN R,
- REIRFACE ZBREETHWINFRIER , AERZEETHIRF STREINF T TE
iR HER.
- RAEE:
- BB EELT
- REEREZEEPSENTHEET
- REEBENMEZHRBEREBELARESE LHHREE T TE
- HEE:
- FRREANEELT
C BTRREREEPEEEREREEFETENRET
- Bha AR
- RAARENEER
- MRRFHFESEENTIESRL , MBS izk



All > Edit Block ( Cancel )

ey L]
‘&) Block Rules
- L]
Enter Block Rules Details -~ L
Enforce Config Order @l I._%Z Block Rules

Critical Major Minor ‘Waming Ivfice Compliant

Missing Blocks

Q000 0

Skipped Blocks

8 B3 4% 48 Block-Block AL 1
AN EE
HCnREZRF , A/ A UEE M INRRER T EEERAN . LIRS HMTHAR
N xE  mRAPFEE KB ERRBIEN , AT BAIEE T B4R B]“Compliant”s

. HNEE:
- APTLLURENEESNSIZATRIIEENHAN
- ARUUREEENE. RESMBRIN
o AN F|Fk:
- BEFAECAEANNEEIIR  BHEAFAE SN TR
- AR EBIEANRBBRTEEZAAN

All > Edit Block Cance w
. - ~
Skipped Blocks (/] .
L]
L]
| B Rules
( %__Z Rules
Enter Rules Details ~

? Default Rule - Router ISIS
(V] Violations :
Violat

AN R B E IR



SNSRI ¥ 4 2

o ANE
- RN 5 BeE— B FREAHE TARIR
- FBRAMEFE , SBARTBABERBSNHN
o BRIAFLI:
- IBERB RGN EE S BRIAF N
- AP AIE AR EAERN KRN SRR FHRIAE
- HiR:
- BEEXINNEMA ETXHRER
- WFBRAMEFE , BEBTXEFEME
- EM:
- BEEESHNNREKNBENHIFK
- APAIUREZERN. HEIMEREN

L B C D E F G H | J
1 Device Name Managed By Product Family Compliance Critical Major Minor Warning Info Unknown Last Checked
2 |CNC-bnr-asr-78 Direct-To-Device |E 2000 Series Non Compliant 1 0 0 (] 0 04-Aug-25
3 D2d-118 Direct-To-Device IE 2000 Series Partially Compliant 0 1 0 1 1 1] 04-Aug-25
4 D2d-juniper Direct-To-Device juniper-junos Partially Compliant 0 0 1] 2 2 1 06-Aug-25
5 DNAC_Mock Deviced DMNAC-Maock Cisco Catalyst $922-CLWireless Controller for Cloud  Unknown 0 0 o 0 o 1 05-Aug-25
6 bnr-ast- 78 cncé Partially Compliant 0 0 1 0 o0 0  05-Aug-25
7 |bnr-isr-118 Direct-To-Device cisco-ios Partially Compliant 15 2 0 2 6 ] 06-Aug-25
& bnr-n3k-44 NSO-166 cisco Nexus3000 C9300v Chassis Partially Compliant 12 0 0 0 3 i} 05-Aug-25
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mtu 9216 mtu 9216
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REBE
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1  Policy Name Fully Compliant Partially Compliant Mon Compliant Unknown Total Assets
2 | D2D-Juniper-policy ] 1 i} ] 1
3  D2D-Raiseviolation-policy 0 i 1} 0 i
4 D2D-Rem-policy o 1 0 2 3
5 D2D-Rem-policy-cloned o 1 0 0 1
& Default Policy - Compliance Check 0 2 i} 70 72
7  Policy Delete Issue 1 0 1} 0 1
g  Policy Test i 0 0 0 i
5 | Remediation-diff- policy ] 1 o ] 1
10 cnc gig policy 1] 1 1] 1] 1
11 ecnc gigabit 0 2 1 1 4
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Config Compliance - Blocks ncs540-250: snmp-server community cisco123 SystemOwner

w Block: neaS540- 250: snmp = server community cinea 123 SystemOwner
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FEIEF A S

I BRIR

NP ATFRAFPRBR—IHZM R, REMIIEEESANRBACKIR, AP ATMBETRUAT SRR
TIX LR 4E -

Xt T R MIBR

1. BfnZIBlocks [ H.,
2. R EMIBRAY IR 5510 B FE 2 kT AR,
3. i&FEDeleteit M, REMEISE RAIAHE,

T ZIRMIER

1. S FIBlocks M,
2. EHRERBRONENREZ LN EIRE,
3. B #HMore OptionsE#5 HiEF Delete, FIAE R



Reporting Configurations

Auto Daleta Reports Oldar than(Days): S0 [ ]
Max Blocks to be selected in a Compliance Summary Report; a0 (]

Max Assets to be selected in a8 Compliance Detailed Report: ‘ 100 ]

| Cancel Jm
B
BLE: B 3£ IR
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Reports » Generale Report (T cancat
Sedoct Repon Typa * Entar Ropon Name *
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Nate: Max Biocks fo be selected i a Complance Summary Report s 5
T Filters
Devics v
Fllteers Clear Al { Default Policy - Compsiance Check x  Clear Al
Show Selected Devices o A
M Policy* ~
- . Serial
Default Policy - Compliance G
Name Number Ip Address Controlier Type  Compliance Critical Major Minor Waming  Info Unknown  Last Checked
FGL1932108  10.197.215.11  Direct-To- Partially Mary 28,2025, 2:43
A Block ~ bar-isr-118 12 0 0 0 1 ]
PR M E 8 Device Complant PM
b -ase FXS1933Q27  10.197.215.11  Direct-To Partially s o " o S May 28,2025, 2:43
115 N 5 Davic Comphant N . PM
1 Nems per page 10
Detault Block - Intertace TenGig

BaIfELEERSIR — HE



Reports > Generate Report

Salect Report Type* Ertar Report Nama *
Datailod Report ] Drafauin Policy Report -] F Laet throo monthe
Mote: Max Assots io be safected i » Detadod Complance Report i 5

[ o =
Filters [~ w Dwfault Policy = Compliance Check X Clear Al
Show Selected Devices. (7) A
A Policy* ~
Detauh Policy - Complance Cr Serlal
Name Nurnber Ip Address Controler Type  Compliance Critical Major Minar Waming  Info Unknown  Last Checked
s FOLISIZI08  10.197.215.11  Diroct-To- Pastially My 28,2025, 2:43
M Block ~ far-1 1 o 1 0
il 8 Device Compilant 2 & & M
- — FXS1933027 1010721511  Diect-To Pactally " . n 3 - - May 78,2025, 2:43
Defaun Wock = Hostname ns N 5 Dénvice Coenplast P,
Deitaiit Block - Inbertacs Looph . -
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- i S é = é
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B 3 4 IR
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E Report Type ~
Gomplisnce Summary Report Name Report Type Report Format  Created At Status Created By ~ User Groups  Action
e Default Policy Repornt Comphance Detals Par Jul 16,2025, 11:26 AM e dimin
Rernedistion Batch
Summary report Compliance Summany Excel Jul 18,2025, 10:36 AM userdO1 Group-1
[ Initiated ~
Deta repornt Compliance Detalls pat Jul 15,2025, 6:29 PM thatict 1ser001 Group-1
Datadl rapon Compliance Details Pt Jul 15,2025

Summary report Compliance Summany Excel Jul 15,2025, 6:24 PM user001
test-d2d-09051 _test-01_ 1752574358 remodiation Pt Jul 15,2025, 342 PM admin
rom-chock?_batch-1_17% 4286 romodiation_bateh_ropon Pt Jul 15,2025, 3:41 P b admin

Excel Jul 14,2025, 7:27 PM et
Compliance: Summarny Excel Jul 14,2025, 7:07 PM userd Group-1
juniper-detailed - report Compliance Details Pdt Jul 14,2025, 6:08 PM admin H
1 7 Next nems per page 10
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REFERERD

- X EERPATF XS LAED EERBEE

Riors Name Desorighies Black Confy Benrk Men ey Triving Severty Sedectina Wioboont Bule Parued Sube Faded  Vnlitated Aty
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R Bdoww P 1] Mstheenraton Maging Corfgurptone: maming TP Terglate: Fake
Block bt ey nama “did Mgy Sl orbeal
aurheteator Hipged Bl s
Intasface nbelace Gagabit sharrat hnid i) ik it Aaw; ingariais Addigral Corigaation. inlo  Leilorce Confly Order Trus Fl & 3 ]
gttt Fiock p pddrems B (] Hssboet ipll Gigab Mimgirg Corfgurptions: magr TTF Tamglate: Fake
gt oo | npetiaton| """ Block bt ey name M sy Sloc: orbcal
et gt eson ety Trae™) } ‘rtertace Ggabfsrerret  tipped Bl inds
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N EtE

- HREERMARSATHREUREEENCLIEES .

S Rule Name Rule Description Vielation Mame Description  Severity Violatkon Count Affected Assets Count
Rule tovalidate viclations for

Pl Gigabit Rule Gigabit ethernet configuration DescriptionCheck warning 5 3
Rule tovalidate vielathons for

£ Gigabit Rule Gigabit ethernet configuration IP-Address-Validation critical & 2
Rule to validate viclations for

Ll Gigabit Rule Gigabit etharmet configuration No-Shutdown-check compliant 4] [t

5

]

[ Rule Namse Violation Mame Severity Device Name Managed By

1 Gigabit Rule DescriptionCheck warning bar-isr-118 Direct-To-Device

I Gigabit Rule DeseriptionCheck warning bar-isr-119  Direct-To-Device

bR Gigabit Rule DescriptionCheck warning bar-ksr-121 Direct-To-Device

6N Gigabit Rule IP-Address-Validation critical bar-isr-118  Direct-To-Device

pF B Gigabit Rule IP-Address-Validation critical bor-isr-120  Direct-To-Device
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Auto Block Generation Details ﬁ

s
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RAE MK

« RIFRFFRNAFRER TIRRRE R B EAARMARF S RBIET. ©EREBRERRIRR
RHEEIDEE,

RIRASRT

RIFMRFFE A CiscoConfParser N B MR ZELEFIREEER. B MRIFARFR Sregexi® = A8 < Bk
o AP A BERUIFAPIRIE B S WRMAF R EHMINERIFART. 1ZF A B Rt K4955-60N 2R
INBARIRRF, BMRIRRIN TOSKE ZME—#Y |, I BEBPAR A ZHE A8 @81 Ingester R S5# 17 40
o TTPEMRTUSE NIRRT, RIMRAFHNEHRMEXELTRME—1,

MRARFFAFFE A T MUt , MEMAMERANCENREERS N EER, BN, E2[R
REENEEN N — MR,

Multi option TruefyRARIRFFRHI - O, EEHEFbgp. vrf, 12vpnE

Multi option FalseRYRFRIRFRHI : BFiZHFx. snmp-server, HE

-

“name”: “BundleEthernet Interface”,

“osType”: ["I0OS”, “I0OS-XR”, “NX-0S”],

“multi”: true,

“blockIdentifier”: “A(?i)interface Bundle-Ether”,
“templates”: [“parent_interface.ttp”]


https://github.com/mpenning/ciscoconfparse2

“name”: “Loopback Interface”,

“osType”: [“I0S”, “I0OS-XR”, “NX-0S"],
“multi”: true,

“blockIdentifier”: “A(?i)interface Loopback”,
“templates”: [“parent_interface.ttp”]
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Configuration Compliance Detailed Report

Report Name: Detail report

Asset Name: bnr-asr-115 Managed By: NSO-166  Serial Number: FXS1933Q27N  IP Address: 10.197.215.115
Severity: Critical: 0 Major: 0 Minor: 1 Warning: 0 Info: 14 Unknown: 0
Report Generated on: 04-Aug-2025 19:27:22

Filters Applied:

Time Period: 01-Jul-2025 00:00:00 to 31-Jul-2025 23:59:59
Selected Policies: Cnr Demo Policy2

Selected Blocks: All

Selected Severity Levels: All

Selected Compliance Status: All

Rules and Violation Summary

Rule Name: Demo Rule 2

Description:
Violation Name Violation Description Violation Severity Violation Count
Demo Condl 1

T BRIRARIRRF

i & : SR B

A A PoliciesiE B~ LE X —H KM, MUARNEAEMENIT, RIEZ i EE RN H LAY
APEXRER, TTLUERATRRRBONEERFIRNSNMEERHIMNFIR,

Bl H R B

KPR AT LR REPoliciesi® B+ £ |, Z&BFEREA TARM,. &wE. BER, SANSHREH
B,

N EE  EMASHENRAAN RS ARG H,



Config Compliance - Policies
Paolicies Blocks Auto Block Generation
TF
Total Policies
Filters Clear Allx £ 5
C} [#03) Palicy Mare Search in Policy Nam
@ OS Type ~ s
NX-05
Arista EOS Policy Name 08 Type Created At Last Updated At Action
105-XR NDFC-test? NX-0S Jul 16, 2025, 10:06 AM Jul 16, 2025, 10:06 AM
Junos O3
SR-05 Backup-Policy I05-XRI0S Jul 15, 2025, 3:07 PM Jul 15, 2025, 3:07 PM
105 S e
. raise_violation_true 105,105-XR Jul 15, 2025, 210 PM Jul 15, 2025, 210 PM
Policy logging 108, 105-XR,NX-05 Jul 14, 2025, 5:40 PM Jul 14, 2025, 5:40 PM
test maskhost 105, 105=XR NX-05 Jul 14, 2025, 4:34 PM Jul 14, 2025, 4:34 PM
Ndfc-Rem-policy NX-035 Jul 14, 2025, 12:57 PM Jul 14, 2025, 7:35 PM
Palicy mask1 105, 105-XR NX-05 Jul 14, 2025, 12:26 PM Jul 14, 2025, 12:26 PM
Policy host 105, 105-XR,Nx-05 Jul 11, 2025, 2:08 PM Jul 11, 2025, 2:06 PM
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Violation Details

Legend
+ Config line present in device, but not in block - Config line missing in device, but present in block
definition definition

Block: Cnr Demo Block

interface GigabitEthernet0/0/0

Expected: desc Equals 'Demo’

Found: 'None' Cnr Demo Policy2 = Demo Rule 2 = Demo Condl
+ 2 no ip address
+ shutdown
+ 4 negotiation auto
+ 5 cdp enable
¥ interface GigabitEthernet0/0/1

Expected: interface Equals '0/0/0'

Configuration Compliance - Asset Violations Report
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X
Add Resource Group
Resource Group name *
CnR-Policy
Resources:
Resource Type: Description:
compliance -remediation-policy T
Name
C8kvPolicy
CNCBPolicy
CNCRegPolicy
CNCRemPolicy
Class-Map-Policy-01
DMNACRegPolicy
Default Compliance Policy
Default Policy - Co ck
Default Policy - RefD - Compliance Check
Default Policy - RefD - Compliance Check1
[N
ke ~
B2 7% RA
[EUN
B2 15 B R B
N o) [y [N
== /; N ke
HREERT A AR ERE N A BT 0 R
Add Policy
Policy name *
Access Policy Name
Description
Resource Groups: -
Asset Groups: User Groups:
All v | Search Al v | Search Al -

Resource Groups

Asset Groups Group Type User Groups
nR-Res -G
CnR-Resource-Group 200915499 static admin
CnR-Rem-POC-Policy
< H 2408devicegroup static sveacct
CnR-Performance -Test-Rsre-Grp
2408devicegroup12 static service-manager
1 ltems per page 10 402-dg static device-manager
Al static workflow-admin
ATT-Conexus-PSL-Tepology static

operator
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RAPAUAERARZROEESIESEEMEFELFIBRBENEFEIESTRINEME, THUESHAM
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EEAUNFH LRI EMBREZENETRENzipX . LINEERZMNERNMARF PR
BRWE — L& H2 TIH. LERRFEER , AT ET%EEDevice Backup ConfiglfE R ZFELE
FROEMERZFNESAEMEL, ERTHE , SMNEONARFREE LENRZERE , HNHE
RITEAMRE,

HEEMMEAFEL 6E A eI 2R F I EE

ERNSTRERENEAYE , AFAANEAMELRTE LN ESETERFEERTF&, X
TRAFEEESAMENARFFFH LEIEETERENZIpXX . ERITHIE , F#ET EERRE
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S, TEHBERBIRPEF,

- EANUATHESRIENPMEEI

mkdir <

cd <

>
npm init (press "enter" for all prompts)

« MBPAITF&HEE (&%UI)

- BfnEBPA Classic Ul > Configuration Compliance & Remediation > Configurations
- SHTTPEMRIRAFIZFF/R/FN/KEE”(TTP Templates/Block



Identifiers/Blocks/Rules/Policies)

- BRUTHAAEGRESHIXM

- TTP#&E#R : <<filename>>.cnrttptemplate.json
- BRLEFRIRAF : << fFF>>.cnrblockidentifier.json
- ¥ : <<filename>>.cnrblock.json
- MW : <<filename>>.cnrrule.json
- 3RBE . <<filename>>.cnrpolicy.json

-@AD&EUW)

- FAESEHXHEFRESRIPAENnpmEKHEH
- EnpmE BB AHIZ{Tnpm packdn T SA Bl gz 4
. ngesteri&ﬁ( tgz) S B EIBPAR T S IFIE

- tgz X E HIEIE B BPATE S B R AR 55 88 H K <<BPA core bundle>>/packages/data3
3k
- E# B 3Ingesterfk %585 (docker restart ingester-service)
 FIngesterfiiE(.tgz) B FBPAZ T S IR E

- .19z X E HI B ER At 2R BV BR 5585 H BV /opt/bpa/packages/data 344 & H

° E%ﬁ%ﬂ%lngester pOd(kubect'I rolTout restart deployment ingester-service -n bpa—ns)
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1. FREAT AEHRHATID
API:/api/v1.0/compliance-remediation/
BAERAT
FiE  GET

2. FEAHITIDIREVR B INIT
API:/api/v1.0/compliance-remediation/

BAERZRIT?



executionld=<<< execution-id >>

5% GET

BAER
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1. MREFZEMRe DR AR RHKIE , BHIAReDBHBRXER, MRRE , BHIAReDNAREFE
BHEIANFEAEZTENZANBIE. kA BIRESHAMRSES , RIERE MAM
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2. FANTAPIREEMMRNITSE

URL.:/api/v1.0/compliance-remediation/compliance-block-executions?deviceExecutionld=<>

5% GET



GET v  {{uatUrl}}/api/v1.0/compliance-remediation/compliance-block-executions?deviceExecutionld=66dfc32a2b855fb425602d4d

Params ® Authorization Headers (8) Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION
deviceExecutionld 66dfc32a2b855fb425602d4d

Key escription
ody Cookies Headers (11)  Test Results & status: 20

Pretty Raw Preview Visualize JSON ~ 5

agw 1

195 "results": [

196 {

197 "variable": "inteface",
198 "operation": "equals",
199 “value": "0/0/3",

200 "seq": 1,

201 "success": true,

202 “observedValue": "0/0/3",
203 "refd_mapping": "None",
204 “root": "1>all",

205 "group_ref": "root",

206 “hierarchy": "root[@/0/3]1"
207 b

208 {

209 "variable": "description",
210 "operation": "equals",
211 “value": "blocks severity",
212 seq: 2,

BAMERRKITNG
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Key*

1 bridge_group
Fiter Criteria
Expr*
all ]
Key* Operation * Value *
1 BRIDGE_GROUP_NAME Equals v MOB_228T_42RW_IPADO1
Rules
Expr *
al @
Key * Operation * Value *
1 BRIDGE_GROUP_NAME Equals v MOB_22BT_42RW_IPAOO1
Key *
2 bridge_domain
Filter Criteria
Expr *
all ]
Key* Operation * Value *
1 BRIDGE_DOMAIN_NAME Equals v MOB_22BT_42RW_IPADO1
Rules
Expr*
al [}
Key *
1 vi
Fiter Criteria
Expr *
all [
Key* Operation * Value *
1 VFI_NAME Equals » MOB_228T_42RW_IPAOO
=
EHMERMITHER

4. BEZITUA Tpythonff A& |, WIUFTTPEMBR S EENRZEEFRIVE :

from ttp import ttp
### Provide device config inside the below variable
data_to_parse = """

### Provide block config inside the below variable
ttp_template = """



### Create parser object and parse data using template:
parser = ttp(data=data_to_parse, template=ttp_template)
parser.parse()

### Check results and see if TTP parser extracts the value or not
results = parser.result()
print(results)

BEREEHAMERE

B RIRE:

docker logs -f compliance-remediation-service

%35 mKubernetesiiiE:

kubectl Togs -f services/compliance-remediation-service -n bpa-ns

Kibana B & ¥ 2.

https://<< BPA HOST >>:30401
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