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TREH T &40 MNIEFEE A RHIR 2588 1R

S EoRNEE | 9 - .
1l ﬁﬂ%ﬁiﬁjxﬁﬁﬁﬁﬂ BERGRE  ZREH  HEXH
I0S, I0S
W 4% R 55 1 i 25 N XE. I0S
\‘E
(NSO) v6.4 ~EH XR. NX- Yes Yes
OS. Netconf
IOS., 10S
5 W 4% 432 585 (CNC) v6.0 FEH XE. 10S Yes Yes
XR. NX-OS
v3.0.1/Fabric
12.1.3b
NexusBZEHIEHMR R RHMEFRSE Z4SLan, NX-OS Yes Yes
%EK?E“:%'J%E(NDFC) EWIETE vXLAN
v3.2.1e/Fabric
v12.2. 280 52K
B RlCatalystfir  v2.3.5 & H ;?RS XE. 105 yes 7

FREMHF

R PHERFHN TEREASHAENIMREARFIRLEN,

1. LEZ BTG REARGINITARNES. BXFEAER , BSRITIAEE,

2. SEMFERI2#I8S | FHIENBPA Asset Managerf —3f oA ., BXIFMELR , HSIBPAR
P8/ Asset Manager&B 4% o

B.RBEEFERFAMEEIEET—R ( T—R) NMPFHNE=HS,

[N vi)

BEEZMOEFRENSANETRERFIPRIFEMNE, XTLHEERALTHESEIT , hAL
HRERRTZET. SEERMDHEXHRERESIEAsset Manager UIF,

EMRRERD , BIITUTRE
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1. fEAssetsME £ , EF—NHBZMEE,

sl Business Process Automation

<l Cisco Intemal - BPA Developer Subscription - Not for Customer Use

Assets

Core

2 3 4 Securty
SD-WAN

Total Domain
NSO X | Clear All
Name ControllerType -  Ip Address
D N9K-179 NSO

N9K-83 NSO

ASR-75 NSO

N9K-178 NSO

ASR-78 NSO

ASR-74 NSO

ASR-146 NSO

10.201.168.82 NSO

#HEEED

Y Filters A

W DNAC W DNAC_Needle
M vManage W vmange_412patch

CNC vmanage

NSO mock123

NOFC testendh
W Ansible Dnac-r3-0s
mFMC W NSO-166

Controller Type Controller

Al -

ot ity s sy [ -~
e

NSO-63-0s  testl11 cisco Nexus9000 C93180YC-EX chassis
Export CSV Compare Config
NSO-63-0s test cisco Nexus9000 93180YC-EX chassis
Add Assets > View Config
NSO-63-0s ASRIK
NSO-63-0s test Update Assets > Sync From
NSO-63-0s ASRIK Remove Assets Sync To
NSO-63-0s ASRIK |
Show / Hide Columns Backup Config
NSO-63-0s ASR9K r
Sync Inventory
NSO-63-0s  10.201.168.82 cisco Nexus9000 C93180YC-EX chassis NX-0S 9.3(11)

2. i%$EMore OptionsB®#7> Device Actions > Backup Config. Backup Configuration® O34T F

Backup Configuration

Selected Devices: 1

| bnr-ios-125 x |

Policy Name *

NSO Backup Default Policy

Label

Q v Backup Custom Label

Target Repo

Default Database

#EE

Max. Retention count Compress

5 Yes No

3. #%&$EPolicy Name H 7 it — 1N B E X%,
4. B #HSubmitxy FrE R F#H 1T %10

EEFND



AP LA E A View Backups ( EE %% ) R MEEZ M HLIER,

1. EAssetsM A L , B —MER.

lnilis Business Process Automation

cisco

30

NS0-16 x | Clear Al
Name
bor-ase-114
bir-ase-115
bor-isr-118

bor-ncs-205

bnr-nes-206

bir-nes-34

bor-sw-116
calt-mock-device-1

dgw02 bloor

BEEZMED

Deman Controfer Type

ControllerType Ip Address

NSO

NSO

NSO

NSO

Product Description

Dummu

2. EREZRNER> EFED.

Total

Name

bnr-asr-38

bnr-asr-38

bnr-asr-115

bnr-asr-115

bnr-asr-38

bnr-asr-38

bnr-asr-132

bnr-asr-38

bnr-asr-77

bnr-asr-78

BT

fEBackupsit+7 , TANRBEZNETHZBIED,

- rpriAdi

EEZHEE
ESmiELR

All:Bnr-Asr X | Clear All

ControllerType

g si
CISCO  Cicco intomai - B2 Developer Subscription - Not for Gusiomer Use

v SO-WAN

Domain Controller Type

Ip Address Location  Managed By
CNC-pinwheelnew
CNC-Needle
NSO-85
NSO-166
nso-new-6
CNC-0S
NSO-166
NSO-166
NSO-166

NSO-166

W Ans:
V uFMC

Managed By

NSO

NSO

16

16

Software Type
105-XE
10S-XE
108-XE
10S-XR

10S-XR

FIVUUGL DESCHpIIL

Policy
Name

CNC
gitlab
Policy

CNC
gitiab
Policy

CNC.

gitlab-
Policy
CNC-
Qgitlab-
Policy
CNC-
gitlab

Schedule
Name

RPBLTIED

Software Version

16,124

17.3 48

Schedule
Type

On

Demand

on
Demand

Demand

on
Demand

On

Namand

PO
EEHEMER D B TANZOEE
HEOEESETREEIRZIANEEHITLR

Label

Nextgen-
Git-Tic-
CNC-
bradmin
Nextgen
bradmin
CNC-Git
Tic

CNC-
Nextgen-
Git-Tic
Nextgen-
CNC-Git-

Product Family

ASR1001-X

ASRY

ISR4451-X/K9

WS-C3750X-48

Start
Date &
Time

Dec
11,2024,
707 PM

Dec
6,2024
1140 PM

Dec
6,2024,
11:10 PM
Dec
6,2024
1.00 PM
Dec
5,2024

¥ Filters

Location Action

onfig

View Config

Sync Inventory

Noxt ems per page 10

Duration

18s

16s

16s

16s

Status Action

COMPLETED

NO CHANGE
IN BACKUP

COMPLETED

NO CHANGE
IN BACKUP

COMPLETED



EEFNEE

RPAAEEENZG ABEERHEE.

Business Process Automation

c I sco Cisco Internal - BPA Developer Subscription - Not for Customer Use
\/ SD-WAN V Ll Ang
mFMC
Total Domain Controller Type bnr-ncs-33
IP Address:
[ NSO-166 X | Clear All
Product Description:
Name ControllerType Ip Address Location  Managed By
bnr-asr-115 NSO NSO-166
Summary EOX

bnr-asr-132 NSO NSO-166
bnr-asr-38 NSO NSO-166
bnr-asr-77 NSO NSO-166
bnr-asr-78 NsO NSO-166 Policy Schedule  Schedule

Name Name Type Label
bnr-isr-118 NSO NSO-166

NSO
bnr-n540-74 NSO NSO-166 Backup on Nextgen-

Defalt Demand  def-NSO
bnr-n540-75 NSO NSO-166 Policy

NSO on Bradmin-
bnr-ncs-33 NSO NSO-166 Gitlab Demand  \SO-Git

Policy Tic
bnr-ncs-34 NSO NSO-166

EEZHEEEI

1. MBackupsi& I+ Fi%#EMore OptionsB#5> View Backup Config.
WEI P

Backup Configuration

<config xmlns="http://tail-f.com/ns/config/1.0">
<devices xmlns="http://tail-f.com/ns/ncs">
<device>
<name>
bnr-ncs-33
</name>
<config>
<interfaces xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-um-interface-cfg">
<interface>
<interface-name>
HundredGigE@/0/0/0
</interface-name>
<shutdown/>
</interface>
<interface>
<interface-name>
HundredGigEe/0/0/1
</interface-name>
<shutdown/>
</interface>
<interface>
<interface-name>
HundredGigE0/0/0/10

Backup Id: 48115280-b3fc-11ef-a213-8d983bcb5618

Advisories Backups

Start

Date &

Time Duration  Status Action

Jan

13,2025, 11s COMPLETED :

513 PM

Dec View Backup Config

6,2024,

1:32PM Compare with Current Config
1 | nee por pays I

Backup Configuration&

#EE



2. ERRMNEE.

Backup Configuration O Fr 2 L %I

FADEIE LT DU
4 MEOEES B B R
Tk THXARANZHEE
wE BHZERZFHEE

SZnkE bR
AFRTULERERRESRENLNRETRE.,

1. MBackupsi& Il = H % #FEMore OptionsE#5> Compare with Current Configo Compare With
Current Config& A3 7,

Compare With Current Config

Device Name : bnr-asr-38 Controller Name : CNC-pinwheelnew

Running Config vs Backup Config (12/11/2024, 7:07:50 PM)

Building configuration. .. ”

Current configuration : 3783 bytes
1

! Last configuration change at ©0:31:35 UTC Thu Jan 9 2025 by admin
6 1

version 16.9

no service pad

service timestamps debug datetime msec

10 service timestamps log datetime msec

11 no platform punt-keepalive disable-kernel-core

12 platform bfd-debug-trace 1

13 platform xconnect load-balance-hash-algo mac-ip-instanceid

14 platform tcam-parity-error enable

15 platform tcam-threshold alarm-frequency 1

EIF VNN

!
! Last configuration change at ©5:01:11 UTC Wed Dec 11 2024 by admin
|

version 16.9

no service pad

service timestamps debug datetime msec

7 service timestamps log datetime msec

8 no platform punt-keepalive disable-kernel-core

9 platform bfd-debug-trace 1

10 platform xconnect load-balance-hash-algo mac-ip-instanceid
11 platform tcam-parity-error enable

12 platform tcam-threshold alarm-frequency 1

I SEWIFNIN

16 ! 131
17 hostname ASR920 14 hostname ASR920

18 1 15 1

19 boot-start-marker 16 boot-start-marker

20 boot system bootflash:asr920-universalk9_npe.16.09.03.SPA.bin 17 boot system bootflash:asr920-universalkd_npe.16.09.03.SPA.bin
21 boot-end-marker 18 boot-end-marker

2 1 19 1

SSEERELR

2. BERLR.

Compare With Current Config®@ 0 A2 SA TR :



ELfERBETLR DU

g BHER&EMEE
MEZMIRZEE

EMEZNEE , BIITUTRE
1. F£Compare with Current Configi§ A # , # HiRestore, RIS E RHIA,

N e SRYEEIERE (ESHOTEERHER ) ARHERNE,

Are you sure you want to restore to this backed-up configuration?

Ao Bk & 5 1A

2. Click OK.R 4% & 7RConfiguration Restore 7T H .

'éllls'éla‘ Business Process Automation

10
a1
11
i0
10
F 8
0

CNC. NSOFINDFC Classic LANFIVXLANRY B Bk &

N g RUBBTEHNEEMES BATREXRZIEN , TAEFEES A BT
N TR ARIRIEE,



BLEXE

BERESRHZARFNEENAIIRE, FUITHRFETMEREENREFIRE , EENR
ERERENREF ESHMERTNEE.

BLEREERARGITE AT IR

LN RERITHEERE , MRIUERPRME T BERAFHCFGBNRENE , Mt A T2,

7% =R RIS

“BL B RIET R

Configuration Restoreidt <& REAFRTHIRREREREELFIR |, BT H B B ERF
S, BRINBERT , IIRETHBAGWEL, ARl RS EERIREHN A EEETIESR
D&EEFIREL, £TNEME , ARPAUKRESTEELER, APFESEENBENIERSEEN
Bk, EEBHD , AP TLURCBITIRESH(NEHIZERE, BHISMERBR)LIRELTIR

o

BRAE , MRIKRFELE—NMEEEITHEL , Auto Refreshtli A FEL B R ELIESI0W B
E%ﬁ_;io

AFESHEHAESR



clsco Business Process Automation

Backup & Resiors

EE +

1]
N
\_J

Filters
Device Indtiated By  Start Time Status Tasks Completion{%} Mide stone [+ Acti
Controller Type A
pe biv-ia-121  sdman Apd 30,2024, 4:57 PM S FALED ) 555 Exscits Rastons-6/1 5 dsys 18 hours 45 Manutes
S0
wei0n-123  mimin Ape 30,2034, 258 PM @ COMPLETED  © 100% 0
llex ~ e L
) 23 F8l da 1
—_— A tems per pg 0

AP ESER

MRESIERTEAATHAAFESHEAGEXEFE , W2ERAFPESER. B BFESH
AESNEEF , FHESENI THEMAHFHAFESHNED, EFMRER THIRAREA
FES

View Prechecks

bnr-ios-123
o E»
Template Id: Restore Commands Device Name: br-ios-123 Commands Evakuation Result - | Pass
show running-config Rules Evaluation Result: | Pass
Execution Start: 04/17/24, 11:12:56:143 AM - End: 04/17/24, 11:12:59:315 AM (3172 ms)

D C O

EEMRE

HERMREEOR (WLEHFR)  RAPANEREG#E, ERNECERERESHAGEH
BEESHEESR.

EEEMEE

FHHINDFC VXLANBITERZHE
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GECTED e
JENDFC VXLANE BB E

RITREEEH , BB ERAMMITIAES R ( NDFC VXLANRIRERERIN ) WK E 2 F2IEM
MNVERE, HERSEERELRAmENS R,

EHHVRERA T

CInit - FHRANEESREERMBRE

R FERBEE R ERERITHERIREMNRE,

EETRRERE TR, REBHE,
MEERBATERE , AREEMELENESR,
EEWMK-ERTZE , MBEEARIFIEIRE.

HITTR RITRITIRELBRAEEZ RS
BESBZBUFHANITRE” , IRFPBEENRE—F,
RERZFRSGREZHRSESER , EFEEYFZETRES , @SB EEETRE, STR
R BEIS AR
ITPostREEHTEMNREFRREHE , WITEREUBRAERSEETMBIZET,
10. EEOMER: BRI DD HEB LR ED , LEEMRENGHRECZHNER,

0O N O WON -~

©

N s FEEERANTEREREL M TELANTEAEE RE.

N s REERABITESANBEE | LI BEM R EIEE S,



Business Process Automation

Gisco Internal - BPA Developer Subserplion - Nol for Customer Use.

@ it puration - 17 ssconas Al v | Searct O 1
Filters
Initiated . N Duration - 51 second:
Device By Start 1 Milestone Duration Acti
Controller Type ~ °
bIB01aVXLAN-EVPN- Feb 2¢ Restore Type
admin 9 minut
Unso oML PM 210
I NDFC bIB0T 8 VXLAN-EVPN — Feb2: @ Restore Type
CML : PM 210
bIBO1 8 VXLAN - EVPN Feb2! @ testore Type Sek
. admin
Controller ~ CML M 1110
bl601a.VxLAN-EVPN Feb 2% "
Onso-108 EEICT admin FebZ{ @ Execine Prochecks o s e TERE
L NDFC-Vxlan bI601a VxLAN-EVPN- Feb 2¢ Restore Typ
. admin o @ Connguration Deploy ouma Um‘ by
_— bIBGOaVKLAN-EVPN Feb 2¢ Restore Type Sel
Policy Neme ||l admin | @ Check Device State owotion - 25 secands b0
L) NDFC Backup Default LAl ] admin i | . ) view Analytics Diff-9/10
Ca oML PM @ Execute Postchecks bwason - 28 seconds
" bIB01aVXLAN-EVPN Feb 2§
NSO Backup Default Palicy |~ D19018:VX admin o testore Preview-2/10 21 minutes
CcML PM @ View AnalyticsDiff ouration - 1 minute
BIG01aVXLAN-EVPN- Feb 28
ik admin % View AnalyticsDIfi-10/10 7 minutes
oML PM
Clear All
DIEOTaVALAN-EVPN- Feb 25,2025,5:17 Lo o R TTE 6 days 23 hours 31
oML PM minutes

12 Next Items per page 10

NDFC VXLANE R HE

AP aEY 2 E EREE (Milestone) S| PHEREFEMEEREHFAFE. TTHHHREEMANF
MES.

BEEMEAER

o Init: FE—NEREIRATARIFMELRE K AETESAENEERERRE. WRAFEE
MEREPREEMTERSEER , VEERBBEEFHERSEREAFPESY. AP
RIMEACEEHERRE,

o ERERFHEFE ENDFC VXLANTS A |, MEXRBEREERE IR BN EENDFCRE NES

- 1%FENDFC Restore User Task:
- MREFME IR R MR A IFMRE R EFERNNISERE
- MREBAZHREERE ¢ IR R IRE BN AR RE
© )j&%/@\
C METERMBERSAFE , AR UUKERITIER
- BUHIER:WREESREDRE , AR JUECET/EREUA#ITHEN R



Select NDFC Restore

| View Tree ) I. Expand All { Collapse All b

\\\\\\

1% FENDFC Restore

ERERME - EFXRTE TS ENDFC VXLANFRREHNXEBLS R  ERES , AFAFIRE
EMBLER , MEEHREZ A THRN TR, WESERTUTIERE
- BEEEMRBERAFES:
 BHRGSBHAAPHTEERRERMK IS
- BEEXREMBER-AFPUUEEERETMENER , NMEREREFRREN N H#
- RER:
- METHERMRERSARE , AR TUSERITIER
- BUBETHERNMREFEEREREE , AP UBUETEREUHITHLENFHE

0! o o
Restore Preview
O
o
@) C
[ Contuo ] CancalWordow I Close ]
O O Q
EEXREMKAFRES

BB NDFC VXLANERRZH S REEREMBERNBFIEAFLES. WESHAFPRHIT
FITNEEFRNEEN S, ZESHERUOT -
- EMKAFES:
- BRRGSBARAFEEERETKLERNES
- BEREMEER.RASFOAFPIE RTINSO EE M FMATE



°© ;j&%/@
- METHERNMEGREEHBEFESTE , AP TUMRERITIER
- BCHIERWREEZRIEE , AP TUECE T/ERBEUBRAZ  AEBH
5

w®
Configuration Preview
PN
Switch Name IP Address Role Serial Number Fabric Status %:::1:-:;(‘.\‘.:-.‘::: Status Description Action
[+ of-Sym
ltems per page 10
E=E e
17
P & T 58
/= . /= e = =
o WATTR: EMITRIREER , HARERITER.
X
View Prechecks
Execution List Component <
o
Template Id: Restore Commands Commands Evaluation Result Pa:
Device Name: brr-asr-115
show Rules Evaluation Result Pa
Exec 0 6/24, 12:12:34:446 PM - End: 09/26/24, 12:12:36:175 PM (1729 ms|
-
C
T @ EE =

EEWRE

- EFEWR:AF LB £ dContinue, RetrysCancel REFEFFIFMEEHBEESNEL
TR, R , MRAFAEMEREEREREBPRNIEFME BN IIRER | NI ZRIRER
THRERERITIRE,



View Prechecks

Execution List Component <
o
Search Device Name
Template Id: Restore Commands Commands Evaluation Result Pasz

bl601a. VxLAN-EVPN-CML
Device Name: bl601a VxLAN-EVPN-CML

s6007a VxLAN-EVPN-CML

516007 a VxLAN-EVPN-CML show running-config Rules Evaluation Result : | Pazs

516002a VxLAN-EVPN-CML
s6005a VxLAN-EVPN-CML
sp601aVxLAN-EVPN-CML
s16008a VxLAN-EVPN-CML
bl602a VxLAN-EVPN-CML

sp602a VxLAN-EVPN-CML

BESMRENTRE

Do you want to proceed with SNOW'?

w CancelFarm

Cite o VoW

E

SENRAFPCELRRERDEARIEHERENBREIERS ( WServiceNow ) RERRET
Bk, WA, A, MR ERAREIERAEEEE:S , NEARRIEFRE.



Approve Ticket

« Approve_Ticket

ckat il

Plesse Approwe ticket in portsl snd then click on e

?J:t I& =1

ERFRER , TEREREAT —IMEREHE,

View Config Diff

Device Name : bnr-asr-38

241 |

242 control-plane
243 |

244 |

245 line con @
246  stopbits 1
247 line aux @
248 stopbits 1
249 line vty 0 4
250  transport input ssh
251 1

252 1

253

254 |

255 end

256

257 ASR9203#

EEREER

EEPreRestoreilEEZER. B ENENEESZTEEH
?M‘TEE'Z%E*&%EE% e E
SERE , FRERRNERNEERS

« RERBRD:E

Controller Name : NSO-sanity

Running Config vs Backup Config (Sun Jan 12 2025 06:02:29 GMT+0000 (UTC))

11

2 lin
3 st
4 lin
st

BRRNNRNRNRNNNRNEED

control-plane

e con @
opbits 1
e aux @
opbits 1

Ticket Numbaer

CHGOO3003S

THBHAFES



View Config Diff

D Name

Bahun

g Contig (Thu Apr 63 2078 074747 GMT#0000 (UTT|

g ve funn

1 16 MR CosFlguration 772
=11 Laakt e change ot e dpr 3 BH:dS:3E 3HES by sdmin

CCOC S .
BELRERBER

&EEPostRestorellEZ R EFEEEZHGE , AP TUEEETERENZHEE 2B LEER
RITRERE BTG ER , HIEERITER

View Paostchecks

Execution List Component
a«
Templste M- Regtors Command Commands Evshastion Reauht
e Fame
]
D @ D
BEERER

EERERREBE2ERAFES. AR ALUER £ $HContinue, RetryZCancel REEE
FSEMACEEAREESNEELS R, MEHFEERestore Entire Fabric for NDFC
VXLAN , Ml &3 ZRBREETHMERERITEHIRE,



View Postchecks

Execution List Component o«

Template Id: Restore Commands Commands Evaluation Result

Device Name: sI6002a VxLAN-EVPN-CML

show running-config Rules Evaluation Result Pass

)28 VXLAN-EVPN-CML

s0602a ViLAN-EVPN-CML

EEZARBNERE

View Pre-Post Diff )

asr-115
Pre Check : bir-asr-115 Post Check : bnr-asr-115 ﬂﬂ
show running-config v A [ Aoces Deleted

Building configuration... Building configuration.

Current configuration : 7741 bytes Current configuration : 7741 bytes

! Last configuration change at 02:41:48 UTC Tue Sep 24 2024 by admin ! Last configuration change at 02:41:48 UTC Tue Sep 24 2024 by admin
version 17.3 version 17.3

service timestamps debug datetime msec service timestamps debug datetime msec

service timestamps log datetime msec service timestamps log datetime msec

EEENER

EEIMERREHAL2ETAFES., AFAUEETRENERENITZEMNLEE ;
REEDITHRERERE , EREETH. ﬂﬂ%FﬁFﬁhRestore Entire Fabric for NDFC
VXLAN |, MR 5ERE T A RZNITRIEZE



View Pre-Post Diff

bl&01a VxLAN-EVPN-CML sI6007a VxLAN-EVPN-CML sI6007a VxLAN-EVPN-CML si6002a VxLAN-EVPN-CML si6005a VxLAN-EVPN-CML spb01a VaLAN

Pre Check : bl601a VxLAN-EVPN-CML Post Check : bi601a VxLAN-EVPN-CML ﬂ“

show running -config A Added n Debeted

EEZMRBNTRAAER

&R FAER

I+ Business Process Aut

Al
CISCO o b - B Dl Stmaipion - N oot U

o Summary.
e

20

Compiation Percentage

Miestone Stotus

-
s ° -
o -
o -
B °
° Check Devi
P—
o -

EFRAELFAER

f£Configuration Restorel 2B +<7 , AR AR E—TEEERELWNFMER , Hlan

- EFHRAFES

- EXBEDL

- THEREREE

« RANIEREBRTEACSE , HINFARENEREN G SHH

Milestone StatusEo 2T —N&m , ATEEHMMNBFRERENNEANR. BRIABERT , AT
AATHA :



L e 1 2

Template Id: Restore Commands Commands Evaluation Result : [ Pass |

Device Name: sl6001a VxLAN-EVPN-CML

show running-config Rules Evaluation Result : | Pass |

Execution Start: 02/25/25, 05:28:49:321 PM - End: 02/25/25, 05:28:53:325 PM (4004 ms)
!Command: show running-config

'Running configuration last done at: Tue Feb 25 ©84:81:81 2825

!Time: Tue Feb 25 ©4:22:48 2025

version 1@.3(1) Bios:version
hostname sle@@la
vde sle@ela id 1
limit-resource vlan minimum 16 maximum 4@94

Timit-resnurce urf minimum ? maximom 4096

MR B

o RITTIAZHOH

Template Id: Restore Commands Commands Evaluation Result -

Device Name: sl6001a VxLAN-EVPN-CML

show running-config Rules Evaluation Result : | Pass

Execution Start: 02/25/25, 05:30:38:742 PM - End: 02/25/25, 05:30:42:714 PM (3972 ms)
!Command: show running-config

'Running configuration last done at: Tue Feb 25 @4:23:4@ 2025

'Time: Tue Feb 25 @4:24:29 2825

version 18.3(1) Bios:version

hostname sl6é@ela

wvdc sle@ela id 1
limit-resource vlan minimum 16 maximum 4894
limit-resource vrf minimum 2 maximum 4896
limit-resource port-channel minimum @ maximum 511

WATERERY i

- MITRRENK L
« View AnalyticsDiff%ai H



Pre Check : bl601aVxLAN-EVPN-CML  Post Check : bl601a VxLAN-EVPN-CML A

v A n Added u Deleted

o

show running-config Changed

'Command: show running-config 'Command: show running-config

'Running configuration last done at: Tue Mar 25 09:43:56 202 'Running configuration last done at: Tue Mar 25 09:43:56 202t
Time: Thu Apr 3 02:58:80 2025 Mime: Thu Apr 3 02:55:@8 2025

version 10.3(1) Bios:version version 10.3(1) Bios:version
hostname bl601a hostname bl601a
vdc bl6071aid 1 vde bl601aid 1
limit-resource vian minimum 16 maximum 4094 limit-resource vian minimum 16 maximum 4094

limit-resource vrf minimum 2 maximum 4096 limit-resource vrf minimum 2 maximum 4096

limit-resource port-channel minimum 0 maximum 511
limit-resource m4route-mem minimum 58 maximum 58

limit-resource mGroute-mem minimum 8 maximum 8

limit-resource port-channel minimum 0 maximum 511
limit-resource m4route-mem minimum 58 maximum 58

limit-resource méroute-mem minimum & maximum 8

View AnalyticsDiff#i Hi

BEEANARERF

Home / Admin
= i),

cisco  Business Process Automation

admin admin o 0 e

S 'y 2, ®

Settings Sync Users Sync Groups Tag Management

& = T =)

h 4
Backup & Restore Service Catalog Adaptor Builder

Controller Data-Sync

A -
r=]
Ansible Settings Event Handler

ZFMNRENARER

ZONERERFERZEEZDEBNEMEFIZF[HREN , HEHEEITEENRTFEFE . ZER
EEEFETIERENSGE, ATMRERSERE LWZMEE. Backup and Restore
AdministratorSI A FEE U THH -

.« KEE



.+ it
BERE — Lt

- FRAEIEFR
- BfRTEfEE
- BFREH

REREZTEONEFRENZETH THIEE L.
=l Bisness Process Atomaten e @@ Q O

Policies

Schohies DovcoCont-Upoad  BackipHely  TagoisRopostores Targes Pugins

+ Ccsv + Excel Q T O [20 v~

Policy Name ! TargetRepo ! Restore Workflow Name ! Status i Actions

]

]

AT T U N
] w

Policiesi& Il

Policiesit T~ IRM ARG HATE AT AR MNRAEURATHM, &wiE. BER, EHRMTHRERBEN
W KRB AN — NIRRT 8 LEE S — AR

7N D B Y BB R S



000 0©

Backup Detaiis

1 Fiter by (T

N DN SR YR 48 3R B
PoliciesiE M~ 3IFA T X BEFE -

- REEERM  KEEHNBWN (LR
- EHERAE , RBATESRE ; MRKER , RET2AAFEREEURTES , HE
SERFEMEMAYIT X

Backup DetailsE8 3 SBIE A T FER :

- BfrEE:FHEE D0 EREEE

s RAERBUHBESMBZERENBZONES ; —BEXIRE , RoBRAREEH

- BRBRBEENEX THTEETHEERBRBENRRIR  IT2ERFRNEE

« BEEENLRANEER AT RZBLERNENRIIXR ; ZEIBZRBMEER | SUREL TR
FONRZHNREMEE , EFERFRNEE

- ERERE , BN EFEIIHTES

- B ERE, BOEFEZINSBMNER

Restore DetailsZF 7 2EU T FE :

o ERIERERIEFRHITHIERE

o PREIESEARBE N ARV EIZS R A (Bl |, BIBEHOMLEEEEZ(DCNM), NSO)

o BIRALUR— NSRS FREERF/H D TER ; FERETEREHEATRIE
o FEREME (FRIE) WEARIEYIEIRE TEREMER

. MREERNATIRENERDIE

- EREERNXATERENERIIE

- BRAEIERIBEIIRGER ; FRHRMIRMHSServiceNowR S 9 FF FE BN £ 5L



i+

TRIRRERE RN, AP ATUERRBIRAEEZMRZOEE, THRITUR XML | #
A AR EHERT

. ‘ . III Home / Admin / Backup & Restore / Schedules
alvali : - dmin ad
cisco  Business Process Automation famin admin e o o e

Schedules
Schedules Policies Backup History Targets Repositories Targets Plugins
Add
4 csv + Excel Qa ¥ O |20~
Schedule Name i Policy Name H Recurrence(Y/N) § Actions
DNAC-Weekly-gitlab Gitlab-Policy Yes /s u
A
CNC-Weekly-defau CNC Backup Default Policy Yes , ]
CNC-Cron-default CNC Backup Default Policy Yes / .
CNC-weekly-gtilab Gitlab-Policy 7 u
s =
NSO-LSA-weekly-Default Ticketing-Policy Yes 7 i

1to5of5 1< < Pagelof1 > 21
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e sdmin adm
cisco Business Process Automation saminsamin (EE) () o e
ule

;i
1

g JJJJJJ
s 6 7 8 2 1w PM v ®
& -
YIER Y- g ]

Schedulesit T FEBLUTREFE :

o HRIBIATRIRITRI A —FFR

REEBW - AT RIHIT R P a8 A B R B

PR ERT AR it R P WP R 00 AEARE

BEHEZONESH (BHERIIR)

“URFAEEMNUINEE Sy 2EATEXEMITNSHNFE |, Hla0TF i B BRI aTE,
EE#ERK (B#ECron ) LR B H

REBE — L&

= o min acimin
cisco  Business Process Automation : e o o 9
ce-config-upload

= Controller*




REBE — £&

#£Device Config - UploadiET+H , AR IR ELEBE—NMHLZMREBFEEMN tar.gz=.tgz 3
, FEHSTFANERERS

FEXHEEIT ; "sample.tar.gz" > "sample.tar" > "device-name.txt"

Device Config - Uploadi& Tl <R I A T XBFER

PRHIZRE B 1 HIBS SR BIFT B RV IR HIBS 3B ( a0 , DCNM, NSO)
ERHIET 1 H R E AR EFHIEE R4

Policy ( R ) : BEHREEHRE LEHH#HTZ O EAEKRE
MBI R EERE LRPHFIER 0N IERS

FilesZB % : B LA tgz 8l .tar.gz & =\ L & #9 B B SU4F

C R A

_ hal Home / Admin / Backup & Restore / Backup History
= alvaln .
= . . ad| adi
cisco  Business Process Automation aamin admin e o o e
Backup History
Schedules Policies Backup History Targets Repositories Targets Plugins
From Date To Date
5/21/2023 B x 6/5/2023 B x
+ csv + | Q Y O |20
Execution Id * Policy Name *+ Schedule Name *+ Schedule Type * Start Date & Time ¢ End Date & Time * Status ¢ AL
647d8770adef0e0C NSO Backup Default On Demand 06/05/23, 12:27:52 PM 06/05/23, 12:27:57 PM COMPLETED @
..... PLETEC @
6479faB1adef0e002... CNC Backup Default ... On Demand 06/02/23, 7:49:45 PM 06/02/23, 7:49:12 PM COMPLETED o
PLETEL @
6479ee90b5770c00... NSO Backup Default ... On Demand 06/02/23, 6:58:48 PM 06/02/23, 6:58:37 PM COMPLETED °©
1 1 APLETED @
64788148051174002.. NSO Backup Default Cross-backup-10109 One Time 06/01/23, 6:00:00 PM 06/01/23, 5:59:45 PM COMPLETED @
4784¢f4ec73b000 CNC Backup Default CNC-Cron-default Recurring € 23 PM 6/01/23, 1:17:00 PM COMPLETED @
64784c9851e63800. CNC Backup Default CNC-Cron-default Recurring 06/01/23, 1:15:28 PM 06/01/23, 1:15:28 PM COMPLETED ©
COMPLETED o

‘BN EIEF R

Backup Historyit T F R EZKBIF AN A LAE , F5IRERH,. K&, TR,



Execution Summary

Completed: 2

No Change In Backup: 0

Queuved: 0

Falled: 0
Running: 0
Miscellaneous:

MITHE

AP AERZRPTHEDRS,

B PriFfit

ERANERFRIBNEERENSERS ., BRIANTIE E B ir 76 ER N BRIERE.

2 [ Adr / Backup & Re we [ Target Repc ies
d n ad
'cisco. Busmess Process Automanon admin admin o 0 e

Target Repositories

Policies Schedules Backup History Targets Repositories Targets Plugins

Add
+ csv 4 Excel a v o (2~
Target Name i Target Type i Default i Actions
—
Gitlab-Test Gitlab = /s B
Default_lnternal_DB Database
1to20f 2 I« ¢ Pagelofl » 3
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FEK A,

AN DN 4R 18 B AR E i

AN DN 4R % B AR E

Edit Target RepositoriesE O BB T XBFE :

BB ERENER

BB BRRBENEN , S SERREEMFHNETIE
BirkE A ERRE | XATHER T BREMESFINEEREBIW , Adaptor
Name. Adapter VersionZ)

B #RtALE KN B AR AL K

B Frif

"
C
Target Plugins

Policies Schedules

ore / Target Plugins

Home / Admin / Backup
niln i
1sco Business Process Auto

mation

@ Q O

* Execution Environment + Created By ¢ Actions

Tto3of3

Q

| |4
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BROMERERREHR T —NED , IPFATREEENROEEN T, LWIHERBEHERLEREES
¥, 8MEGHRI - MEED , ZEO0SSRY. mANRESHYI%K , AR UEBfREHE
"(Target Plugin)it B+ & k4%,

AN DN 4R %R B AR 1

Target Plugin

Target Type * Excecution Environment * -

Upload Plugin * @ Remove

AN 4R EE B Frid
Edit Target PluginsB AEB U T REFE :

- BFRELEGNER
o BATHIR S ITE ; Ha{XXFNodedS
o bEEEE gz tar. gz X EENEG G  ENZRT RE2EESRNPM)E

DR

D IENASRIERERAQF) , MAERKIKIASHRIRE. AQFEENZ DI EPMIL THEXR
R , WREE LIRS BOEE A TLE,

AeMipREEH

BAMRYIER
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NRA B’1E iR

ui-app restore-jobs.show &R REE RELRNAREF

X EFEINEHNEREL  EESE
N \ & ’
R AL e R B i M B OB
restore-config =i R ERTERENFHAFES
backup-config = 5. LBEATHRBRHREZH
backup-config & R RERHRERZD
MENAE

EEATUREEFERUBRINEFAC, WEARFIEAUTHENAS

RFAt DU R

ui-app:backup-jobs.show,
restore-jobs.show
ZH0EL - E

AARHEOIEFRERBAFIA J0 0 C 0

ENEREERR

PR R AR R backup-restore-policy: ¥l &
restore-config: & &
MEENL : EF, BEE
ui-app:backup-jobs.show,
restore-jobs.show
£ BEEDE RAPANEREREZERE. LtREE. & 20MFL : 7\'1',
) EROMLIERNEFTREME L backup-config: ¥l E
backup-restore-policy: i &
MREVEL : PE
ui-app:backup-jobs.show ,
s hEkR A ﬁﬂiﬁfﬁﬁiﬂ’\ﬁ%ﬁ\ EFREOH F0FL : NE
B, HEHEREHTHR backup-config: &B&., B
backup-restore-policy: i &
7 ] SR

TR BEAASEANBERONERRBEURE~HNEL L ANR. WHEATER



ABRFEAFABNREEXMNXELEEG  MNTRSZEMMZERE, FHFRREET 7R R
REHTERE , EERATUEZRNE LR, RERBTIREIBELRAINE, EERATUENR
AR, BEESMAFRATLUESR, RENEENSHAMRBNR~H, X-RINEAEEE
BY T3 BURME B AR BIR RIS HERVIEH,

ET—RUNABEERONEENENE LEFRXREE , #ESRESTASBRIEENZE
12 F3E R SR e e B = B SR BT BRI

EEFASBARR |, BT TERE -
N oEE RRREREER AL R,

1. Q2R FRESEIAF4A.

2. tIZAFAGHRESEIICIZAAFE,

3. KA AMEIR =4,

4. BI R JRE LA Bl 4D R BE BT R o

5. BRI R FEFMEXAFA, BEEAMEREL

k=3t

TR IRRA E O ORARA | WITHUTIRIE |

Add Resource Group

AN DN EEIRA



1. ERBHBEMFERPEAZR,
2. MResource Type T #1513k H 1% #Fbackup-restore-policy.
3. EHERMN A AN LR RENATER D RN EERE,

4. B submit,

B 15 7] R BE

PAYIIE 7S

IR RAMEAFTER TR/ AN R F KK,
REUILRHFF ., AR

BEUIFHNEESAMNRARFXFERUTRRNBPANE THNNRINEE

- BERKOE XM B AXNEEIED (Bl aPolicies, RulesFBlocks)#y R i1 B 41X BR
o BIE/EHF RO E XM B AN EEIED (Bl aPolicies, RulesFBlocks)# 5t £ 1 8] X fR

(Bl EEAEBEA ) .

~ SEE - AT MESUIGMIBRDashboardFlCompliance Jobs T , EILIA TR R AR, NE
HIRR A HIBPAF 4 BY A = Al R 2 K48 & B FEPermissionsiE T~ 5| HIX &L A,
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ails from Network Summary Grid

T3[R (2 S A P S

« EFEL:AREF Compliance Jobs ( MR ) ET R ERN B 1T Rk

o EFEMALREEN: AFXTE AL "% K& HIET# 1T £ 170

- NEHMBEEFENTIFAGE EANEMAMERE TE R WITIHEME 2 TR E T £4E

« NMATHAGREPEFEETMFARFRE | LFMExecution Details TT Y P & @ T £4EXE Device
Compliance Details 7

« NREHEMEEFBTMNIEAE S L FMNetwork Summary T B W& @ T 5BV EIDevice
Compliance Details 7T

B IngesterZf &8 T4

FEAIngesterBR AT LB MBER B HNERFARFNR, —BFEIH , RUUZERUTIRY
HE W, TEHHER BERHEH,

1. AU TS RIENPMEGE

mkdir <

cd <

>
npm init

2. ABPAI'IF (t&4EUl ) S HEE :

a. $finEBPA Classic Ul > Admin > Backup & Restore,
b. §H KRB B triEH
JERMTAREMESHI Y

-« ZRHB& : "<<filename>>.bnrpolicy.json"
- BFRIEH : "<<filename>> targettype.tgz"



4. ¥ IngesterfiiE(.tgz):

a. FrrES H XA EFRE1T P REAINPMERGEEH,
b. ENPMER @ HIZ1Tnpm packdn & SABIE .tgz X #F-
5. FIngesterf iz (.tgz) BB FIBPAL T [LURE A

a. M .tgzX & HI 2P EBPAR LAY BR 55 85 89 <<BPA core bundle>>/packages/data3 3%
.
b. f#fHdocker restart ingester-servi ceﬁ%i%ﬁ%ﬁ]lngesterﬁﬁé’?%ﬁo
6. fFingesterIE (tgz) BB EIBPAZ T1 KM FEH -

a. fF.tgzX & #lZ/opt/bpa/packages/data X HK A | ZXHRMNTFEHE T AR RS ES
ts

b. f A kubectl rollout restart deployment ingester-service -n bpa—nsﬁ%i%ﬁ%ﬁ%
ingester pod,

AP 3214



*xTF

NI
CISCO

Business Process Automation

worshon 4.1.2

@cisco-bpa-platform/mw-
compliancs - remaediation

i, 12519

Compliance & Remediation

Sarvica

E]

clsco-bpa-platformimw-
Backupg-resions 4.1.2.531

Backup & Resione miGro-

clsco-bpa-platformiimmw-
OBURPrade - netgen
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05 Upgrade NxtGen micro-

SErVECE FmeEmEsnl it

B

clsco-bpa-platformimw-
rofd 4.1.2.513

i hir e Dath

BREZFDMNEFRWAPIX A FAE B TE LUl AboutE O,

HUBE HEER

B R EZDIRE R “No change in backup”

BERRMRRENENZNRENLSNZOEREZRXBEEE R , MPIRZH“No change in
backup”,

AR REERZNE0 , IEREXBEMNER

BERE:



« RENBIMRBREIFNZHNIT , MEATHNZONEEREEMER. XEREREF
SEBRFNRZEEEND ; BR , PITERMERSIALETHZE D,

- NRERRZEMNDE  REQNESRTHNZS (RN FONREMN ) #HTLHR , URE
REEFREINZN. EWZHERT , BN BMNEEERATHE , \MSBHEEERE
PR

DT EEHEHRZHD RN Ignore patternsE 2 LUE RRSEE LR 2 51 N 2 BEHI 1T o
AR : NSO BN Z MRS R KK

BERR: MR KRB Fciscoutils NSO , NSO BB R Z MY B 401 KM
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