HacTtpoika npeobpasoBaHMs MapLupyTM3aTop -
VPN Client, pexkuma koH(purypauymm, LabnoHa
obwero knmo4a ¢ nomowbio NAT

TpeboBaHus

[nsa aTOro 4OKyMeHTa OTCYyTCTBYIOT ocobble TpeboBaHus.

Hcnonb3yembie KOMNOHEHTbI

CBefeHusi, cogepalimecst B JaHHOM LOKYMEHTE, KacatoTCs CneayroLmx BEPCUn NporpaMmMHOro
obecneyeHnsa n obopygoBaHus:

Bbinyck nporpammHoro obecneyennsa Cisco IOS® 12.0.7T unu Bbiwe.

O6opynoBaHue, nogaepxmeatowiee naHHble pegakymm 0.

VPN-knneHt CiscoSecure 1.0/10A vnn 1.1 (nokasbiBaeTcsi, COOTBETCTBEHHO, Kak 2.0.7/E nnn
2.1.12, cm. Help > About [CnpaBka > O nporpamme])

CBefeHust, npeacTaBeHHbIE B 3TOM JOKYMEHTE, ObInv NOfy4YeHbl OT YCTPONCTB, paboTatoLlmnx B
cneumanbHon nabopaTtopHon cpeae. Bce yctponcTea, onmcaHHble B JaHHOM OOKYMEHTE, Obinun
3anyLeHbl ¢ KoHdUrypaumuen no ymonyanuto. Npu paboTe B AeCTBYHOLWEN CETU HEOBXOOMMO
NOHUMAaTb NOCNEACTBUS BbINOSTHEHMS NOOON KOMaHAbI.

YcnoBHble 0603Ha4YeHus

HononHutenbHble cBeaeHNss 06 yCrNOBHbIX 0603HAYEHMAX CM. B AOKYMEHTEe TexHnyeckme
pekomeHaaumun Cisco. YcnoBHble 0003Ha4YeHus.

HacTtpouka

B aTom pasgene cogepxatcs cBejeHNs 0 HacTponKe OYHKLUK, ONMMCAHHbBIX B 3TOM JOKYMEHTE.

MpumeyaHue. [Ins noncka JONONHUTENBHBLIX CBEAEHUI O KOMaHAaX, ONMCbiBaeMbIX B JAHHOM
AOKYMEHTE, NCNONb3ynTe CPEACTBO NOMCKa KOMaHA (TOMbKO ANst 3aperncTpupoBaHHbIX
3aKa34mMKoB).

Cxema cetu

B aTOM JOKYMEHTE MCNOMb3YTCA HAaCTPOWKM CETU, MOKa3aHHbIe Ha JaHHOW AnarpamMmme:

BapuaHTtbl kOHdUrypaumm

B HacTosiLeM AOKYMEHTE NCMONb3YHTCS crneaytolme KoHdurypaumm.
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Knunent VPN

MapLipyTunsaTop

KoHdurypauus knueHta VPN
KoHdurypauus mapLupyTtusaropa

Current configuration:

!

version 12.0

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname Router

!

enable secret 5 $1$v50PSmPuiEQn8ULa8hVMYVOV1D.
enable password ww

!

ip subnet-zero

!

cns event-service server

!

!--- IKE configuration. crypto isakmp policy 1
hash md5

authentication pre-share

crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp client configuration address-pool local

ourpool
1

!--- IPSec configuration. crypto ipsec transform-set
transl esp-des esp-md5-hmac

crypto dynamic-map dynmap 10
set transform-set transl
1

crypto map intmap client configuration address initiate
crypto map intmap client configuration address respond
crypto map intmap 10 ipsec-isakmp dynamic dynmap

|

interface Ethernet0
ip address 201.70.32.101 255.255.255.0

no ip directed-broadcast
ip nat outside
no ip route-cache
no ip mroute-cache

crypto map intmap

|
interface Seriall
ip address 10.2.2.1 255.255.255.0
no ip directed-broadcast
ip nat inside

!

ip local pool ourpool 10.2.1.1 10.2.1.254
ip nat pool outsidepool 201.70.32.150 201.70.32.160
netmask 255.255.255.0

!--- Except the private network to private network
traffic !--- from the NAT process. ip nat inside source
route-map nonat pool outsidepool

ip classless
ip route 0.0.0.0 0.0.0.0 201.70.32.1




no ip http server

!--- Except the private network to private network
traffic !--- from the NAT process. access-list 101 deny
ip 10.2.2.0 0.0.0.255 10.2.1.0 0.0.0.255 access-1list 101
permit ip 10.2.2.0 0.0.0.255 any route-map nonat permit
10 match ip address 101 ! line con 0 transport input
none line aux 0 line vty 0 4 password ww login ! end

[MpoBepka

B naHHOM pasgene cogepXaTtcs CBeeHUsi 0 NpoBepke paboTbl KOHUrypaLuu.

HeKOTOpre kKomaHabl show nogaep>XXmBarTCA MHTEPNPETATOPOM BbIXOAHbIX AaHHbIX (,ELOCTyFIeH
TONbKO ANA 3aperncTtpmpoBaHHbIX 3a|<asq|/1|<03); MHTEepnpeTaTop No3BOJIAET NpocMaTpnBaTb
aHanua BbIXO4HbIX AaHHbIX KOMaHAbl Show.

show crypto engine connections active — otobpaxkaeT 3alumdpoBaHHbIE U pacln@poBaHHbIE
nakeTbl.

show crypto ipsec sa — oTobGpaxaeT accoynaymm 6e3onacHOCTU, COOTBETCTBYHOLLME BTOPOMY
aTany.

show crypto isakmp sa — oTobpaxaeT accoymaymm 6e3onacHOCTU, COOTBETCTBYHOLLME
nepesomy aTany.

[Mouck n yctpaHeHue Henonaaok

B aTom pasgene onucbiBaeTcs NPOLLECC YCTpaHEHMS Hemnonaaok KoHurypauum.

KomaHab! onsa yctpaHeHus Henosaaok

MpumeyaHue. MNMpexae Yem NpuMeHATb KoMaHabl oTnagku (debug), o3HakombTech ¢ pasgenom
BaxkHble cBeIeHNs1 0 KOMaHAax OTNaaKU.

Cnegytowme KomaHabl OTnagkm HeobxoauMOo BbINOMHATL Ha 060MX (OAHOPaHrOBbIX)
mMapipyTusatopax IPSec. YganeHue accouyunaunin 6€30nacHOCTU SOMKHO ObiTb BbINOIHEHO Ha
0bounx coeguHeHMsIX.

debug crypto ipsec — otobpaxaeT npouecc cornacoBaHusa no npoTtokony IPSec Ha aTtane 2.

debug crypto isakmp — oToGpaxxaeT npouecc cornacoBanua no npotokony ISAKMP Ha aTane
1.

debug crypto engine — otobpaxaeT 3awmndpoBaHHbIN TpaduK.

clear crypto isakmp — ygansiet accounaumm 6e30nacHOCTN, COOTBETCTBYOLLME NEPBOMY
aTany.
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clear crypto sa - yoansiet accouunaumy 6e30nacHOCTU, COOTBETCTBYIOLLME BTOPOMY 3Tany.

Mpumep oTNagoYHbIX BbIXOAHbLIX AAHHbLIX

OTtnagoyHble AaHHble MapLUpyTM3aTopa

Apr 18 15:17:59: ISAKMP (4): received packet from
201.70.32.82 (R) MM_NO_STATE

Apr 18 15:17:59: ISAKMP (4): received packet from
201.70.32.82 (R) MM_NO_STATE

Apr 18 15:18:03: ISAKMP (0): received packet from
201.70.32.82 (N) NEW SA

Apr 18 15:18:03: ISAKMP (0:5): processing SA payload.
message ID = 0

Apr 18 15:18:03: ISAKMP (0:5): Checking ISAKMP transform

1

against priority 1 policy
Apr 18 15:18:03: ISAKMP: encryption DES-CBC
Apr 18 15:18:03: ISAKMP: hash MD5
Apr 18 15:18:03: ISAKMP: default group 1
Apr 18 15:18:03: ISAKMP: auth pre-share

Apr 18 15:18:03: ISAKMP (0:5): atts are acceptable.
Next payload is 0

Apr 18 15:18:03: CryptoEngineO: generate alg parameter

Apr 18 15:18:05: CRYPTO_ENGINE: Dh phase 1 status: 0

Apr 18 15:18:05: CRYPTO_ENGINE: Dh phase 1 status: 0

Apr 18 15:18:05: ISAKMP (0:5): SA is doing pre-shared
key authentication

Apr 18 15:18:05: ISAKMP (5): SA is doing pre-shared
key authentication using id type ID_IPV4_ADDR

Apr 18 15:18:05: ISAKMP (5): sending packet to
201.70.32.82 (R) MM_SA_SETUP

Apr 18 15:18:05: ISAKMP (5): received packet from
201.70.32.82 (R) MM_SA_SETUP

Apr 18 15:18:05: ISAKMP (0:5): processing KE payload.
message ID = 0

Apr 18 15:18:05: CryptoEngineO: generate alg parameter

Apr 18 15:18:05: CRYPTO_ENGINE: Dh phase 1 status: 0

Apr 18 15:18:05: CRYPTO_ENGINE: Dh phase 1 status: 0

Apr 18 15:18:05: ISAKMP (0:5): SA is doing pre-shared
key authentication

Apr 18 15:18:05: ISAKMP (5): SA is doing pre-shared
key authentication using id

type ID_IPV4_ADDR

Apr 18 15:18:05: ISAKMP (5): sending packet to
201.70.32.82 (R) MM_SA_SETUP

Apr 18 15:18:05: ISAKMP (5): received packet from
201.70.32.82 (R) MM_SA_SETUP

Apr 18 15:18:05: ISAKMP (0:5): processing KE payload.
message ID = 0

Apr 18 15:18:05: CryptoEngineO: generate alg parameter

Apr 18 15:18:07: ISAKMP (0:5): processing NONCE payload.
message ID = 0

Apr 18 15:18:07: CryptoEngineO: create ISAKMP SKEYID for
conn id 5

Apr 18 15:18:07: ISAKMP (0:5): SKEYID state generated

Apr 18 15:18:07: ISAKMP (0:5): processing vendor id

payload

Apr 18 15:18:07: ISAKMP (0:5): processing vendor id

payload

Apr 18 15:18:07: ISAKMP (5): sending packet to

201.70.32.82




(R) MM_KEY_EXCH

Apr 18 15:18:07: ISAKMP (0:4): purging SA.

Apr 18 15:18:07: ISAKMP (0:4): purging node -1412157317

Apr 18 15:18:07: ISAKMP (0:4): purging node 1875403554

Apr 18 15:18:07: CryptoEnginel: delete connection 4

Apr 18 15:18:08: ISAKMP (5): received packet from
201.70.32.82 (R) MM_KEY_EXCH

Apr 18 15:18:08: ISAKMP (0:5): processing ID payload.
message ID = 0

Apr 18 15:18:08: ISAKMP (0:5): processing HASH payload.
message ID = 0

Apr 18 15:18:08: CryptoEngine(: generate hmac context
for conn id 5

Apr 18 15:18:08: ISAKMP (5): processing NOTIFY payload

24578 protocol 1 spi 0, message ID 0

Apr 18 15:18:08: ISAKMP (0:5): SA has been authenticated
with 201.70.32.82
Apr 18 15:18:08: ISAKMP (5): ID payload
next-payload 8
type 1
protocol 17
port 500
length 8
Apr 18 15:18:08: ISAKMP (5): Total payload length: 12
Apr 18 15:18:08: CryptoEngine(: generate hmac context
for conn id 5
Apr 18 15:18:08: CryptoEngineO: clear dh number
for conn id 1
Apr 18 15:18:08: ISAKMP (5): sending packet to
201.70.32.82 (R) QM_IDLE
Apr 18 15:18:08: ISAKMP (5): received packet from
201.70.32.82 (R) QM_IDLE
Apr 18 15:18:08: ISAKMP (0:5): Locking struct 14DODC
on allocation
Apr 18 15:18:08: ISAKMP (0:5): allocating address
10.2.1.1
Apr 18 15:18:08: CryptoEngine(: generate hmac context
for conn id 5
Apr 18 15:18:08: ISAKMP (0:5): initiating peer config to
201.70.32.82. message ID = 1226793520
Apr 18 15:18:08: ISAKMP (5): sending packet to
201.70.32.82
(R) QM_IDLE
Apr 18 15:18:09: ISAKMP (5): received packet from
201.70.32.82
(R) QM_IDLE
Apr 18 15:18:09: ISAKMP (0:5): processing transaction
payload
from 201.70.32.82. message ID = 1226793520
Apr 18 15:18:09: ISAKMP: recieved config from
201.70.32.82 .
Apr 18 15:18:09: CryptoEngineO: generate hmac context
for conn id 5
Apr 18 15:18:09: ISAKMP: Config payload type: 4
Apr 18 15:18:09: ISAKMP (0:5): peer accepted the
address!
Apr 18 15:18:09: ISAKMP (0:5): adding static route for
10.2.1.1
Apr 18 15:18:09: ISAKMP (0:5): deleting node 1226793520
Apr 18 15:18:09: CryptoEngineO: generate hmac context
for
conn id 5
Apr 18 15:18:09: ISAKMP (0:5): processing SA payload.
message ID = -617682048




Apr 18 15:18:09: ISAKMP (0:5): Checking IPSec proposal 1

Apr 18 15:18:09: ISAKMP: transform 1, ESP_DES

Apr 18 15:18:09: ISAKMP: attributes in transform:

Apr 18 15:18:09: ISAKMP: authenticator is HMAC-MD5

Apr 18 15:18:09: ISAKMP: encaps is 1

Apr 18 15:18:09: validate proposal 0

Apr 18 15:18:09: ISAKMP (0:5): atts are acceptable.

Apr 18 15:18:09: IPSEC(validate_proposal_request) :
proposal part #1, (key eng. msg.) dest=

201.70.32.101,

src= 201.70.32.82, dest_proxy=
10.2.2.0/255.255.255.0/0/0

(type=4), src_proxy= 10.2.1.1/255.255.255.255/0/0
(type=1),

protocol= ESP, transform= esp-des esp-md5-hmac ,

lifedur= 0s and 0kb,
keysize= 0,

flags= 0x4

spi= 0x0(0), conn_id= 0,

Apr 18 15:18:09: validate proposal request 0

Apr 18 15:18:09: ISAKMP (0:5): processing NONCE payload.
message ID = -617682048

Apr 18 15:18:09: ISAKMP (0:5): processing ID payload.
message ID = -617682048

Apr 18 15:18:09: ISAKMP (5): ID_IPV4_ADDR src 10.2.1.1
prot 0 port 0

Apr 18 15:18:09: ISAKMP (0:5): processing ID payload.
message ID = -617682048

Apr 18 15:18:09: ISAKMP (5): ID_IPV4_ADDR_SUBNET dst

10.2.2.0/255.255.255.0 prot 0 port O

Apr 18 15:18:09: IPSEC (key_engine): got a queue event...
Apr 18 15:18:09: IPSEC(spi_response): getting spi
153684796 for SA from 201.70.32.82 to
201.70.32.101
for prot 3
Apr 18 15:18:09: CryptoEngineO: generate hmac context
for conn id 5
Apr 18 15:18:09: ISAKMP (5): sending packet to
201.70.32.82
(R) QM_IDLE
Apr 18 15:18:09: ISAKMP (5): received packet from
201.70.32.82
(R) QM_IDLE
Apr 18 15:18:09: CryptoEngine0: generate hmac context
for conn id 5
Apr 18 15:18:09: ISAKMP (0:5): processing SA payload.
message ID = -1078114754
Apr 18 15:18:09: ISAKMP (0:5): Checking IPSec proposal 1
Apr 18 15:18:10: ISAKMP: transform 1, ESP_DES
Apr 18 15:18:10: ISAKMP: attributes in transform:
Apr 18 15:18:10: ISAKMP: authenticator is HMAC-MD5
Apr 18 15:18:10: ISAKMP: encaps is 1
Apr 18 15:18:10: validate proposal 0
Apr 18 15:18:10: ISAKMP (0:5): atts are acceptable.
Apr 18 15:18:10: IPSEC(validate_proposal_request) :
proposal part #1, (key eng. msg.) dest=
201.70.32.101,

src= 201.70.32.82, dest_proxy=
10.2.2.0/255.255.255.0/0/0

(type=4), src_proxy= 10.2.1.1/255.255.255.255/0/0
(type=1),

protocol= ESP, transform= esp-des esp-md5-hmac ,

lifedur= 0s and 0kb,
keysize= 0,

flags= 0x4

spi= 0x0(0), conn_id= 0,




18 15:18:10:
18 15:18:10:
message ID
18 15:18:10:
message ID
18 15:18:10:

Apr
Apr

Apr

Apr

prot 0 port O

18 15:18:10:
message ID
18 15:18:10:
10.2.2.0/255.
18 15:18:10:
Apr 18 15:18:10:
224008976

for SA from
3
:10:
id
:10:

Apr

Apr

Apr

for prot
18 15:18
for conn
18 15:18
70.32.82
(R) QM_IDLE
18 15:18:10:
70.32.82
(R) QM_IDLE
18 15:18:10:
for conn id
18 15:18:10:
18 15:18:10:
18 15:18:10:
18 15:18:10:
to 201.70.32.
10.2.2.0)
Apr 18 15:18:10:
2000

and flags 4
Apr 18 15:18:10:

to 201.70.32.
10.2.1.1)
Apr 18 15:18:10:
2001
and flags 4
18 15:18:10:
18 15:18:10:
18 15:18:10:

(key eng. msg.)

201.70.32.82,

dest_proxy=

Apr

Apr
201.

Apr
201.

Apr

Apr
Apr
Apr
Apr

Apr
Apr
Apr

201.70.32.82

5

5

10.2.2.0/255.255.255.0/0/0
src_proxy= 10.2.1.1/0.0.0.0/0/0
protocol= ESP,

validate proposal request 0

ISAKMP (0:5): processing NONCE payload.
-1078114754

ISAKMP (0:5): processing ID payload.
-1078114754

ISAKMP (5): ID_IPV4_ADDR src 10.2.1.1
ISAKMP (0:5): processing ID payload.
-1078114754

ISAKMP (5): ID_IPV4_ADDR_SUBNET dst

255.255.0 prot 0 port O
IPSEC (key_engine): got a queue event...
IPSEC (spi_response) : getting spi
to 201.70.32.101

CryptoEnginel: generate hmac context

ISAKMP (5): sending packet to

ISAKMP (5): received packet from

CryptoEnginel: generate hmac context

ipsec allocate flow 0
ipsec allocate flow 0

ISAKMP (0:5): Creating IPSec SAs
inbound SA from 201.70.32.82
101 (proxy 10.2.1.1 to

has spi 224008976 and conn_id

outbound SA from 201.70.32.101

82 (proxy 10.2.2.0 to
has spi -1084694986 and conn_id
ISAKMP (0:5): deleting node -1078114754

IPSEC (key_engine) : got a queue event...
IPSEC(initialize_sas): ,

dest= 201.70.32.101, src=
(type=4),
(type=1),
transform= esp-des esp-md5-hmac ,

lifedur= 0s and 0kb,

spi= 0xD5A1B10(224008976),

0,
flags= 0x4
Apr 18 15:18:10:
(key eng. msg.)
201.70.32.82,

conn_id= 2000, keysize=
IPSEC(initialize_sas): ,
src= 201.70.32.101, dest=
src_proxy= 10.2.2.0/255.255.255.0/0/0 (type=4),

dest_proxy= 10.2.1.1/0.0.0.0/0/0
protocol= ESP,

(type=1),
transform= esp-des esp-md5-hmac ,

lifedur= 0s and 0kb,

spi= 0xBF58DE36(3210272310),

0,
flags= 0x4
Apr 18 15:18:10:

conn_id= 2001, keysize=

IPSEC (create_sa): sa created,




(sa) sa_dest= 201.70.32.101, sa_prot= 50,
sa_spi= 0xD5A1B10(224008976),
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2000
Apr 18 15:18:10: IPSEC(create_sa): sa created,
(sa) sa_dest= 201.70.32.82, sa_prot= 50,
sa_spi= 0xBF58DE36(3210272310),
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2001
Apr 18 15:18:10: ISAKMP: Locking struct 14DODC for IPSEC
Apr 18 15:18:24: ISAKMP (0:5): retransmitting
phase 2 -617682048
Apr 18 15:18:24: ISAKMP (5): sending packet to
201.70.32.82
(R) QM_IDLE

Router#show crypto ipsec
Apr 18 15:18:39: ISAKMP (0:5): retransmitting
phase 2 -617682048
Apr 18 15:18:39: ISAKMP (5): sending packet to
201.70.32.82
(R) OM_IDLE sa

interface: Ethernet0
Crypto map tag: intmap, local addr. 201.70.32.101

local ident (addr/mask/prot/port):
(10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port):
(10.2.1.1/255.255.255.255/0/0)
current_peer: 201.70.32.82

PERMIT, flags={}

#pkts encaps: 7, #pkts encrypt: 7, #pkts digest 7
#pkts decaps: 7, #pkts decrypt: 7, #pkts verify 7
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: O,
#pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 201.70.32.101, remote
crypto endpt.: 201.70.32.82

path mtu 1500, media mtu 1500

current outbound spi: BF58DE36

inbound esp sas:

spi: 0xD5A1B10(224008976)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1,
crypto map: intmap
sa timing: remaining key lifetime
(k/sec): (4607999/3500)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: 0xBF58DE36(3210272310)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }




slot: 0, conn id: 2001, flow_id: 2,
crypto map: intmap

sa timing: remaining key lifetime

(k/sec): (4607999/3500)

IV size: 8 bytes

replay detection support: Y

outbound ah sas:

outbound pcp sas:

Router#sho crypto engine connections active

ID Interface IP-Address State Algorithm
Encrypt Decrypt

5 set HMAC_MD5+DES_56_CB
0 0
2000 EthernetO 201.70.32.101 set
HMAC_MD5+DES_56_CB 0 7
2001 EthernetO 201.70.32.101 set
HMAC_MD5+DES_56_CB 7 0

Crypto adjacency count : Lock: 0, Unlock: O

|

CsepneHus o knueHte VPN

Apr 18 15:17:59: ISAKMP (4): received packet from
201.70.32.82 (R) MM_NO_STATE

Apr 18 15:17:59: ISAKMP (4): received packet from
201.70.32.82 (R) MM_NO_STATE

Apr 18 15:18:03: ISAKMP (0): received packet from
201.70.32.82 (N) NEW SA

Apr 18 15:18:03: ISAKMP (0:5): processing SA payload.

message ID = 0
Apr 18 15:18:03: ISAKMP (0:5): Checking ISAKMP tran
1

against priority 1 policy

Apr 18 15:18:03: ISAKMP: encryption DES-CBC
Apr 18 15:18:03: ISAKMP: hash MD5

Apr 18 15:18:03: ISAKMP: default group 1
Apr 18 15:18:03: ISAKMP: auth pre-share

Apr 18 15:18:03: ISAKMP (0:5): atts are acceptable.
Next payload is 0

Apr 18 15:18:03: CryptoEnginel: generate alg parame

Apr 18 15:18:05: CRYPTO_ENGINE: Dh phase 1 status:

Apr 18 15:18:05: CRYPTO_ENGINE: Dh phase 1 status:

Apr 18 15:18:05: ISAKMP (0:5): SA is doing pre-shar
key authentication

Apr 18 15:18:05: ISAKMP (5): SA is doing pre-shared
key authentication using id type ID_IPV4_ADDR

Apr 18 15:18:05: ISAKMP (5): sending packet to
201.70.32.82 (R) MM_SA_SETUP

Apr 18 15:18:05: ISAKMP (5): received packet from
201.70.32.82 (R) MM_SA_SETUP

sform

ter
0

0
ed

Apr 18 15:18:05: ISAKMP (0:5): processing KE payload.

message ID = 0
Apr 18 15:18:05: CryptoEngine0: generate alg parame
Apr 18 15:18:05: CRYPTO_ENGINE: Dh phase 1 status:
Apr 18 15:18:05: CRYPTO_ENGINE: Dh phase 1 status:
Apr 18 15:18:05: ISAKMP (0:5): SA is doing pre-shar
key authentication
Apr 18 15:18:05: ISAKMP (5): SA is doing pre-shared
key authentication using id
type ID_IPV4_ADDR
Apr 18 15:18:05: ISAKMP (5): sending packet to

ter
0

0
ed




Apr

Apr

Apr
Apr

Apr

201.70.32.82 (R) MM_SA_SETUP

18 15:18:05: ISAKMP (5): received packet from
201.70.32.82 (R) MM_SA_SETUP

18 15:18:05: ISAKMP (0:5): processing KE payload.
message ID = 0

18 15:18:05: CryptoEnginel: generate alg parameter
18 15:18:07: ISAKMP (0:5): processing NONCE payload.
message ID = 0

18 15:18:07: CryptoEnginel: create ISAKMP SKEYID for
conn id 5

Apr 18 15:18:07: ISAKMP (0:5): SKEYID state generated
Apr 18 15:18:07: ISAKMP (0:5): processing vendor id
payload
Apr 18 15:18:07: ISAKMP (0:5): processing vendor id
payload
Apr 18 15:18:07: ISAKMP (5): sending packet to
201.70.32.82

(R) MM_KEY_EXCH
Apr 18 15:18:07: ISAKMP (0:4): purging SA.
Apr 18 15:18:07: ISAKMP (0:4): purging node -1412157317
Apr 18 15:18:07: ISAKMP (0:4): purging node 1875403554
Apr 18 15:18:07: CryptoEnginel: delete connection 4

Apr

Apr

Apr

Apr

Apr

Apr

Apr

Apr
Apr

Apr

Apr

Apr

Apr

Apr

Apr

Apr

Apr
201.

Apr
201.

Apr

18 15:18:08: ISAKMP (5): received packet from
201.70.32.82 (R) MM_KEY_EXCH
18 15:18:08: ISAKMP (0:5): processing ID payload.
message ID = 0
18 15:18:08: ISAKMP (0:5): processing HASH payload.
message ID = 0
18 15:18:08: CryptoEngine0O: generate hmac context
for conn id 5
18 15:18:08: ISAKMP (5): processing NOTIFY payload
24578 protocol 1 spi 0, message ID = 0
18 15:18:08: ISAKMP (0:5): SA has been authenticated
with 201.70.32.82
18 15:18:08: ISAKMP (5): ID payload

next-payload : 8

type 1
protocol 17
port : 500
length : 8

18 15:18:08: ISAKMP (5): Total payload length: 12
18 15:18:08: CryptoEngineO: generate hmac context
for conn id 5

18 15:18:08: CryptoEnginel: clear dh number

for conn id 1

18 15:18:08: ISAKMP (5): sending packet to
201.70.32.82 (R) QM_IDLE

18 15:18:08: ISAKMP (5): received packet from
201.70.32.82 (R) QM_IDLE

18 15:18:08: ISAKMP (0:5): Locking struct 14D0ODC
on allocation

18 15:18:08: ISAKMP (0:5): allocating address
10.2.1.1

18 15:18:08: CryptoEnginel: generate hmac context
for conn id 5

18 15:18:08: ISAKMP (0:5): initiating peer config to
201.70.32.82. message ID = 1226793520

18 15:18:08: ISAKMP (5): sending packet to
70.32.82

(R) QM_IDLE

18 15:18:09: ISAKMP (5): received packet from
70.32.82

(R) QM_IDLE

18 15:18:09: ISAKMP (0:5): processing transaction




payload

from 201.
18 15:18:
70.32.82
18 15:18:
for conn
18 15:18:
18 15:18:
address!

Apr 18 15:18:
10.2.1.1

18 15:18:
18 15:18:

70.3
Apr 09:
201. .
Apr 09:
id
09:

09:

5
Apr
Apr

09:

09:
09:

Apr
Apr
for
conn id 5
18 15:18:09:
message ID
18 15:18:09:
18 15:18:09:
18 15:18:09:
18 15:18:09:
18 15:18:09:
18 15:18:09:
18 15:18:09:
18 15:18:09:
proposal part
70.32.101,
src= 201.70.3
10.2.2.0/255.255.
(type=4),
(type=1),

Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

201.

src

protocol= ESP,
lifedur= 0s and 0kb,

keysize= 0,
flags= 0x4
18 15:18:09:
18 15:18:09:
message ID
18 15:18:09:
message ID
18 15:18:09:
prot 0 port 0
18 15:18:09:
message ID
18 15:18:09:
10.2.2.0/255.
18 15:18:09:

Apr
Apr

Apr

Apr

Apr

Apr

1226793520
recieved config from

2.82. message ID
ISAKMP:

CryptoEnginel: generate hmac context

ISAKMP: Config payload type: 4
ISAKMP (0:5): peer accepted the

ISAKMP (0:5): adding static route for
ISAKMP (0:5): deleting node 1226793520
CryptoEnginel: generate hmac context
ISAKMP (0:5): processing SA payload.
-617682048

ISAKMP (0:5): Checking IPSec proposal 1
ISAKMP: transform 1, ESP_DES

ISAKMP: attributes in transform:
ISAKMP: authenticator is HMAC-MD5
ISAKMP: encaps is 1
validate proposal 0

ISAKMP (0:5): atts are acceptable.
IPSEC (validate_proposal_request) :

#1, (key eng. msg.) dest=

2.82, dest_proxy=

255.0/0/0

_proxy= 10.2.1.1/255.255.255.255/0/0

transform= esp-des esp-md5-hmac

’

spi= 0x0(0), conn_id= 0,

validate proposal request 0

ISAKMP (0:5): processing NONCE payload.
-617682048

ISAKMP (0:5): processing ID payload.
-617682048

ISAKMP (5): ID_IPV4_ADDR src 10.2.1.1
ISAKMP (0:5): processing ID payload.
-617682048

ISAKMP (5): ID_IPV4_ADDR_SUBNET dst

255.255.0 prot 0 port O

Apr

IPSEC (key_engine) :

got a queue event...

Apr

18 15:18:09:

IPSEC (spi_response) :

getting spi

153684796 for SA from 201.70.32.82 to

201.70.32.101
for prot 3
18 15:18:09:
for conn id
18 15:18:09:
70.32.82

(R) QM_IDLE
18 15:18:09:
70.32.82

(R) QM_IDLE
18 15:18:09:
for conn id
18 15:18:09:
message ID
18 15:18:09:

Apr
5
Apr

201.

Apr
201.

Apr
5
Apr

Apr

CryptoEnginel: generate hmac context

ISAKMP (5): sending packet to

ISAKMP (5): received packet from

CryptoEnginel: generate hmac context
ISAKMP (0:5):
-1078114754

ISAKMP (0:5):

processing SA payload.

Checking IPSec proposal 1




Apr 18 15:18:10: ISAKMP: transform 1, ESP_DES

Apr 18 15:18:10: ISAKMP: attributes in transform:
Apr 18 15:18:10: ISAKMP: authenticator is HMAC-MD5
Apr 18 15:18:10: ISAKMP: encaps is 1

Apr 18 15:18:10: validate proposal 0
Apr 18 15:18:10: ISAKMP (0:5): atts are acceptable.
Apr 18 15:18:10: IPSEC(validate_proposal_request) :
proposal part #1, (key eng. msg.) dest=
201.70.32.101,
src= 201.70.32.82, dest_proxy=
10.2.2.0/255.255.255.0/0/0
(type=4), src_proxy= 10.2.1.1/255.255.255.255/0/0
(type=1),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 0s and 0kb, spi= 0x0(0), conn_id= 0,
keysize= 0,
flags= 0x4
Apr 18 15:18:10: validate proposal request 0
Apr 18 15:18:10: ISAKMP (0:5): processing NONCE payload.

message ID = -1078114754
Apr 18 15:18:10: ISAKMP (0:5): processing ID payload.
message ID = -1078114754

Apr 18 15:18:10: ISAKMP (5): ID_IPV4_ADDR src 10.2.1.1
prot 0 port 0
Apr 18 15:18:10: ISAKMP (0:5): processing ID payload.
message ID = -1078114754
Apr 18 15:18:10: ISAKMP (5): ID_IPV4_ADDR_SUBNET dst
10.2.2.0/255.255.255.0 prot 0 port O
Apr 18 15:18:10: IPSEC (key_engine): got a queue event...
Apr 18 15:18:10: IPSEC(spi_response): getting spi
224008976
for SA from 201.70.32.82 to 201.70.32.101
for prot 3
Apr 18 15:18:10: CryptoEnginel: generate hmac context
for conn id 5
Apr 18 15:18:10: ISAKMP (5): sending packet to
201.70.32.82
(R) QM_IDLE
Apr 18 15:18:10: ISAKMP (5): received packet from
201.70.32.82
(R) QM_IDLE
Apr 18 15:18:10: CryptoEnginel: generate hmac context
for conn id 5
Apr 18 15:18:10: ipsec allocate flow O
Apr 18 15:18:10: ipsec allocate flow O
Apr 18 15:18:10: ISAKMP (0:5): Creating IPSec SAs

Apr 18 15:18:10: inbound SA from 201.70.32.82
to 201.70.32.101 (proxy 10.2.1.1 to
10.2.2.0)
Apr 18 15:18:10: has spi 224008976 and conn_id
2000
and flags 4
Apr 18 15:18:10: outbound SA from 201.70.32.101
to 201.70.32.82 (proxy 10.2.2.0 to
10.2.1.1)
Apr 18 15:18:10: has spi -1084694986 and conn_id
2001

and flags 4
Apr 18 15:18:10: ISAKMP (0:5): deleting node -1078114754
Apr 18 15:18:10: IPSEC (key_engine): got a queue event...
Apr 18 15:18:10: IPSEC(initialize_sas): ,
(key eng. msg.) dest= 201.70.32.101, src=
201.70.32.82,
dest_proxy= 10.2.2.0/255.255.255.0/0/0 (type=4),




src_proxy= 10.2.1.1/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 0s and 0kb,
spi= 0xD5A1B10(224008976), conn_id= 2000, keysize=
0,
flags= 0x4
Apr 18 15:18:10: IPSEC(initialize_sas): ,
(key eng. msg.) src= 201.70.32.101, dest=
201.70.32.82,
src_proxy= 10.2.2.0/255.255.255.0/0/0 (type=4),
dest_proxy= 10.2.1.1/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 0s and 0kb,
spi= 0xBF58DE36(3210272310), conn_id= 2001, keysize=
0,
flags= 0x4
Apr 18 15:18:10: IPSEC(create_sa): sa created,
(sa) sa_dest= 201.70.32.101, sa_prot= 50,
sa_spi= 0xD5A1B10(224008976),
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2000
Apr 18 15:18:10: IPSEC(create_sa): sa created,
(sa) sa_dest= 201.70.32.82, sa_prot= 50,
sa_spi= 0xBF58DE36(3210272310),
sa_trans= esp-des esp-mds-hmac , sa_conn_id= 2001
Apr 18 15:18:10: ISAKMP: Locking struct 14DODC for IPSEC
Apr 18 15:18:24: ISAKMP (0:5): retransmitting
phase 2 -617682048
Apr 18 15:18:24: ISAKMP (5): sending packet to
201.70.32.82
(R) QM_IDLE

Router#show crypto ipsec
Apr 18 15:18:39: ISAKMP (0:5): retransmitting
phase 2 -617682048
Apr 18 15:18:39: ISAKMP (5): sending packet to
201.70.32.82
(R) OM_IDLE sa

interface: Ethernet0
Crypto map tag: intmap, local addr. 201.70.32.101

local ident (addr/mask/prot/port):
(10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port):
(10.2.1.1/255.255.255.255/0/0)
current_peer: 201.70.32.82

PERMIT, flags={}

#pkts encaps: 7, #pkts encrypt: 7, #pkts digest 7
#pkts decaps: 7, #pkts decrypt: 7, #pkts verify 7
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: O,
#pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 201.70.32.101, remote
crypto endpt.: 201.70.32.82

path mtu 1500, media mtu 1500

current outbound spi: BF58DE36

inbound esp sas:

spi: 0xD5A1B10(224008976)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1,




crypto map: intmap

sa timing: remaining key lifetime
(k/sec): (4607999/3500)

IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: 0xBF58DE36(3210272310)

transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2,

crypto map: intmap
sa timing: remaining key lifetime
(k/sec): (4607999/3500)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:

Router#sho crypto engine connections active

ID Interface IP-Address State Algorithm

Encrypt Decrypt
5 set HMAC_MD5+DES_56_CB

0 0
2000 EthernetO 201.70.32.101 set
HMAC_MD5+DES_56_CB 0 7
2001 EthernetO 201.70.32.101 set
HMAC_MD5+DES_56_CB 7 0

Crypto adjacency count : Lock: 0, Unlock: O

[NononHuTenbHble CBeaAeHUs

Hactpoiika napameTpoB ceTeBoi 6esonacHocTu |IPSec

- Hactpoiika npoTtokona 3awuuieHHoro obmeHa kntovamu IKE
- BeeaeHue B npotokon IPSec

. Ctpanuubl nogaepxku npoaykros ¢ IP Security (IPSec)
TexHuyeckasa noaaepxka — Cisco Systems
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