Entender O Fluxo De Criptografia Sem Fio
Oportunista
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Introducao

Este documento descreve o fluxo de transicdo OWE e como ele funciona no Catalyst 9800
Wireless LAN Controller (WLC).

Pré-requisitos



Requisitos
A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Como configurar a WLC 9800, o ponto de acesso (AP) para operagao basica
» Como configurar perfis de WLAN e de politica.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

* C9800-80, Cisco IOS® XE 17.12.4 e também testado no Cisco IOS® XE 17.9.6
* Modelo de AP: C9136l, verificado nos modos de conexao local e flexivel.

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Descricao

* OWE (Opportunistic Wireless Encryption) € uma extensao do IEEE 802.11 que fornece
criptografia para o meio sem fio. A finalidade da autenticacdo baseada em OWE é
evitar a conectividade sem fio aberta e ndo segura entre o AP e os clientes.

* O OWE usa a criptografia baseada em algoritmos Diffie-Hellman para configurar a
criptografia sem fio.

+ Com o OWE, o cliente e o AP executam uma troca de chave Diffie-Hellman durante o
procedimento de acesso e usam o segredo resultante em pares com o handshake de
4 vias.

* O uso do OWE melhora a seguranca da rede sem fio para implantacbes em que redes
abertas ou compartilhadas baseadas em PSK sao implantadas.

Etapas

1. Configure uma WLAN ABERTA sem qualquer criptografia/segurancga e habilite a
transmissao.

2. Configure outro SSID com configuragdes de segurangca OWE e mapeie o numero de ID
de WLAN OPEN no modo de transicdo-wlan-id. Desabilite a op¢cao de SSID de transmissao
neste SSID de transicdo OWE.

3. Mapeie o numero de ID da WLAN de transicao OWE no campo OPEN WLAN
"transition-mode-wlan-id".

Detalhes do Lab Repro

* Nome do SSID aberto;: OPEN-OWE



* Nome do SSID de transicao OWE: Transicao OWE
 BSSID de OPEN-OWE: 40:ce:24:dd:2e:87
 BSSID de OWE-Transition: 40:ce:24:dd:2e:8f

FLUXO DE DEBITO

1. Os beacons podem ser transmitidos para o SSID ABERTO. Vocé pode vé-lo por seu nome
SSID no AIR PCAP.

2. Também podemos ver o SSID habilitado para seguranca oculta com o nome "Curinga" em
vez de seu proprio nome SSID no AIR PCAP.

3. Quando os clientes receberem o quadro beacon para o SSID ABERTO, se ele tiver ou
suportar o OWE, ele podera comecar a enviar a solicitagdo de sondagem para o SSID de
transicdo do OWE (que é o SSID com seguranga ativada em vez do SSID ABERTO).

4. Os clientes compativeis com OWE podem obter resposta de sondagem do SSID de

transicao.
. A autenticagcdo OPEN pode ocorrer entre o cliente e o AP.
. O cliente pode enviar uma solicitagao de associagao ao AP com detalhes de troca de chave
DH e usar o segredo resultante em pares para o handshake de 4 vias.

. O AP pode enviar a resposta da associagao.

. O handshake de quatro vias pode acontecer entre o AP e o dispositivo do cliente.
9. Apds o gerenciamento bem-sucedido de chaves, a L2 PSK pode ser bem-sucedida.

10. O cliente pode obter o IP de DHCP, ARP, etc.

11. O cliente pode ir para o estado EXECUTAR.

12. Se os dispositivos cliente nao estiverem suportando OWE, ele podera enviar a solicitagao

de sondagem para o proprio SSID OPEN e podera obter diretamente o IP do que podera ir
para o estado RUN.

o O

oo N

Quadro original de beacon

* Aqui, AIR PCAP mostra isso, o SSID "OPEN-OWE" broadcast (Quadro de Beacon). Que
contém detalhes do SSID de transicdo e € chamado de "OWE-Transition".



Mo, Time Source Destination
47285 2025-91-21 ©9:53:18,259879 Cisco_dd:2e:87 Broadcast

Frame 47285: 376 bytes on wire (3088 bits), 376 bytes captured (3008 bits)

g Flags: ........C
IEEE E8@82.11 Wireless Managesent
Fixed parameters (12 bytes)
Tagged parameters (380 bytes)
Tag: SSID parameter set: "OPEN-OWE"
Tag Mumber: SSID parameter set (@)
Tag length: 8

S5ID: “OPEN-OWE™

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]

Tag: DS Parameter set: Current Channel: 48
Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap
Tag: Country Information: Country Code IN, Environment ALL
Tag: Power Constraint: @
Tag: QBS5 Load Element B@Z.1le CCA Version
Tag: RM Enabled Capabilities (5 ectets)
Tag: HT Capabilities (802.11n D1.18)
Tag: HT Information (882.11Inm D1.18)
Tag: Extended Capabilities (8 octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: Tx Power Envelope
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = §
Tag: Vendor Specific: Cisco Systems, Inc: Aironet Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Aironet Unknown (11) (11)
Tag: Vendor Specific: Cisco Systems, Inc: Aironet nown {44}
[Tag: vendor Specific: Wi-Fi Alliance: OWE Transxtl%
Tag Mumber: Vendor Specific (221)
Tag length: 25
OUI: 5@:67:9a (Wi-Fi Alliance)

Vendor Specific OUI Type: 28
BSSID: Cisco_dd:2e:8f [‘w:((‘:iﬂzdd:?(‘:ﬁf]l

SSID length: 14

SSID: OWE-Transitiol

Imagem-1: Quadro de beacon do SSID ABERTO

Beacons de SSID ocultos

Protocol
802,11

Length Infio:
376 Beacon frame, SN=1157, FN=@, Flagss........ €, BI=18@, S51D="O0PEN-WE"

* De acordo com a configuragdo da WLAN, a "transmissao" esta desabilitada para esse
SSID de "transicao OWE". No entanto, vocé pode ver beacons de SSID ocultos no AIR
PCAP que contém o nome de SSID "Curinga". No entanto, se vocé verificar esse
pacote, ele contera detalhes de OWE-Transition.

* Obtenha o BSSID do SSID oculto usando este pacote, como "40:ce:24:dd:2e:8f" e

pesquise-o na captura de pacotes.

* Nesse pacote, ele mostra que o SSID esta "ausente" e contém seu SSID de transigao
como "OPEN-OWE" e seu BSSID "40:ce:24:dd:2e:87".

No. Time Source Destination
22581 2025-01-21 @9:52:23.230007 Cisco_dd:2e:8f Broadcast

Frame 22581: 390 bytes on wire (3120 bits), 390 bytes captured (3120 bits)
Radictap Header v@, Lemgth 36
882.11 radio information
IEEE 882.11 Beacon frame, Flags: ........C
IEEE 802.11 Wireless HManagement

Fixed parameters (12 bytes)

Tagged parameters (314 bytes)

Tag: SSID parameter set: Wildcard SSID

Tag Nusber: SSID parameter set (@)

S50 <MISSING>

Tag: Supported Rates G(B), %, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec)

Tag: DS Parameter set: Current Channel: 48

Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag: Coumtry Informatien: Country Code TN, Emvircnment ALl

Tag: Power Constraint: @

Tag: RSH Information

Tag: Q655 Load Element B8Z.1le CCA Version

Tag: PM Enabled Capabilities (5 octets)

Tag: HT Capabilities [(8082.11m D1.18)

Tag: HT Information {(B82.11Im O1.18)

Tag: Extended Capabilities (8 octets)

Tag: VHT Capabilities

Tag: VHT Operation

Tag: Tx Power Envelope

Tag: Vendor Specific: Microsoft Corp.: WMH/WME: Parameter Element
Tog: Vendor Specific: Cisce Systems, Inc: Adronet CCX version = 5
Tag: Vendor Specific: Cisce Systems, Inc: Aironct Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (110 (11)
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (44)
[Teg: Vendor Specific: Wi-Fi Alliance: OWE Transition Mode |

Tag Musber: Vendar Specific (2211
Tag length: 19
OUI: S0:67:9a (Wi-Fi Alliance)

BSSID: Ciseco dd:2e:87 (40:ce:24:dd:2&:87)
551D aih: 8

SID: OPEN-OI

Protocol
B02.11

Length info
390 Beacon frame, SN=2483, FN=0, Flags=........C, BI=10Q, 55I0=Wildcard {Broadcast)



Imagem-2: SSID oculto - Transicao OWE

Solicitagcado de Investigacao enviada do cliente para o SSID de Transicado OWE

« Com base no quadro de beacon SSID "OPEN-OWE", o cliente passa a conhecer os
outros detalhes do SSID que precisa conectar; nesse cenario, € "OWE-Transition". Se
o cliente for capaz de suportar a criptografia OWE, ele podera enviar a solicitagcao de
sondagem para o SSID "OWE-Transition" e obter uma resposta.

» Solicitacdo de sondagem enviada para OWE-Transition BSSID "40:ce:24:dd:2e:8f" e
obteve uma resposta. Dentro desse pacote de resposta de sondagem também, vocé
pode ver detalhes do SSID OPEN-OWE.

N, Time Source Destination Protocol Length Infa
8509 Z025-01-21 ©9:51:57.316400 ee:l3:eB:abicd:5b Cisco_dd: 2e: &1 B02.11 197 Probe Request, SN=9, FN=0, Flags=........ €, S5ID="OWE-Transition™
8510 Z@25-91-21 ©9:51:57.318412 ee:l3zed:ad: cd:5h BRZ.11 48 Acknowledgement, Flags=..ssawe.C
8511 Z@25-91-21 ©9:51:57.319223 Cisco_dd: 2e:B8f ee:l3zed:ad: od:5h ERZ.11 398 Probe Response, SN=TB2, FN=8, Flags=........ €, BI=18@, SSID="OWE-Transition"
B512 _2O25_p1_21 po.51.57 310233 Lisco dd:2a: &t EB2.11 48 Ackoowledgenent, Flagss c

Frame B589: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits)
Radiotap Header v@, Length 36
EQ radis jnfarsatisn
IEEE 802.11 Wireless Management
Tagged parameters (133 bytes)
Tag: SSID parameter set: “OWE-Tramsitian
Tag Musber: SSID parameter set (@)

Tag: Supported Rates 6, 9, 12, 18, 24, 36, 48, 54, [Mbitssec]
Tag: DS Parameter set: Current Channel: 48

Tag: HT Capabilities (882.11n D1.1R)

Tag: Extended Copabilities (11 octets)

Tag: VHT Capabilities

Ext Tag: ME Capabilities

Tag: Vendor Specific: Wi-Fi Alliance: Multi Band Operation - Optimized Comnectivity Experience

Tag Musber: Vendor Specific (221)

Tag length: 7

OUL: 50:6f:9a (Wi-Fi Alliance)

Vendor Specific OUI Type: 22

MBO/OCE attribute: 832102 (Cellular Data Capabilities)
Tag: Vender Specific: Microsoft Corp.: Unknown 8

Imagem 3: Solicitacdo de Sondagem

Resposta de sondagem enviada do AP para o cliente

* O cliente recebeu uma resposta de sondagem para o SSID "OWE-Transition", no entanto,
ele tem seus detalhes de SSID originais "OPEN-OWE" na WiFi Alliance.



2500 2025-91-21 @9:51:57.318400 ece:ld:eB:al:cd:Sb Cisco_dd: 2e:8f 802.11 197 Probe Request, 5N=3, FN=0, Flags=........ €, SSID="OWE-Transition"
8510 2025-01-21 €9:51:57.318412 ee:id:eB:ad:cd:5b B2.11 48 galcdgears 4

8511 2025-01-21 09:51:57.319223 Cisco_dd:2e:8f ce:13:eB:aB:cd:Sb  BO2.11 398 Probe Response, |N=782, FN=0, Flags=...... +.C, BI=100, SSID="OWE-Transition"
e 8302 200550521, 095151, 309233, Ciaco.ili2eil 202,11 A8 ACKnONIEd36ACNL, £G5S L

Frame B511: 398 bytes on wiré (3184 bits), 398 bytes captured (3184 bits)
Radiotap Header v@, Length 3&
i g _info oo

T ad [oa
. reless Management
Fixed parameters (12 bytes)
Tagged parameters (322 bytes)
Tag: SSID paraméter set: “OWE-Transition™
Tag Musber: S5ID parameter set (@)
Tag length: 14

upported Rates G(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec)
Tag: DS Parameter set: Current Channel: 48
Tag: Country Information: Country Code IN, Environment ALl
Tag: Power Constraint: &
Tag: RSN Infermation
Tog: 0BS5S Load Element 802.11e CCA Versien
Tag: RM Enabled Copabilities (5 octets)
Tag: HT Capabilities (882.11n D1.18)
Tag: HT Information (B82.11n D1.18)
Tag: Extended Capabilities (8 octets)
Tag: WHT Capabilities
Tag: VHT Operation
Tag: Tx Power Envelope
Tag: Vendor Specific: Microsoft Corp.: WHM/WHE: Paraneter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = 5
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (11) (11)
. e P (44}

: Wendor Specific: Wi-Fi Alliance: OWE Transition Hode
23 Wumbcr: Wendor SPCCITIC (2217

Tag length: 19

QUI: 59:67:0a (Wi-Fi Alliance)

Vendnr Specific OUT Type: OB

b
S5I0: OPEN-OWE

Imagem-4: Resposta da Sondagem

autenticacao OPEN

» Depois de obter a resposta da sonda, a autenticagdo OPEN pode acontecer entre o cliente
e o AP para verificar os detalhes/capacidades wifi dos clientes, antes da associagéo.



No. Tirme Destination

8518 2025-81-21 89:51:57.327265 ee:l zaB:cd:5b

Frame 8517: 7@ bytes on wire {56@ bits), 790 bytes captured (568 bits)
ARadiotap Header w@, Length 36
882.11 radio information
IEEE 802.11 Authentication, Flags: ........C
TypesSubtype: Authentication (@x@eeb)
Frame Control Field: @xbood
.00 2000 BA11 1100 = Duration: 6@ micreséconds
Receiver address: Cisco_dd:2e:Bf (48:ce:24:dd:2e:Bf)
Destination address: Cisco_dd:2e:8f (48:ce:24 CH:id ]
Transmitter address: ee:13:eB:ad:cd:5b (ee:13 cd:5b)
Source address: ee:l3:eB:aB:cd:5b {ee:l3:eB:a8:cd:5b)
B55 Id: Cisco_dd:2e:8f (40:ce:24:dd:2
wses wess saes @0RQ = Fragment number: &
|00 2000 2001 .... = Sequence number: 1
Frame check sequence: @x92873869 [unverified]
[FCS Status: Unverified]
[WLAN Flags: ........ cl
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: 0x0001
Status cede: Successful (@x@00a)

No. Tirne Source Destination Protocol
8520 2025-81-71 89:51:57.327278 Cisco_dd:2e:Bf ee:13:eB:aB:cd:5b B882.11
8521 2025-81-21 #9:51:57.327349 Ciseo_dd:2e:8f 882,11
8522 2025-81-21 99:51:57.329457 ee:l13:eB:aB:ecd:Sh Cisco_dd:2e:8f 882.11
8523 2025-01-21 99:51:57.329466 ee:l3;eB:alicd:5b 802.11

Frame 8520: 7@ bytes on wire {560 bits), 7@ bytes captured (560 bits)
Radiotap Header w@, Length 36
802.11 radio information
IEEE 882.11 Authentication, Flags: ........C
TypesSubtype: Authentication (@x88ab)
Frame Control Field: @xbded
L0090 9989 9011 1100 = Duration: 6@ microseconds
Receiver address: ee:
Destination address: B:a8:00:5b (ee:13:e8:aB:cd:5b)
Transmitter address: Cisco_dd:2e:8f (40:ce:24:dd:2e:8f)
Source address: Cisco_dd:2e:Bf (4B:ce:24:dd:2¢:81)
BS5 Id: Cisco dd:2e:Bf (48:ce:l24:dd:2e:81)
sams wess aeas 0000 = Fragment number: @
9011 9980 1111 .... = Sequence number: 783
Frame check sequence: @xc3c21908 [unverified]
[FCS Status: Unverified]
IWLAN Flags: .....cens €l
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: @x0002
Status code: Successful (@x@00a)

Imagem 5: ABRIR autenticagdo apoés investigagao bem-sucedida

48 Acknowledgesent, Flagss........C

Inife
78 Authentication, SW=783, FN=@
48 Acknowledgesent, Flagss.

337 Association Request, SNsZ, FHlU Flagss........ €, SSID="OWE-Transition"

48 Acknowledgesent, Flags=........C

Solicitacao de Associagao do cliente para o AP

* Neste pacote, observe que o cliente pode estar anexando o valor do parametro Diffie-

Hellman para criptografia.

No. Time Source Destination Protocol
B522 2025-01-21 @9:51:57.329457 ee:13:ed:al:cd:5b Cisco_dd:2e:8f 882.11
8523 2025-01-21 09:51:57. 229466 ee:l3:e8:aB:cd: 50 802.11

Frame 8522: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)
Radiotap Header v, Length 36
802.11 radie information
IEEE 8062.11 Association Request, Flags: ........C
IEEE 802.11 Wireless Management

Fixed paraseters (4 bytes)

Tagged parameters (260 bytes)

iTag. SSID parameter set: M-Transnmn"l

Tag Number: S5ID parameter set (@)

337) Assoc iy
48 nowW

SN=2, FN=®, Flags=........C, SSID="OWE=Transition™
ags= .C

Tag: Suppurlﬂl Rates G(B), 9, 12(B), 1B, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: -28, Max: 14

Tag: Supported Channels

Tag: HT Capabilities (882.11n D1.18)

Tag: RSN Information

Tag: RM Enabled Capabilities (5 octets)

Tag: Supported Operating Classes

Tag: Extended Capabilities (11 octets)

Tag: WHT Capabilities

Tag: Vendor Specific: Samsung Electronics Co.,Ltd
Tag: Vendor Specific: Samsung Electronics Co..Ltd

Tag: Vendar Specific: Micresoft Cor WMM/WME: Information Element
|:u Tag: OWE Bx'lxg—l!:llmgn Ppramel:rl
T. le 3

Public Key: Tc2782badc?Ta98cT076d1fa2e493347ec1604c64345dcc fEbSBLERR212T 3]

Imagem-6: Solicitacdo de Associacéo



* No rastreamento de RA, vocé pode comegar a ver os logs de cliente da fase de Associagéo,

2025/01/21 15:21:57.391071821 {wncd_x_R0-0}{1}: [cTlient-orch-sm] [21675]: (note): MAC: eel3.e8a8.cd5b .
2025/01/21 15:21:57.391117645 {wncd_x_R0-0}{1}: [client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

Resposta de associacao enviada do AP para o cliente

M. Time Source Destination Protocel Length Info

B527 2025-01-21 @9:51:57.333153 Cisco_dd:2&: 81 e8:13:eB:aB:cd:5b BO2.11 245 Association Response, SN=T7B4, FH=8, Flags=........
B528 2025-91-21 @3:51:57.333161 Cisco_dd:2e:Bf BO2.11 48 Acknowledgement, Flags=........C

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1960 bits)
Radiotap Header v@, Length 36
1l cadig iofgrmatign

Frame Control Field: @éxleee
.000 2000 8011 118 = Duration: 60 microseconds
Receiver addréss: ee:13:eB:aB:cd:5b (@e:13:6B:a8:cd:50)

Destination address: ecil3:eB:aB:cd:5b (ee:13:eB:a8:cd:5b)

Transmitter address: Cisco dd:Ze:8f (d9:ce:24:dd:Ze:Bl)

ISDUl(e address: Cisco dd:2e:87 (4@:ice:Zd:dd:2e:8r)
BSS Id: Cisco_dd:2e:8f (4@:ce:24:dd:2e:sf)
............ 2008 = Fragment nusmber: @

8311 2281 8288 .... = Sequence number: TB4

Frame check sequence: @x7fbedlll [unverified]

[FC5 Status: Unverified)

[WLAN Flags: ........C]

IEEE 882.11 Wireless Managesent

Fixed parameters (6 bytes)
tapabilities Information: @x1111
Status code: Successful (BxddRa)
««00 2000 2000 2001 = Association ID: @x@@el

Tagged parameters (175 bytes)
Tag: Supported Rates G(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbitssec]
Tag: RSN Informatisn
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (882.11n D1.18)
Tag: HT Information (882.11n D1.10)
Tag: Extended Capabilities (B octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: FM Enabled Capabilities (5 octets)
Tag: B5S Max Idle Period

Imagem-7: Resposta da associagédo

2025/01/21 15:21:57.391334260 {wncd_x_RO-0}{1}: [client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
2025/01/21 15:21:57.392296819 {wncd_x_RO-0}{1}: [dotll] [21675]: (note): MAC: eel3.e8a8.cd5b Associati

IntercAmbio de chave

O handshake de 4 vias pode acontecer entre o AP e o dispositivo do cliente.
Key-1 enviado por AP

Key-2 enviada pelo cliente

Key-3 enviada pelo AP

Key-4 enviado pelo cliente



Time
2025-01-21 @9:51:57.360919

Source

Cisco_dd:2e:8f

Destination
ee:13:e8:a8:cd25b

Protocal

Length

Inf
Key (Message 1 of 4)

8541
8542
8543
8544
8545
8546
8547
B548
8549

2025-01-21 09:51:57. 360930
2025-01-21 09:51:57.363375
2025-01-21 @9:51:57. 365554
2025-01-21 @9:51:57. 365603
2025-01-21 09:51:57. 366921
2025-01-21 09:51:57. 366029
2025-01-21 09:51:57. 368482
2025-01-21 09:51:57.373313%
2025-01-21 @9:51:57.373334

Cisco_dd:2e:87
ee:13:e8:aBicd: 50

Cisco_dd:2e: 81

Cisco_dd:2e:86
ee:l3rediaBicd:5h

Cisco_dd:2e:8f B02.11
Broadcast B0Z.11
Cisco_dd:2e:8f EAPOL
ee:13ie8:a8:cd:5b Baz.11
ee:l3red:aB:cd:Sh EAPOL
Cizco_dd:2e:8f Baz.11
Broadcast BaZ. 11
Cisco_dd:2e:81 EAPOL
ee:l3:ediaB:cd:5Sh Bez.11

Frame 8548: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Weader v, Length 34
8082.11 radio information

IEEE B802.11 Qo5 Data, Flags: ......

Logical-Link Control
802. 1% Authentication

Wersio
Type: Key (3)
Length: 117

n: BBZ.1X-2084 (2)

.C

Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
Key Information: @x@038

Key Length: 16

Replay Counter: @

WPA Key Nonce: 1728747ac242742113711b43b61694T1eaf8ala78eb2el083d188c5a2edS5ded

Key Iv:

0020

WPA Key RSC: 2000000000000000

WPA Key 10: 2920000000000000

WPA Key MIC: @eaee
WPA Key Data Length: 22
WPA Key Data: ddl4@00fac@421b5504abPa33sc3sselfdaadacizar

LLE L]

aad

Imagem-8: Handshake em quatro vias

2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

2025/01/21

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

15:

21:
21:
21:
21:

21

21:

21:

21:

21:

21:

21:

21:

21:

57.
57.
57.
57.
:57.
57.
57.
57.
57.
57.
57.
57.

57.

392538716
392557538
392640494
394830551
395171903
420590731
420706435
420775720
426548998
426725965
426727805
434078994

434099154

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

Autenticacao L2 Bem-sucedida

2025/01/21 15:21:57.434111288 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.434250308 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.434286035 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.434308953 {wncd_x_RO-0}{1}:

Estado de aprendizagem IP

48 Acknowledgement, Flags=........C

376 Beacon frame, 5N=3335, fN=@, Flagss........C, BI=108, S5I0="0PEN-OWE"
215 Key (Message 2 of 4) w/

48 Acknowledgement, Flags=........C

267 Key (Message 3 of 4).

48 Acknowledgesent, Flags=........C

376 Beacon frame, SH=3336, PMN=8, Flags=........C, BI=188, S5ID="newssidd"
171 Key (Message 4 of 4)

48 Acknowledgement, Flags=........C

[cTient-orch-sm]

[client-orch-state] [21675]:

[21675]:

(debug) : MAC: eel3.e8a8.cd5b
(note): MAC: eel3.e8a8.cd5

[client-auth] [21675]: (note): MAC: eel3.e8a8.cd5b L2 .
[client-auth] [21675]: (info): MAC: eel3.e8a8.cd5b Cli
[client-auth] [21675]: (info): MAC: eel3.e8a8.cd5b Cli
[client-auth] [21675]: (info): MAC: eel3.e8a8.cd5b Cli
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b |
[client-keymgmt] [21675]: (note): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b

[cTient-auth] [21675]:
[cTient-auth] [21675]:

[cTient-orch-sm]

[21675]:

(note): MAC: eel3.e8a8.cd5b L2
(info): MAC: eel3.e8a8.cd5b C(Cli
(debug) : MAC: eel3.e8a8.cd5b



2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

15:
15:
15:
15:
15:
15:
15:
15:

21:
21:
21:
21:57.
21:57.

57.
57.
57.

434789679
436611026
437239513
437508189
534166453
21:57.535325325
21:57.535874658
21:57.536500021

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

Cliente no estado EXECUTAR

2025/01/21 15:21:57.537017277 {wncd_x_R0O-0}{1}:

Clientes sem suporte para criptografia OWE

[cTient-orch-sm] [21675]:
[client-orch-state] [21675]:
[client-orch-state] [21675]:
[cTient-iplearn] [21675]:
[sisf-packet] [21675]:
[cTient-iplearn] [21675]:
[sisf-packet] [21675]:
[cTient-orch-sm] [21675]:

[client-orch-state] [21675]:

(note): MAC: eel3.e8a8.cd5b |
(note): MAC: eel3.e8a8.cd5
(note): MAC: eel3.e8a8.cd5
(info): MAC: eel3.e8a8.cd5b

(info): TX: DHCPv4 from interfac
(note): MAC: eel3.e8a8.cd5b
(info): TX: DHCPv4 from interfac
(debug) : MAC: eel3.e8a8.cd5b

(note): MAC: eel3.e8a8.cd5

» Ao revisar um quadro beacon em si, os clientes ficam sabendo se eles sdo capazes de
suportar esse método de criptografia ou ndo. Se nao for suportado, ele pode simplesmente
enviar uma solicitagdo de sondagem para abrir o SSID "OPEN-OWE" e pode fazer uma
autenticagao aberta normal, obter o endereco IP e, em seguida, passar para o estado RUN.

15:
15:
15:
15:
15:
15:
15:
15:

36:
36:
36:
36:
36:
36:
36:
36:

06.
06.
06.
06.
06.
06.
10.
10.

178370757
209288788
248651191
248751507
281808554
303307756
305041414
305777492

2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16

{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:

[dotl1]

Informacgdes sobre a transicao rapida

[cTient-orch-sm] [17332]:

[cTient-auth] [17332]:
[client-orch-state] [17332]:
[client-orch-state] [17332]:
[client-orch-state] [17332]:
[cTient-iplearn] [17332]:
[client-orch-state] [17332]:

(note): MAC: d037.4587.8f35 |
(note): MAC: d037.4587.8f35 Associati
(note): MAC: d037.4587.8f35 Ope
(note): MAC: d037.4587.8f3
(note): MAC: d037.4587.8f3
(note): MAC: d037.4587.8f3
(note): MAC: d037.4587.8f35 |
(note): MAC: d037.4587.8f3

[17332]:

* Podemos configurar o OWE apenas na autenticagdo OPEN ou em Webauth

(CWA/LWA/EWA).
* O FT nao é suportado na transicado OWE.

» Se vocé habilitar o FT, recebera esta mensagem de erro,



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA
O WPA + WPA2 O WPA2 + WPA3 @® WPA3 QO Static WEP O None

MAG Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wpPaPolicy O wpa2 policy O Status Enabled v
GTK O WPA3 Policy
Randomize . 0 Over the DS O
Transition
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AEs(ccmpi28) & ccemp2se O Auth Key Mgmt
GCMP128 ) GCMP256 () e Tl eiria i e it
SAE O FT + SAE O
Protected Management Frame OWE FT+802.1x O
_ 802.1X- O
PMF Required v SHAZ256
Transition Mode WLAN ID 9

Association Comeback Timer* 1

SA Query Time* 200

.| Update & Apply to Device

Imagem-9: Mensagem de erro quando habilitamos FT no SSID de transicdo OWE

OWE nao é suportado com PSK/dot1x

Nao podemos habilitar o OWE nessas combinagoes,
1. 802.1x ou FT+802.1x

2. PSK ou FT+PSK ou PSK-SHA256

3. SAE ou FT+SAE

4. 802.1x-SHA256 ou FT+802.1x-SHA256

Se vocé tentar ativar qualquer um desses métodos, recebera a mensagem de erro,



Edit WLAN

|

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 @® WPA3 Q Static WEP O None

MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wraPolicy O wpa2 Policy O Status Disabled v
GTK O WPA3 Policy o
Randomize
Transition 0 i
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AES(CCMP128) CCMP256 O Auth Key Mgmt
GCMP128 O GCMP256 O .

802.1X/FT+802.1X/802.1X-SHA256/PSK/FT+PSK/PSK-
SHA256/CCKM/SAE/FT+SAE
Protected Management Frame

SAE O FT + SAE O
PMF Required . OWE FT+8021x O
Toquee S —
Association Comeback Timer* 1 ‘ SHAZS
Transition Mode WLAN ID 9 ‘
SA Query Time* 200 ‘

Update & Apply to Device

Imagem-10: Mensagem de erro ao obter ao habilitar outros métodos de autenticagdo no SSID OWE



Edit WLAN

‘

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 QO WPA2 + WPA3 @® WPA3 Q Static WEP QO None

MAC Filtering O

Lobby Admin Access )

WPA Parameters Fast Transition
wPAPolicy O wpA2 policy O Status Enabled v
GTK O WPA3 Policy 0
Randomize
Transition 0 Over the DS
Disable
Reassociation Timeout * 20

WPAZ2/WPAS3 Encryption

AES(ccmPi128) & CCMP256 O Auth Key Mgt
GCMP128 O GCMP256 ) i
Protected Management Frame reprpr ey e PSK/FT+PSK/PSK
SHA256/CCKM/*
- P SAE O FT + SAE O
equirt -
OWE FT + 802.1X
Association Comeback Timer* 1 802.1X- &)
SHA256
Transition Mode WLAN ID 9

SA Query Time* 200

Update & Apply to Device

Imagem-11: Mensagem de erro ao habilitar o AKM

* Na versao |IOS do Cisco IOS® XE 17.9.6, vocé pode ver a opgcao "OWE" no AKM quando
seleciona "WPA2+WPA3". No entanto, vocé pode obter a mensagem de erro, vocé nao
pode usar OWE com essa combinacgao.



Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 ALA

) WPA + WPAZ ® WPAZ + WPA3 O WPA3 (O Static WEP ) Nona
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
WPA O WPA2 Status Disabled -
Policy Policy
GTK O WPA3 Over the DS (W]
Randomize Policy
Transition O Reassociation Timeout * 20
Disable

WPA2/WPA3 Encryption Auth Key Mgmt

AES(CCMP128) cempzss O T
GCMP128 O acmpzss O 802.1X-SHA2S 1X/B02.1X AKM and AES
cipher, 3 PSIUPSK AKM and AES
cipher, 4. CCKM AKM AES Cipher
Protected Management Frame OWE is supported with WPA3 (WPA/WPAZ must be
disabled)
BME [TFemiea . 802.1x O PSK O
CCKM A O SAE O
Association Comeback Timer* 1 FT + SAE O OWE
) Fr+8021x O FT + PSK 0
SA Query Time* 200 802.1x- 0 psk-sHAzs6 O
) SHAZ56
Transition Mode WLAN ID 7
MPSK Configuration
Enable MPSK O

| Update & Apply to Device

Imagem-12: Mensagem de erro ao escolher WPA2+WPA3

» No Cisco IOS® XE versao 17.12.4, quando vocé escolhe "WPA2+WPA3", vocé nao pode



obter a opgao "OWE" no AKM,

Edit WLAN ®

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AN

O 'WPA, + WPA2 ® WPAZ + WPA3 O WPA3 O Static WEP ) None
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
weaPslicy O WPA2 Policy Status Enabled -
GTK (] WPA3 Policy
Randomize . Over the DS O
Transition |:|
Disable

Reassociation Timeout * 20
WPAZ/WPA3 Encryption

AES(coMP128) B CCMP256 O Auth Ksy Mgt
eempize O gempzse O N R
VWAL SECUnty vaihd Combnations. Syuite r, 2
802 1X-SHA25 2. 1X/802.1X AKM 5
oher, 3, PSK-SHAZSE/FT-PSK/PSK AKM and AES
Protected Management Frame E,; f COEM _.L.C._ffnj ,E; Cigher e
WPAZ security valid combinations: 1. SuiteB cipher, 2
PMF | Required v 802 1 X-SHAZ256/FT-802.1X AKM and AES cipher, 3
\ ; SAE/FT-SAE/OWE AKM and AES cipher.
Association Comeback Timer* [ 1 802.1X D PSK D
CCKM A O SAE O
SA Query Time* ‘ 200 FT + SAE () FT+8021x O
FT + PSK O 802.1%- a
SHAZ56

psk-sHaz2s6 O

MPSK Configuration
Enable MPSK O

Update & Apply to Device

Imagem-13: Mensagem de erro - Nao obtendo a op¢gdo OWE no AKM




Troubleshooting

1. Verifique as configuragdes nas duas WLANSs, no SSID ABERTO e no SSID de transigao
OWE, para que o ID da WLAN de transi¢cao seja mapeado.
2. A opcgao de difusdo deve ser desabilitada no SSID de transicdo OWE; ela deve ser
habilitada somente no SSID OPEN.
. Verifique os métodos de autenticagao/criptografia/FT suportados descritos neste artigo.
4. Se as configuragdes estiverem corretas na extremidade da WLC, colete os logs e as saidas
necessarios para restringir o problema.

w

RA Trace e EPC (Captura de PAcket Incorporada)

Login to WLC GUI -> Troubleshooting -> Radioative Trace -> Add client wifi MAC address ->
Clique na caixa de selecao desse cliente -> Start

Faca login na GUI da WLC -> Solugao de problemas -> Captura de pacotes -> Adicione um novo
nome de arquivo -> Escolha a interface de uplink e a VLAN/Interface da WMI -> Iniciar.

Da Maquina Cliente: Se possivel, vocé pode instalar o aplicativo wireshark e coletar a captura de
pacotes escolhendo a interface WiFi.

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213949-wireless-debugging-and-log-collection-on.html#anc12

AIR PCAP

Vocé pode coleta-lo usando o laptop MAC ou configurando um dos AP no modo farejador,
consulte estes links,

Do laptop MAC:

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-
packet-captures-over-the-air-on.html

Do AP farejador:

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/217057-configure-access-point-in-sniffer-mode-o.html

Conecte um laptop (servidor wireshark) a porta do switch e ele deve ter um aplicativo wireshark
instalado. Esse servidor wireshark deve ter acessibilidade para a interface WMI da WLC. E
necessario permitir o protocolo "5555, 5000 ou 5556" no firewall se ele estiver entre o WLC e 0
servidor do Wireshark.

Verifique se ha algum "gscaler" instalado no PC em que o Wireshark esta instalado, se for o que,
por favor, "desligue" e tente, se houver qualquer firewall como o Windows Defender ou qualquer
coisa presente nele, desabilite-os e tente coletar o PCAP.


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html

Roaming

Quando o cliente faz roaming de um AP para outro, ele precisa executar estas etapas,

* Necessidade de enviar reassociagao/associagao - Depende da solicitagcao do cliente.

« E necessario enviar detalhes DH (Diffie-Helman) na solicitacdo de associagao.

* O cliente pode obter detalhes de DH na resposta de associacdo do AP, com base nas
obtencdes de PMK geradas no cliente e no AP.

* O handshake de 4 vias pode acontecer entre o AP e o cliente.

* No OWE, vocé nao consegue habilitar a FT, portanto, o 802.11r ndo € possivel.

» Cada vez, quando o cliente faz roaming, ele precisa fazer um handshake de 4 vias apos a
troca de DH em associacao.

» Cliente e AP que usam seu préprio PMKID, é exclusivo para cada AP e clientes.

» Se o cliente se conectar ao mesmo AP, ele podera usar o mesmo PMKID. Em algum
cenario, se o cliente foi excluido do que o AP pode gerar um novo PMKID, no entanto, o
cliente usa o mesmo PMKID para handshake de 4 vias.

Exemplo:

Se o cliente se conectar ao mesmo AP, vocé podera ver o mesmo PMKID tanto na solicitagao de
associagcao quanto na resposta de associagao. Na resposta de Associacao, vocé nao podera ver
detalhes de DH se ele usar o mesmo PMKID.

B522 2025-91-21 @9:51:57.329457 ee:ldiedisbicd:Sh Cisca_ddi 2oz Bt w221 n 21 b5 50 da b a3 35 <3 55 &7 74 db b4 56 3D &Y Asscciaticn Reguest, N=2, FM=B, Flagi=........C, SSID="OWE-Tr,
44117 PO25-@1-21 #9:53:12.847592 ee:l3:eS:aBred:Sh  Clsce_dd:Je:BT 0211 337 71 b5 50 da bB a3 35 3 55 7 74 da ad 6 33 af Assoclation Request, SNe2, FMe@, Flagee........C, SSIDs"OWE=Tr,

Frame 8522; 317 bytes on wire (2696 bits), 337 bytes coptured (2636 bits)
Radictap Header vl, Length 36
B02.11 radin informatisn
TEEE $02.11 Asseeiation Mequest, FLOgS: ........ ¢
TEEE $02.11 Wireless Managesent
Fixed paraset: ]

"OWE=T Fans it ion"
9, 12401, 18, 24(0), 36, 48, 34, [Mbitssec]
a0, Max: 14

2.11n B1.100

2,11} AES (CCM)
e B82.11) AES (CCM)

{Ieee 802.11) Opportunistic Wireless Encryption

sung Electrenics Co.,Ltd
1 €3 Co.,Ltd

WHH/WME: Information Elesent

-Hellman Parsseter {32)
pup 118]

Group: 256-Bit randes ECP group
Public Key: Pc 27 82 ba 4c 77 a9 Bc 7@ 76 41 fa 2+ 34 93 34 Te cl £d 4c 64 34 Sd cc 8 b9 bb 68 b2 12 ff 31

Imagem-14: Usando o mesmo PMKID



Dadtingtisn
ee: 13 el al:cd: b

Peatsesl
Boi. 11

B, Tirrois Séurt
BIIT D025-01-21 ©9:31:57.330133 Cisco_dd:Te:Br

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1968 bits)
Radiotap Header vd, Length 3§
802,11 radio Laforsation
IEEE 802.11 Asseciation Response, FLagst ........C
IEEE 802,11 Wireless Managesent
Fixed paraseters (6 Bytes)
Tagged parameters (175 bytes)
Tag: Supported Rates 6(B), 9, 12(), 18, 24(8), 36, 48, 54, [Mbitssec]
Tag: RSN Inforsation
Tag Musker: RSN Information (48)
Tag length: 42
RS Versden: §
Growp Cipher Suite: 88:8f:ac [Teee £02.11) AES [COM)
Pairwise Cipher Suite Cownt: 1
Pakrwise Cipher Suite List #0:07:ac (leco 8R2.110 AES (CCH)
Auth Key Managesent |AKM) Suite Count: 1

Lesgth
245

Sequencs Musbe (BE)

Auth Key Managesent (AKM) List 00:9f:ac (Ieee BO2.11) Opportunistic Wireless Encryption

RS Copabilities: Pwdied
PHKID Count: 3

List

PHRID: 21 b5 58 da BB a3 35 &3 S5 a7

Group Management CIpNer Suite: 0B101iac (leee BBZ.11) BIF (128
Tag: Vendor Specific: Microsoft Corp.: W/WME: Parameter €lement
Tag: HT Capabilities (502.31n D1.18)
Tag: HT Informatios (262.1%n O1. 180
Tag: Extended Capabilities (8 octets)
Tag: VHT Capabilities
Tag: WHT Operation
Tag: M Enabled Capabilities {8 octets)
Tage BSS Max Tdle Parisd

Imagem-15: Resposta de Associagdo com o mesmo PMKID

PRKID

L)
1 b3 50 da b0 a3 35 c3 55 €7 14 da a4 o6 33 of Associstion Responie, SN=TE4, FHsD, Flagss........C

Para testes, excluiu manualmente esse cliente da WLC e ele foi associado novamente ao mesmo
AP, nesse momento, o cliente envia um mesmo PMKID, mas o AP envia detalhes de DH na

resposta de associagao.

Na. Time Source Dastintion Prowed
~ #4117 2025-81-F1 B9:53:12.247502 ee:l3ieBiaSicdiSh Cisco_dd:Ze:Sf 802,11

Frose 44137: 337 bytes on wire (2696 Bits), 337 bytes captured (2696 bitsh
Radiotap Weader w@, Length 36
802,11 radie informstisn
TEEE BO2.11 Association Request, Flags: .
IEEE 802,31 Wireless Maragosent

Fixed paraseters [4 bytes)

Tagged parsseters (269 bytes)

Tag: 5510 paramcter set: “OWE=Transition™
Supgerted Rates Gl0), 9, 120}, 18, zale), 34, 48, 34, [Mbitssec]
Tag: Power Capability Mim: -20, Max: 14
Tag: Supported Channels
Tag: HT Capabilities (802,110 D1.10)

Tag: ASH Information
Tag Nusber: RN Intoraatics (48)
Tag length: 42
RS Warsion: 1
Group Cipher Suite: ®8:8f:ac {Teee BA2.1M) AES (CCM)
Palruise Cipher Suite Count: 1
Pairwise Cipher Swite List ®8:07:ac {Ieee 802.11) AES (€M)
Auth Key Mansgesent (ARM) Suite Cownti 1

Langth Sacuance Namber (BE)

337

Auth Key Masasgement (ANM) List @@:8d:ac (Teee 882.11) Opportunistic Wireless Encryption

RSN Capabilities: d=ddcl

21 b5 58 da b8 a3 35 ¢3 55 &7 14 da 34 a6 33 &t
Group Managesent Cipher Swite: BR:@fiac (leee BRZ.11) BIF (128)
Tag: MM Enablod Capabilities (3 octets)
Supperted Operating Classes
Extended Capabilities (31 setets)
VHT Capabilities
Tag: Veeder Specific: Sameung Electrenics Co.,Lid
Tag: Verder Specific: Samsung Electromics Co.,Ltd
Iaa: Veedar Sgecifip: Micensoft Coeo,: Wed/we: Inforsatios Flessst

Ext Tag: OWE Diffie-Hellman Parameter
Ext Tag length: M4 (Tag Lens 33}
Ext Tag Musber: OWE Diffie-Hellsan Paraseter (321
Group: 256-bit random LCP group (190

Public Key: ba ba 15 2b T a5 4¢ 82 27 16 1 0b ad 95 ad 47 <f 95 79 58 3d dc 77 96 bb b3 59 52 42 25 of &f

PABID Inks
21 b5 50 da B a3 35 c3 55 &7 14 da a4 a6 33 af Association Request, SMe2, FMeB, Flagss.

Imagem-16: Apds a excluséo, o cliente enviou a mesma PMKID com detalhes de DH

+asC, SSIDEOWE=Tr:



Mo, Time Source Destnaion Prooeol Length | Sequence Mumber [BE) FMKID
A412E RO2S-01-F1 0%:S

o
i e (g w1 mmaeg 0 aup e

#0211 266 Association Response, SH=1230, Fi=b, Flags=

Frame 44121: 266 bytes on wire (2120 bits), 266 bytes captured (2128 bits)
Radiotap Header wi@, Length 36
242.11 radio information
IEEE #02.11 Association Response, Flags: ........C
TEEE $02.11 Wireless Maasgesent
Fixed paraseters (6 bytes)
Tagged paramcters (196 bytes)
T upported Rates GiB), &, 12(B), 18, 24{0], 36, 48, %4, [Mbitrsec]
Tog: RSN Inforsatien
Tag Museer: RSN Information (45)
Tag length: 26
RN Versdon: 1
Group Cipher Sulte: :0T:sc [Teee $02.11] AES (COM)
Pairuise Cipher Suite Coumt: L
Pairwise Cipher Suite List @8:0fiac {Iece B92.11) AES {CCH)
Auth Key Mansgesent (M) Suite Counts 1
Auth Koy Honsgesent [AWM) List 8d:df:oc (Tewe 82.1%) Oppertunistic Wireless Encryption
A o

Group Masagesent Cipher Swite: 80:df:ac (leee AB2.11) BIF (128)
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Paraseter Element
Tag: WT Capabilities (B62.11n D1.18)

HT Enfermation (602,110 01,100
Extended Capabilities (8 ectets)
VHT Capabilities

VHT Operat ion

R Enabled Capabilities (5 eitels)
S5 Max Jole Feripd

Ext Tag: OWE Diffie-Hellman Parameter

Ext Tag Length: 34 (Tsg len: 33)

Ext Tag Nusber: OWE Diffie-Hellsan Paraseter {32)

Group: 256-bit random ECP group (19}

Public Key: ed 44 ea 80 6f 13 €0 35 33 93 55 31 7d b7 2e ab &4 04 26 Te 62 da d9 22 BA <5 de £5 €2 63 al <

Imagem-17: O AP usa valores DH para gerar seu novo PMKID

Neste exemplo: Tanto o AP como o cliente usam o mesmo PMKID ao fazer handshake de 4 vias,
verifique as mensagens "M1 e em M2".

No. Time Source Destination Protocsl Length Sequence Rumber (BE) PIID Iy

| B54@ 2025-91-21 89:51:57.360919 Cisco_dd:Ze:8f ee1l3ieBia8:od:Sh EAPOL 193 Key {Message 1 of 4)
B543 2025-01-21 89:51:57.365594 ceridic8raicd:Sh  Cisco_ddiersf EAPOL 215 [T 55 56 da B4 a3 35 cF 55 cf 74 da a4 a6 33 af Jkey (Message 2 of 4)
B545 2025-91-21 09:51:57.366521 i eerldiel EAFOL 267 Key {Message 3 of 4]
B548 2025-01-21 09:51:57.373313 Cisco_d EAPOL 171 Key {Message 4 af 4)

Frame 8548: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Header v@, Length 34
802.11 radio information
IEEE 802.11 Qus Data, Flags: ......F.C
Logical-Link Control
B02.1% Authentication
Version: 802.1%-2094 (2}
Type: Key (3}
Length: 117
Key Descriptor Type: EAPOL RSN Key (2}
[Message number:
Key Information: Ox@@EE
Key Length: 16
Replay Counter: 8
WRA Key Nonce: 17 28 f4 Ta c2 42 74 21 13 71 1b 43 b6 76 94 71 ca 8 al a7 8f eb 2e 10 83 dl BB c5 a2 <@ 5d ed
Key IV: @0 22 @0 22 22 @2 20 00 &0 20 29 20 20 o0 00 M
WRA Key RSC: 2@ 20 20 o0 20 @2 2@ 2@
WRA Key ID: 8@ 20 22 20 20 88 20 @@
WPA Koy MIC: @@ 20 22 @0 20 82 20 20 @0 0P 90 00 20 49 20 @9
WPA Koy Data Length: 22
WPA Key Data: dd 14 22 &f ac @4 21 b5 50 da b a3 35 c3 55 7 14 do a4 o6 232 af
Tag: Vender Specific: Iece B2.11: RSN PMKID
Tag Number: Vendor Specific (221)
Tag length: 29
oUL: #d:@fiac (Ieee 6982.11)

vendor Specific QUL Type: 4
Data Type: PHKID KDE (4)
PHEID: 21 b5 58 da b® a3 35 ¢3 55 ¢7 T4 da ad a6 33 af

Imagem- 18: AP e cliente usando o mesmo PMKID
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Neste exemplo: O cliente que usa o mesmo PMKID, mas o AP que usa um PMKID diferente que
ele gerou depois que o cliente foi excluido, verifique as mensagens "M1 e M2".



Mo Tirne Sournce Destination Protacal Length Ssquence Number (BE) PMKID

Infe:

Key (Message 1 of 4)

44128 2025-91-21 99:53:12.837869 Cisco_dd:2e:8f ee:l3cBralicd:Sh EAPOL 193
44133 2025-91-21 99:53:12.861273 cerliieBradicdiSbh Cisca_dd:Ze:8f EAPOL 215
44135 2025-91-21 99:53:12.862728 Cisco_dd:Ze:8f ee1l3eBralicd:5b EAPOL 67
44138 225-91-21 99:53:12.865398 ce:ldieBradicdiSbh Cisca_dd:Ze:8f EAPOL 171

Frame 44128: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Header v@, Length 34
#82.11 radio information
IEEE ®82.11 QoS Data, Flags: ....R.F.C
Logical-Link Control
BE2.1X Authentication
Version: BRZ.1X-2084 ()
Type: Key (3]
Length: 117
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
Key Information: 0x0088
Key Length: 16
Replay Counter: @
WRA Key Nence: 17 28 f4 7a €2 42 74 21 13 77 1b 43 b6 16 94 71 ea 78 al a7 87 eb 2e 108 83 d1 88 <5 aZ ¢@ 50 ee
Key IV: @0 00 @0 00 00 09 00 02 00 80 22 92 @0 20 20 @0
WPA Key RSC: BB 89 99 20 0@ 82 20 B9
WRA Key ID: 82 89 90 @0 @9 20 Bp 90
WRA Key MIC: BB 90 00 00 00 00 00 B0 00 99 0O B 90 00 0O 00
WPA Key Data Length: 23
WRA Key Data: dd 14 9@ 8f ac 84 41 1b cf d7 7a 34 cb 58 70 13 87 47 ba d2 4e 1f
Tag: Vendor Specific: Teee BB2.11: RSN PMXID
Tag Mumber: Vemdor Specific (221)
Tag lemgth: 29
OUL: B@:8f:ac (Ieee BO2.11)

Cats Type: PMKID KDE (4)

PMKID: 41 1b <f d7 7a 34 cb 50 70 13 @7 47 b8 d2 4e 11

Imagem-19: AP e cliente usando PMKID diferente

Do rastreamento RA interno:

|21 b5 5B da b@ a3 35 c3 55 c7 f4 da a4 ab 33 af Key (Message 2 of 4)

Key (Message 3 of 4)
Key (Message 4 of 4)

Neste exemplo: O cliente enviou parametros DH na solicitacdo de associacédo e o AP processou

mais do que gerou a PMK.

2025/01/21 15:18:50.157081690 {wncd_x_RO-0}{1}: [dotll-validate]
2025/01/21 15:18:50.157082294 {wncd_x_RO-0}{1}: [dotll-validate]
2025/01/21 15:18:50.157523328 {wncd_x_RO-0}{1}: [dotll-validate]
2025/01/21 15:18:50.157531792 {wncd_x_RO-0}{1}: [dotll-validate]
2025/01/21 15:18:50.157532236 {wncd_x_RO-0}{1}: [dotll-validate]
2025/01/21 15:18:50.157532538 {wncd_x_RO-0}{1}: [dotll-validate]

[21675]:
[21675]:
[21675]:
[21675]:
[21675]:
[21675]:

(debug):
(debug):
(debug):
(debug):
(debug):
(debug):

MAC:
MAC:
MAC:
MAC:
MAC:
MAC:

eel3.
eel3.
eel3.
eel3.
eel3.
eel3.

e8a8.
e8a8.
e8a8.
e8a8.
e8a8.
e8a8.

cd5b
cd5b
cd5b
cd5b
cd5b
cd5b

2025/01/21 15:18:50.157841380 {wncd_x_R0O-0}{1}: [dotll-frame] [21675]: (debug): MAC: eel3.e8a8.cd5b OW

Depois disso, 0 mesmo cliente se conectando ao mesmo AP, neste momento, o AP n&o gerou o

novo PMKID,

2025/01/21 15:21:57.391898613 {wncd_x_R0-0}{1}: [dotll-validatel]
2025/01/21 15:21:57.391903915 {wncd_x_R0-0}{1}: [dotll-validatel]
2025/01/21 15:21:57.391906073 {wncd_x_R0-0}{1}: [dotll-validatel]
2025/01/21 15:21:57.391906329 {wncd_x_R0-0}{1}: [dotll-validatel]

[21675]:
[21675]:
[21675]:
[21675]:

(debug):
(debug):
(debug):
(debug):

MAC:
MAC:
MAC:
MAC:

eel3.
eel3.
eel3.
eel3.

e8a8.
e8a8.
e8a8.
e8a8.

cd5b
cd5b
cd5b
cd5b



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



