Configurar a postura no Catalyst 9800 WLC e
ISE
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Introducao

Este documento descreve como configurar uma WLAN de postura em um Catalyst 9800 WLC e
ISE através da Interface Grafica do Usuario (GUI).

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes tépicos:

» Configuragéo geral da WLC 9800
» Configuragao de politicas e perfis do ISE



Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

+ 9800 WLC Cisco IOS® XE Cupertino v17.9.5
+ Identity Service Engine (ISE) v3.2
* Notebook Windows 10 Enterprise

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacdes de Apoio

Fluxo de recursos de NAC e CoA do controlador de LAN sem fio
1. O cliente autentica usando a autenticagao dot1x.

2. RADIUS Access Accept transporta o URL redirecionado para a porta 80 e ACLs de pré-
autorizacao que incluem a permissao de enderecos IP e portas, ou VLAN de quarentena.

3. O cliente é redirecionado para a URL fornecida em aceitacao de acesso e colocado em um
novo estado até que a validagao da postura seja feita. O cliente nesse estado se comunica com o
servidor ISE e valida a si mesmo em relagao as politicas configuradas no servidor ISE NAC.

4. O agente NAC no cliente inicia a validagao da postura (trafego para a porta 80): O agente envia
a solicitacao de descoberta HTTP para a porta 80, que é redirecionada pelo controlador para a
URL fornecida na aceitagao de acesso. O ISE sabe que o cliente esta tentando alcancgar e
responde diretamente ao cliente. Dessa forma, o cliente aprende sobre o IP do servidor ISE €, a
partir de agora, ele fala diretamente com o servidor ISE.

5. A WLC permite esse trafego porque a ACL esta configurada para permitir esse trafego. Em
caso de substituicdo de VLAN, o trafego é ligado para que chegue ao servidor ISE.

6. Quando o cliente ISE concluir a avaliacdo, um RADIUS CoA-Req com servico de
reautenticacéo sera enviado para a WLC. Isso inicia a reautenticagao do cliente (enviando EAP-
START). Depois que a reautenticagao for bem-sucedida, o ISE enviara a aceitagdo de acesso
com uma nova ACL (se houver) e nenhum redirecionamento de URL ou VLAN de acesso.

7. AWLC tem suporte para CoA-Req e Disconnect-Req conforme RFC 3576. A WLC precisa
suportar CoA-Req para o servico de reautenticagao, de acordo com o RFC 5176.

8. Em vez das ACLs que podem ser baixadas, as ACLs pré-configuradas sao usadas na WLC. O
servidor ISE envia apenas o nome da ACL, que ja esta configurada no controlador.

9. Este design funciona para casos de VLAN e ACL. Em caso de substituicdo de VLAN, apenas
redirecionamos a porta 80 que é redirecionada e permite (bridge) o resto do trafego na VLAN de



quarentena. Para a ACL, a ACL de pré-autenticagcao recebida na aceitagao de acesso € aplicada.

Esta figura fornece uma representacao visual desse fluxo de recursos:

.—"’1;'&.
Wireless User AP WLC ISE

1. 802.1x Authentication Phase

2. Access Accept (with redirect URL and ACL)
3. WLC apply ACL to client and move to posture state

4. HTTP GET request (80)

5. URL redirect received in Access Accept

6. NAC initiates Posture Validation 7. ACL letting the traffic reach ISE server

9. 5end EAP-START

10. 802.1x Reauthentication Phase

11. Access Accept (new ACL, VLAN)

fluxo de trabalho de recurso

Neste caso de uso, um SSID que é usado apenas para usuarios corporativos € habilitado para
postura. Nenhum outro caso de uso, como BYOD, Convidado ou qualquer outro, existe neste

SSID.
Quando um cliente sem fio se conecta ao SSID de postura pela primeira vez, ele deve baixar e

instalar o médulo de postura no portal redirecionado do ISE e, finalmente, aplicar as ACLs
relevantes com base no resultado da verificagdo de postura (compativel/ndo compativel).

Configurar

Diagrama de Rede



RADIUS 9800 WLC

Client

Diagrama de Rede

Configuracao de AAA no 9800 WLC

Etapa 1. Adicionar o servidor ISE a configuragdo da WLC 9800. Navegue para Configuration >
Security > AAA > Servers/Groups > RADIUS > Servers > + Add e insira as informagdes do
servidor RADIUS como mostrado nas imagens. Verifique se o suporte para CoA esta ativado para
NAC de postura.



_ Conﬁguration' > Security' > AAA

+ AAA Wizard

Dashboard

@ Monitoring
o

Servers [ Groups AAA Method List AAA Advanced

-+ Add

RADIUS
¢ Administration Servers Server Groups
TACACS+
Licensing Name Y Address
LDAP

Troubleshooting

9800 criar servidor radius

Create AAA Radius Server s
Mame* posture-radius Support for CoA @

Server Address* 10.124.57.141 CoA Server Key Type Clear Text v
PAC Key CoA Server Key (D esese

Key Type Clear Text v Confirm CoA Server Key FTTTy

Key* (@ eesse Automnate Tester

Confirm Key™® sesen

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1-1000

Retry Count 0-100

) Cancel [= Apply to Device

9800 criar detalhes de raio

Etapa 2. Criar uma lista de métodos de autenticacdo. Navegue para Configuration > Security >
AAA > AAA Method List > Authentication > + Add conforme mostrado na imagem:



n ',':ll's'éL',' Cisco Catalyst 9800-CL Wireless Controller

Walk Me Through >

9800 add auth list

Configuration~ » Security~ > AAA  Show Me How °

<+ AAA Wizard

Servers / Groups AAA Method List AMA Advanced
Authentication

| + Add |
Authorization

Name T Type Y Group Type h 4
Accounting
default login lacal
1 10

Quick Setup: AAA Authentication x

Method List Name*
Type*
Group Type

Fallback to local
Available Server Groups

Idap

facacs+

posture-authn-list

dot1x v @

group v | (@

Assigned Server Groups

E-' radius |E|
© ()
(»] )
(<] |

lél Apply to Device

9800 criar detalhes da lista de autenticacao

Etapa 3. (Opcional) Crie uma lista de métodos contabeis conforme mostrado na imagem:



Configuration~ > Security~ > AAA| Show Me How °

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

6

ké)' Monitoring
Authentication
l + Add ‘
Authorization
Administration Name Y | Type
Accounting
0 10

9800 adicionar lista de contas

Quick Setup: AAA Accounting x

Method List Narme™ POSTUREacct
Type™ identity - @
Available Server Groups Assigned Server Groups
Idap |T'| radius |-?-|
tacacs+ — -
<) =)
] )
(<) ]

l|1:|:] Apply to Device

9800 criar detalhes da lista de contas

Configuracao de WLAN

Etapa 1. Criar a WLAN. Navegue até Configuration > Tags & Profiles > WLANs > + Add e
configure a rede conforme necessario:

Configuration~ > Tags & Profiles~ > WLANSs

[ -]

9800 WLAN add

Etapa 2. Inserir as informacgdes gerais da WLAN.



Add WLAN x

General Security Advanced
Profile Name® | posture_demo | Radio Policy @
S5ID* | posture_demo | Show slot configuration

6 GHz

WLAN ID* | 1 | Status enasleD ] @
© WPA2 Disabled
Status enasen () € WPA3 Enabled
Dot11ax Enabled
Broadcast SSID enaleD ()

5 GHz
Status enaBLED [

2.4 GHz

Status enasten [

802.11b/ | 802.11blg v |
gPolicy

=l Apply to Device

9800 criar WLAN geral

Etapa 3. Navegue até a guia Seguranga e escolha o método de seguranga necessario. Nesse
caso, escolha '802.1x' e a lista de autenticagcdo AAA (que vocé criou na Etapa 2. na segao
Configuragcao AAA) sera necessaria:



Add WLAN

‘

General Security

Layer2 Layer3

® WPA + WPA2

MAC Filtering

Advanced

AAA

O WPA2 + WPA3

Lobby Admin Access

WPA Parameters

WPRA
Palicy

GTK
Randomize

WPA2 Encryption

AES(CCMP128)
GCMP128

o

WPAZ
Policy

OSEN
Policy

CCMP256

GCMP256

Protected Management Frame

PMF

| Disabled v |

O WPA3

O Static WEP

Fast Transition

Status

Over the DS

Reassociation Timeout *

Auth Key Mgmt

802.1x

v |

Easy-PSK
FT + 802.1x

B802.1x-
SHA256

O None

|. Adaptive Enabledw |

|2II]

PSK
CCKM A
FT + PSK
PSK-SHA256

[= Apply to Device

9800 criar seguranca de WLAN L2

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags
Layer2 Layer3 AAA
— |
Authentication List iDDStIJFE-authn—Iist v
Local EAP Authentication

9800 criar seguranca de WLAN AAA

Configuracao de perfil de politica




Dentro de um Perfil de politica, vocé pode decidir atribuir os clientes a qual VLAN, entre outras
configuracdes (como Lista de controles de acesso (ACLs), Qualidade de servico (QoS), Ancora
de mobilidade, Temporizadores, etc.). Vocé pode usar o perfil de politica padrao ou criar um novo.

Etapa 1. Crie um novo Perfil de Politica. Navegue até Configuration > Tags & Profiles > Policy e
crie um novo:

Configuration = > Tags & Profiles~ > Policy

+ Add

Admin Y Associated & T

FN Aonitoring Status Policy Tags Policy Profile Name
(&) Monitoring
(] 5 | posture_demo_pp
[v] default-policy-profile
1 10 -

9800 adicionar perfil de politica

Verifique se o perfil esta ativado.

Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QO0S and AVC Mobility Advanced

MName* posture_demo_pp WLAN Switching Policy

Description Enter Description Central Switching enasten

Status Central Authentication ENABLED .

Passive Client Central DHCP ENABLED .

IP MAC Binding Flex NAT/PAT

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-6

o
(%]

9800 criar perfil de politica geral



Etapa 2. Escolher a VLAN. Navegue até a guia Access Policies e escolha o nome da VLAN na
lista suspensa ou digite manualmente a VLAN-ID. N&o configure uma ACL no perfil de politica:

Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Moability Advanced

RADIUS Profiling WLAN ACL
HTTP TLV Caching IPv4 ACL | v |
DHCP TLV Caching IPvE ACL | v |
WLAN Local Profiling URL Filters ©)
Global State of Device Disabled (X)
Classification r .
Pre Auth | v |

Local Subscriber Policy Name | v | B ; .

' ) Post Auth | v |
VLAN
VLAN/VLAN Group | VLAN1072 6
Multicast VLAN ‘ Enter Multicast VLAN ‘

9800 criar VLAN de perfil de politica

Etapa 3. Configurar o perfil de politica para aceitar substituicdes ISE (permitir substituicdo de
AAA) e Alteracao de Autorizagado (CoA) (Estado NAC). Como opgéo, vocé também pode

especificar um método de auditoria:



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QOS and AVC Mobility Advanced
WLAN Timeout Fabric Profile
Session Timeout (sec) | 1800 ‘ ® Link-Local Bridging
Idle Timeout (sec) | 300 ‘ g1EIJ_NS Service | default-mdns-ser ... v |
olicy Clear
Idle Threshold (bytes) | 0 ‘ Hotspot Server | -
Client Exclusion Timeout (sec) ‘ &0 ‘ User Defined (Private) Network
Guest LAN Session Timeout Status
DHCP Drop Unicast
IPv4 DHCP Required v DNS Layer Security
DHCP Server IP Address 10.10.10.1 DNS Layer Security | NotConfigured v |
Parameter Map ' Clear
Show more ===
Flex DHCP Option
for DNS
AAA Policy
Flex DNS Traffic
Redirect
Allow AAA Override v
WLAN Flex Policy
NAC State '
) ( N \ VLAN Central Switching
Palicy Mame | default-aaa-policy x » |
Split MAC ACL v

Accounting List | POSTUREacct  x v |

WGB Parameters Air Time Faimess Policies

9800 criar perfil de politica Avangado

[l Update & Apply to Device

Configuracao de marca de politica

Dentro da marca de politica, vocé vincula a SSID ao perfil de politica. Vocé pode criar uma nova
marca de politica ou usar a marca default-policy.

Navegue para Configuration > Tags & Profiles > Tags > Policy e adicione um novo se necessario,
como mostrado na imagem:



Configuration~ > Tags & Profiles~ > Tags

Site RF AP
-

Policy Tag Name
default-policy-tag

Administration 1 10 «

9800 policy tag add

Vincule o perfil de WLAN ao perfil de politica desejado:

Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
MName™ posture-paolicy-tag
Description Enter Description

V¥ WLAN-POLICY Maps: 1

+ Add

WLAN Profile Y Policy Profile h i

posture_demo posture_demo_pp

1 10 «

Detalhes da etiqueta de politica do 9800

Atribuicao de marca de politica

Atribua a marca de politica aos APs necessarios. Navegue para Configuration > Wireless >
Access Points > AP Name > General Tags , faga a atribuicdo necessaria e clique em Update &
Apply to Device .



Edit AP x

General Interfaces High Awvailability Inventary ICap Advanced Support Bundle
General Tags
AP Name™*

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is
Location® default location not allowed while changing Tags.

Base Radio MAC

Policy posture-policy-tag b
Ethernet MAC

Site default-site-tag v B
Admin Status

RF default-rf-tag v B

AP Mode Local v

Atribuigao de tag de politica 9800

Configuracao de ACL de redirecionamento

Navegue até Configuragcdo > Seguranca > ACL > + Adicionar para criar uma nova ACL.

A ACL usada para o redirecionamento do portal de postura tem os mesmos requisitos que o CWA
(autenticacdo da Web central).

Vocé precisa negar o trafego para os nés de ISE PSNs, bem como negar o DNS e permitir todo o
restante. Essa ACL de redirecionamento ndo é uma ACL de seguranga, mas uma ACL de punt
que define qual trafego vai para a CPU (em permissdes) para tratamento posterior (como
redirecionamento) e qual trafego permanece no plano de dados (em negagao) e evita o
redirecionamento. A ACL deve ser semelhante a esta (substitua 10.124.57.141 pelo endereco IP
do ISE neste exemplo):



Edit ACL x

ACL Name* POSTURE_REDIRECT_#
Rules
Sequence®
Source Type any v
Destination Type any v
Protocol ahp v
Log

Sequence T

Source Y Destination YT

t Action T SourcelP Y Wildcard

10 deny any
20 deny 10.124.57.141
30 deny any
40 deny any
50 permit any

Detalhes da ACL de redirecionamento 9800

Configuracao da ACL de politica

ACL Type

Action

DSCP

1
10.124.57.141
any
any
any

any

IPv4 Extended

permit

Mone

Destination Y
Wildcard

Protocol Y

ip
ip
udp
udp

tcp

Source Y Destination T

Port Port DSCP T Log
None None None Disa
Nane None None Disa
MNone eq domain None Disa
eqdomain  None None Disa
MNone 2q wWww None Disa

Nesse caso, vocé precisa definir ACLs separadas no 9800 WLC para que o ISE autorize os
cenarios Compativel e Nao Compativel com base no resultado da verificagdo de violagao.

Configuration - > Security~ > ACL

+ Add # Associate Interfaces

ACL Name

POSTURE_COMPLIANT_ACL

POSTURE_NON-COMPLIANT_ACL

POSTURE_REDIRECT_ACL

1 |10.|

ACL 9800 geral

Para um cenario em conformidade, basta usar permit all nesse caso. Como outra configuragao

wew

ACL Type
|Pv4 Extended
|Pv4 Extended

IPvd Extended

comum, vocé também pode fazer com que o ISE nao autorize nenhuma ACL no resultado
compativel, que é equivalente a permitir tudo no lado do 9800:



Edit ACL %

ACL Name* POSTURE_COMPLIANT ACL Type IPv4 Extended
Rules
Sequence® Action permit v
Source Type any v
Destination Type any -
Protocol ahp v
Log DSCP None v
Sequence Y Source Y Source Y Destination Y Destination YT Source Y Destination T
t Action Y P Wildcard 13 Wildcard Protocol T  Port Port DSCP Y Log
10 permit any any ip Mone None Naone Digable
1 (10 v

ACL 9800 - Compativel

Para um cenario ndo compativel, o cliente permite acesso apenas a determinadas redes,
geralmente o servidor de remediacao (o proprio ISE, neste caso):

Edit ACL x

ACL Name* ‘ POSTURE_NON-COMP ACL Type IPv4 Extended

Rules

Sequence* Action permit v

Source Type any r

Destination Type [ any -

Protocol ahp -

Log DSCP None v
Sequence T Source Y Destination Y Destination T Source Y Destination T

t Action ¥ SourcelP T Wildcard P Wildcard Protocol ¥  Port Port pscP Y Log
10 permit 10.124.57.141 any ip MNone MNone MNone Disa
20 permit any 10.124.57.141 3] None None None Disa
30 permit any any udp MNone eq domain Mone Disa
40 permit any any udp eq domain MNone MNone Disa
50 deny any any ip Mone Mone MNone Disa
1 [ 10 v

ACL 9800 - Nao compativel

Configuracao e postura de AAA no ISE



Requisito de postura: Neste exemplo, o requisito para determinar a conformidade é detectar se
um arquivo de teste especifico existe na area de trabalho usada para testar o PC com Windows.

Etapa 1. Adicione a WLC 9800 como NAD no ISE. Navegue até Administracdo> Recursos de

rede> Dispositivos de rede> Adicionar:

= Cisco |5E

Metwork Devices Network Device Groups Network Device Profiles
—

Network Devices 1 WLCBEDN

Network Devices

Dewice Security Settings

Nama WLCSB00

Descrigtion

IP Addrass ‘P 10.124.60.41

Device Profile
Madal Name
Software Version

Network Device Group

Lecation All Lecations
IPSEC Mo

Device Type All Dovice Types

Adicionar dispositivo de rede 01

= Cisco I5]

Network Devices Metwork Device Groups Metwork Davice Profiles

Administration - Network Resources

External RADIUS Servers RADIUS Server Sequences NAC Managers

e

w
b [
e Dela
~ [ A

Administration - Network Resources

External RADIUS Servers RADIUS Server Sequances MNAC Managers

Netwark Devices I RADIUS Authentication Settings I
Default Device
Dewice Security Settings RADIUS UDP Settings
Protacol RADIUS
I Shared Secret [TXTT)
| Use Seeand Shared Secret
Second Shared
Secrat
I CoA Paort 1700

RADIUS DTLS Setings
DTLS Required

Shared Secret radius/dils

Coh Port 2083

ssuer CA of 15
5 fo

Adicionar dispositivo de rede 02

.
r Goa  Select if required (optional)

External MOM

External MDM

pxGrid Direct Connectors

pxGrid Direct Connectors

Etapa 2. Faca o download do pacote de implantacdo e do mddulo de conformidade do Cisco
Secure Client Headend no site do Cisco Software CCO.



Acessar e pesquisar o Cisco Secure Client:

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB
cisco-secure-client-win-5.1.2 42-webdeploy-k9.pkg
Advisories [

Secure Client 5.1.2.42

ISE Posture Compliance Library - Windows / Head-end 30-Jan-2023 19.59 MB
deployment (PKG). This image can be used with AnyConnect

version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.

cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9.pkg
Advisories [

Modulo 4.3 de conformidade com ISE

Etapa 3. Carregar o pacote do médulo de implantagao e conformidade do Cisco Secure Client
Headend para o provisionamento do cliente ISE. Navegue até Centros de trabalho> Postura>
Provisionamento do cliente> Recursos . Clique em Adicionar, Escolher Recursos do agente do
disco local na caixa suspensa:

Overview Network Devices Client Provisioning Policy Elements

Client Provisioning Paolicy
Add .~
Resources +

Client Provisioning Portal

[

Agent resources from Cisco site
Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

O O 0o O

Carregar cliente seguro



= Cisco ISE

Work Centers - Posture

Owverview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Selected 0 Totsd 13
Eliest Provisloning Belcy
esources S
Chand Ercisioctag Fortel O Wame Type Vertion Last Update Description
0  CiscolemporaldgentQSX 4.10.02081 CiscoTemparalAgentOS) 4.10.2061.0 202170810 03:12:31 With CM: 4.3.18%8.4353

GiscoSecs

lientCompEancohoduleWindows 4.3.3335.6146

GiscoSecineChenCompliancenlodisl

ndows 4.3.3335.6146

[m] Cisco-ISE-Chrome -NSP

O  GiscoAgentlessOSX 4.10,02051

] loomiest-Posture for Windows

0  AnyGonneciDesktopWindaws 4.10,7073.0
O Mac DsXSPWizard 2.7.0.1

O  GiscoagentiessWincows 4.10.02051

1= Clsco-ISE-NEP

O WLEAS 00 - windows

[} WinSPWizard 3.0.0.3

(] CiscoTemporalAgentWindows 4.10.02051

Native Supplicant Profile
GiscoAgentiessOSK
AgentProfile
AryConreciDeskioawWindows
Mac DsXSPWizard
GiscoAgentiessindows
Hative Supplicant Profile
AgeniContig

WinSPWizard

CiscoTemparaligentWindows

Mot Applicatile
4.10.2051.0

Mot Applicatile

2024703730 19:76:34

2016/10/07 04:01:12

2021708010 03:12:36

Z024/03/30 15:31:40

Cisco Secure Gent Win...,

Pre-configured Native 5.

With GM: 4.3.1856.4353

test windows PG for con...

4.10.7073.0 2024/03/30 19:47:18 AnyGannect Secure Mab, .
2.7.0.1 ZO2V0B0 0T 22T Supplicant Pravisioning ..
4.10.2051.0 2021/08/10 03:12:33 With GM: 4.3.2227.6145

et Applicabile
Noi Applicable
3003

4.10.2081.0

CistoSecureClisntDeskiopWindews 5.1.2.042

CistoSecweChamDesktapWindows

5.1.2.42 I

Carregamento do Cliente Seguro e do Médulo de Conformidade com éxito

2016/ 00T 04:01:12

2024/04701 17:44:50

2021/08/10 03:12:27

202170810 03:12:28

202403730 19:20:54

Pra-configured Native 5

Test lor WLOSHO0 Wirele_..

Supplicant Provisi

.

With CM: 4.3.2237.6145

Ciaeo Sacurs Chant fof

Etapa 4. Criar Perfil de Situagdo do Agente Navegue até Centros de Trabalho> Postura>

Provisionamento do Cliente> Recursos> Adicionar> Perfil de Situagao do Agente:

= Cisco IS

Waork Centars - Posture

e

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Paolicy Sets Troubleshoot Reports Settings
Cistrit Prescisivning Puliey
A Bilosembadl- Posterd 160 Witdowd
Resouizes
1
P e e Agent Posture Profile
Name *
Bloomiest-Posture for Windows
Description
test windows PC for connecting WLCSE00
r
Agent Bohavior
Parameter Value Dascription
Enabie debug log No w Enables the debug Ing on the agent
Operate on non-B02.1X wirelass No o Enablis the agent 16 operaté on non-B02.1% wirehess netwarks
Enabie signature check Mo - Chock the siganture of gxecutsbles bolone running tham
Log file size ] ] The maximum agent log file size
Femadintion tmer 4 ming. If thee wser faits to remediate within this specified time, mark them as non-compliant
Siealth Mode Disal & Agent can act as ¢ither clientless or standard mode. When stealth mode is enabled, it runs as a service
bled without sy user imerface
Enabie notifications in stealth mod Dinabled Display user wven whan in Stealth mode

Perfil de postura do agente

Etapa 5. Criar configuragado do agente Navegue até Centros de trabalho> Postura>
Provisionamento de cliente> Recursos> Adicionar> Configuracéo do agente:



= Cisco ISE Work Centers « Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Glient Pravisioning Palicy

Resources

Client Provisioning Partal

* Select Agent Package: CiscoSecureClientDesktopWindows 5.1

l * Configuration Name: WLCIB00-windows I

T Test for WLCSSOD Wieless dotlx
Description:

e

Description Value Notes

* Compliance Module CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection

I ISE Posture l
VPN ]
Zero Trust Access (]
Network Access Manager [:|
Secure Firewall Posture O
Network Visibility [}
Umbrella [_]
Start Before Logon (]
I Diagnostic and Reporting Tool I
Profile Selection
* ISE Posture bloomtest-Posture for Windows b

Adicionar configuragao de agente

Etapa 6. Confirme o portal de Provisionamento de Cliente, use o portal padrao para teste se
estiver OK. (Gere CSR e Solicite um certificado SSL do servidor de CA e substitua a marca Grupo
de Certificados nas Configuragdes deste portal. Caso contrario, um aviso de certificado n&o
confiavel ocorrera durante o processo de teste.)

Navegue até Centros de trabalho> Postura> Provisionamento de clientes> Portais de
provisionamento de clientes:

= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Palicy Policy Sets Troubleshoot Reports Settings

Clignt Pravisiening Pslicy

— Client Provisioning Portals

Client Provisioning Portal "
I ! isinning You can edit and customize the default Client Provisioning ponal and create additional ones

Greata

Client Provisioning Portal
(default)

Default portal and user experience used
to install the posture agents and verify
‘Ii‘.I1IlJ|IH[l[ZL‘ on user's devices

Escolher Portal de Provisionamento do Cliente 01



= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

T e R . ) o
Al Portal Behavior and Flow Settings Portal Page Customization

Resources

I Client Provisioning Portal Portal & page Settinqs

Portal Settings

HTTPS port:* B443
(8000 - 8598}
Bidirectional por:* 8449
(8000 - 8998)
Allowed Interfaces:* Far PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured
Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
O Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup
O Gigabit Ethernet 2 O Bond 1
Uses Gigabit Ethernet 2 as primary
O aigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup
O Gigabit Ethernet 4 O Bond 2
Uses Gigabit Ethernet 4 as primary
[ Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup
Certificate group tag: * Test-CPP -

Configure certificates at:

Administration > System > Certificates >
System Certificates

Authentication method: * Certificate_Request_Sequence -

Configure authantication methods at:

Administration > ldentity Management >
ldentity Source Sequences

Escolher Portal de Provisionamento do Cliente 02

Etapa 7. Criar Politica de Provisionamento do Cliente. Navegue até Centros de trabalho>
Postura> Provisionamento de cliente> Politica de provisionamento de cliente > Editar> inserir
nova politica acima.

Owerview Metwork Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoat Reparts Settings

Cligmt Provisioning Policy

Client Provisioning Policy

Resaurces

Client Provissoning Porsl . . :
Dafine the Client Provisioning Policy 10 determing what usars will rocaive Upon lagin and User sossion initiation:
For Agent Configuration: version of agant, agent profila, agant compliance madule, andfor agent customization package
For Matrve Supplicant Configuration: wizard profile andfor wizard, Drag and drog rules o change the order

w
Ruile Name Idantity Groups Operating Systems Othar Conditions Raésiilts
N - | WLCSB00 -Windarws Any Windows A Condition(s) WLCSB00-windows Edit
] 105 Amy Appie 05 All Condition(s) Ciseo-ISE-NSP Edit
| Android Ay Androld Condition(s) Cisco-1SE-NSP Edfit
| Windiws Ay Windaws Al Canditisnls) CiseoTemparalage ntin Edit
dows 4.10.02081 And
WinSPwizard 3.0.0.3
And Cisco-1SE-NSP
-] MAE G5 Ay M O5K Caondition(s) GiscoTemporalAgentOSi Edit
4.10.02051 Ang
MacOsXSFW
2.7.0.1 And Cisco-ISE-
NP
= | Chromebook Ary Ehrome OF All Gondition(s) Cisco-1SE- Cheome-NEP Edit

Criar Politica de Provisionamento de Cliente

Etapa 8. Criar Condig¢des de Arquivo. Navegue até Centros de trabalho> Postura> Elementos de



politica> Condigdes> Arquivo> Condi¢des do arquivo> Adicionar:

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
——
Conditions A File Conditions List > WLC9800-Posiure-dema
Anti-Malware File Condition
Anti-Spyware
Anti-Virus I Mame * WLCS800-Posture-demo I
Application
Description test for WLC9800
Compound

Dictionary Compound * Operating System Windows All L

Dictionary Simple

Disk Encryption Compliance Module  Any version

External DataSource I * File Type FilaExistence (O] I
File
Firewall * File Path USER_DESKTOR WLCO9800-Posture-Demo.txt

Hardware Attributes
* File Operanor Exists

Pateh Mansgement

Registry
Seript
Servica

use
Criar condicao de arquivo

Etapa 9. Criar Remedia¢des Navegue até Centros de Trabalho> Postura> Elementos de Politica>
Remediagdes > Arquivo> Adicionar:

= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

File Remediations List > WLC9800-Posture-Demo

Conditions >
- File Remediation
:
Application )
* Name WLC9800-Posture-Demo o
Anti-Malware
Anti-Spyware Description your PC must have file named WLC9800-Posture -
Anti-Virus
I Compliance Module Any version
File
Firewall Version 1.0
Launch Program
File Uploaded WLCS800-Posture-Demo.txt

Link

Patch Management

Script

use

Windows Server Update Servi...

Windows Update

Reguirements
Allowed Protocols
Authorization Profiles

Downloadable ACLs

Criar corregao de arquivo

Etapa 10. Criar Requisito. Navegue até Centros de trabalho> Postura> Elementos de politica>



Requisitos> Inserir novo requisito:

Qverview MNetwork Devices Clignt Provisioning Policy Elements Posture Palicy Policy Sets Troubleshoot Reports Settings
_—
Conditions
Remediations ~
.
Applicatian Requirements
Arit-Malwacs Name Operating System Compliance Module I Posture Type l I Conditlons I I Remediations Actlons I

Anti-Sgrypware

Msc DEX sting  Ax o lstir wing  Temporal Agent matlf  ANY_am_mac_inst them  Message Tast Only
Anli-Vieus
Fie X
Windews All wiing & o Iater wing  Tempoml Agent met if h Select Rem d
Firgwall
Launch Program Mac 05X wsing 4. .or Ister wsing Temporal figent mat if thes Setect Remediations =
Link
Minder Al using ax st Tempaoral t m * ey the Sa B L
Patch Management pl
Check
Seript
uss Mse D5X wiing  d.xor later wsing  Temporl Agent met if e ih Select Fom d
Windows Server Update Sersi
Windows: Update " =
o Winoows Al using 40 later using  Temporal Agent met it Delault_Firewall_Remediation  Edit
Requirements Mac 05X wilng 4= or lat Temporal t ™ f Default_Firewall _Remadiation Edit
Mac
Amrwed Peotocols
Wir Al wsing Any Ag men if we [ WLCH800-Posture-Deme Edit
Auiherization Profiles
Downiosdable ACLs
ovisien By Evarything options), Hardware Conditians, and External Data seurce conditians

Criar Requisito de Situagao

Etapa 11. Criar Politica de Postura. Navegue até Centros de trabalho> Postura> Inserir nova
politica:

= Cisco ISE Work Centers - Posture

Ovarviow Network Devices Client Provisioning Policy Elemants Posture Policy Policy Sots Troubleshoot Reports Soitings

Posture Policy

Dafine the Posture Policy by configuring rules based on operating system and/or caher condiions. Wigsen0

s
Status  Policy Options Fule Name Identity Groups Operating Systems Compliance Module Fosture Typo Other Ganditions Reguirements
] Pelicy Cptions WECHB0O- Posture-Dama Any Windows All Ang varsion Agant WLCBOD- Posturn - -
Dema

Criar politica de postura

Etapa 12. Criar trés Perfis de Autorizagao: O estado da postura é Desconhecido; O estado da
postura nédo é conforme; O status da postura € compativel. Navegue até Politica> Elementos de
politica> Resultados> Autorizacao> Perfis de autorizagcao> Adicionar:



Dictionaries Conditions Results

Authentication b

Allowed Protocols

Standard Authorization Profiles

For Policy Export ge te Administration > System > Backup & Restore = Policy Export Page

Authorization -
Authorization Profiles

Dewnloadable ACLs

O
Profiling >

a
Posture >

a
CHent Provisioning >

a

Criar perfis de autorizagao 01

Dictionaries Conditions Results

Autharization Pr

Authestication r
Allorwnd Protocols
* Name
Authorization e
Authorization Profiles

Duscripeon
Downlondable ACLs

+ Add

Name

WLCS9800

WLCHB00- Posture -Compliant

WLCHB800- Posture -NonCompliant

WLCHB00- Posure-Unknown

WLCSS00- Posure- Unknown

Authorization Profile

WLCSB00-Posure-Unknown

* Access Type

Prafiling > ACCESS_ACCEPT e
BRE= * Network Device Profile & Cises  ~ @
Clisnt Provisioning » Saervice Template [m]

Track Movement u N O]

Agentless Posture oo

Passive Identity Tracking O &)

~ Common Tasks

O Veice Domain Permission

Profile

= Ciseo ()
& Cisco ()

&k Cisco (3

~

Description

Criar perfis de autorizagao 02

S L i e e
O Supprass Prafiler CoA for endpoints in Logical Profile

Web Redirection [CWA, MDM, NSP. GPF) (D)

Chent Provisioning (Posture] ACL

POSTURE_REDIRECT _ACL s Value Client Provisioning Portal (def +




Dictionaries Conditions Results

—
Authentication " Authorization Profiles > WLCO800-Posture-Compliant
PG Authorization Profile
* Name .
Autherization ~ WLCH9800-Posture-Compliant

Authorization Profiles
Description

Downloadable ACLs

* Access Type

Profiling 3 ACCESS_ACCEPT ~
Postura > Network Device Profile & Cisco @
Client Provisioning > Service Template (]

Track Movement oo

Agentless Posture 0oo®

Passive Identity Tracking [ (O

~ Common Tasks

O Interface Template

) Web Authemtication (Local Web Auth)

Airespace ACL Name POSTURE_COMPLIANT_ACL

O Airespace IPvé ACL Name

Criar perfis de autorizagéo 03

Dictionaries Conditions Results
m[ 1£eAUU FiLuine

Authentication b * Name
WLC9800-Posture-NonComp
Authorization w
Daescription
Authorization Profiles
Darwnlaadable AGLS .
* Access Type
ACCESS_ACCEPT b4
Prafiling »
Network Device Profile & Cisco v @
Podture >
Service Template (]
Clisnt Provisioning b Track Movement oo
Agentless Posture oa@
Passive ldentity Tracking O &)

~ Common Tasks
0O Interface Template

[ Wab Authentication {Local Wab Auth)

Arespace ACL Name POSTURE_NON-COMPLIANT _

[ Airespace [Pvé ACL Name

~ Advanced Attributes Settings

Etapa 13. Criar Conjuntos de Politicas. Navegue até Politica> Politica



Policy Sals Resot Policyset Hitcounts

+ Status  Policy Set Nama Description Conditions Allowsd Protocols | Server Sequence  Hits  Actions  View
W Mot Gevice 1P Address QU 20,604
8 WLES00- Paswn-Dema AND Delault Network Access <3 {;} 3
r Mormal 8- CONTA S ITE_ o
-] Defay 1 Defaun policy sat Defaul Network Access < {3} >

Criar Conjuntos de Politicas

Sets> Adicionar icone:

Etapa 14. Criar politica de autenticagcdo Navegue até Politica> Conjuntos de politicas> Expanda
"WLC9800-Posture-Demo"> Politica de autenticagcao> Adicionar:

= Cisco ISE Palicy - Policy Sets
)
-] 0-Po Dafault Notwork Access X
Austhomtication F i
7} Swtus  Rule Name Conditions Use Hits  Actions
Imernal Users
R T — Wireiess_802. 1 5
* Options U
All_User_ID_Stores
@ Fii)

4 (}i.‘lloﬂ!{
Criar Politica de Autenticacao

Etapa 15. Criar politica de autorizagao Navegue até Politica> Conjuntos de politicas> Expanda
"WLC9800-Posture-Demo"> Politica de autorizacao> Adicionar:

Authorization Policy (4)

Roesults
Status  Rube Hams Conditions Profiles Security Groups Hits  Actions
©  Posture-Complian L SessisaPostirsStatus EQUALS Complisnt WLCOEDO-Pasture-Co. Soloet from lisy ff‘}
[-] 1 WLCBDD-Posture -Mo, Salect from list iR
stus EQUALS. Linknow FLCOBO0- - LN hoe 3
(-] P 5 EQUL WLCOBOO-Posure-Unk. Saleet fram lisy {f_}
-] il DenyAccess Salect fram list &

Criar Politica de Autorizagao

Examples

1. Teste conectado SSID posture_demo com credenciais 802.1X corretas.



posturg_demo
% Seoured

Enter your user name and password

wic9800 - ser

--#--4

&)

oK Cancel

Metwork & Internet settings
Change sefbngs, such as makong a connecton metered.

P .




» Se o navegador tiver sido redirecionado para a URL do portal do ISE, mas a pagina nao
puder ser carregada, verifique se o nome de dominio do ISE nao foi adicionado ao servidor
DNS e, portanto, o cliente nao pode resolver a URL do portal. Para resolver rapidamente
esse problema, verifique o IP estatico/nome do host/FQDN no perfil de autorizacao para
fornecer o endereco IP na URL de redirecionamento. No entanto, isso pode ser um
problema de seguranca, pois expoe o endereco IP do ISE.

Comman Tasks

e Al FOSTURE _REDIRECT _ACL . Walud Chent Provisioning Poatal {defi ~

Coletar depuracoes

Ative as depuracdes no C9800

Habilitar depuracdes no ISE

Referéncias

» Configurar o CWA no Catalyst 9800 WLC e ISE - Cisco

* BYOD sem fio com Identity Services Engine

» Implante a postura do ISE

» Solucionar problemas de gerenciamento e postura de sessao do ISE

» Comparar o fluxo de redirecionamento de postura do ISE com o fluxo sem redirecionamento
de postura do ISE
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



