Descriptografe as capturas de pacote pelo ar em
SSIDs 802.1X
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Introducao

Este documento descreve como descriptografar as capturas de pacote pelo ar para WLANs
802.1X com ferramentas de Troubleshooting disponiveis no Catalyst 9800 WLC.

Pré-requisitos

Requisitos
A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Como configurar uma WLAN 802.1X no Catalyst 9800 WLC

» Como utilizar rastreamentos radioativos com depuragao condicional habilitada no Catalyst
9800 WLC

» Como fazer capturas de pacotes pelo ar usando um ponto de acesso no modo Sniffer ou um
Macbook com sua ferramenta de Diagndstico sem Fio

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software e hardware:

 Catalyst 9800-L WLC, Cisco IOS® XE Cupertino 17.9.3
» Ponto de acesso Catalyst 9130AX no modo farejador
» Cisco ISE versao 3.3



* Wireshark 4.0.8

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

Quando uma identidade é validada por meio de EAP+8021X, o trafego sem fio é criptografado
usando a PTK (Pairwise Transient Key) gerada a partir do handshake entre o solicitante e o
autenticador, que usa a PMK (Pairwise Master Key) para ser calculada. Esse PMK é derivado da
MSK (Master Session Key). O MSK esta incluido nos Pares de Valores de Atributo da Mensagem
RADIUS Access-Accept (criptografada usando o Segredo Compartilhado RADIUS). Como
resultado, o trafego nao pode ser visto de forma transparente em uma captura de pacote Over-
the-Air, mesmo que o handshake de quatro vias seja interceptado por terceiros.

Normalmente, a geragdo da PMK implica capturas de pacotes sendo realizadas na rede com fio,
conhecimento do segredo compartilhado RADIUS e alguma codificagao para extrair os valores de
interesse. Em vez disso, com esse método, uma das ferramentas disponiveis para solucionar
problemas no Catalyst 9800 WLC (Rastreamentos radioativos) € usada para obter o MSK, que
pode ser usado em qualquer ferramenta de analise de pacotes bem conhecida, como o
Wireshark.



Observagao: esse procedimento funciona apenas para WPA2, ja que as informacgdes
necessarias para calcular PTK (Pairwise Transient Keys) sdo trocadas pelo ar através do
handshake de 4 vias. Em vez disso, na WPAS3, a Autenticagao Simultédnea de Iguais
(SAE) é realizada através do que é conhecido como handshake do Dragonfly.

Configurar

Etapa 1. Inicie o rastreamento radioativo do endpoint de interesse

Na WLC do Catalyst 9800, va para Troubleshooting > Radioative Traces e clique no botdo Add
para digitar o endereco MAC do dispositivo cujo trafego deve ser descriptografado.



Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

0093.3794.2730

‘D Cancel Apply to Device

Endereco MAC adicionado a lista de rastreamentos radioativos

Depois de adiciona-lo, clique no botdo Start na parte superior da lista para habilitar a depuragao
condicional. Isso permite ver as informacdes trocadas no plano de dados (o MSK esta aqui).

Cisco Catalyst 9800-L Wireless Controller
1793

Radioactive Trace

Conditional Debug Global State:
ﬁl Dashboard £ Wireless De

_ -+ Add Delete + Start M Stop
Monitoring

MAC/IP Address T Trace file

\?\\ Configuration
N

O 0093.3794.2730
JoAH NP
LOS Administration 1

=N i
{©) Licensing

Dispositivo adicionado a lista de rastreamento radioativo com depuragéo condicional habilitada.




Observagao: se vocé nao ativar a Depuragao condicional, apenas o trafego no plano de
controle podera ser visto, o que nao inclui o MSK. Consulte a se¢ao Depuracao
Condicional e Rastreamento Radioativo do documento Depuracao e Coleta de Logs no
Catalyst 9800 WLC Troubleshooting para obter mais informagdes sobre isso.

Etapa 2. Obtenha uma captura de pacotes pelo ar

Inicie a captura de pacotes pelo ar e conecte seu endpoint a WLAN 802.1X.

Vocé pode obter essa captura de pacote pelo ar usando um Ponto de acesso no modo Sniffer ou
com um Macbook usando sua ferramenta interna de Diagndstico sem fio.



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html

Observacao: certifique-se de que a captura de pacotes inclua todos os quadros 802.11.
Mais importante ainda, € imperativo que o handshake de quatro vias seja capturado
durante o processo.

Observe como todo o trafego apds o handshake de quatro vias (pacotes 475 a 478) é
criptografado.



14:12 «B52516  @.09133%000
458 14:12:10.056200  0.2a3682000
451 14:11:19.856303 @.002103000
452 14:12:19.859417  2.801114008
453 14:12:19.108429  B.849812000
454 14:17:19.116989  2.208480000 IntelCor_94:37:38
455 14:12:19.119158 2.802241000 B Cisco_ma:1B:81

456 14:12:19.122T92  0.8A35642000 Cisco_aa:l8:8f IntelCor_94:27:38
457 14:12:18.124621 2.0018299000 IntelCor_9. T30 Cisco_ma:18:81

458 14:12:19.166658  2.842029000 IntelCar_94:27:38
459 14:12:19.170035  8.8a3385808
468 14:12:18.175814  2.245775008
461 14:12:19.180060 8.804255008
462 14:12:10.182029  0.802860000 Cisco_sa:l IntelCor_94:27:38
463 14:12:19.236135  0.053206000 IntelCor 9 Ti3R Cisco_ma:18:87

464 14:12:19.244438  0.808303000 Cisco_aa:lB8:87 IntelCor_94:27:39
465 14:12:19.248078  0.0935640000 IntelCor_94:27:30 Cisco_aa:18: 81

466 14:12:19.251302 @.093224000 Cisco_aa: IntelCor_94:27:39
467 14:12:19.259118 0.807808000 IntelCor 9
468 14:12:19.263865  0.804755000 Cisco_aazl IntelCor_94:27:38
4609 14:12:10.271714  9.207849900 IntelCor_94:27:30 Cisco_aa:16:81

478 14:12:19.285288  0.813566088 i3 IntelCor_94:27:38
471 14:12:19.287513 8.8a2233008 Cisco_sa:18:8f

472 14:12:19.291881  2.293563000 IntelCor_94:37:38
473 14:12:19.294213 2.803132000 Cisco_aa Bf

474 14:12:19.315016  8.820803008 IntelCor_94:27:38
475 14:12:18.316556  2.291540000 IntelCor_04:37:38
476 14:12:18.321017  2.804461008 Cisco_aa:1B:8F

477 14:12:10.322061  8.0010440008 IntelCor_54:27:38

Reassociation Request, SN=22, FN=0, Flags=.
&0 dB Reassociation Response, SN=3741, PN=0, Flags=....
35 d8 Action, SN=23, FNe@, Flagsw........ C

68 dB Request, Identity

146 -53 dBa 35 dB Response, Identity

118 =34 dBa E@ dB Request, TLS EAP (EAP=TLS)

146 -50 dbs 35 dB Response, Legacy Mak (Response Only)

118 -33 déa Bl d8 Request, Protected EAP (EAP-PEAR)

338 -60 dbs 34 4B Encrypted Handshake Message

1116 -33 dBa 61 B Request, Protected EAP (EAP-PEAP)

146 -55 dBa 35 dB  Response, Protected EAP (EAP-PEAR)

1112 =34 dBa B2 dB Request, Protected EAP (EAP-PEAP)

146 -55 dBa 35 dB Response, Protected EAP (EAP-PEAP)

268 -34 dBa &8 di Server Helle, Certificate, Server Key Exchange, Server Hello Done

308 -6@ dbm 34 d8 Encrypted Handshake Message, Change Cipher Spec, Encrypted Handshake Message

161 -34 dBa 60 dB Change Cipher Spec, Encrypted Handshake Message

146 -62 déa 34 d8 Response, Protected EAP (EAP-PEAP)

144 -34 dbam 60 dB Application Data
-G8
=34
=68

€, SSID="ota-dotlx™
aC

IntelCor_94:27:39
Cisco_asa:18:8f

IntelCor_94:27:38
Cisco_ma:1B:81

143 dba 34 dB Application Data
175 dBa &8 dB Application Data
dba 34 dB Application Data
198 -33 dBa 61 dB Application Data
146 -68 dBa 34 d8 Application Data
143 =34 dBa EQ dB Application Data
146 -68 dBa 34 dB Respanse, Protected EAP (EAP-PEAP)
108 -32 dia E1 dB Success
221 -34 dba 60 dB Key (Message 1 of 4)
223 -60 dba 34 dB Key (Message 2 of 4)
255 -34 dBa &8 dB Key (Message 3 of 4)
478 14:12:18.323817  2.29817560088 199 -58 dBa 34 dB Key (Message 4 of 4)
112:18. 324600  B. 800332000 £ Action, SN=24, FN=8, Flags=.
112:10.325809  @.0a1200000 = Action, SN=3746,
2. 209057000 IPvEmcast_B32 2 Qo5 Data, SN=13, FN=2, Flags=.
2.813451008 Broadcast 9 QoS Data, SM=14,
8. 200496008 L Action, SN=3747, . Dialog Token=98
2. 200319008
2. 080401008
[[MTTFETTT] 1 B Data,
8.180240000 elC C. = . 2 Data,
@.2a6011888 C ] IntelCor_94:27:38 2. 3 Data, S
2. 26866000 IPvdrcast_16 . Data,
14 2.2a0352000 C IPvEmcast_16 . 2 5 Data,
14:12 2 2. 240375000 il isco_ 1 2. 2 L Data, S
14: 8.2a1773000 Cisco_ o ] . Data, ags=.p
14: 2.2a1732000 E C 1Bl . 5 Data, SM=28, FN=@, Flags=.p.
14 8.8a14120008 ce 3f ] . L Data, SH=3, PN=8, Fla
14 8.803483008 IntelCor_9 sco_; - Data, ; P
14:12:18. 632626 8.008336000 IntelCor_94:27:30 Cisco_37:88:11 . o5 Data, SM=22, FN=8, Flags=.p..... TC

aualy Dialog Token=3
se0+C, Dialog Token=3

Trafego sem fio criptografado.

Etapa 3. Gerar e exportar o trago radioativo do dispositivo

Na mesma tela da Etapa 1, clique no botdo verde Gerar depois de capturar o trafego sem fio.

Na janela pop-up Intervalo de tempo, selecione o intervalo de tempo que corresponde as suas
necessidades. Nao é necessario habilitar logs internos aqui.

Clique em Apply to Device para gerar o rastreamento radioativo.



Enter time interval

Enable Internal Logs

Generate logs for last @ 10 minutes

® 30 minutes
® 1 hour

@ since last boot

® -4294967295

D Cancel Apply to Device

Intervalo de tempo para rastreamento de RA.

Quando o rastreamento radioativo estiver pronto, um icone de download sera mostrado ao lado
do nome do arquivo de rastreamento. Clique nele para fazer o download do seu Radioative Trace.

Radioactive Trace

Conditional Debug Global State:
£} Wireless Deb

-+~ Add Delete + Start M Stop

MAC/IP Address Y Trace file
D 0093.3794.2730 debugTrace_0093.3794.2730.tx » Generate

1 ) 1-10of 1items

Radioative Trace disponivel para download.

Etapa 4. Obter o MSK do tragado radioativo




Abra o arquivo de rastreamento radioativo baixado e procure o atributo eap-msk apés a
mensagem Access-Accept.

<#froot>

2022/09/23

20:

Access- Accept

, len 289
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23

eap- nmsk

0

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

08.

08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

646494126

646504952
646511532
646516250
646566556
646577756
646601246
646610188
646614262
646622868
646642158
646668839
646843647
646878921
646884283
646913535
646914875
646996798
646998966
647000954
647004108
647008702
647025898
647033682
647101204
647115452
647116846
647118074
647119674
647128748
647137606
647139194
647140612
647141990
647158674

fb cl ¢c3 f8 2¢c 13 66 6e 4d dc

2022/09/23 20:00:08.647159912
2022/09/23 20:00:08.647161666
2022/09/23 20:00:08.647164452
2022/09/23 20:00:08.647166150
2022/09/23 20:00:08.647202312

{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[radius]

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]

[15612]:

[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:

[auth-mgr] [15612]:
[auth-mgr] [15612]:
[auth-mgr] [15612]:

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

26 b8 79 7e 89 83 f0 12 54 73 cb

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

[auth-mgr] [15612]:

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):
(info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):

(info):

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):

RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
Valid Response
[0093.
[0093.
[0093.
[0000.
[0000.
[0093.
[0093.
[0000.
[0093.

3794.
3794.
3794.
0000.
0000.
3794.
3794.
0000.
3794.

2730

0000

0000

Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying

2730:

Received from id 1812

authenticator 8b 11 2
User-Name [1] 7 "Alic
Class [25] 55 ...

EAP-Message [79] 6 ..
Message-Authenticator
EAP-Key-Name [102] 67
Vendor,
MS-MPPE-Send-Key [16]
Vendor,
MS-MPPE-Recv-Key [17]

Microsoft [26
Microsoft [26

Packet, Free t
capwap_9000000

:capwap_9000000
2730:
0000:

capwap_9000000
capwap_9000000

1 capwap_9000000
2730:
2730:

capwap_9000000
capwap_9000000

:unknown] Pkt b
2730:

capwap_9000000

61 51 da fa af 02 bf 96 87 67 4c c7

[15612]:
[15612]:
[15612]:
[15612]:

(info):

(info): Applying Attribute :
(info): Applying Attribute :
(info): Applying Attribute :

[0093.3794.2730: capwap_9000
[0093.3794.2730: capwap_9000
[0093.3794.2730: capwap_9000

Attribute : us
Attribute : cl
Attribute : EA
Attribute : Me
Attribute : EA
Attribute : MS
Attribute : MS
Attribute : dn
Attribute : fo
Attribute : au
Attribute :

22 cl
ea
me
cl
in

(info): Applying Attribute

O valor seguido pela sequéncia de caracteres eap-msk € o MSK. Copie e salve-o para usa-lo na

[0093.3794.2730: capwap_ 9000



préxima etapa.

<#froot>

2022/09/23 20:00:08.647158674 {wncd_x_R0-0}{1}: [aaa-attr-inf] [15612]: (info): Applying Attribute :
eap- nsk

0

fb cl c3 f8 2c 13 66 6e 4d dc 26 b8 79 7e 89 83 f0O 12 54 73 cb 61 51 da fa af 02 bf 96 87 67 4c c7 22 ct

Etapa 5. Adicione o MSK como uma chave de descriptografia IEEE 802.11 no
Wireshark

No Wireshark, va para Wireshark > Preferéncias > Protocolos > IEEE 802.11.
Marque a caixa que diz "Enable decryption" e selecione Edit, ao lado de Decryption keys.

Clique no botao "+" na parte inferior para adicionar uma nova chave de descriptografia e
selecione msk como o tipo de chave.

Cole o valor eap-msk obtido na Etapa 4 (sem espacos).

Finalmente, clique em OK para fechar a janela Chaves de descriptografia e depois clique em OK
para fechar a janela Preferéncias e aplicar a chave de descriptografia.



ICP

ico

IEC 80870-5-101 + Reassemble fragmented 802.11 datagrams

IEC 80870-5-103 lgnore vendor-specific HT elements

IEC 60870-5-104 o Call subdissector for retransmitted 802.11 frames
IEEE 802.11 Assume packets have FCS

IEEE 802.15.4 - - .
lidate the Fi ks f possible
\EEE 802.1AH Validate the FCS checksum if possible

IEEE1722 Ignore the Protection bit

iFCP * Mo

ILP Yes - without IV

IMAP Yas - with IV

IMF Enable WPA Key MIC Length override
INAP
Infiniband SDP
Interlink Treat as S1G

IPDC o Enable decryption

IPDR/SP

iPerf2 Decryption keys Edit...

IPMI

IPPUSB WEP and WPA Decryption Keys
IPSICTL
1Pvd

IPvE

IPVS

IPX

IRC
ISAKMP
iSCsl
ISDN

iSER
ISMACRYP
iSNS

150 10681
IS0 15765
150 8583
150bus VT
1sUp

IEEE 802.11 wireless LAN

WPA Key MIC Length override 0

Key type | Ky
msk fbele3fB2c13666e4dde2B6b8797eB89830125473cb6161dafaaf02bfOBB7674cc722ebf0933102a41bb0210a769bb223810ck

sco_3f:88:f1 802 .
sco_3f:80:f1 802,

bl Fee AA.aT. A ana

Chave de descriptografia adicionada as preferéncias do Wireshark.

Etapa 6. Analisar o trafego 802.1X descriptografado

Observe como o trafego sem fio agora esta visivel. Na captura de tela, vocé pode ver o trafego
ARP (pacotes 482 e 484), as consultas e respostas DNS (pacotes 487 e 488), o trafego ICMP
(pacotes 491 a 497) e até mesmo o inicio do handshake triplo para uma sessao TCP (pacote
507).



449 14:12:108.852518 IntelCor_54:37:30 Cisco_sa:18:8f Reassociation Request, SN=22, FH=B, Flags= €, S5ID="gta-dotlx"

450 14112010.056200 Cisco_sar18:8f IntelCor 94127130 802.11 227 =34 dBm Reassecistion Response, SHe3741, FM=d, Flags .C
451 14112:10.058303 IntelCor_ 54 802.11 93 -53 dam Actiom, SM=23, FHe®, Flagss........C
452 14:12:10.059417  9.001114009 Cisco_sa:118 EAP 109 =34 dBs Request, Identity
453 14:12:10.108429  9.845012000 IntelCor EAP 146 -59 dBm Response, Identity
454 14:12:18.116585  0.808488008 Cisco_sa:18 EAP 118 =34 dbm Fequest, TLS EAP (EAP-TLS)
455 14:12:010.119150  0.802241809 IntelCor_ 94127130 EAP 146 =59 dBm Response, Legary Mak (Respanse Dnly)
456 14:12:19.122792  0.803642000 Cisco_sa:18:8f EAP 110 =33 d8s Request, Protected EAP (EAP-PEAP)
457 14:12:010.124621  9.001829000 IntelCor_ 54 TLSv1.2 330 =68 dBm Encrypted Handshake Message
458 14:12:10, 166650  0.842029009 Cisco_sa:18 EAP 1116 -33 dem Request, Protected EAP (EAP-PEAP)
14:12:18.178835  8.803383004 IntelCor, 54:27:38 EAP 146 =53 dBs Response, Protected EAP {EAP-FEAR)
12r10.175814  0.005775000 EAP 1112 -34 des Request, Protected EAP (EAP-PEAP)
12:10. 180065  0.004255000 EAP 146 =59 g8 Response, Protected EAP (EAP-FEAF)
12r10.182929  0.002860000 TLSv1.2 268 =34 d8m Server Hello, Certificate, Server Key Ewchange, Server Hello Done
112:10.236135  2.852206000 TLSvi.2 308 62 dBm Encrypted Handshake Message, Change Cipher Spes, Emcrypted Handshake Message
12:18.244438 2.pes303009 TLSv1.2 161 =34 dbm Change Cipher Spec, Encrypted Handshake Message
12:10.248078  0.003645008 EAP 146 58 dBs Response, Protected EAP {EAP-PEAR)
456 14:12:19.251382  0.803224000 Cisco_sa!18:81 Application Data
457 14:12:10.259118  0.0078@8009 IntelCor_54:27:30  Cisco_sa:18:8f TLSv.2 140 =68 dBs Application Data
468 14:12:10.263865  0.804755000 Cisco_ma:18:81 IntelCor_94:27:30 TLSv1.2 175 =34 d8s Application Data

469 14:12:10.271714  B.087849089 IntelCor_94:27:38 Cisco_sa:18:8f TLSV1.Z 03 -6 dbm
12:10.285288  9.813566008 Cisco_aa:1B:8f IntelCor,_34:37:30 TLSV.2 190 =33 dibs
12:10.287513  0.882233008 IntelCor 94:27:30 TLS1.2 146 -6 dBm
12:10.291081  9.B035E5008
12:18.294213  8.003132000
112218, 315016
12218, 316556

Application Data
Application Data

Applicatisn Data

Application Data

Response, Protected EAP (EAP=PEAFP)
Success

Key {Hessage 1 of 4]

g
£
&
B
U Y I R D Y BN B R R B R R R R

12:10.321817 X EAROL 233 -E8 dBm Hey (Message 2 of 4)
12:18. 327861 Ciseo_aa:18: &1 IntelCor_54:37:30 EAPOL 255 =34 dBm Key (Message 3 of 4)
IntelCor_94:37:30  Cisco_aa:18:&f EAPOL 199 =68 dbm Koy (Message 4 of 4)
IntelCor_$4:27:30  Cisco_aa:l8:&f BE2.11 148 68 dBm Action, SMeZ4, FHed, Flagse= €, Dialog Token=3
Cisco_aa:18: 81 IntelCor_54:27:30 B82.11 148 -34 gBm Actiom, SNe3T4E, FHe®, Flagse.
feBl: thoadf 1BESE: 110 #402::2 T04PE 207 -6 die Router Solicitatice from Bd:
IntelCor_34:37:30  Brosdeast AP 197 -E1 dbs Who has 172.16.5.17 Tell 172.16.5.66
Ciseo_aa:18: &1 IntelCor_94:27:30 BE2.11 99 =34 dem Actiom, SNe3T47, FHed, Flagss. Dialeg Tokensdd
Cisco_31:80:11 IntelCor_94:27:30 ARP 197 =38 dBm 172.16.5:1 is ot 78:da:be:3f:B6:11

IntelCor_94:27:30  Cisco_ma:18:8f 802.11 99 -68 d8m 34 B Action, SN=25, FNe®, Flag 1046, Dialog Tekere9@
172.15.5.56 172.18.188.43 Standard query Bx3cdB A www.msiiconmecttest. con
172.18.188.43 - Standard query Bxsd51 A cis
Stamdard query respomse 8x3d51 A cisco.com A 72.163.4.161
172.16.5.66 I@PY3 199 =61 dB= 33 0B Mesbership Report / Join group 224.9.8.251 for any scurces / Join group 239.255.255.250 for any sources

680z :badf:BESb: 110 1102: 10MPvE 267 61 dBm 33 0B Multicast Listener Report Message v2
172.16.5.86 172.253.63.99 33 @B Eche (ping] request 1d=8x8001, seq=8137/51487,
5 s E6 B4 B to=1 te 1 i

+12:10. 616207
112218623163

172.18.188.43

ttle8 [no response found!)
t t)
seqeB138/51743, ttl=d (A8 response found!)

Eche [pingl request
172.1 eace

172,253.63.99 TP
72.163.4.161 TP

ttl=10 (no respense found!)
tEl=128 {reply in 581)

seq=B130/51909,
seq=A148/52255,

Echo [pingl request
Eche [pingl reguest

172.16.5.66
172.16.5.86
18,152,103,
IntelCor_94

Actiom, SNe26, FH-8, Flags=

Cisea_sa:18: 81 802,11

x Dislog Tekareb
400 14:12:10.632072  0.800277000 Cisco_an:18:8f IntelCear_94:27:30 802,11 Aetion, SNe3TS4, PNe®, Flagse, €, Dinlog Takenss
14:12:10.634467  0.001495000 172.16.5.66 172.253.63.99 100 Echo (ping] request $0q=8141/52511, ttlell (mo response found!)
12:10, 666791 Echo (ping] reply 5cq=B148/52255, tE1=236 {request in 4961

72.163.4.161
1

239,

1
14:
14:12:10, TIES1E 172.16.5.86 255,255, 150
S5 14:12:10.T4TEIT 172.18.108.43 172.16.5.66 oS 364 -3 dbs 64 dB Standard query response Bx3cdd A wew . BETUCORNOCTLEST.Com CNAME ncsl-ged.trafficmanager. ot CHAME wew. msf
SP6 14:12:10, TAELTR 172,18, 108.43 o 364 -39 dba 64 OB Standard query response Bx3cdd A wew,BETUCORNOCELEST . Com CHAME ncsl-ged.trafficmanager. ot CHAME wew, msf
ST 14:12:10. 750548 0.002I6ROMQ 1T2.16.5.66 23.218,218.158 o 203 61 dbs 33 g8 50781 « 68 [SYH] Seqe0 Win=G5520 Lamwd MSS=1260 Wi=256 SACK_PERM

Trafego sem fio descriptografado.



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



