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Introduction

Este documento descreve um problema de hardware especifico na malha e no cartao de
armazenamento (FSC) nos Cisco Aggregated Service Routers (ASR) 5500.

Problema: Os clientes relatam falhas no FSC 16 com raid Hd
degradado

*xxxxx%% Show al arm out standi ng verbose ****x**

Severity Object Ti mest amp AlarmID

M nor Card 14 Sunday August 21 07:16:34 A 3610743104839221248

The Fabric & 2x200GB Storage Card in slot 14 is a single point of failure. Another Fabric &
2x200GB Storage Card of the sane type is needed.

M nor Card 15 Sunday August 21 07:16:34 A 3610743104839221249

The Fabric & 2x200GB Storage Card in slot 15 is a single point of failure. Another Fabric &
2x200GB Storage Card of the sane type is needed.

M nor Card 17 Sunday August 21 07:16:34 A 3610743104839221250

The Fabric & 2x200GB Storage Card in slot 17 is a single point of failure. Another Fabric &
2x200GB Storage Card of the sane type is needed.

*xxxxxxx ghow card table al| ****x*x

Sl ot Card Type Qper State SPOF Attach



1: DPC Dat a Processing Card Active No
2: DPC Dat a Processing Card Active No
3: DPC Dat a Processing Card Active No
4: DPC Dat a Processing Card Active No
5: MM O Managenent & 20x10Gb 1/ O Card Active No
6: MM O Managenent & 20x10Gb 1/ O Card St andby -
7: DPC Dat a Processing Card Active No
8: DPC Dat a Processing Card Active No
9: DPC Dat a Processing Card Active No
10: DPC Dat a Processing Card St andby -
11: SSC System Status Card Active No
12: SSC System Status Card Active No
13: FSC None - -
14: FSC Fabric & 2x200GB Storage Card Active Yes
15: FSC Fabric & 2x200GB Storage Card Active Yes
16: FSC Fabric & 2x200GB Storage Card Active No
17: FSC Fabric & 2x200GB Storage Card Active Yes
*¥rxxx%x* show hd raid verbose *x****x*
HD RAI Dt
State : Avail able (active)
Degr aded : Yes <LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
uul D : 59a7ebf 0: 7f 798af 6: 68869614: 3210b2c6
Si ze : 1.2TB (1200000073728 byt es)
Acti on o ldle
Card 16
State : Faulty card <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
Description : FSC16 SAD17160089
Si ze : 400GB (400096755712 byt es)
Di sk hdl6a
State : In-sync conponent

Creat ed : Fri May 23 23:05:53 2014



Updat ed
Event s

Model

Serial Nunber

Si ze

Di sk hd16b

State
Created
Updat ed
Events

Model

Serial Nunber

Si ze

Troubleshoot

Fri May 23 23:05:53 2014

STEC 7161 ZF2E- 200UCU E4TC
STMDOO171E75

200GB (200049647616 byt es)

I n-sync conponent
Fri May 23 23:05:53 2014

Fri May 23 23:05:53 2014

STEC 7161 ZF2E- 200UCU E4TC
STMD00171E8B

200GB (200049647616 byt es)

Esses erros sdo relatados quando vocé inicia a solugdo de problemas com syslogs.

[l ocal -60sec34.188] [hdctrl 132011 critical]
[software internal

59a7ebf 0: 7f 798af 6: 68869614: 3210b2c6, M 05 SAD1716021N.

[l ocal -60sec34.188] [hdctrl 132016 error]

[5/0/ 7135 <hdctrl:0> rl _fsmmrror.c:5938]
systemcritical-info syslog] hdl6, FSCl6 SAD17160089 failed from RAID

[5/0/ 7135 <hdctrl:0> rl _fsmmrror.c:3399] [software

internal systemcritical-info syslog] Error detected on hdl6a (STEC Z161 ZF2E- 200UCU E4TC

STMD00171E75),

FSC16 SAD17160089: ioerr_cnt increased from25 to 27

[l ocal -60sec34.221] [alarnctrl

internal systemcritical-info syslog] Al armcondition:

65201 info] [5/0/7072 <evlogd: 0> alarnctrl.c:192]
id 321bef b92b220000 (M nor):

[software

2x200GB Storage Card in slot 14 is a single point of failure. Another Fabric & 2x200GB Storage
Card of the same type is needed.

[l ocal -60sec34.222] [alarnctrl

internal systemcritical-info syslog] Al arm condition:

65201 info] [5/0/7072 <evlogd: 0> alarnctrl.c:192]
id 321bef b92b220002 (M nor):

[software

2x200GB Storage Card in slot 17 is a single point of failure. Another Fabric & 2x200GB Storage
Card of the same type is needed.

The Fabric &

The Fabric &



[l ocal -60sec34.222] [alarnctrl 65201 info] [5/0/7072 <evlogd: 0> alarnctrl.c:192] [software
internal systemcritical-info syslog] Alarmcondition: id 321befb92b220001 (M nor): The Fabric &
2x200CB Storage Card in slot 15 is a single point of failure. Another Fabric & 2x200GB Storage
Card of the same type is needed.

Se vocé vir este log de erros:

Aug 21 07:16:34 evlogd: [local -60sec34.188] [hdctrl 132016 error] [5/0/7135 <hdctrl: 0>
rl_fsmmrror.c:3399] [software internal systemcritical-info syslog] Error detected on hdl6a
(STEC Z161 ZF2E- 200UCU E4TC STMD00171E75), FSCl6 SAD17160089: ioerr_cnt increased from25 to 27

Esempre aconselhavel executar o teste inteligente e verificar se esse problema nao esta
relacionado a alta temperatura.

[l ocal ]# show hd smart hdl6a
smartctl 6.1 2013-03-16 r 3800 [x86_64-1inux-2.6.38-staros-v3-hw 64] (local build)

Copyright (C) 2002-13, Bruce Allen, Christian Franke, ww. snmartnontools.org

=== START OF | NFORMATI ON SECTI ON ===

Vendor : STEC

Pr oduct : Z161 ZF2E- 200UCU

Revi si on: E4TC

User Capacity: 200, 049, 647,616 bytes [200 GB]

Logi cal bl ock size: 512 bytes

LU i s resource provisioned, LBPRZ=1

Rot ati on Rate: Solid State Device

Form Fact or: 2.5 inches

Logical Unit id: 0x5000a72030079304

Serial nunber: STMDOO171E75

Devi ce type: di sk

Transport protocol: SAS

Local Time is: Mon Aug 22 16:49:11 2016 AST

SMART support is: Avai l abl e - device has SMART capability.
SMART support is: Enabl ed

Tenper ature Warning: Enabled

=== START OF READ SMART DATA SECTI ON ===



SMART Health Status: K

SS Medi a used endurance indicator: 0%
Current Drive Tenperature: 52 C

Drive Trip Tenperature: 75 C

| ocal ] SAE- G168A- 1# show hd smart hd16b
smartctl 6.1 2013-03-16 r3800 [ x86_64-1inux-2.6.38-staros-v3-hw 64] (local build)

Copyright (C) 2002-13, Bruce Allen, Christian Franke, ww. snartnontools.org

=== START OF | NFORMATI ON SECTI ON ===

Vendor : XXXX

Pr oduct : Z161 ZF2E- 200UCU

Revi si on: E4ATC

User Capacity: 200, 049, 647,616 bytes [200 GB]

Logi cal bl ock size: 512 bytes

LU is resource provisioned, LBPRZ=1

Rot ati on Rate: Solid State Device

Form Fact or: 2.5 inches

Logical Unit id: 0x5000a7203007932c

Serial numnber: STMDO0171E8B

Devi ce type: di sk

Transport protocol: SAS

Local Time is: Mon Aug 22 16:49:21 2016 AST

SMART support is: Avai l abl e - device has SMART capability.
SMART support is: Enabl ed

Tenper ature Warning: Enabled

=== START OF READ SMART DATA SECTI ON ===

SMART Health Status: K



SS Medi a used endurance indicator: 0%
Current Drive Tenperature: 50 C

Drive Trip Tenperature: 75 C

Como o teste inteligente esta ok, vocé pode concluir que ele ndo esta relacionado a problemas de
alta temperatura.

Solugao

Falha do Super Capacitor em unidades de FSC Unico

As vezes, uma ou ambas as unidades em um unico FSC movem-se para Parti¢do invalida ou
estado de imagem.

Isso pode acontecer se o Super Capacitor falhar, que esta na unidade de um unico FSC. Essa
falha ndo pode ser recuperada, pois € uma falha permanente da unidade em que a unidade é
substituida ou a FSC.

Entre em contato com o Cisco TAC para obter assisténcia.
Se isso for visto para qualquer unidade, ha uma falha de supercapacitor nessa unidade.

Esses registros sdo vistos nos registros do console de depuracao da placa de entrada/saida de
gerenciamento ativa (MIO).

2016- Aug- 21+07: 16: 34. 038 card 5-cpu0: [974499. 606697] sd 0:0:2:0: [sde] Unhandl ed sense code*M

2016- Aug- 21+07: 16: 34. 139 card 5-cpu0: [974499.611565] sd 0:0:2:0: [sde] Result: hostbyte=DID K
driver byt e=DRI VER_SENSE"M

2016- Aug- 21+07: 16: 34. 139 card 5-cpu0: [974499.618877] sd 0:0:2:0: [sde] Sense Key : Data
Protect [current] "M

2016- Aug- 21+07: 16: 34. 139 card 5-cpu0: [974499. 625214] sd 0:0:2:0: [sde] Add. Sense: Wite
prot ect ed™M

2016- Aug- 21+07: 16: 34. 139 card 5-cpu0: [974499.630840] sd 0:0:2:0: [sde] CDB: Wite(10): 2a 00 00
00 08 08 00 00 08 00™M"M

2016- Aug- 21+07: 16: 34. 139 card 5-cpu0: [974499.638173] end_request: I/O error, dev sde, sector
2056"M

2016- Aug- 21+07: 16: 34. 139 card 5-cpu0: [974499. 643558] nd: super_written gets error=-5,
upt odat e=0"M

2016- Aug- 21+07: 16: 34. 139 card 5-cpu0: [974499. 648872] nd/raid:nd0: Disk failure on ndl6,
di sabl i ng device. M

2016- Aug- 21+07: 16: 34. 139 card 5-cpuO: [974499. 648873] nd/raid: nd0: Operation continuing on 3
devi ces. "M

2016- Aug- 21+07: 16: 34. 238 card 5-cpu0: [974499. 712047] sd 0:0:2:0: [sde] Sense Key : Recovered
Error [current] "M



2016- Aug- 21+07: 16: 34. 238 card 5-cpu0: [974499.718637] sd 0:0:2:0: [sde] <<vendor>> ASC=0x80
ASCQ=0x0ASC=0x80 ASCQ=0x0"M

2016- Aug- 21+07: 21: 37. 112 card 5-cpu0: [974802.605115] sd 0:0:2:0: [sde] Sense Key : Recovered
Error [current] M

2016- Aug- 21+07: 21: 37. 112 card 5-cpu0: [974802.611712] sd 0:0:2:0: [sde] <<vendor>> ASC=0x80
ASCQ=0x0ASC=0x80 ASCQ=0x0"M

2016- Aug- 21+07: 26: 37. 099 card 5-cpu0: [975102.612464] sd 0:0:2:0: [sde] Sense Key : Recovered
Error [current] M

Verifique os registros de erros especificos

1. Saidas do console de depuracao da placa MIO ativa
2. Debug hdctrl mapping
3. Debug hdctrl history

E isto confirma a falha do supercapacitor.

**** debug console card <Active MO card> cpu 0 tail 10000 only *****

[ sde] <> ASC=0x80 ASCQ=0x0ASC=0x80 ASCQ=0x0

*rxxxkkkx debug hdctrl history *xxx***
Thur sday March 31 02:29: 03 EDT 2016

Primary HDCTRL:
2016- Mar - 31+02: 13: 38. 632 nove fsnmrhd15#6 src=DI SK_CHECK dst =DI SK_FAI LED arg=disk |/ O error #
hdctrl/hdctrl _fsmdisk.c : 4354 @di sk_fsmenter ()

Bel ow i s the mappi ng of the disks to device nane:

*rxxx%k%* debug hdctrl mapping ******* |ocal card (5): Disk Device Number SCSI Size ---------- --
I hdl4a sdb 8:16 0:0:0:0 186 GB hdl5a sdd 8:48 0:0:1:0 186 GB hdl6a sde
8:64 0:0:2:0 186 GB hdl7a sdg 8:96 0:0:3:0 186 GB hd1l4b sda 8:0 1:0:0:0 186 GB hd1l5b sdc 8: 32
1:0:1: 0 186 GB hdl16b sdf 8:80 1:0:2:0 186 GB hdl7b sdh 8:112 1:0:3:0 186 GB

Bel ow highlated | ogs indicating a failure of the super capacitor on the solid state drive of FSC
card di sk 16a.

hdl6a <==>sde

2016- Aug- 21+07: 21: 37. 112 card 5-cpu0: [974802.611712] sd 0:0:2:0: [sde] <<vendor>> ASC=0x80
ASCQ=0x0ASC=0x80 ASCQ=0x0"M

2016- Aug- 21+07: 26: 37. 099 card 5-cpu0: [975102.612464] sd 0:0:2:0: [sde] Sense Key : Recovered
Error [current] "M
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