Configurar TLS SIP entre CUCM-CUBE/CUBE-
SBC
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Introduction

Este documento ajuda a configurar o SIP Transport Layer Security (TLS) entre o Cisco Unified
Communication Manager (CUCM) e o Cisco Unified Border Element (CUBE)

Prerequisites

A Cisco recomenda ter conhecimento desses assuntos

Protocolo SIP
Certificados de seguranca

Requirements
- A data e a hora devem coincidir nos endpoints (recomenda-se ter a mesma origem NTP).
- O CUCM deve estar em modo misto.
- A conectividade TCP € necessaria (porta aberta 5061 em qualquer firewall de transito).
- O CUBE deve ter a seguranca e as licengas UCK9 instaladas.

Componentes Utilizados

. SIP
. Certificados autoassinados

Configurar

Diagrama de Rede



SIP

CUBE

Configuration Steps

Etapa 1. Criar um ponto de confianga para manter o certificado autoassinado do CUBE

crypto pki trustpoint CUBEtest(this can be any nane)
enrol | ment sel fsigned
seri al - nunmber none
fgdn none
i p- addr ess none
subj ect - name cn= | SR4451-B.ci sco.lab !(this has to match the router’s host nane)
revocation-check none

rsakeypair | SR4451-B.cisco.lab !(this has to match the router's host nane)

Etapa 2. Uma vez criado o ponto de confianga, vocé executa o comando Crypto pki enroll CUBE
test para obter certificados autoassinados

crypto pki enroll CUBEtest
% The fully-qualified donain nane will not be included in the certificate

Generate Self Signed Router Certificate? [yes/no]: yes
Se a inscricao estiver correta, vocé deve esperar a saida

Router Self Signed Certificate successfully created
Etapa 3. Depois de obter o certificado, vocé precisa exporta-lo

crypto pki export CUBEtest pemterm nal
O comando acima deve gerar o certificado abaixo



% Sel f-signed CA certificate:

M | ByDCCASqgAW BAgl BATANBgk ghki GOw0BAQUFADAe MRwWGg YDVQQDEXNJ ULI 0
NDUxLUI uY2l zY28ubGFi MBAXDTELMT| x NTAXNTAXNVoXDT| wivDEWMT AWVDAWMVFowW
H EcMBoGALUEAXMTSVYNSNDQLMS1CLMNpc2NvLnxhYj Bc MAOGCSGGS! b3 DOEBAQUA
A0s AVEgCQQDG: Z974Tf v+pngs1+cCelZ/ e0b2zg6Cr | j 4T1t +NSI Gbsj MJ919/ i x
7Fa6DG33LEYUMLNNt kLaz+8UNDAy BZr AgMBAAG Uz BRMAS GA1 Ud EWEB/ wQFVAVB
Af 8BWHWYDVROj BBgWFoAU+Yy 1UgKdb+r r | Nc7t Zer di RVKPowHQYDVROOBBYEFPM
t VKi nW g6y DXO7WKK3SETCj 6MAOGCSqGS| b3DQEBBQUAAOEADQXG2FYZ/ MSewj SH

T88SHXqOEVgcLr gGScwe pbR1IMKFPpl hDVaJf H FC6j nk GAWT J FWe ek ASKpOt z Yx4

LDQax Q==

% General Purpose Certificate:

M | ByDCCASqgAW BAgl BATANBgk ghki GOw0BAQUFADAe MRwWGg YDVQQDEXNJ ULI 0
NDUxLUI uY2l zY28ubGFi MBAXDTELMT| x NTAXNTAXNVoXDT | wivDEWMT AWiVDAWMVFowW
H EcMBoGALUEAXMTSVYNSNDQLMB1CLMNpc2NvLnxhYj Bc MAOGCS|GS! b3 DOEBAQUA
A0s AVEgCQQDG: Z974Tf v+pngs1+cCelZ/ e0b2zg6Cr | j 4T1t +NSI Gbsj MJ919/ i X
7Fa6DG33LEYUMLNNt kLaz+8UNDAy BZr AgMBAAG Uz BRMAS GA1 Ud EWEB/ wQFVAVB
Af 8BWHWYDVROj BBgwWFoAU+Yy 1UgKdb+r r | Nc7t Zer di RVKPowHQYDVROOBBYEFPM
t VKi nW g6y DXO7WKK3SETCj 6MAOGCSqGS| b3DQEBBQUAAOEADQXG2FYZ/ MSewj SH
T88SHXqOEVgcLr gGScwe pbR1IMKFPpl hDVaJf H FC6j nk GAWT J FWe ek ASKpOt z Yx4
LDQax Q==

----- END CERTI FI CATE- - - - -

Copie o certificado autoassinado gerado acima e cole-o em um arquivo de texto com extensao de
arquivo .pem

O exemplo abaixo € nomeado como ISR4451-B.ciscolab.pem



LN uaREr AL TN . oL P
File name: [SR4451-B.ciscolab.pem =
Save as type: Alliypes{'."} .,l
= Hide Folders save | | Cancel |

Etapa 4. Carregar o certificado do CUBE para o CUCM

- Administrador do SO CUCM > Seguranca > Gerenciamento de certificado > Carregar
certificado/cadeia de certificados

- Finalidade do certificado = CallManager-Trust

- Carregar o arquivo .pem
Upload Ce 1] r:|._|_i.;_.:.|:._._54'-: in - Mozilla Firefox - ..-.E_.. X

B  hitps//cucmi0-5.ciscolab/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

E—Fa Upload Close
1 —Status
@ Warning: Uploading a duster-wide certificate will distribute it to all servers in this cluster
4
| ~Upload Certificate/ Certificate chain
Certificate Purpose™® CallManager-trust -
Description(friendly name)
Upload File ISR4451-B.cisco.lab.pem
| upload | | close |
@ *- indicates required item.
4 = IR | »

Etapa 5. Baixar o certificado autoassinado do Call Manager

- Localize o certificado que diz Callmanager
- Clique no nome do host

- Clique em baixar arquivo PEM

- Guardar no computador



siafs. Clies Unifled Operating Syitem Adminkitration

Ty P L

B & DelFge = Deicfly &  Dafews Djgrmie = Devied & Sgip =

Gy i B nF =

P

| temmrcos i g0 - poarsay e e g =
Tl Do Acts LT stad S B =ien B iomeae b [ Fimar e =

[ra— [y T s e - Tosri Fanrmer a——
o H g g iy Faf- ey Bk O | el QP | Bl LL ] Tl g oI gy S
0@ Certificate Details|Self-signed)

(il | httpsy/10.201.198.182/cmplatform/certificateEdit. doToert = fusrlocal/cm/ secuity/CallManager joarts

Certificate Detalls for CUCHM1052, CallManager

[ﬁ‘l_Dw [ﬂmm [ﬁ_.lwmm iﬂwmm

~ Status
@ Status: Ready

- Certificate Settings
File Name CallManager.pem
Certificate Purpose CallManager
Cartificate Type oarts
Certificate Group produc-cm

Description{friendly name) Seif-signed certificate generated by system

- Certificate File Data

[

Wersian: V3

Serigl Numbear: 4ATBS03ASAIDZ0ZADTDSABIFETARTOFT

Signaturehilgarithm: SHALwIthASA [1.2.840.113549.1.1.5)

lzzuer Mame: Lerednb, ST=Texss, CN=CUCM1052, Ol = prifme, D=cm, C=US

Walidity Fraem: Tho Jol 21 13:11:22 CODT 2016

Ta: Tue Jd 20 13:11:21 CDT 2021
Subject Mame: L=rcdnS, ST=Texas, CN=CUCM 10582, Ol=prime, D=d2oa, C=US
Key: RSA (1.2.840.113549.1.1.1)
By warlwe:

J0E2010a02B20101006B03ERIFL 17 Fded6B4 3 Lefe 1 6dMdb1 2 TdbaI M09 1d1dBeThE
B9l 3alGa80d2a %ea T4l b4 2b5a5 Y 1 belabe 1 31006 1bE02 4a84a Ja Fde0 e S00 Lac
AMbSS1b5T1569d44c 1FI36d5a 1 c2al0ckfbSebetadbbl 61 3ca3d 1cT Fo84paad 1a752
Jed3361 16856197 A5cRE1 1685ab 3057 65ed0as LoddFI 136244702 14001 T aa 2 be
J8d07ae0 1 Tdea T 19540280 1 Gabb020 T 7RO WETEE Sdatcabbbalbd ST IbTF202
BIdS0f14b7 dBddee 0306907251 F6451ba 108 I584caed2 | 20 bdbed 52401 598353

Regenerate Generate CSR Dawnload -FEM File Download .DER File

Clome

Etapa 6. Carregue o certificado Callmanager.pem para CUBE
- Abra o Callmanager.pem com um editor de arquivos de texto

. Copiar todo o conteudo do arquivo
- Execute estes comandos no CUBE

crypto pki trustpoint CUCMHOSTNAME



enrol | ment term nal

revocati on-check none

crypto pku authenticate CUCVMHOSTNAME

(PASTE THE CUCM CERT HERE AND THEN PRESS ENTER TW CE)

You will then see the follow ng:

Certificate has the follow ng attributes:
Fi ngerprint MD5: B9CABE35 24B11EE3 C58C9A9F 02DB16BC

Fi ngerprint SHAl: EC164F6C 96CDC1C9 E7CA0933 8Cr518D4 443EOE84

% Do you accept this certificate? [yes/no]: yes

If everything was correct, you should see the foll ow ng:

Trustpoint CA certificate accepted.

% Certificate successfully inported
Passo 7. Configurar o SIP para usar o ponto de confianga de certificado autoassinado do CUBE

si p-ua

crypto signaling default trustpoint CUBEtest
Etapa 8. Configurar os correspondentes de discagem com TLS

di al - peer voice 9999 voip
answer - address 35..
destination-pattern 9999
sessi on protocol sipv2

session target dns:cucnlO-5



session transport tcp tls
voi ce-cl ass sip options-keepalive

srtp
Etapa 9. Configurar um perfil de seguranga de tronco SIP do CUCM

- Pagina do administrador do CUCM > Sistema > Seguranga > Perfil de seguranga do tronco
SIP

. Configure o perfil conforme mostrado abaixo
SIP Trunk Security Profile Configuration

Qs.ave xDelete [ copv %M & ApplyConig 3 Add New

- SIP Trunk Security Profile Information
L]

Name CUBE Secure SIF Trunk Profile

Description Secure SIP Trunk Profile authenticated by null String

Device Security Mode Encrypted r

Incoming Transport Type® TLS i

Outgoing Transport Type TLS i
Enable Digest Authentication

Nence Validity Time (mins)® GO0

¥.509 Subject Mame ISR4451-B.cisco.lab

Incoming Port® G061

Enable Application level authorization
| Accepl présence Subscripthon
| Accept out-of-dialog refer®®
¥ Accept unsolicited notification
¥ Accept replaces header
¥| Transmit secunty status

Allow charging header
SIP V. 150 Outbound SDP Offer Filtering® Use Default Filter -

Observagao: é extremamente importante que o campo X.509 corresponda ao nome CN
configurado anteriormente enquanto vocé gerava o certificado autoassinado

Etapa 10. Configurar um tronco SIP no CUCM

- Verifique se a caixa de selegcao SRTP permitido esta marcada
- Configure o enderecgo de destino apropriado e certifique-se de substituir a porta 5060 pela



porta 5061

- Certifique-se de selecionar o perfil de seguranga de tronco Sip correto (que foi criado na

Etapa 9)

SIP Information

r Destination

Desfinalion Address 5 an SRV
Destinalicn Address Destinabion Address 1Pvé

1*  10.201.160.12

Drestinalion Port
5061

MTP Preferred Onginating Codec® 711w \
BLF Presence Group” Standard Presence ghoup "
SIP Trunk Security Profie” ISR4451-B Secure SIF Trunk Profie -
REH.ILIIII'lg l'_'dﬂlllg Search Space < MoneE > *
Out-Of- Dialog Refer Caling Search Space < Mone » Ll
SUBSCRIEE Caling Search Space < None > v
SIP Profile Standard SIF Frofile-options - M Detals
DTHF Signalng Method * Ho Preferende >

. Salve e reinicie o tronco.

Verificar

Como vocé ativou o PING DE OPCOES no CUCM, o tronco SIP deve estar no estado SERVICO

COMPLETO
ame ™ Dosrpton c“ﬁi‘”"' e Fasd boaam  Parttion ;‘:; Frianty ',":: SIF Trunk Stshm
I584450-8 G711~ Seure 3?..-\1: Full Senvice
n.

O status do tronco SIP mostra o servigo completo.

O status do peer de discagem é mostrado da seguinte maneira:

show di al - peer voice sunmary

TAG TYPE MN OPER PREFI X DEST- PATTERN FER THRU SESS- TARGET
KEEPALI VE
9999 voip up up 9999 0 syst dns:cucnl0-5

Troubleshoot

Habilitar e coletar a saida dessas depuracgdes

debug crypto pki ap

debug crypto pki call backs
debug crypto pki nessages
debug crypto pki transactions
debug ssl openssl errors
debug ssl openssl nsg

debug ssl openssl states
debug ip tcp transactions
debug ccsip verbose

S5F Trursh Taur gt

Tamee By Fill Service: O day © o
MarRAe

STAT PORT

active



Link de gravagao do Webex:

https://goo.gl/QOS1iT



https://goo.gl/QOS1iT
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