Solucao de problemas do Threat Grid Appliance
versao 2.12.0.1 - 2.12.2 Radius
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Introduction

No Threat Grid Appliance entre a versdo 2.12.0.1 - 2.12.2, foi introduzido um bug que interrompe
o suporte a autenticacdo Radius.

Uma correcao permanente estara disponivel na préxima versao do software.
Este artigo discutira a solugao temporaria, valida até a préxima reinicializagéo. Esta solugao
alternativa é possivel aplicar se o usuario tiver acesso ao portal Opadmin (supondo que a

autenticagao tenha sido configurada para usar o Radius ou a autenticagdo do sistema)

Se 0 usuario nao tiver acesso ao Opadmin, crie um caso TAC para solucionar o problema.

Problema

Depois de atualizar para entre 2.12.0.1 e 2.12.2, a autenticagao Radius nao funciona para o portal
de interface Opadmin e Clean.

Solugao

No appliance 2.12.1, é adicionado suporte para "comandos assinados" — documentos JSON que,
quando enviados para opadmin (Suporte > Executar comando), executam comandos especificos
como raiz.

Usando um comando assinado, podemos implementar uma solugao alternativa para este bug até
a proxima reinicializacao. [Este foi corrigido na versao 2.12.3]

Procedimento

Na primeira etapa, Reinicialize o dispositivo.
Siga as instrugdes abaixo:

Usando o portal Opadmin:

1. Faga login no portal Opadmin usando o método de autenticagao do sistema, va até Support



> Execute Command
2. Copie o seguinte comando e execute-o:

----- BEG N PGP SI GNED MESSAGE- ---- X-Padding: TG Proprietary-vl {"command":["/usr/bin/bash","-
c","set -e\nnkdir -p -- /run/systend/systeniradialjacket. service.d\ncat

>/ run/ systend/ syst em r adi al j acket . service. d/ fix-execstart. conf

<<' EOF' \ n[ Servi ce]\ nExecSt art =\ nExecStart=/usr/bin/w th-customresol ver /etc/resolv.conf-
integration.d /usr/bin/wthout-nounts --fs-type=nfs --fs-type=nfs4 --fs-type=fuse --fs-

t ype=fuse. gocryptfs -- setpriv --reuid=integration --regid=integration --inh-caps=-all --clear-
groups -- /usr/bin/radialjacket -c client.crt -k client.key -r server-ca.crt -e

${host}\ nEOF\ nsed -i -e s@ut hnrode@ut h_node@/ opt/appl i ance-

confi g/ ansi bl e/ sandcast| e. confdir.d/!pre-run/generate-face-json\ntouch
/etc/conf.d/radialjacket.conf\nset +e\n\nretval =0\ nsystenct| daenon-reload || (( retval |= $?
))\nsystentt|l restart config-tenplate@andcastle || (( retval |= $? ))\nsystenttl reload --no-
bl ock opadmin || (( retval |= $? ))\nsystentt| restart tg-face radialjacket || (( retval |= $?

))\nexit \"$retval\""],"environment": {"PATH":"/bin:/usr/bin"},"restrictions":{"version-not-
after”:"2020.04.20210209T7215219", "ver si on- not -

bef ore":"2020. 04. 20201023T235216. srchash. 3b87775455e9.rel "}} ----- BEG N PGP SI GNATURE- - - - -

ws Bc BAABCAAQBQIgR41LCRBGHH Ci Pgf vgAAr t Q AHCY] Owf Bt ZNA+pDANnI Ngl 5zHt 8WOB8j ml CL

gWFPNYKTZH z8JbMVEXYOr LmiV+cj 8scOSKI | GUP+i 8DDXh01JQCm hGLbXt GEFqHTei zEW 7C xx

Xj nGBAZxR2wBt S7x Txf V5v8hA5bVTf +dd0r JHy0zgnf Kl 4KDvAF1i 0DBuOQ +qGP0324j +Lr 7uB

7Uf nP2nCYpgoqzal UrseCf i p+FA5CXZNKUKReH4Nnl d7wnl n+51cSj ++i 2bVuedOj uSOQ i b+j | d7

ZI fcgWbTKN2UbTcl W Ar Pj denzcG5Sbsg2k/ | Szkf 6ni 2kf u2PKeOt Jj dOzM | MjSkeSTaVOQH7e 6Sk= ----- END PGP
S| GNATURE- - - - -

3. Reinicie ‘late-tmpfiles.service' de tgsh (Console)

service restart late-tnpfiles.service
4. Reiniciar 'tg-face.service' a partir de tgsh (Console)

service restart tg-face.service

Usando CONSOLE:

Se o usuario tiver acesso ao Console do aplicativo (TGSH), o comando assinado acima podera
ser executado no console -

Faca login no console do aplicativo (interface opadmin), selecione "CONSOLE’



Main Menu
Your Cisco Threat Grid device can be maonoged ak:

Admin URL A MAC........ : https:/f n ml | N B
Anphcuuun URL / MAC,. : https:// BN BN . | .
Password . sennsss b <met By User=

The password shown above has been outomatically generated for you. You
will be required to change this password when you first login.

CONFIG METMORK Configure the system's network interfaces.
SUPPORT_MDDE Allow remote access by customer support.

LIPDATES Dosnload and optionally install updates
SNAPSHOTS Generate and submit support snapshots
APPLY Reboot and fully assert configuration state
=

EXIT Complete configuration session.

Console do Threat
Grid Appliance

Execute o comando “grafql’ para iniciar a interface GraphQL

Welcome to the ThreatGrid Shell.
For help, type "help" then enter.

>> graphgl
graphql>

interface GraphQL

Copie o comando a seguir e cole na interface grafica. Pressione ENTER-

mut ati on Execut eConmand() { j ob: ExecuteComuand(execute: "----- BEG N PGP SI GNED MESSAGE- - - - - \ nX-
Paddi ng: TG Proprietary-vi\n\n{\"command\":[\"/usr/bin/bash\",\"-c\",\"set -e\\nnkdir -p --
/run/ systend/ systeniradi al j acket. servi ce. d\\ncat

>/ run/ systend/ system radi al j acket . service. d/ fix-execstart. conf

<<' EOF'\\ n[ Servi ce]\\ nExecStart=\\nExecStart=/usr/bin/w th-customresol ver /etc/resolv.conf-
integration.d /usr/bin/wthout-nounts --fs-type=nfs --fs-type=nfs4 --fs-type=fuse --fs-

t ype=fuse. gocryptfs -- setpriv --reuid=integration --regid=integration --inh-caps=-all --clear-
groups -- /usr/bin/radialjacket -c client.crt -k client.key -r server-ca.crt -e

${host }\\ nEOR\\ nsed -i -e s@ut hnode@ut h_node@/ opt/ appl i ance-

confi g/ ansi bl e/ sandcast | e. confdir.d/!pre-run/generate-face-json\\ntouch
/etc/conf.d/radialjacket.conf\\nset +e\\n\\nretval =O\\ nsystentt!| daenon-reload || (( retval |=
$? ))\\nsystenttl restart config-tenplate@andcastle || (( retval |= $? ))\\nsystenctl reload --
no- bl ock opadmin || (( retval |= $? ))\\nsystenttl restart tg-face radialjacket || (( retval |=

$? ))\\nexit

W\ "$retval \\\"\"],\"environment\": {\"PATH\ ":\"/bin:/usr/bin\"},\"restrictions\":{\"version-not-
after\":\1"2020. 04. 20210209T215219\ ", \ "ver si on-not -

before\":\"2020. 04. 20201023T235216. srchash. 3b87775455e9.rel\"}}\n----- BEG N PGP SI GNATURE- - - - -

\ n\ nws Bc BAABCAAQBQIgR41LCRBGH+ Ci Pgf vgAArt Q AHCYj Owf Bt ZNA+pDANI Ngl 5zHt 8WCB88j ml CL\ ngWFPnYKTZH/ z8J
bMVEXYOr LnV+cj 8scOSKI | GUP+i 8DDXh01JQCM hGLbXt GEFgHTei zEW 7C xx\ nXj nG2BOZx R2wBt S7xTxf V5v8hA5bVTf +
ddOr JHyO0zgnf KI 4KDvAF1i 0DBuQOQ +qGP0324j +Lr 7uB\ n7Uf nP2ntCYpgoqzal UnseCf i p+F45CXZNk UKReH4ANn] d7wnl n+51
cSj ++i 2bVued0j uSOQ i b+j 1 d7\ nZl f cgWbTkN2UbTcl W Ar Pj denZcG5Shsg2k/ | Szkf 6ni 2kf u2PKeOt Jj dOzM | MySkeS
TaVOQH7e\ n6Sk=\n- - - - - END PGP S| GNATURE- - - - - \n") { Type UUID Result { Errors { Field Message
__typenane } Warnings { Field Message _ _typenane } _ _typenane } _ typenane } }

Vocé vera uma saida semelhante a seguinte, UUID sera diferente -



{"data":{"job":{"Type": "si gned_command", "UU D"': " 65ACA0A4- 524C- 4DDA- 99C5-
null," penane": " Execut eConmandResul t "

(h@130CmI
2UBTCINGArPdemZc

SACARAY-5240-4DDA-93(5-FO6 1SECT, “Result” :null, " __typen xecuteCommondResult 11}

Depois disso, reinicie o arquivo "late-tmpfiles.service' e o arquivo "tg-face.service' do tgsh
(Console)

service restart late-tnpfiles.service

service restart tg-face.service
AVISO: Isso implementara uma solugao alternativa somente até a préxima reinicializagao.

O usuario pode atualizar para 2.12.3 (quando disponivel) para corrigir esse bug
permanentemente.
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