Configurar o recurso IP SLA com L3out para
rastrear a rota estatica
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Introduction

Este documento descreve como configurar o IPSLA (Internet Protocol Service Level Agreement,
Contrato de Nivel de Servigo de Protocolo de Internet) na Cisco Application Centric Infrastructure
(ACI) para rastrear a rota estatica aprenda de uma L3out e anuncie a outra L3out somente se a
sub-rede estiver acessivel a partir da primeira L3out.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Software ACI versao 4.1 e posterior

- L3out em diregéo ao dispositivo externo ou servidor

- Chassi EX e -FX

- Rastrear a rota para usar o Internet Control Message Protocol (ICMP) e as sondas TCP
(neste exemplo, a sonda ICMP é usada)

Observagao: o SLA IP da imagem da ACI é compativel com todos os switches de segunda
geracao Cisco Nexus, que incluem chassis -EX e -FX. Leia Diretrizes e limitacbes para o
SLA IP.

Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- AClI versao 5.2(2f)
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- N9K-C93180YC-FX

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Informacgdes de Apoio

Alguns servidores tém varias interfaces (como um loopback) que podem ser alcangadas pela ACI
por meio do endereco IP fisico do servidor. Nesse caso, vocé pode ter um requisito para adicionar
uma rota estatica e anunciar externamente, mas somente se o IP fisico do servidor estiver
acessivel. Portanto, o recurso de rastreamento de IP SLA é uma configuragao inevitavel que s6
pode ser obtida através da configuracdo L3out em direcdo a esses servidores. Neste momento,
os recursos de rastreamento |IP SLA nado sao suportados para a rota estatica em um dominio de
bridge. Neste documento, procuraremos exemplos de servidor e configuragdes de rota de transito
que usam SLA IP.

Configurar

- L3out em diregao ao servidor e em dire¢cao aos dispositivos N3K.

- Configure o rastreamento IP SLA para o endereco IP fisico do servidor.

- Configure a rota estatica em L3out em direcdo ao servidor que usa a faixa IP SLA e anuncia
de outra L3out em direcdo ao N3K.

Diagrama de Rede
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Topologia de laboratério da ACI

Configuragdes

Etapas do resumo:

Politicas de estrutura da ACI:

- Criar contrato (por exemplo, um filtro padrdo comum que permite que todo o trafego seja
usado, mas vocé pode usar um filtro especifico criado localmente no mesmo espaco para
permitir trafego especifico. nesse caso, certifique-se de permitir o protocolo usado para o
rastreamento IP SLA).

- Crie uma nova L3out para o servidor 10.100.0.100/24 (SVI 550 do lado da ACI com enderego
IP 10.100.0.254)

- Criar politicas de rastreamento de SLA IP (politica de monitoramento de SLA IP, politica de
membros de rastreamento, politica de lista de rastreamento)

- Adicione a rota estatica em L3out em direcao ao servidor com lista de rastreamento de SLA
IP.

- Crie uma nova L3out para o dispositivo N3K que usa o BGP. (EBGP) ACI AS 65535 e N3K
AS 65536

- Exportar rota estatica de L3out para N3K.

- Verifique a configuragao e a acessibilidade.
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1. Create Contract (para este exemplo, use um filtro padrao comum que permita todo o trafego;
entretanto, vocé pode usar um filtro especifico criado localmente no mesmo espaco para
permitir trafego especifico, mas, nesse caso, certifique-se de permitir o protocolo usado para

o rastreamento IP SLA).
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Criar contrato

2. Crie uma nova L3out para o servidor 10.100.0.100/24 (SVI 550 do lado da ACI com endereco

IP 10.100.0.254).
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Criar L3out
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Anexando contrato a L3out



3. Criar politicas de rastreamento de SLA IP (politica de monitoramento de SLA IP, politica de

membros de rastreamento, politica de lista de rastreamento).

Politica de monitor de SLA IP:
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Configurar politica de monitoramento de SLA IP

Membros do rastreamento IP SLA:
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Adicao de IP para monitorar a politica

Politica da lista de controle:

Combrarson Mamber

erties
Name: ICMP_Monitor
Description:
SLA Type: ICMP . TCP ‘ L2Ping ‘ HTTP
>
Detect Multiplier: |3 o
Request Data Size (bytes): | 28 ~
Type of Service: |0 -
Operation Timeout (milliseconds): | 900 s
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Track List - Tracking_Serwer_Physical_IP - 0 9
]
Configurar lista de controle
4. Configure a rota estatica em L3out em dire¢do ao servidor com a politica de lista de
rastreamento SLA IP recém-criada.
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Configurar rota estatica em L3out

5. Crie uma nova L3out para o dispositivo N3K que usa o Border Gateway Protocol (BGP).
(EBGP) ACI AS 65535 e N3K AS 65536.



Configurar o protocolo BGP

Perfil de peer do BGP
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Anexando contrato ao EPG externo

6. Exportar rota estatica de L3out para N3K.

swi t chname N3K
feature bgp
feature interface-vlan
interface Wl an550
no shut down
vrf nmenber BGP_L3out
ip address 100.0.0. 2/ 30
interface | oopback200
vrf nmenber BGP_L3out
ip address 30.30.30.1/32
interface Ethernetl/1
swi tchport node trunk
router bgp 65536
address-fanily ipv4 unicast
nei ghbor 100.0.0.1
vrf BGP_L3out
router-id 3.3.3.3
address-fanily ipv4 unicast
net wor k 30. 30. 30. 1/ 32
nei ghbor 100.0.0.1
renot e-as 65535
updat e- source MVl an550
address-fanily ipv4 unicast

Verificar

Use esta secao para confirmar se a sua configuragcao funciona corretamente.
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Anuncio de rota de transito explicado pela topologia

N3K# routing vrf BGP_L3out

N3KYBGP_L3out# show ip route | P Route Table for VRF "BGP_L3out" '*' denotes best ucast next-hop
"**' denotes best ntast next-hop '[x/y]' denotes [preference/nmetric] '% in via output denotes
VRF 30. 30.30.1/32, ubest/nmbest: 2/0, attached *via 30.30.30.1, Lo200, [0/0], 02:35:27, |oca
*via 30.30.30.1, Lo200, [0/0], 02:35:27, direct 100.0.0.0/30, ubest/nbest: 1/0, attached *via
100.0.0.2, M an550, [0/0], 05:52:18, direct 100.0.0.2/32, ubest/nmbest: 1/0, attached *via
100.0.0.2, Vlan550, [0/0], 05:52:18, local 200.0.0.1/32, ubest/nbest: 1/0 *via 100.0.0.1,
[20/0], 02:32:36, bgp-65536, external, tag 65535

O Loopback do Servidor pode ser alcangado com a origem como enderego de loopback N3K.

N3K
interface | oopback200
vrf nenber BGP_L3out
i p address 30.30.30.1/32

N3K# ping 200.0.0.1 vrf BGP_L3out source 30.30.30.1

PI NG 200.0.0.1 (200.0.0.1): 56 data bytes

64 bytes from 200.0.0.1: icnp_seq=0 ttl =252 tinme=0.94 ns
64 bytes from 200.0.0. icnp_seq=1 ttl=252 tine=0.729
64 bytes from 200.0.0. icnp_seq=2 ttl=252 tine=0.658
64 bytes from 200.0.0. icnp_seq=3 ttl=252 tine=0.706
64 bytes from 200.0.0.1: icnp_seq=4 ttl =252 time=0.655
--- 200.0.0.1 ping statistics ---

5 packets transmtted, 5 packets received, 0.00% packet | oss
round-trip mn/avg/ max = 0.655/0.737/0.94 ns

[ = ==

ns
ns
ns
ns

Tabela de rotas ACI Leaf 102 (que tem L3out em diregdo ao Nexus 3K).

Leafl02# show ip route vrf TN _D:VRF_S
I P Route Table for VRF "TN_D: VRF_S"
'*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]" denotes [preference/netric]
"% in via output denotes VRF
10. 100. 0. 0/ 24, ubest/nbest: 1/0
*via 10. 0. 96. 64%verl ay-1, [200/0], 02:56:36, bgp-65535, internal, tag 65535
30. 30. 30. 1/ 32, ubest/nbest: 1/0 <<addr ess



of N3K

*via 100.0.0.2% N _D: VRF_S, [20/0], 02:44:34, bgp-65535, external, tag 65536
100. 0. 0. 0/ 30, ubest/nbest: 1/0, attached, direct

*via 100.0.0.1, vlanl9, [0/0], 05:09:37, direct
100. 0. 0. 1/ 32, ubest/nbest: 1/0, attached

*via 100.0.0.1, vlanl9, [0/0], 05:09:37, local, |ocal
101. 101. 101. 101/ 32, ubest/nbest: 1/0

*via 10.0.96. 64%verlay-1, [1/0], 02:56:36, bgp-65535, internal, tag 65535
102. 102. 102. 102/ 32, ubest/nbest: 2/0, attached, direct

*via 102.102.102.102, |lo5, [0/0], 16:49:13, local, I|ocal

*via 102.102.102.102, lo5, [0/0], 16:49:13, direct
200.0.0.1/32, ubest/nbest: 1/0

*via 10.0.96. 64%verlay-1, [1/0], 02:42:15, bgp-65535, internal, tag 65535

Verificagao da configuragdo do SLA IP Leaf 101 da CLI.

Leafl01l# show ip sla configuration
I P SLAs Infrastructure Engine-I1I1
Entry nunber: 2000
Oaner: owner -i cnp-echo- dne
Tag:
Qperation timeout (mlliseconds): 900
Type of operation to perform icnp-echo
Target address/ Source address: 10.100.0.100/0.0.0.0
Traffic-d ass paraneter: 0x0
Type O Service paraneter: 0x0
Request size (ARR data portion): 28
Verify data: No
Vrf Name: TN_D: VRF_S
Schedul e:
Operation frequency (seconds): 5 (not considered if randomy schedul ed)
Next Scheduled Start Tinme: Start Tine already passed
G oup Schedul ed : FALSE
Random y Schedul ed : FALSE
Life (seconds): Forever
Entry Ageout (seconds): 3600
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 900
Distribution Statistics:
Nurmber of statistic hours kept: 2
Nurmber of statistic distribution buckets kept: 1
Statistic distribution interval (mlliseconds): 20
Hi story Statistics:
Nurmber of history Lives kept: O
Nurmber of history Buckets kept: 15
Hi story Filter Type: None

Leafl101# show track brief

Trackld Type I nst ance Par anmet er State Last Change
4 IP SLA 2000 reachability up 2021-09-16T18: 08: 42. 364+00: 00
3 Li st --- per cent age up 2021-09- 16T18: 08: 42. 365+00: 00

Leafl01# show track
Track 1
Li st Threshol d percent age
Threshol d percentage is up
6 changes, |ast change 2021-09-16T00: 01: 50. 339+00: 00
Threshol d percentage up 1% down 0%
Tracked List Menbers:
oj ect 2 (100) % up
Attached to:



Rout e prefix 200.0.0.1/32
Track 2
I P SLA 2000
reachability is up
6 changes, |ast change 2021-09- 16T00: 01: 50. 338+00: 00
Tracked by:
Track List 1

Verificagdo com o comando Managed Object Query (Moquery):

apicl# moquery -c fvIPSLAMonitoringPol -f 'fv.IPSLAMonitoringPol.name=="ICMP_Monitor"'
Total bjects shown: 1

# fv. | PSLAMONI t ori ngPol

name : | CvP_Mbni t or

annot ati on :

chil dAction

descr :

dn : uni/tn-TN_D/ i psl aMoni t ori ngPol -1 CMP_Nbni t or
ext MhgdBy :

ht t pMet hod : get

httpUri s

ht t pVer si on : HTTP10

i pv4Tos 0

i pv6TrfC ass 0

| cOmn : local

nodTs : 2021-09-15T21: 18: 48. 195+00: 00
nonPol Dn : uni/tn-conmon/ monepg- def aul t
nameAl i as

owner Key

owner Tag :

reqDat aSi ze : 28

rn : i pslaMonitoringPol -1 CMP_Moni t or
sl aDetectMul tiplier : 3

sl aFr equency 5

sl aPort 0

sl aType cicnp

status :

t hreshol d : 900

ti meout : 900

uid : 15374

userdom corall:

apicl# moquery -c fvTrackMember -f 'fv.TrackMember.name=="Server_Physical IP"'
Total bjects shown: 1

# fv. TrackMenber

name : Server_Physical _I P

annot ati on

chil dAction

descr :

dn : uni/tn-TN_D/ trackmenber - Server _Physical _I P
dst | pAddr : 10.100. 0. 100

ext MhgdBy :

id : 2000

| cOmn : local

nodTs : 2021-09-15T21: 16: 22. 992+00: 00
nonPol Dn : uni/tn-conmon/ monepg- def aul t
nameAl i as

owner Key

owner Tag



rn . tracknenber - Server _Physical _I P

scopeDn © uni/tn-TN_D/ out-L3out _Static_server
status :

uid : 15374

userdom corall:

apicl# moquery -c fvTrackList -f 'fv.TrackList.name=="Tracking Server Physical_ IP"'
Total bjects shown: 1

# fv. TrackLi st

name : Tracking_Server_Physical _IP
annot ati on

chi |l dAction

descr :

dn © uni/tn-TN_D/ tracklist-Tracking_Server_Physical | P
ext MhgdBy :

| cOmn : local

nodTs : 2021-09- 15T07: 41: 15. 958+00: 00
nonPol Dn : uni/tn-conmon/ nonepg- def aul t
nameAl i as

owner Key

owner Tag

percent ageDown : O

per cent ageUp 1

rn : tracklist-Tracki ng_Server_Physical _IP
status

type . percentage

uid : 15374

userdom corall:

wei ght Down 0

wei ght Up 1

Troubleshoot

Atualmente, nao existem informacdes disponiveis especificas sobre Troubleshooting para esta
configuracao.

No caso de a desconexao do link ou o endereco IP fisico ndo poder ser alcangado, o SLA IP da
ACI mostra o IP de destino como 'timeout' apds o limite configurado chegar.
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Track Member - Server_Physical [P

Palic

Warme: Sercer_Phyzscal_IP

Dascripton

Track ID Of Ciect Ta Ba Tracked: 2000
Destination 1P Ta Bé Tracked.

Scope of Track Member: | L3Cut - Licwt_Static_senw . (8

IBSLA Policy: | ICMP_Moniter -}
Deployments:  Neda ID Operation Number Operation Sialus Latest Oparaticn Emor Message
Pod-1/Node-101 ms [2seconds) Ut

do link do monitor SLA IP apds o link inativo

Verificacdo CLI Leaf 101 (Vocé pode ver o tempo limite para "codigo de retorno da ultima
operacao").

Leafl01l# show ip sla statistics

| PSLAs

Latest Operation Statistics

| PSLA operation id: 2000

Lat est
Lat est
Nunber
Nunber

OQper at i

Latest RTT: NoConnecti on/ Busy/ Ti neout

operation start tine: 23:54:30 UTC Wed Sep 15 2021
operation return code: Ti nmeout

of successes: 658

of failures: 61

ontine to live: forever

Assim que o servidor estiver acessivel, ele mostrara o status OK.
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Status do monitor de SLA IP apés o link ativado

Leafl01l# show ip sla statistics
| PSLAs Latest Operation Statistics
| PSLA operation id: 2000
Latest RTT: 1 milliseconds
Latest operation start tinme: 00:03:15 UTC Thu Sep 16 2021
Latest operation return code: OK
Number of successes: 18
Nurmber of failures: 86
Qperation time to live: forever

Informagdes Relacionadas

. Guia de configuracao de rede da camada 3 do Cisco APIC, versdo 5.2(x)
. Suporte Técnico e Documentacao - Cisco Systems
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