Configuracao do assistente de configuragao no
ponto de acesso WAP131

Obijetivo

O Assistente para configuragado € um recurso interno usado para ajudar na configuragao
inicial do dispositivo WAP. O Assistente para configuracgao facilita a configuragéo de
configuragdes basicas. O processo passo a passo do Assistente para configuragao orienta
vocé na configuragao de todas as configuragdes basicas necessarias para executar o
dispositivo WAP.

Este artigo explica como configurar o dispositivo WAP131 com o Assistente para
configuragao.

Dispositivos aplicaveis
WAP131

Versao de software

*1.0.3.4
Assistente de configuragao
Etapa 1. Faga login no Utilitario de configuragdo do ponto de acesso e escolha Executar

assistente de configuragdo no painel de navegacao. A janela Assistente para configuragdo
do ponto de acesso € exibida:

Access Point Setup Wizard

-~

Thank you for choosing Cisco Wireless Access Point. This setup wizard will help you install your
Access Point.

To setup this access point manually you can cancel this wizard at any time (Not recommended).

m
-_

MNote: This Setup Wizard provides simplified options to help you quickly get your access point up
and running. If there is any option or capability that you do not see while running the setup wizard,
click the learning link provided on many of the setup wizard pages. To set further options as you
reguire or as seen in the learning link, cancel the setup wizard and go to the web-based
configuration utility.

T Click Next to continue

Back | Next | Cancel |

Note: Se esta for a primeira vez que vocé se conecta ao WAP, o Assistente para



configuragao abrira automaticamente.

Configuragao

Etapa 1. Clique em Avancar para continuar. A segao Configurar dispositivo - enderego IP &
exibida.

Access Point Setup Wizard

Welcome “ Configure Device - IP Address

Configuration Select either Dynamic or Static IP address for your device.

Time Settings

@ Dynamic IP Address (DHCP) (Recommended)
'/ Static IP Address

Wireless Security

DNS:

Secondary DNS (optional):

Device Password Static IP Address: 192 |.[168 |.[1 .|245
3 Subnet Mask: 255 |.[255 |[.|255 |.|0
Radio 1 (2.4 GHz)
Default Gateway: 192 | (168 | [1 1
MNetwork Name

VLAN ID
Radio 2 (5 GHz) s OLearn more about the different connection types
Network Name
Wireless Security
T Click Next to continue
| Back || Next || cCancel |

Etapa 2. Clique no botdo de opgao que corresponde ao método que vocé deseja usar para
determinar o enderego IP do WAP.

Access Point Setup Wizard

Welcome “ Configure Device - IP Address
Configuration Select either Dynamic or Static IP address for your device.
© Dynamic IP Address (DHCP) (Recommended)
Time Settings 9 Static IP Address
Device Password Static IP Address: 192 168 .1 . 245
3 Subnet Mask: 255 .255 .255 .0
Radio 1 (2.4 GHz)
Default Gateway: 192 168 .1 o1
MNetwork Name
DNS: 1 o1 o1 o1
Wireless Security Secondary DNS (optional):
VLAN ID
Radio 2 (5 GHz) s OLearn more about the different connection types
MNetwork Name
Wireless Security
T Click Next to continue
| Back || Net || cancel

As opgdes disponiveis sdo definidas da seguinte forma:



Endereco IP dinamico (DHCP) (recomendado) — Permite que o servidor DHCP Ihe atribua
um endereco IP dinamico para o WAP. Va para a Etapa 7.

Endereco IP estatico — Permite criar um endereco IP fixo (estatico) para o WAP. Um
endereco IP estatico nao € alterado.

Etapa 3. Se Static IP Address foi selecionado na etapa anterior, insira o endereco IP do
WAP no campo Static IP Address (Enderecgo IP estatico). Esse endereco IP é exclusivo do
WAP e nao deve ser usado por outro ponto de acesso na rede.

Access Point Setup Wizard

Welcome “ Configure Device - IP Address

Configuration Select either Dynamic or Static IP address for your device.

® Dynamic IP Address (DHCP) (Recommended)

Time Settings © static IP Address

Device Password [Static IP Address: 192 168 .1 . 245 ]
= Subnet Mask: 255 .255 .255 .0
Radio 1 (2.4 GHz)
Default Gateway: 192 168 .1 o1
MNetwork Name
DNS: 1 1 o1 1
Wireless Security

Secondary DNS (optional):
VLAN ID

s OLearn more about the different connection types

Radio 2 (5 GHz)
Network Name

Wireless Security
T Click Next to continue

| Back || Net || cancel |

Etapa 4. Insira a mascara de sub-rede do endereco IP no campo Mascara de sub-rede.

Access Point Setup Wizard

Welcome “ Configure Device - IP Address

Configuration Select either Dynamic or Static IP address for your device.

® Dynamic IP Address (DHCP) (Recommended)

Time Settings © static IP Address

Device Password Static IP Address: 192 168 .1 . 245
_ = (Subnet Mask 255 255 255 0 )
Radio 1 (2.4 GHz)
Default Gateway: 192 168 .1 o1
Network Name
DNS: 1 o1 o1 o1
Wireless Security

Secondary DNS (optional):
VLAN ID

OLearn more about the different connection types

Radio 2 (5 GHz)
Network Name

Wireless Security

T Click Next to continue

Back || Net || cancel




Etapa 5. Insira o enderecgo IP do gateway padrao para o WAP no campo Gateway padréo. O
gateway padrao € geralmente o enderecgo IP privado atribuido ao roteador.

Access Point Setup Wizard

Welcome “ Configure Device - IP Address

Configuration Select either Dynamic or Static IP address for your device.

® Dynamic IP Address (DHCP) (Recommended)

Time Settings © static IP Address
Device Password Static IP Address: 192 168 1 . 245
T Subnet Mask: 255 255 255 O
Radio 1 (2.4 GHz)
(Default Gateway: 192 168 1 1)
Network Name
DNS: 1 o1 o1 o1

Wireless Security Secondary DNS (optional):

VLAN ID

s OLearn more about the different connection types

Radio 2 (5 GHz)
MNetwork Name

Wireless Security

T Click Next to continue

| Back || Net || cancel |

Etapa 6. (Opcional) Para acessar paginas da Web fora da rede, insira o endereco IP do
DNS (Primary Domain Name System) no campo DNS. O endereco IP do servidor DNS deve
ser fornecido pelo provedor de servigos de Internet (ISP).

Access Point Setup Wizard

Welcome “ Configure Device - IP Address

Configuration Select either Dynamic or Static IP address for your device.

® Dynamic IP Address (DHCP) (Recommended)

Time Settings © static IP Address
Device Password Static IP Address: 192 168 1 . 245
T Subnet Mask: 2556 .255 255 .0
Radio 1 (2.4 GHz)
Default Gateway: 192 168 .1 o1
Network Name
(ons: 11 1 1)

Wireless Security Secondary DNS (optional):

VLAN ID

s OLearn more about the different connection types

Radio 2 (5 GHz)
MNetwork Name

Wireless Security

T Click Next to continue

Back || Net || cancel |

Passo 7. (Opcional) No campo DNS secundario, insira o enderecgo IP do DNS secundario.



Access Point Setup Wizard

Welcome “ Configure Device - IP Address

Configuration Select either Dynamic or Static IP address for your device.

IP Address ©) Dynamic IP Address (DHCP) (Recommended)

Time Settings © Static IP Address

Device Password Static IP Address: 192 168 .1 . 245
3 Subnet Mask: 2556 . 255 255 .0
Radio 1 (2.4 GHz)
Default Gateway: 192 168 1 o1
MNetwork Name
DNS: 1 1 1 1
Wireless Security (Secondary DNS (optional): 2 .2 .2 .2 )

VLAN ID

b OLearn more about the different connection types

Radio 2 (5 GHz)
MNetwork Name

Wireless Security

T Click Next to continue

Etapa 8. Clique em Next.

Access Point Setup Wizard

Welcome “ Configure Device - IP Address

Configuration Select either Dynamic or Static IP address for your device.

IP Address ©) Dynamic IP Address (DHCP) (Recommended)

Time Settings @ static IP Address

Device Password Static IP Address: 192 168 .1 . 245
3 Subnet Mask: 2556 . 255 255 .0
Radio 1 (2.4 GHz)
Default Gateway: 192 168 1 o1
MNetwork Name
DNS: 1 1 1 1
Wireless Security Secondary DNS (optional): 2 .2 .2 .2

VLAN ID

b OLearn more about the different connection types

Radio 2 (5 GHz)

MNetwork Name

Wireless Security
T Click Next to continue

| Back || Nex J| cancel |

A janela Configure Device - Set System Date and Time (Configurar dispositivo - Definir data
e hora do sistema) é exibida.



Access Point Setup Wizard

Welcome

Configuration

v |P Address
Time Settings

Device Password

m

Radio 1 (2.4 GHz)
Network Name
Wireless Security

VLAN ID

Radio 2 (5 GHz)
MNetwork Name

Wireless Security

“ Configure Device - Set System Date And Time

Enter the time zone, date and time.

Time Zone: | USA (Pacific)

Set System Time:

Metwork Time Protocol (NTP)

_ Manually

NTP Server 1: 0.ciscosb.pool.ntp.org
NTP Server 2: 1.ciscosb.pool.ntp.org
NTP Server 3: 2 ciscosb.pool.ntp.org
NTP Server 4: 3.ciscosb.pool.ntp.org

OLearn more about time settings

Click Next to continue

| Back || Net || cancel
Etapa 9. Escolha seu fuso horario na lista suspensa Fuso horario.
Access Point Setup Wizard
Welcome “ Configure Device - Set System Date And Time
Configuration Enter the time zone, date and time.
v IP Address Time Zone: USA (Pacific) h
T 1
Set System Time: Turk
Device Password Tﬂ:k(r?:enistan
3 Turks & Caicos Islands
Radio 1 (2.4 GHz) Tuvalu
. Uganda
NTP S 1:
Network Name erver Ukraine
NTP Server 2: Ukraine (Simferopol)
Wireless Security NTP Server 3: United Arab Emirates
United Kingdom
VLAN ID NTP Server 4: Urugya‘.;
US Virgin Islands
) - USA (Alaska)
Radio 2 (5 GHz) OLearn more about t§ ysa (Aleutian Islands)
USA (Arizona)
MNetwork Name USA (Central) —
USA (Eastern) =
T Click Next to con
| Back || Nex || cCancel |

Etapa 10. Clique no botao de opgao que corresponde ao método que vocé deseja usar para

definir a hora do WAP.




Access Point Setup Wizard

Welcome
Configuration
v IP Address
Time Settings
Device Password
Radio 1 (2.4 GHz)
MNetwork Name
Wireless Security

VLAN ID

Radio 2 (5 GHz)
MNetwork Name

Wireless Security

e

m

Configure Device - Set System Date And Time

Enter the time zone, date and time.

Time Zone: | USA (Pacific)

Set System Time: | @) Network Time Protocol (NTP)
© Manually

NTP Server 1: 0.ciscosb.pool.ntp.org
NTP Server 2: 1.ciscosb.pool.ntp.org
NTP Server 3: 2 ciscosb.pool.ntp.org
NTP Server 4: 3. ciscosb.pool.ntp.org

OLearn more about time settings

Click Next to continue

Cancel

As opgoes disponiveis sdo as seguintes:

Network Time Protocol (NTP) — O WAP obtém o tempo de um servidor NTP.

Manually — A hora é inserida manualmente no WAP. Se Manually estiver selecionado, va

para a Etapa 12.

Etapa 11. Digite 0 nome de dominio do servidor NTP que fornece a data e a hora no campo
Servidor NTP 1. Vocé pode adicionar até quatro servidores NTP diferentes inserindo-os em
seus respectivos campos. Em seguida, va para a Etapa 14.

Access Point Setup Wizard

Welcome

Configuration

v IP Address
Device Password

Radio 1 (2.4 GHz)
Network Name
Wireless Security
VLAN ID

Radio 2 (5 GHz)
Network Name

Wireless Security

e

m

Configure Device - Set System Date And Time

Enter the time zone, date and time.

Time Zone: | USA (Pacific)

@ Network Time Protocal (NTP)
© Manually

Set System Time:

NTP Server 1: 0.ciscosb.pool.ntp.org
NTP Server 2: 1.ciscosb.pool.ntp.org
NTP Server 3: 2 ciscosb.pool.ntp.org
NTP Server 4: 3. ciscosb.pool.ntp.org

OLearn more about time settings

Click Next to continue

I

Cancel I

Etapa 12. Selecione a data na lista suspensa Data do sistema para escolher o més, o dia e



0 ano, respectivamente.

Access Point Setup Wizard

“ Configure Device - Set System Date And Time

Enter the time zone, date and time.

Welcome

Configuration

v IP Address Time Zone: | USA (Pacific)

Set System Time:

Device Password

(©) Network Time Protocol (NTP)

@ Manually

m

Radio 1 (2.4 GHz)

(SystemDate:  |January |~ |[[8 |+|2015]~]
System Time: 15 :l 139 :l

OLearn more about time settings

Network Name

Wireless Security

VLAN ID
Radio 2 (5 GHz) I
Network Name

Wireless Security

T Click Next to continue

Etapa 13. Selecione a hora e os minutos respectivamente nas listas suspensas Hora do

sistema.

Access Point Setup Wizard

“ Configure Device - Set System Date And Time

Enter the time zone, date and time.

Welcome

Configuration

v IP Address Time Zone: | USA (Pacific) El
) Set System Time: () Network Time Protocol (NTP)
Device Password .
= @) Manually
Radio 1 (2.4 GHz)
Network Name System Date: January : | 8 :l 2015 :l
[System Time: 15 El : | 39 ED

Wireless Security

OLearn more about time settings

VLAN ID

Radio 2 (5 GHz)

Network Name

Wireless Security
T Click Next to continue

| Back || Nex || cCancel |

Etapa 14. Clique em Next. A janela Configure Device - Set Password é exibida.



Access Point Setup Wizard

Welcome “ Configure Device - Set Password
: The administrative password protects your access point from unauthorized access. For security
Configuration . . - . .
reasons, you should change the access point password from its default settings. Please write this

+ IP Address password down for future reference.
v Time Settings Enter a new device password:

= MNew password needs at least 8 characters composed of lower and upper case letters as well as

numbers/symbols by default.

m

Radio 1 (2.4 GHz)

Network Name MNew Password:

Wireless Security Confirm Password:

VLAN ID Password Strength Meter: E Below Minimum
Radio 2 (5 GHz)  Password Complexity: [] Enable

Network Name

OLearn more about passwords

Wireless Security
T Click Next to continue

Etapa 15. Insira uma nova senha para acesso administrativo no WAP no campo Nova senha
. Esta senha nao é usada para conectar-se a rede sem fio; sera necessario obter acesso
administrativo ao préprio WAP.

Access Point Setup Wizard

Welcome “ Configure Device - Set Password
Configuration The administrative password protects your access point from unauthorized access. For security
reasons, you should change the access point password from its default settings. Please write this
+ IP Address password down for future reference.
v Time Settings Enter a new device password:
- New password needs at least 8 characters composed of lower and upper case letters as well as
_ | numbers/symbols by default.
Radio 1 (2.4 GHz)
Network Name [\Jew Password: LXITYTIY] ]
Wireless Security Confirm Password:
VLAN ID Password Strength Meter: E Weak
Radio 2 (5§ GHz) Password Complexity: [C] Enable
Network Name @ Learn more about passwords
Wireless Security
T Click Next to continue

| Back | Net || cancel |

Etapa 16. Confirme sua senha no campo Confirmar senha digitando a mesma senha.



Access Point Setup Wizard

Welcome

Configuration

V' IP Address

+ Time Settings
Device Password

Radio 1 (2.4 GHz)

Network Name

Wireless Security

VLAN ID

Radio 2 (5 GHz)
Network Name

Wireless Security

“ Configure Device - Set Password

The administrative password protects your access point from unauthorized access. For security
reasons, you should change the access point password from its default settings. Please write this
password down for future reference.

Enter a new device password:

MNew password needs at least 8 characters composed of lower and upper case letters as well as
numbers/symbols by default.

m

MNew Password:

0000000
(Confirm Password: secccnne )
Password Strength Meter: E Weak
B Password Complexity: [] Enable

OLearn more about passwords

T Click Next to continue

Cancel

O campo Password Strength Meter exibe barras verticais que mudam a medida que vocé

digita a senha.

Access Point Setup Wizard

Welcome

Configuration

v IP Address

+ Time Settings
Device Password

Radio 1 (2.4 GHz)

“ Configure Device - Set Password

The administrative password protects your access point from unauthorized access. For security
reasons, you should change the access point password from its default settings. Please write this
password down for future reference.

Enter a new device password:

MNew password needs at least 8 characters composed of lower and upper case letters as well as
numbers/symbols by default.

m

MNew Password:

Network Name eesossee
Wireless Security Confirm Password: [TYYTT YT
VLAN ID [Password Strength Meter: l [11] | Weala
Radio 2 (5§ GHz) Password Complexity: [C] Enable
Network Name @ Learn more about passwords
Wireless Security
T Click Next to continue
| Back || Nex | Cancel

As cores do medidor de forca da senha s&o definidas da seguinte forma:
Vermelho — O requisito minimo de complexidade de senha nao € atendido.

Laranja — O requisito minimo de complexidade de senha é atendido, mas a for¢a da
senha é fraca.

Verde — O requisito minimo de complexidade de senha € atendido e a for¢ca da senha &
forte.



Etapa 17. (Opcional) Para habilitar a complexidade da senha, marque a caixa de selegcéo
Habilitar no campo Complexidade da senha. Isso exige que a senha tenha pelo menos 8
caracteres e seja composta por letras minusculas e maiusculas e por numero/simbolos. A
caixa de selecao Enable (Habilitar) no campo Password Complexity (Complexidade da
senha) esta habilitada por padréo.

Access Point Setup Wizard

Welcome -

The administrative password protects your access point from unauthorized access. For security
reasons, you should change the access point password from its default settings. Please write this
/ IP Address password down for future reference.

Configuration

v Time Settings Enter a new device password:

MNew password needs at least 8 characters composed of lower and upper case letters as well as
numbers/symbols by default.

m

MNew Password: ssssssee
Confirm Password: ssssssee
Password Strength Meter: I Weak

(Password Complexity: v Enable)

@_earn more about passwords

T Click Next to continue

Back || Mext || Cancel

Etapa 18. Clique em Avangar para continuar.

Access Point Setup Wizard

Welcome -

The administrative password protects your access point from unauthorized access. For security
reasons, you should change the access point password from its default settings. Please write this
/ IP Address password down for future reference.

Configuration

v Time Settings Enter a new device password:

MNew password needs at least 8 characters composed of lower and upper case letters as well as
numbers/symbols by default.

m

New Password: sencncee

Caonfirm Password: sencncee

Password Strength Meter: I Weak
Password Complexity: /| Enable

@_earn more about passwords

Click Next to continue

Back |[ Mext J| Cancel

Configurando o radio 1 (2,4 GHz)

A janela Configure Radio 1 - Name Your Wireless Network (Configurar radio 1 - Nomear sua



rede sem fio) é exibida.

Access Point Setup Wizard

Welcome -

Configuration The name of your wireless network, known as an SSID, identifies your network so that wireless
devices can find it.

v IP Address

Enter a name for your wireless network:
+ Time Settings

 Device Password Network Name (SSID): ciscosb
For example: MyNetwork

m

Radio 1 (2.4 GHz)

@ Learn more about network names

Click Next to continue

| Back | | Mext | Cancel

Note: O WAP 131 é equipado com dois canais de radio, 2,4 e 5 GHz. As configuragoes de
rede sem fio devem ser configuradas individualmente para cada canal de radio. O processo

de configuragado da rede sem fio € o mesmo para cada canal.

Etapa 1. Insira o SSID (Service Set Identifier, Identificador do conjunto de servigos) da rede
sem fio no campo Nome da rede (SSID). O SSID € o nome da rede local sem fio.

Access Point Setup Wizard

Welcome -

Configuration The name of your wireless network, known as an SSID, identifies your network so that wireless
devices can find it.

v IP Address

Enter a name for your wireless network:
+ Time Settings

 Device Password (Network Name (SSID): ciscosb )

= For example: MyNetwork
Radio 1 (2.4 GHz)

@ Learn more about network names

T Click Next to continue

| Back | | Mext | Cancel

Etapa 2. Clique em Next. A janela Configure Radio 1 - Secure Your Wireless Network

(Configurar radio 1 - Proteger sua rede sem fio) € exibida.



Access Point Setup Wizard

Welcome * Configure Radio 1 - Secure Your Wireless Network
Configuration Select your network security strength.
+ IP Address © Best Security (WPAZ2 Personal - AES)

Recommended for new wireless computers and devices that support this option.
« Time Settings Older wireless devices might not support this option.
 Device Password © Better Security (WPA/WPA2 Personal - TKIP/AES)

m

Recommended for older wireless computers and devices that might not support WPAZ.
Radio 1 (2.4 GHz) _

@ No Security (Not recommended)
v Network Name

Enter a security key with 8-63 characters.

AN 1D 111 Below Minimum

Show Key as Clear Text

a_earn more about your network security options

Click Next to continue

| Back || Mext || Cancel |

Etapa 3. Clique no botdo de opgao correspondente a seguranca de rede que vocé gostaria
de aplicar a sua rede sem fio.

Access Point Setup Wizard

Welcome * Configure Radio 1 - Secure Your Wireless Network
Configuration Select your network security strength.
- )
+ IP Address '/ Best Security (WPAZ2 Personal - AES)
Recommended for new wireless computers and devices that support this option.
« Time Settings Older wireless devices might not support this option.
 Device Password © Better Security (WPA/WPA2 Personal - TKIP/AES)
= Recommended for older wireless computers and devices that might not support WPAZ.
Radio 1 (2.4 GHz) _
@ No Security (Not recommended)

v Network Name - -

Enter a security key with 8-63 characters.

AN 1D 111 Below Minimum

Show Key as Clear Text

a_earn more about your network security options

T Click Next to continue

Back || Mext || Cancel

As opgodes sao definidas da seguinte forma:

Best Security (WPA2 Personal - AES) — Oferece a melhor seguranga e é recomendado se
seus dispositivos sem fio suportam essa opgao. A WPA2 Personal usa AES (Advanced
Encryption Standard, Padrao de Criptografia Avangada) e PSK (Pre-Shared Key, Chave
pré-compartilhada) entre os clientes e o ponto de acesso. Ele usa uma nova chave de
criptografia para cada sessao, o que dificulta o comprometimento.

Melhor seguranga (WPA Personal - TKIP/AES) — Fornece seguranga quando ha



dispositivos sem fio mais antigos que nao suportam WPA2. A WPA Personal usa AES
(Advanced Encryption Standard, Padrao de Criptografia Avangada) e TKIP (Temporal Key
Integrity Protocol). Ele usa o padrao Wi-Fi IEEE 802.11..

Sem seguranga (nao recomendado) — A rede sem fio ndo exige uma senha e pode ser
acessada por qualquer pessoa. Se selecionada, uma janela pop-up sera exibida
perguntando se vocé deseja desabilitar a segurancga; clique em Sim para continuar. Se
esta opgao estiver selecionada, va para a Etapa 6.

Etapa 4. Digite a senha para sua rede no campo Chave de seguranga. A barra colorida a
direita desse campo mostra a complexidade da senha inserida.

Access Point Setup Wizard

Welcome =
Configuration Select your network security strength.
/ IP Address Best Security (WPAZ2 Personal - AES)
Recommended for new wireless computers and devices that support this option.
« Time Settings Older wireless devices might not support this option.
 Device Password 9) Better Security (WPA/WPA2 Personal - TKIP/AES)

m

Recommended for older wireless computers and devices that might not support WPAZ2.
Radio 1 (2.4 GHz)

No Security (Not recommended)
' Network Name

Enter a security key with 8-63 characters.

=== ) RRLLLL Weak

Show Key as Clear Text

@_earn more about your network security options

T Click Next to continue

| Back || Mext H Cancel |

Etapa 5. (Opcional) Para ver a senha ao digitar, marque a caixa de selegdo Show Key as
Clear Text.



Access Point Setup Wizard

e

Welcome “* Configure Radio 1 - Secure Your Wireless Network

Configuration Select your network security strength.

/ IP Address © Best Security (WPAZ2 Personal - AES)

Recommended for new wireless computers and devices that support this option.
v Time Settings Older wireless devices might not support this option.
+ Device Password ©) Better Security (WPA/WPA2 Personal - TKIP/AES)

m

Recommended for older wireless computers and devices that might not support WPAZ.

Radio 1 (2.4 GHz) _
'/ No Security (Not recommended)
v Metwork Name

Enter a security key with 8-83 characters.
VLAN ID Testkey123 D Weak

N (E Show Key as Clear Text]

Radio 2 (5 GHz)

OLearn more about your network security options

Network Name

Wireless Security

T Click Next to continue

| Back || Net || cancel |

Etapa 6. Clique em Next. A janela Configure Radio 1 - Assign The VLAN ID For Your
Wireless Network (Configurar radio 1 - Atribuir a ID da VLAN para sua rede sem fio) &
exibida.

Access Point Setup Wizard

Welcome “ Configure Radio 1 - Assign The VLAN ID For Your Wireless Network

By default, the VLAN ID assigned to the management interface for your access point is 1, which is

Configuration )
also the default untagged VLAN ID. If the management VLAN ID is the same as the VLAN ID

+ IP Address assigned to your wireless network, then the wireless clients associated with this specific wireless
network can administer this device. If needed, an access control list (ACL) can be created to

v Time Settings disable administration from wireless clients.

 Device Password Enter a VLAN ID for your wireless network:

m

Radio 1 (2.4 GH
o1 ( z) VLAN ID: 1 (Range: 1 - 4094)

+ Network Name

 Wireless Security @ Learn more about vian ids

Radio 2 (5 GHz) B

MNetwork Name

Wireless Security
T Click Next to continue

| Back || Next || Cancel |

Passo 7. Digite o ID da VLAN para a rede no campo /D da VLAN. Se a VLAN de
gerenciamento for igual a VLAN atribuida a rede sem fio, os clientes sem fio na rede
poderao administrar o dispositivo. Vocé também pode usar as Access Control Lists (ACL)
para desabilitar a administragao de clientes sem fio.



Access Point Setup Wizard

Welcome “ Configure Radio 1 - Assign The VLAN ID For Your Wireless Network

By default, the VLAN ID assigned to the management interface for your access point is 1, which is
also the default untagged VLAN ID. If the management VLAN ID is the same as the VLAN ID

+ IP Address assigned to your wireless network, then the wireless clients associated with this specific wireless
network can administer this device. If needed, an access control list (ACL) can be created to
disable administration from wireless clients.

Configuration

+ Time Settings

 Device Password Enter a VLAN ID for your wireless network:

m

Radio 1 (2.4 GH
o1 ( 2) [VLAN ID: 1 (Range: 1 - 4094:}

+ Network Name

 Wireless Security @ Learn more about vian ids

Radio 2 (5 GHz) B

MNetwork Name

Wireless Security

T Click Next to continue

| Back || Next || Cancel |

Etapa 8. Clique em Next. A janela Configure Radio 2 - Name Your Wireless Network
(Configurar radio 2 - Nomear sua rede sem fio) € exibida.

Access Point Setup Wizard

v Time Seftings * Configure Radio 2 - Name Your Wireless Network

The name of your wireless network, known as an SSID, identifies your network so that wireless
devices can find it.

+ Device Password

Radio 1 (2.4 GHz)
Enter a name for your wireless network:

v Netwark Name

¥ Wireless Security Network Name (SSID): ciscosb

For example: MyMNetwork
+ VLAN ID

Radio 2 (5 GHz)
@ Learn more about network names

Network Name

m

Wireless Security
VLAN ID

Summary

Finish

1]

Click Next to continue

| Back || Net || Cancel |

Note: O processo para configurar as configuragdes de rede sem fio para o Radio 2 é
idéntico ao processo usado para configurar o Radio 1.

Etapa 9. Insira o SSID (Service Set Identifier, Identificador do conjunto de servigos) da rede
sem fio no campo Nome da rede (SSID). O SSID € o nome da rede local sem fio.



Access Point Setup Wizard

v Time Seftings * Configure Radio 2 - Name Your Wireless Network

The name of your wireless network, known as an SSID, identifies your network so that wireless
devices can find it.

+ Device Passwaord

Radio 1 (2.4 GHz)
Enter a name for your wireless network:

+ Network Name

(Networl-( Name (SSID):  ciscosb ]
For example: MyMNetwork

v Wireless Security

' VLAN ID

Radio 2 (5 GHz)

@ Learn more about network names
MNetwork Name

Wireless Security

m

VLAN ID

Summary

Finish i
T Click Next to continue

Back || Nex || Cancel
Etapa 10. Clique em Next.
Access Point Setup Wizard
v Time Seftings “ Configure Radio 2 - Name Your Wireless Network

The name of your wireless network, known as an SSID, identifies your network so that wireless
devices can find it.

+ Device Password

Radio 1 (2.4 GHz)
Enter a name for your wireless network:

+ Network Name

Metwork Name (SSID):  ciscosb
For example: MyMNetwork

v Wireless Security
+ VLAN ID
Radio 2 (5 GHz)

@ Learn more about network names
MNetwork Name =

Wireless Security

1

VLAN ID

Summary

Finish

T Click Next to continue

Back | Nex )| Cancel

Configurando o radio 2 - (5 GHz)

A janela Configure Radio 2 - Secure Your Wireless Network (Configurar radio 2 - Proteger
sua rede sem fio) é exibida.



Access Point Setup Wizard

v Time Settings -

+ Device Password Select your network security strength.

Radio 1 (2.4 GHz) Best Security (WPAZ Personal - AES)

Recommended for new wireless computers and devices that support this option.
 Network Name Older wireless devices might not support this option.
 Wireless Security Better Security (WPA/WPAZ2 Personal - TKIP/AES)

Recommended for older wireless computers and devices that might not support WPAZ.

+ VLAN ID
9/ No Security (Not recommended)

Radio 2 (5 GHz)

v Network Name = Enter a security key with 8-63 characters.
111 Below Minimum

Show Key as Clear Text

@_earn more about your network security options

Click Next to continue

| Back || Mext || Cancel |

Etapa 1. Clique no botdo de opgao correspondente a seguranca de rede que vocé gostaria
de aplicar a sua rede sem fio.

Access Point Setup Wizard

v Time Settings -

+ Device Password Select your network security strength.

s )
Radio 1 (2.4 GHz) Best Security (WPAZ Personal - AES)
Recommended for new wireless computers and devices that support this option.
 Network Name Older wireless devices might not support this option.
+ Wireless Security Better Security (WPA/WPAZ2 Personal - TKIP/AES)
Recommended for older wireless computers and devices that might not support WPAZ.
+ VLAN ID
9/ No Security (Not recommended)
Radio 2 (5 GHz) ~ -/
' Network Name = Enter a security key with 8-63 characters.
111 Below Minimum
Show Key as Clear Text
@_earn more about your network security options
T Click Next to continue
Back || Next || Cancel

As opgodes sao definidas da seguinte forma:

Best Security (WPA2 Personal - AES) — Oferece a melhor seguranga e é recomendado se
seus dispositivos sem fio suportam essa opgao. A WPA2 Personal usa AES (Advanced
Encryption Standard, Padrao de Criptografia Avangada) e PSK (Pre-Shared Key, Chave
pré-compartilhada) entre os clientes e o ponto de acesso. Ele usa uma nova chave de
criptografia para cada sessao, o que dificulta o comprometimento.

Melhor seguranga (WPA Personal - TKIP/AES) — Fornece seguranga quando ha



dispositivos sem fio mais antigos que nao suportam WPA2. A WPA Personal usa AES
(Advanced Encryption Standard, Padrao de Criptografia Avangada) e TKIP (Temporal Key
Integrity Protocol). Ele usa o padrao Wi-Fi IEEE 802.11..

Sem seguranga (nao recomendado) — A rede sem fio ndo exige uma senha e pode ser
acessada por qualquer pessoa. Se selecionada, uma janela pop-up sera exibida
perguntando se vocé deseja desabilitar a seguranga; clique em Sim para continuar. Se
esta opcao estiver selecionada, va para a Etapa 4.

Etapa 2. Digite a senha para sua rede no campo Chave de seguranga. A barra colorida a
direita desse campo mostra a complexidade da senha inserida.

Access Point Setup Wizard

+ Time Settings o

+ Device Password Select your network security strength.

Radio 1 (2.4 GHz) Best Security (WPAZ2 Personal - AES)

Recommended for new wireless computers and devices that support this option.
 Network Name Qlder wireless devices might not support this option.
+ Wireless Security 9) Better Security (WPA/WPA2 Personal - TKIP/AES)

Recommended for older wireless computers and devices that might not support WPAZ2.
+ VLAN ID

No Security (Not recommended)
Radio 2 (5 GHz)

+ Network Name E

ssssssssne 111 Weak

Show Key as Clear Text

@_earn more about your network security options

—

Click Next to continue

Etapa 3. (Opcional) Para ver a senha ao digitar, marque a caixa de selegdo Show Key as
Clear Text.



Access Point Setup Wizard

¥ Time Settings “ Configure Radio 2 - Secure Your Wireless Network
+ Device Password Select your network security strength.
Radio 1 (2.4 GHz) O Best Security (WPAZ2 Personal - AES)
Recommended for new wireless computers and devices that support this option.
 Netwark Name B Older wireless devices might not support this option.
+ Wireless Security @ Better Security (WPAMWPAZ Personal - TKIF/AES)

Recommended for older wireless computers and devices that might not support WPAZ2.

v VLANID _
"' No Security (Not recommended)
Radio 2 (5 GHz)

+ Network Name = | Enter a security key with 8-63 characters.

{E Show Key as Clear Text)

VLAN ID

OLearn more about your network security options

Summary

Finish

T Click Next to continue

| Back || Nex || cancel |

Etapa 4. Clique em Next. A janela Configure Radio 2 - Assign The VLAN ID For Your
Wireless Network (Configurar radio 2 - Atribuir a ID da VLAN para sua rede sem fio) &
exibida.

Access Point Setup Wizard

v Time Seftings “ Configure Radio 2 - Assign The VLAN ID For Your Wireless Network

+ Device Password By default, the VLAN ID assigned to the management interface for your access point is 1, which is
also the default untagged VLAN ID. If the management VLAN ID is the same as the VLAN ID

Radio 1 (2.4 GHz) assigned to your wireless network, then the wireless clients associated with this specific wireless
network can administer this device. If needed, an access control list (ACL) can be created to

 Network Name —| disable administration from wireless clients.

+ Wireless Security Enter a VLAN ID for your wireless network:

+ VLAN ID
VLAN ID: 1 (Range: 1 - 4094)

Radio 2 (5 GHz)

 Network Name @ Learn more about vian ids

m

' Wireless Security

Summary

Finish L
T Click Next to continue

| Back | Net || cCancel

Etapa 5. Digite o ID da VLAN para a rede no campo /D da VLAN.



Access Point Setup Wizard

v Time Seftings “ Configure Radio 2 - Assign The VLAN ID For Your Wireless Network

By default, the VLAN ID assigned to the management interface for your access point is 1, which is

+ Device Password :
also the default untagged VLAN ID. If the management VLAN ID is the same as the VLAN ID

Radio 1 (2.4 GHz) assigned to your wireless network, then the wireless clients associated with this specific wireless
network can administer this device. If needed, an access control list (ACL) can be created to
 Network Name —| disable administration from wireless clients.
+ Wireless Security Enter a VLAN ID for your wireless network:
+ VLAN ID —
E."LAN ID: 1 (Range: 1 - 4I_IH4]
Radio 2 (5 GHz)

 Network Name = @ Learn more about vian ids

' Wireless Security

Summary

Finish

T Click Next to continue

| Back | Net || cancel |

Etapa 6. Clique em Next. A janela Summary - Confirm Your Settings (Resumo - Confirmar
suas configuragodes) é exibida.

Access Point Setup Wizard

v Time Seftings “ Summary - Confirm Your Settings

Please review the following settings and ensure the data is correct.
Radio 1 (2.4 GHz)

+ Device Password

Radio 1 (2.4 GHz) Network Name (SSID):ciscosb
+ Network Name I #ﬁoﬂc Sl WPA/WPA2 Personal - TKIPIAES
v Wireless Security Security Key: REREERES
+ VLAN ID VLAN ID: 1
Radio 2 (5 GHz)
Radio 2 (5 GHz) Network Name (SSID):ciscosb
+ Network Name = #ﬁoﬂc Security WPANWPAZ Personal - TKIP/AES
' Wireless Security Security Key: TestKey123
+ VLAN ID VLAN ID: 1
m Mote: Radio1 and Radio2 will be enabled after clicking Submit.

Finish

T Click Submit to enable settings on your Cisco Wireless Access Point

| Back || sumit || Cancel |

Passo 7. Revise as configuragbes mostradas e verifique se as informacgdes estao corretas.
Se vocé quiser alterar uma configuragéao, clique no botao Voltar até que a janela desejada
seja atingida.



Access Point Setup Wizard

v Time Seftings “ Summary - Confirm Your Settings

Please review the following settings and ensure the data is correct.
Radio 1 (2.4 GHz)

+' Device Password

Radio 1 (2.4 GHz)

5
=
o
o)
g

+' Network Name
v Wireless Security

+ VLANID

Radio 2 (5 GHz)

+' Network Name

v Wireless Security

+ VLANID

Finish

L Mote: Radio1 and Radio2 will be enabled after clicking Submit.

T Click Submit to enable settings on your Cisco Wireless Access Point

(__Back )| sumt || cancel |

Etapa 8. (Opcional) Se quiser sair do Assistente para configuragao e desfazer todas as
alteracoes feitas, cligue em Cancelar.

Access Point Setup Wizard

v Time Seftings “ Summary - Confirm Your Settings

Please review the following settings and ensure the data is correct.
Radio 1 (2.4 GHz)

+ Device Password
Radio 1 (2.4 GHz)
+ Network Name

v Wireless Security

+ VLANID

Radio 2 (5 GHz)

+' Network Name

5
=
o
o)
g

v Wireless Security
+ VLAN ID
L Mote: Radio1 and Radio2 will be enabled after clicking Submit.
Finish
T Click Submit to enable settings on your Cisco Wireless Access Point
T T
Summary

Etapa 1. Clique em Enviar para habilitar suas configuragdes no WAP. Uma barra de
carregamento sera exibida enquanto suas configuragdes estao sendo aplicadas.



Access Point Setup Wizard

+ Time Settings o

+ Device Password Cisco Setup Wizard will now enable your security.

Radio 1 (2.4 GHz)
v Network Name
Enabling Security...
' Wireless Security
[ A & W N N N N .
+ VLAN ID

Radio 2 (5 GHz) This might take a few moments.

+ Network Name

m

' Wireless Security
+ VLAN ID

Summary

Click Submit to enable settings on your Cisco Wireless Access Point

| Back | Submit | Cancel |

Etapa 2. Depois que as configuracdes tiverem sido aplicadas, a janela Device Setup
Complete (Configuragdo do dispositivo concluida) sera exibida, indicando que o WAP 131
esta agora configurado. Para adicionar outros computadores a rede sem fio, ndo se
esqueca de gravar as chaves de seguranca mostradas aqui, pois elas serdo necessarias ao
se conectar. Clique em Concluir para sair do Assistente para configuragéo.

Access Point Setup Wizard

+ Time Settings o
+ Device Password Congratulations, your access point has been set up successfully. We strongly recommend that
. you save these settings by writing them down or by copying and pasting them into a text document.
Radio 1 (2.4 GHz) You will need these settings later when you add other wireless computers or devices to your
netwark.

' Network Name

+ Wireless Security
Radio 1 (2.4 GHz)

v VLANID Network Name (SSID):  ciscosb
Radio 2 (5 GHz) Network Security Type:  WPA/WPAZ Personal - TKIF/AES '
 Network Name = Security Key: TestKey123 il
] ) Radio 2 (5 GHz)
v Wireless Security Network Name (SSID):  ciscosb
+ VLAN ID Metwork Security Type:  WPA/WPAZ Personal - TKIP/AES
Summary Security Key: Testkey123

T Click Finish to close this wizard.

Back Finish Cancel
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