Comportamento de segurancga de porta para
switches CBS seéries 250 e 350 com firmware 3.1

Objetivo

Este artigo fornece uma demonstracdo para mostrar as alteracbes com as
configuragcdes de seguranga de porta padrao nos switches Cisco Business 250 e 350 a
partir do firmware versao 3.1.

Dispositivos aplicaveis | Versao do firmware

CBS250 (Folha de dados) | 3.1 (Download mais recente)
CBS350 (Folha de dados) | 3.1 (Download mais recente)
CBS350-2X (Folha de dados) | 3.1 (Download mais recente)
CBS350-4X (Folha de dados) | 3.1 (Download mais recente)

Introducao

E importante executar a versdo mais recente do firmware quando uma nova verséo for
langada. Na primavera de 2021, a versao 3.1 do firmware para os switches CBS 250 e
350 foi langada, alterando o comportamento padrdo da seguranga de porta. Essas
alteragdes foram feitas para melhorar a segurangca do endpoint. Confira a
demonstragao para saber mais.

Demonstracao do comportamento padrao da seguranca de porta
(Firmware versao 3.1)

Nesta demonstragdo, a seguranga de porta € ativada na interface GE2 de um switch
Cisco Business 350 atualizado para a versao de firmware 3.1. Moveremos um PC
conectado na porta 2 do switch (GE2) para a porta 4 do switch (GE4) e observaremos
o comportamento padrao da segurancga de porta.


https://www.cisco.com/c/en/us/products/collateral/switches/business-250-series-smart-switches/nb-06-bus250-smart-switch-ds-cte-en.html
https://software.cisco.com/download/home/286325765
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769

Passo 1

Primeiro, navegamos para Gerenciamento de porta > Configuragbes de porta e
verificamos se o PC esta conectado a porta 2 do switch (GE2) e o Status operacional
da porta estda mostrando Up.

Configuration Wizards
Search
Status and Statistics

Administration

Ermor Recovery Settings

Loopback Detection
Settings

» Link Aggregation

I
» UDLD W

Passo 2

e i1V cRS350-24FP-4G - swhch730913
CISCO

Port Settings

Link Flap Prevention: [~ Enable

Jumbo Frames I_} Enable

Jumbo frames configuration changes will take effect after saving the configuration and rebooting the switch.

Port Settings Table

Time Range

Link Status Port Duphex Protection
Entry No. Port  Port Type Operational Status SNMP Traps Name State Speed Mode LAG State
1 GE1 1000M -Copper Down Enabled Unprotected
( 2 GE2 1000M-Copper Up Enabiled 1000M  Full Unprotected )
3 GE3 1000M-Copper Down Enabled Unprotected

Em seguida, navegamos até MAC Address Tables > Dynamic Addresses e verificamos
o enderegco MAC do PC associado a porta 2 do switch (GE2).
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Dashboard

Dynamic Addresses
Confguration Wizards

Saarch Dynamic Address Table

Status and Statistics Table

Administration
FiTEr VLAN ID souals 10

Port Management
MAC Agdress aguals 10

Smartpon
interface BOQUAS 1o Pogt A
VLAN Management
VIANID MAC Address Interface
Spanning Tres 1 VLAN 1 O0ed4c:01:06: GE24

( VLAM 1 3c:07:54:T5b21d GEZ )

VLAMN 1 ec:bd 1d 445788 GE24

Static Addresses

Dynamic Address 2
Settings

Etapa 3

Navegamos até o menu Security, selecionamos a porta 2 do switch (GE2) e clicamos
no icone de edigao. Ativamos a opcdo Lock ao lado de Interface Status. O Modo de
Aprendizado sera mostrado como Bloqueio Classico. Deixamos Action on Violation
como Discard e clicamos em Apply.
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Passo 4
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cisco
Port Security

Port Security Table

e Edit Port Security Interface Settings

interf,
ace Type .

®pPon GE2 v OLAG |}

Learning Made:

[ Lock
@ Classic Lock

GE4 o wax No. of Addresses Alowsd: |1 (Range: O - 256, Defaul: 1)
GES

Action on Violation: ® Discard
GEB

O Forward
GE7 O Shwdown
S Tap ) Enstle
GE9
@ Trap Frequency: 10 sec (Range: 1 - 1000000, Default: 10)

GE10
GEN
&12 6 @
GE13
GE14 Unlocked  Classic Lock 1 Disabled

Uma notificacao de éxito sera exibida na tela, entdo clicamos em Fechar.

Edit Port Security Interface Settings

€ Success To permanently seve the configuration, go 1o the Fie Operstions page of chck the Save (con.

Interface Status:

Learning Mode:

@ Max Mo. of Addresses Alowed:

Acthon on Violation:

® Pon GE2 ~ O LAG

[+ Lock

{®) Classic Lock

2 Uimited Dynamic Lock
O Secure Permanent

) Secure Deiete on Reset

{® Discard
O Forward
(O Shutdown

1

(Range: O - 256, Default: 1)




Etapa 5

O Status da interface GE2 sera exibido como Bloqueado.

Status and Statistics

Administration

Port Managemaent

Smartport

VLAN Management

Spanning Tree

MALC Address Tables

Multicast

IPv4 Configuration

Etapa 6

©

Port Security

Port Security Table

e

CRS350-24FP-40G -

swnch/3d913

Filter: inferface Tipe &quals 1D  Pon n
Imerface Learning Max No. of Action Trap
Eniry No. Interface  Status Mode Addresses Allowed on Violation  Trap Fraquency (sec)
1 GE1 Uniocked Classic Lock Disabled
( ) 2 GE2 Locked Classic Lock Discard Disabled )
3 GEJ Uniocked  Classic Lock [rsabled

Navegamos até MAC Address Tables > Static Addresses. O enderego MAC do PC
associado a interface GE2 sera refletido na tabela Static Addresses.
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Etapa 7

Moveremos o PC da porta 2 do switch (GE2) para a porta 4 do switch (GE4) e
garantiremos que o status operacional da interface GE4 mostre Up.

e vl cpgasg-24Fp-4G - switch734913
CISCO

» Status and Statistics

» Administration

Port Settings

Link Flap Prevention: [+7 Enable

Jumbo Frames: | Enable
Jumbo frames configuration changes will take effect afier saving the configuration and rebooting the switch
Ermor Recovery Settings
Port Settings Table
Loopback Detection
Settings en (#
b Link, regation
Aggregati Time Range
Link Ststus —  Pont Duplex
» UDLD Entry Mo. Port  Pont Type Oparational Status SNMP Traps Name State Speed Mode
1 GE1 1000M-Copper Down Enabled
» PoE
[ 'y 2 GE2 1000M-Copper Down Enabled
b Gresn Ethamet 3 GE3  1000M-Copper Down Enabled
( O 4 GE4  1000M-Copper Up Enabled 1000M  Full :)
» Smartporn 5 GES  1000M-Copper Down Enabled

Passo 8

Navegamos até MAC Address Tables > Static Addresses. O endereco MAC do PC
associado a interface GE2 ainda aparecera na tabela Static Addresses.
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Administration

Static Addresses

Port Management
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VLAN Management <+

Spanning Tree 1 VLAN ID  MAC Address interface  Status
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Passo 9

Navegamos até MAC Address Tables > Dynamic Addresses. O PC (enderego MAC
3c:07:54:75:b2:1d) esta conectado a interface GE4. Mesmo que o Status Operacional
da interface GE4 seja Ativo, o PC nao podera obter um endereco IP de DHCP
(Dynamic Host Configuration Protocol). Na tabela de enderegos dindmicos, podemos
verificar o mesmo.



e — @ CAS3IS50-24FP-40G - swich73d913

Administration

Dynamic Addresses

Port Management

Smartport Dynamic Address Table
VLAN Management
Claar Tabie
Spanning Tree
Firer VLAN I equals 1o
MAC Acdress equals 10
erface BOQUBS T O Ay
VLANID MAC Address Imterface
LAMN 1 [ i ] [ ] E24
vLAMN 1 ec.bd:1d44:57 88 GEZ4

® Note:

O PC (endereco MAC 3c:07:54:75:b2:1d) s6 obtera um endereco IP DHCP
quando estiver conectado a interface GE2, pois a Tabela de Enderecos

Estaticos mostra que a ligagcao de enderecos MAC com a interface GE2. Se
quisermos remover o endereco MAC do PC da interface GE2 para que
possamos usa-lo em outra porta, precisamos desbloquear a porta seguindo as
etapas opcionais a seguir.

Etapa 10 (opcional)

Desmarque o botao de opgao Lock e clique em Apply.



Edit Port Security Interface Settings X

Interface: (® Port GE2 ~ () LAG
Interface Status: o (v Lock
Learning Mode: (s) Classic Lock

(O Limited Dynamic Lock
(D Secure Permanent

(O Secure Delete on Reset

£ Max No. of Addresses Allowed: = 1 (Range: 0 - 256, Default: 1)
Action on Violation: (=) Discard
(O Forward
(O Shutdown
Trap: (J Enable

# Tran Frannonm: 1n cor (Ranaa- 1 — 10NNNNN_ Nafanlt- 1N\

9 Apply Close

Etapa 11 (opcional)

O Status da interface sera exibido agora como desbloqueado.

Port Security Table

() &
Filter:  Interface Type equalsto @ Port v

Interface  Learning Max No. of
Entry No. Interface Status Mode Addresses Allowed
O 1 GE1 Unlocked Classic Lock 1
O 2 GEZ Unlocked | Classic Lock 1
O 3 GE3 Unlocked  Classic Lock 1

Etapa 12



Por fim, clicamos no icone salvar para salvar permanentemente a configuragao.

admin  English v Advanced v

Conclusao

Pronto, agora vocé sabe o novo comportamento padrdao de seguranca de porta da
versao de firmware 3.1 e posterior!

Procurando mais artigos sobre o switch CBS250 ou CBS3507? Confira qualquer um
dos links abaixo para obter mais informacgoes.

Configuracdes de SNMP Visualizacdes de SNMP Grupos de SNMP Atualizacao de
imagem de DHCP Intensidade da senha Configuracdes de TCP e UDP Configuracdes
de tempo Atualizar firmware Melhores praticas de Smartport Solu¢cdo de problemas:
Sem endereco IP Solucionar problemas de Smartports Solucionar problemas de
sincronizacao de link Criar VLANs


https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2513-configure-snmp-views-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2629-port-security-default-v-3-1.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2634-identify-disable-smartports-CBS.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



